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Gi6i thiéu tong quan vé Cong ty TNHH Mot
thanh vién Tin hoc P.V.V.

Cai1 dat ISA server 2006.




MUONG 1
GIOI THIEU TONG QUAN VE CONG TY

TNHH MQT THANH VIEN TIN HOC P.V.V
1.1. THONG TIN CHUNG VE DPON VI THUC TAP

s Tén cong ty: Cong Ty TNHH Mot Thanh Vién Tin Hoc
P.V.V.

<+ Dia Chi: 112 Nguyén Vian Thoai, PM¥y An, Q.Ngii Hanh
Son, TPDN.

% Ngay thanh lgp: 01/11/2012.

< Von Piéu Lé: 2.000.000.000 VND




CHUONG 1
GIOI THIEU TONG QUAN VE CONG TY
TNHH MOT THANH VIEN TIN HOC P.V.V

1.2. LINH VUC HOAT PONG KINH DOANH

Hoat dong kinh doanh céc san pham sau day:
+ Khoa Tu Khach San;

+ Tong Dai Noi Bo;

+ Camera Quan Sat;

+ Khoa Van Tay;

+ May Cham Céng;

+ Két Sat;

+ Mang N61 B9, Computer, May In.




GIOI THIEU TONG QUAN VE CONG TY
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TNHH MOT THANH VIEN TIN HOC P.V.V
1.3. CO CAU TO CHUC

Hé thong co cau to chitc bd may twong d6i gon nhe.

GIAMDOC

l

Thu ky
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B0 phan Kinh
doanh

B0 phan Sua
chita, Bao hanh




CHUONG 1
GIGI THIEU TONG QUAN VE CONG TY
TNHH MOT THANH VIEN TIN HOC P.V.V

1.4. DPAC DIEM LAO PONG

“ P01 ngl lao dong tre, khoe (60% co do tudi 20-
30t);

#Co trinh do chuyén moén nghiép vu tuong doi cao
(60% c0 trinh d6 da1 hoc, cao déing).




CHUONG 2:
CAI DAT ISA SERVER 2006

2.1. GIOI THIEU TONG QUAN VE HE THONG QUAN
LY MANG.

» Quan ly mang 1a mdt trong nhiing linh vuc dang c6 nhiing
su thay d6i va hoan thién manh mé.

» Trong boi canh hdi tu mang hi¢n nay, sO luong thiét bj va
dich vu rat da dang va phurc tap da tao ra cac thach thic 16n
trong van dé quan 1y mang.

> Toan canh cia birc tranh quan 1y phai bao gdm quan 1y cac
tal nguy€n mang cling nhu cac tar nguyen dich vu, nguol su
dung, cac irng dung h¢ théng, cac co sO dir iéu khac nhau
trong cac loai mo1 truong irng dung.




CHUONG 2:
CAI DAT ISA SERVER 2006

2.2. GIOI THIEU PHAN MEM ISA SERVER 2006

» La phan mém share internet cia hang phan mém noi tiéng
Microsoft.

> Mot phén mém share internet kha hiéu qua, on dinh, dé
cau hinh, firewall t6t, nhi€u tinh nang cho phép ban cau hinh
sao cho twong thich vo1 mang LAN cua ban.

> La mot phan quan trong trong mot ké hoach tong thé dé
bdao mat mang trong mot to churc.




CHUONG 2:
CAI DAT ISA SERVER 2006

2.2. GIOI THIEU PHAN MEM ISA SERVER 2006

» Churc nang:
- Cung cap cac tinh ning tuong lira.
- Cho phép truy cap an toan vao Internet.

- Cho phép truy cap an toan tur Internet vao tai nguyé€n mang
cuc bo.

- Cho phép truy cap an toan dén may chii E-mail.




CHUONG 2:

CAI DAT ISA SERVER 2006
2.3. CAC VAN DE CAN LUU Y KHI CAI DAT ISA 2006

> Cau hinh mdy chil can thiét.

> Hoan chinh bang dinh tuyén (routing table).

> Cht ¥ thong s6 DNS.

> Tinh chinh cau hinh external interface.

» Cai ISA trén mot may chu "sach”.

» Nén cai ISA trén stand-alone server hay domain member
server?

> Mot s6 luu ¥ quan trong khac.




CHUONG 2:
CAI DAT ISA SERVER 2006

ai dit 3 may gom (1 may client, | may AD, 1 may ISA server)

Join domain cho may windown 7

0 Cai dat ISA 2006

0 Join domain cho may ISA server

Join domain cho may ISA server




CHUON @r 33
CAU HINH CUA ISA SERVER 2006

3.1. TOM TAT MOT SO THONG SO MAC DINH

e System Policies cung cap san mot so luat dé cho
phép truy cap vao/ra ISA Firewall. Tat ca cac traffic
con lai déu bi cam.

 Cho phép dinh tuyén gitta VPN/VPN-Q Networks
va Internal Network.

* Cho phep NAT gitra Internal Network va External
Network.

 Chi cho phép Adminstrator c6 thé thay doi chinh
sach bao mat cho ISA firewall.




CHUONG 3¢
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

* Tao va su dung Access Rules:

- Access Rules dung dé diéu khién outbound access.
- ISA Firewall kiém tra Access Rules trong Access Policy theo
co ché topdown.

- Mot s6 tham s6 ma Access Rule sé kiém tra trong connection
request:

+ Protocol: Giao thirc str dung.

+ From: Pia chi nguon.

+ Schedule Thoi gian thuc thi luat

+ To: Dia chi dich.

+ Users: Nguoi dung truy xuat.

+ Content type: Loal nd1 dung cho HTTP connection.




CHUONG 3¢ |
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

oo Tao mot so Access Rule:

- Start = Programs = Microsoft ISA Server = ISA Server
Management, m¢ rOng server name, nhap chudt phair vao
Firewall Policy, chon New va nhap chudt vao Access Rules.




CHUONG 3:

CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

oo Tao mot sé Access Rule:

- Hién thj hop thoar “Welcome to the New Access Rule
Wizard”. Dién vao tén Access Rulename, nhap chudt vao nut
Next dé tiép tuc.

New Access Rule Wizard . x|

welcome to the New Access Rule
wizard

This wizard helps you create a new access rule. Aiccess
rules define the action that is taken. and the protocols that
may be used. when specified clients from one network
attempt to access specific destmations or content on
another network.

T o continue, click Next.

< Back IE ﬁext > §| Cancel l




CHUONG 3
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA
oo Tao mdt s6 Access Rule:
- Hién thj hop thoai Rule Action ¢6 hai tuy chon: Allow hoac
Deny. Tuy chon Deny dugc dat mac dinh tuy vao loai Rule ta

can mo ta ma chon Allow hoac Deny cho phu hop, chon Next
de tiep tyc. [T —

Rule Action

Select how client requests for content from the specified destination are dealt with
if the conditions specified in the rule are met.

Action to take when rule conditions are met:
= Allow
" Deny

< Back Cancel |
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CHUONG 3;
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

e Tao mot so0 Access Rule:
- Hién th1 hop thoai “Protocols” ¢ day ban c¢6 chon rat nhicéu
Protocols.

=) [ 8 Infrasstructuur=

= [ = =il

=] | 3 Instanmt Messaging
= [ Permobs Termmimal

= [ wrrJa and IP=saec
L " It=er—DeFirned

= [ Auatheniticationr

= O Serser Prottocol=

=1 | _ 3 Al Protocol=




CHUONG 3¢
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

e Tao mot s6 Access Rule:

Ta s& chon giao thirc (Protocol) dé cho phép /cam outbound
traffic tir source dén destination. Ta cé thé chon ba tuy chon
trong danh sach This rule applies to:

+ All outbound traffic: Pé cho phép tat ca cac protocols
outbound.

+ Selected Protocols: Tuy chon nay cho phép ta cé thé lua
chon tirng Protocols dé ap dat vao luat (rule).

+ All outbound traffic except selected: Tuy chon nay cho phép
tat ca cac protocol cho luat ma khong dugce dinh nghia trong
hop thoai.




C=U@NG3

CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA
oo Tao mot sé Access Rule:
Néu ta chon tuy chon Selected Protocols ta sé chon danh sach
cac Protocol can mo ta cho luat. Ban chon vao nat Add dé add
vao nhirng protocols thich hop. Sau do chon Next de tiép tuc.

I

Select the protocols this rule applies to.

T his rule applies to;

l Selected protocols ;I
Protocols:

LiDNS Add..




C=U@N@r3

CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA
oo Tao mdt s6 Access Rule:
Hién thi hop thoai Access Rule Soureces, chon dia chi ngu@)n
(source location) dé ap dat vao luat béng cach chon nut Add,
hién thi hop thoai Add Network Entities, sau do ta chon dia
chi nguon tur h6p thoai nay.
Chon Next de thlrc hlen bu’(rc tlep theo.

Access Rule urc s Network entities:
Th ule wnll ppl raffic onginating from the sources specified in this page.

This nde appies 1o lisfhic fiom these sources @ external
s | =% Internal
b Intemal I Add... Local Host
=% Local Host Edit ; 3 uarantined WPN Clients
= WPHN Clients
A = 3 N ork Sets
BRemove I




CHUQONG 3:
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

oo Tao mot so Access Rule:

Hién thi hop thoai Access Rule Destinations = chon nut Add

- xuét hién hop thoai Add Network Entities = chon External
network cho destination rule.

New Access Rule Wizard

T g
Access Rule Destinations

This rule will apply to traffic sent from the rule sources to the destinations specified
in this page. New ~ Edit... Delete

This nle applies to traffic sent to these destinations:
@ External

<% Local Host
i <% Quarantined YPN Clients

=) ¥PN Clients
# [ Network Sets
| Computers
[ Address Ranges
[ Subnets
[# [ Domain Name Sets
3 URL Sets
# [ Computer Sets

i

< Back I Next > I Cancel
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CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

oo Tao mdt s6 Access Rule:
Chon nut Next dé hién thi hop thoai User Sets cho phép ta lua
chon User truy xuat cho Access Rule. Mic dinh luat sé ap dat
cho tat ca user (All Users), ta co thé hiéu chinh thong so nay
bang cach Edit hodc thém User méi vao Rule thong qua nut
Add, chon Next dé tiép tuc.

New Access Rule Wizard f— B

Rul

ule D
This rule will apply to traffic sent from the rule sources to the destinations s ifie:
in this page.

This ule applies to traffic sent to these destinations:
@D External




CHUONG 3;
CAU HINH CUA ISA SERVER 2006

3.2. CAU HINH WEB PROXY CHO ISA

e Tao mot so0 Access Rule:
Chon Finish dé hoan tat.

New Access Rule Wizard

Completing the New Access Rule
Wizard

?‘ ternet Security &
n
Accelefaﬁonggnerzoos

You have successfully completed the New Access Rule
Wizard. The new Access Rule will have the following
configuration:

MName:
Internet
Action:
Allow
Traffic:
HTTPHTTPS
Source:

Internal Local Host -
A &

To close the wizard, click Finish.




CHUONG 3¢
CAU HINH CUA ISA SERVER 2006
3.2. CAU HINH WEB PROXY CHO ISA

e

ol

oo Ciu hinh Web Proxy cho ISA

Trong phan nay, em d3 khao sat nhanh cic budc lam sao dé
cau hinh Isa Firewall cung cap dich vu Web Proxy dé€ chia s¢
k&t nd1 Internet cho mang nd1 bo.

(Kinh moi thay co xem trong ban bao cdo cua em)




CHUONG 3¢ |
CAU HINH CUA ISA SERVER 2006

3.3. CAU HINH WEB PROXY CHO ISA
> Cau hinh ciia Web Publishing:
* Dung dé publish cac Web Site va dich vu Web.
e Mot s,é dac d,iém: , ‘
- Cung cap co che¢ truy xuat uy quyeén Web Site thong qua ISA Firewall.

- Chuyén hudng theo duong dan truy xuat WebSite (Path redirection).

- Reverse Caching of Published Web Site.

- Cho phép Publish nhiéu Web Site thong qua mot dia chi IP.

- C6 kha ning thay d6i (re-write) URLs bang cach sir dung Link Translator
cua ISA Firewall.

- Thiét 1ap co ché bao mat va hd tro chimg thuc truy xuat cho Web Site
(SecurID Authentication, RADIUS Authentication, Basic Authentication).
- Cung cap co ché chuyén theo Port va Protocol.




CHUONG 3¢
CAU HINH CUA ISA SERVER 2006
3.3. CAU HINH WEB PROXY CHO ISA

»Server Publishing:

e Tuong tu nhu Web Publishing, Server Publishing cung cap
mot sO co ché cong bd (Publishing) cac Server thong qua ISA
Firewall.




CHUONG 3¢
CAU HINH CUA ISA SERVER 2006

3.4. ISA VPN CLIENT TO GATEWAY

VPN la giai phap hitu hiéu dé két no6i hé thong mang cua
doanh nghiép c6 nhiéu chi nhanh va nam khac vi tri dia 1y
hodc doanh nghiép c6 nhiéu nhan vién phai di cong tac xa va
ho muon truy cap vao tai nguyén mang noi bo. Va ISA Server
2006 c6 thé dap Gmg nhitng nhu cau cua doanh nghiép ban
thong chirc nang VPN Client to Gateway.




ET LUAN

Trén day chi 1a nhitng tim hiéu so bo cta em vé ISA server
2006, cac thong tin chi mang tinh chat khai quat quat. ISA
server 1a mot linh vuc kho va rong, tuy nhién co rat nhiéu
diém hap dan dé di sau vao tim hiéu.

EM XIN CHAN THANH CAM ON CAC THAY CO VA
CAC BAN DA QUAN TAM LANG NGHE. RAT MONG
NHUNG LOI GOP Y TU QUY THAY CO GIAO!




