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I.

GIOI THIEU :

1. Nhu ciu sir dung IP Sec hién nay:

Giao thitc TCP/IP dong mot vai tro rit quan trong trong cac hé thong
hién nay. Vé nguyén tic, c6 nhiéu tily chon khac nhau vé giao thirc dé trién khai
cac hé théng mang nhu TCP/IP, TPX/SPX, NetBEUI, Apple talk,... Tuy nhién
TCP/IP 1a sy lya chon gan nhu bit budc do giao thirc ndy dugc st dung 1am

giao thirc nén tang ciia mang Internet.

Vao thoi diém thiét ké giao thirc ndy, van dé bao mat thong tin chua that
su dugce quan tim, do do, cac giao thic trong bd TCP/IP hau nhu khong duoc
trang bi bat cir giao thirc ndo. Cau triic goi dir liéu (IP, TCP, UDP va ca cac
giao thirc ing dung) duoc mé ta cong khai, bit dugc goi IP trén mang, ai ciing
6 thé phan tich goi dé doc phé‘ln dir 1i€u chira bén trong, d6 1a chua ké hién nay,
cac cong cu bat va phan tich goi dugc xdy dung voi tinh ning manh va phat
hanh rong ri.Viéc bd sung cac co ché bao mat vao mé hinh TCP/IP, bat dau tir
giao thirc IP 1a mot nhu cau cip bach.IP Security (IPSec) 1a mt giao thirc duoc
chuan hod boi IETF tir naim 1998 nham muc dich nang cép cic co ché ma hoa
va xéc thyc thong tin cho chudi thong tin truyén di trén mang bang giao thic IP.
Hay no6i cach khac, IPSec 1a sy tap hop cua cac chuan mé& duge thiét lap dé dam
bdo su cidn mat dir liéu, dam bao tinh toan ven dit liéu va chung thuc dir ligu
gilta cac thiét bi mang IPSec cung cip mdt co cAu bao mat & ting 3 (Network

layer) cia mo6 hinh OSI.

IPSec duoc thiét ké nhu phﬁn md rong cua giao thuc IP, dugc thuc hién
thong nhét trong ca hai phién ban IPv4 va IPv6. Ddi v6i IPv4, viéc ap dung
IPSec 1a mot tuy chon, nhung ddi voi IPve, giao thuc bdo mat nay dugc trién

khai bat budc.
2. Khai niém IP Sec :

IPSec (Internet Protocol Security) 1a mot giao thicc dwgc IETF phat trién.
IPSec duoc dinh nghia 14 mot giao thirc trong tang mang cung cdp cac dich

vu bao mat, nhan thyc, toan ven dir 1iéu va di€u khién truy cép. N6 1a mot tap



hop cac tiéu chuan mé lam vi¢c cung nhau gitra cac phan thiét bi.

Mot cach chung nhét, IPSec cho phép mét duong ngam bao mat thiét lap
gilta 2 mang riéng va nhan thuc hai dau cua dudng ngadm nay. Cac thiét bi
gitra hai dau duong ngﬁm 6 thé 12 mot cap host, hoac mot cap céng bao mat
(co thé 1a router, firewall, bd tap trung VPN) hodc mot cdp thiét bi gém mot
host va mot cong bao mat. Pudng ngam dong vai tro 13 mot kénh truyén bao
mat gitra hai dau va cac goi dir liéu yéu cau an toan dugc truyén trén do.
IPSec ciing thyc hién dong goi dit liéu cac thong tin dé thiét 1ap, duy tri va
hiy bo kénh truyén khi khong ding dén nita. Cac goi tin truyén trong dudng
ngam c6 khudn dang giéng nhu cac géi tin binh thuong khac va khéng lam
thay d6i cac thiét bi, kién trac cling nhu nhitng Gmg dung hién c6 trén mang

trung gian, qua d6 cho phép giam dang ké chi phi dé trién khai va quan 1y.

[PSec ¢6 cac co ché co ban dé dam bao an toan dit litu do 1a AH
(Authentication Header), ESP (Encapsulating Security Payload), IKE (Internet
Key Exchange) va ISAKMP (Internet Security Association and Key
Management Protocol) trong d6 IPSec phai hd trg ESP va c¢6 thé hd trg AH:

e AH cho phép xac thuc nguén géc dit liéu, kiém tra tinh toan ven dit
lidu va dich vu tiy chon chdng phat lai ctia cac géi IP truyén giita hai
hé thong. AH khong cung cép tinh bao mat, diéu nay co nghia la n6
gui di thong tin dudi dang ban ro.

e ESP la mot giao thirc cung cép tinh an toan cta cic géi tin duoc
truyén bao gém: Mat ma dir li€u, xac thuc ngué)n géc dit liéu, kiém
tra tinh toan ven phi két ndi cua dir litu. ESP dam béo tinh bi mat
ctia thong tin thong qua viéc mat ma goi tin IP. T4t ca luu lwong ESP
déu dugc mat ma gitra hai hé théng. Voi dic diém nay thi xu hudng
s& str dung ESP nhiéu hon AH dé ting tinh an toan cho dit liéu.

e Ca AH va ESP 1a cic phuong tién cho diéu khién truy nhéap, dua
vao su phan phdi cua cac khoa mat mi va quan 1y cac ludng giao

thong c6 lién quan dén nhiing giao thirc an toan nay.



e IKE (Internet Key Exchange): IKE la giao thuc thyc hi¢én qué trinh
trao d6i khoa va thoa thudn cac thong sb bao mat giita cac thiét bi véi
nhau nhu: m3 héa thé nao, dung thuat toan nao, bao lau trao ddi khoa
mot 1an. Sau khi trao d6i xong thi s& c6 mot thuong luong giira hai dau
cudi, khi d6 IPsec SA (Security Association) dugc tao ra. Mot SA, 1a
mot lién két bao mat, co thé duge xem 1a mot nhom nhiing thanh phén,
thong s6 bao mat di duge théng nhét gitra 2 dau cudi, néi cach khac,
khi tit ca céac thong s6 da duge thuong luong va cac khoa da dugce tao
ra, mot thiét bi co 1 SA va n6 c6 thé sir dung SA nay dé giao tiép voi

mot thiét bi khac.

e [ISAKMP (Internet Security Association and Key Management
Protocol): 1a mot giao thure thyc hién viéce thiét 1ap, thoa thuan va quan
1y chinh sach bao mat SA. Giao thirc nay di kém véi giao thic IKE
nén ta s& viét ISAKMP/IKE.

Nhiing giao thirc nay c6 thé duoc ap dung mot minh hay két hop véi
nhau dé cung cép tap cac giao thic an toan mong mudn trong IPv4 va IPv6,
nhung cach chung cung cép cac dich vu 1a khac nhau. D6i véi ca hai giao
thitc AH va ESP nay, IPSec khong dinh cac thudt todn an toan cu thé duoc
st dung, ma thay vao do 1a mot khung chuin dé sir dung cac thuat toan theo
tiéu chuén cong nghi¢p. IPSec sir dung céc thuat todn: Ma nhan thyc ban tin
trén co s¢ bam (HMAC), thuat toan MDS5 (Message Digest 5), thudt toan SHA-
1 dé thuc hién chirc nang toan ven ban tin; Thuat toan DES, 3DES dé mat
ma dir liu; Thudt todn khoa chia sé trude, RSA chir ky s6 va RSA mat ma
gia tri ngdu nhién (Nonces) dé nhan thyc cic bén. Ngoai ra cac chudn con
dinh nghia viéc su dung céc thuat toan khac nhu IDEA, Blowfish va RCA4.
IPSec c6 thé sir dung giao thire IKE (Internet Key Exchange) dé xac thuc hai
phia va lam giao thuc thuong luong cac chinh sdch bdo mat va nhéan thyc
thong qua viéc xac dinh thuat todn dugc dung dé thiét 1ap kénh truyén, trao
d6i khoa cho mdi phién két ndi, dung trong mdi phién truy cip. Mang ding
[PSec dé bao mat cac dong dir li¢u co thé tu dong kiém tra tinh xac thuc cta

thiét bi bang gidy ching nhan s cua hai nguoi ding trao d6i thong tin qua



lai. Viéc thwong lwong ndy cudi cing dan dén thiét 1ap két hop an ninh (SAS)
giita cac cdp bao mat, két hop an ninh nay co tinh chit hai chiéu truc tiép.
Thong tin két hop an ninh duoc luu trong co sir dit liéu lién ké an ninh, va mdi
SA duogc 4n dinh mot sd tham sb an ninh trong bang muc luc sao cho khi két

hop mot dia chi dich véi giao thirc an ninh (ESP hodc AH) thi c6 duy nhat mét.
3. Lich sir phat trién ciia IP Sec:

Tt khi cong nghé ipsec ra doi, n6 khong chi con dugc bi€t dén nhu mot
chuan interrnet don 1€ nita, ma hon thé nita con dugc dinh nghia trong chuan

RFC, dugc ké dén trong bang sau:

RFC | Tiéu @é Chi dé Thoi

gian

1825 Security Architure for the Internet | [PSec 8/1995
Protocol

(kién triic bao mat cho giao thirc Internet)

1826 IP Authentication Header AH 8/1995
(Nhan thyc tiéu dé IP)
1827 IP Encapsulating Security Payload ESP 8/1995

(dong goi an toan tai IP)

1828 IP Authentication Using Keyed MD5 MD5 8/1995

(Nhéan thyc IP str dung khoa MD5)

1829 The ESP DES-CBC Transform DES 8/1995

(su bién d6i ESP nho DES-CBC)

2104 HMAC: Keyed-Hashing for Message | HMAC 1/1997

Authentication

(HMAC: Khoa bam cho nhan thuc ban




tin)

2202

Test Cases for HMAC-MD5 and HMAC-
SHA-1

(cac truong hop kiém tra cho HMAC-
MDS5 va HMAC-SHA-1)

HMAC-MD5

HMAC-SHA-1

9/1997

2401

Security Architure for Internet Protocol

IPSec

10/1998

2402

IP Authentication Header

AH

10/1998

2403

The Use of HMAC-MD5-96 within ESP
and AH (st dung HMAC-MD5-96 cung
v6i ESP)

HMAC-MD5

10/1998

2404

The Use of HMAC-SHA-1-96 within ESP
and AH (st dung HMAC-SHA-1-96 cung
vo1 ESP va AH)

HMAC-SHA-1

10/1998

2405

The ESP DES-CBC Cipher Algorithm
With Explicit IV

(Thuat toan ma hoa ESP DES-CBC cung
IV (vector khoi tao))

DES

10/1998

2406

IP Encapsulating Security Payload

ESP

10/1998

2407

The Internet IP Security Domain of
Interpretation for ISAKMP (bdo mat goi
tin [P trong pham vi lam sang té

ISAKMP)

ISAKMP

10/1998

2408

Internet Security Association and Key

Management Protocol

(giao thic quan 1y két hop an ninh

ISAKMP

10/1998




Internet va Khod)

2409

The Internet Key Exchange IKE 10/1998

(phuong thirc trao doi khod internet)

2410

The NULL Encryption Algorithm and Its | NULL 10/1998
Use With [PSec

(vO hiéu thuat todn bao mat va sir dung n6

voi IPSec)

2451

The ESP CBC-Mode Cipher Algorithms | CBC 10/1998

(thuat toan mat ma kiéu CBC cho ESP)

II. KET NOIIP SEC:

Phan nay sé€ trinh bay vé qua trinh tao két noi dé chia sé dit liéu mot cach

bao mat giita hai thiét bi IPsec. Hai thiét bi d6 phai di qua 5 budc co ban sau

day:

1.

Két ndi IPsec s& dugc bat dau néu c6 mot yéu cau nao do, thuong la
yéu cau can c6 1 két ndi bao mat tir mot thiét bi mudn két ndi véi mot
thiét bi dich. Tt nhién ngudi quan tri hodc mot ngudi dung bat ky déu
c6 thé bat dau qua trinh nay tir thiét bi cua ho.

Néu chua c¢6 mot két ndi VPN nao ton tai, IPsec s& si dung
ISAKMP/IKE Phase 1 dé tao mot két noi quan 1y bao mat. Két ndi quan
1y nay 1a can thiét vi n6 dam bao cho 2 thiét bi c6 thé lién lac voi nhau
mot cach an toan, hon nita, nd co thé tir d6 xay dung mdt két ndi dix

liéu bao mat.

. Thong qua két ndi quan 1y bao mat nay, hai thiét bi s& thuong luong,

théng nhét cac thong sb6 bao mat dugc st dung dé tao nén mot két noi
dir liéu. Céc két ndi dir lidu duoc dung dé truyén cac dir lidu nhu files,

Telnets, email, video, voice,...




4. Khi két ndi dir liéu da dugce tao, cac thiét bi IPsec co thé su dung no dé
truyén dit liéu mot cach an toan. Néu ham HMAC dugc st dung o thiét
bi ngudn dé tao ra chit ky sd, thi thiét bi dich s& kiém tra cac chit ky nay
dé xac dinh tinh toan ven cua dit liéu cling nhu ching thyc thong tin do6
1a ding hay sai. Ngoai ra, néu dir liéu duoc ma héa tai ngudn thi tai
dich no s& dugc giai ma.

5. Ca két ndi quan 1y va két ndi dir litu déu c6 mot thoi gian ton tai
(lifetime) x4c dinh. Piéu nay 1a dé dam bao cho cac khoa bao mat s&
duoc tao lai va khac voi luc trudce, do do tranh dugce truong hop ai do6 s€
tim cach pha khéa bao mat cua ban. Khi hét thoi han lifetime nay, két

noi s€ tu dong dong lai va dugc tao lai néu ta ti€p tuc can gui dir li¢u.

Pé c6 cai nhin cy thé hon vé giao thirc IPsec. Cac phan sau day sé& lan luot

trinh bay vé cac giai doan (Phase) hoat dong cia ISAKMP/IKE.

III. ISAKMP/IKE GIAI POAN 1: TAO KET NOI QUAN LY:

Trong phan nay ching ta s& 1am rd hon cac bude dé thiét 1ap mot két ndi
quan ly IPsec.

ISAKMP va IKE hoat dong cung nhau dé thiét 1ap mot két ndi bao mat,
an toan hon gitra hai thiét bi. ISAKMP dinh nghia cac thong s6 cia goi tin, véi
co ché 1a mot giao thirc trao d6i khoa (Key), va thyc hién mot qué trinh dam
phén. Tuy nhién giao thitc ISAKMP khong dinh nghia céch tao, chia s¢ Key,
hodc quan ly két ndi bao mat nhu thé nao ma giao thuc IKE s€ thuc hién viéc
nay.

Dé hiéu 15 chi tiét ISAKMP/IKE thiét 1ap mot két ndi quan 1y nhu thé
nao? Phan sau ddy s& bao gdm cac ¥ sau:

+ Két nbi quan Iy.

+ Giao thuc trao d6i Key: Diffie-Hellman.

+ Chumng thuc thiét bi.



A. Két ndi quan Iy:

Két ndi duogc thiét 1ap trong giai doan 1. Két ndi nay sir dung giao tiép
UDP port 500. Dy 1a mot két ndi 2 chiéu, 2 peers co thé chia sé cac thong diép
IPsec cho nhau.

Luu ¥: Cac két ndi ISAKMP/IKE str dung giao thitc UDP. Port ngudn va
dich 1a 500; tuy nhién, mot vai nha cung cép str dung sd port ngiu nhién 16n
hon 1023 thay vi 500.

Du 1a mot két ndi site-to-site hay 1a két ndi tir xa, c6 3 diéu sau ddy s&
xay ra trong qua trinh ISAKMP/IKE giai doan 1:

1. Céc peers s€ dam phan véi nhau vé viéc két ndi quan ly s€ dugc bao vé nhu
thé nao.
2. Céc peers sé& dung thuat toan Diffie-Hellman dé chia sé thong tin vé Key dé
bao v€ viéc quan ly két ndi.
3. Cac peers s¢ dinh danh, x4&c nhan véi nhau trudc khi qua trinh
ISAKMP/IKE giai doan 2 dién ra.
ISAKMP/IKE giai doan 1 chiu trach nhi¢ém cho viéc thiét lap két ndi

quan 1y an toan. Tuy nhién ta lai c6 2 ché d6 dé thuc hién 3 budc trén:
+ Main (ché do chinh).

+ Aggressive (ché d6 linh hoat).

1. Main Mode:

Main mode thyc hién 3 trao doi 2 chiéu, tong cong 13 6 packets. Ba sy
trao doi 1a 3 budc duoc liét ké trong phan trén: ddm phan chinh sach bao mat sir
dung dé quan 1y két ndi, sor dung Diffie-Hellman dé ma hoa keys ding cho
thudt toan ma hoa va ham HMAC da dugc dam phan ¢ budce 1, va thyuc hién xac
thuc thiét bi sir dung mot trong ba cach sau: pre-shared keys, RSA encrypted
nonces (khoa RSA st dung mot 1an) hodc RSA signatures (digital certificates —
chung thyc sd).

Main mode ¢6 mot wu diém: budc xac thuc thiét bi dién ra thong subt

trong ca qué trinh két nbi quan 1y, vi két ndi nay da duoc xdy dung & hai budc



dau tién trude khi viée chimg thuc thiét bi dién ra. Nén bat ki thong tin nhan
dang cua 2 peers gdi cho nhau déu duoc bao vé khoi cac cudce nghe trom.
Main Mode 12 mode mic dinh cua Cisco cho két nbi site-to-site va két

ndi tir xa.
2. Aggressive Mode:

Trong mode nay, chi c¢6 2 qué trinh trao ddi. Trao d6i dau tién bao gom
danh sach cac chinh sach bao mat sir dung cho két ndi quan 1y, public key co
duogc tur cap “public/private key” duoc tao ra boi DH, cac thong tin nhan dang,
thong tin xac minh cac thong tin nhan dang (vi du nhu chir ky). Tt ca déu duoc
ép vao mot goi tin. Qua trinh trao d6i thir 2 13 sy tra 10i (ACK) cho gbi vira
nhan dugc, ngoai ra nd con chia sé key da ma hoa (dung thuat toan DH), va
thong tin két nbi quan 1y di dugc thiét 1ap thanh cong hay chua.

Aggressive Mode c¢6 mot uu diém hon Main Mode: két n6i quan 1y dugc
thiét 14p nhanh hon, tuy nhién nhuoc diém cta né 1a bat ki nhiing thong tin
nhan dang dugc goi déu 1a clear text. Do d6, néu mot ai dé nghe trom thong tin
trén duong tmyén, ho c6 thé biét dugc cac thong tin nhan dang s dung dé tao
chir ky cho vi¢c xéac thuc thiét bi. Vi vay, néu ta lo léng vé viée ¢o thé bi xem

trom thong tin nhan dang thiét bi, ta nén st dung Main Mode.

3. ISAKMP/IKE Transforms:

Mot trong nhiing diéu dau tién 2 peers phai thuc hién trong qua trinh
ISAKMP/IKE giai doan 1 1a viéc dam phan xem két ndi quan ly s€ dugc bao v¢
nhu thé nao. Piéu nay dugc thuc hién béng cach xac dinh transforms (cac bién
d6i). Mot transform 1a mot danh sach cac bién phap an ninh nén duoc sir dung
dé bao vé két ndi. Vi rieng ISAKMP/IKE giai doan 1, Transform d6i khi duoc
go1 la mot chinh sach IKE hay ISAKMP.

Céc thong tin bao gdm trong mot Transform Giai doan 1 la:

e Thuat toan ma hoa: DES, 3DES hoac AES.
e (Cac ham HMAC st dung: MD5 hay SHA-1.
e Kiéu xac thuc thiét bi: pre-shared keys, RSA encrypted

nonces, or RSA signatures (certificates).



e Nhom khoa Diffie-Hellman: Cisco chi cung cép 1,2,5,7.
Véi 7 thi chi cung cdp trén Cisco 3000 concentrators va
PIX va ASA nhitng tng dung bdo mat dang chay phién
ban 7.0.

e Thoi gian ton tai ctia mot két ndi quan 1y.

Téng hop lai, tit ca nhimg muc nay duoc coi nhu 1a mot bd bién d6i
(transform set). Thiét bi IPsec ctia ban c6 thé can nhiéu b transform khac nhau.
Vi du nhu néu thiét bi ctia ban can két ndi IPsec dén 2 peers, mdi peer lai c6
mot kiéu md hoa khac nhau, nhu DES hay 3DES. Thi ta phai can nhiing
transform khac nhau dé tdn dung loi thé vira dung 3DES dén mot peer ndy va
DES dén mét peer khac.

Thiét bj cia ban can phai gdéi toan by danh siach ISAKMP/IKE
transforms dén remote peer. Thir ty trong transform duoc goi di rdt quan trong
vi nhitng ci ndo khép voi remote peer trude s& duge sir dung ngay. Vi du, thiét
bi cua ban khoi tao két ndi dén remote peer va géi dén 1 danh sach transform
cho thiét bi tir xa d6. Remote peer s& so sanh véi danh sach ctia nd dé tim
nhitng transform nao khép véi né. Thiét bi bat ddu do tir cai dau tién trong danh
sach ban gdi so voi cai dau trong danh sach ctia nd. Néu trung thi transform d6
duoc sir dung ngay. Néu khong, no tiép tuc so sanh véi cai tha 2 trong danh
sach... Trudng hop khi so sanh cai dau tién cua ban véi toan bo danh sach cia
n6é ma khoéng cé su trung khép ndo, thiét bi tir xa do s& tiép tuc so sanh

transform thir hai ciia ban véi toan bo tranform cua thiét bi do.

1-.:3.}:.__ ® RouterA Connects to RouterB "".'}.':.__
| > S
RouterA RouterB
RouterA transforms ® RouterB transforms
1. Encryption = AES-256 <€ 1. Encryption = AES-192
HMAC = SHA-1 HMAC = MD5
Authentication = Pre-shared keys ® Authentication = Pre-shared keys
Diffie-Hellman group = 2 Diffie-Hellman group = 2
Litetime 86,400 Lifetime 86,400
2. Encryption = AES-192 2. Encryption = AES-256
HMAC = MD5 HMAC = SHA-1
Authentication = Pre-shared keys Authentication = Pre-shared keys
Diffie-Hellman group = 2 Diffie-Hellman group = 2

Lifetime 86,400 Lifetime 86,400



Vi dy vé qua trinh dién ra sy thiwong hrong (Nguon: The Complete Cisco VPN
Configuration Guide — Richard Deal)

Luu y: néu qué trinh nay khong tim thay sy khop nhau nao giira 2 peers
thi két nbi quan ly s€ khong duoc thiét lap va IPsec s€ that bai. Co mot ngoai 1¢
1a thong so thoi gian ton tai ciia mdi peer khong can khép véi nhau, néu khong
khop thi ching s& iy gia tri nao nhé hon. Tuy nhién, mot sb nha cung cép
khong tuan theo mac dinh cua IPsec, khi do ban phai lam khép 2 gia tri thoi

gian song trén 2 peers.

B. Giao thire trao dbi key: Diffie-Hellman (DH):

Mot khi cac peers da dam phéan cac chinh sach bao vé st dung cho két
ndi quan ly trong Giai doan 1, DH dugc dung dé tao mot khoa bi mat (secret
key). Hai giao thirc ISAKMP va IKE khong dung dé chia s¢ dir liéu tao key trén
mot mang khong an toan, ma thay vao do6 chinh DH s& thuc hién nhiém vu nay.

Ta dinh nghia so lugc vé DH nhu sau: ca 2 peers déu tao ta mot két hop
“public/private key”, public. Chung chia sé public key vdi nhau. Chung gitr lai
private key va nhan public key tir remote access, tir hai key nay thong qua mot
ham tinh toan, s& tao ra mot secret key, secret key nay & ca 2 peers s& gidng
nhau va n6 dugc st dung dé ma hoa bit ctr nhitng thong tin quan trong nao.
Néu nguoi ¢ giita mudn nghe trom thong tin thi phai c6 mot trong hai private
key cua 1 trong 2 peers thi méi c6 thé tinh ra secret key, nhung tit nhién,

private key thi khong dugc chia sé véi ai ca!
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Nhém DH key 14 nhitng nhom dung d6 dai khac nhau dé ma héa key. Co

nhiéu nhém DH key duoc st dung, Cisco cung cip ba nhom sau:
Nhom 1: 768 bit
Nhoém 2: 1024 bit
Nhoém 5: 1536 bit

Ngoai ra Cisco con cung cip nhom 7 cho mét vai thiét bj khac.

C. Chung thuc thiét bi:

Mot van dé khi thuc hién véi DH 14 khi ban muén trao d6i khoa nhung
lai khong biét trude sb lugng remote peers. Do do, trude khi co bat ki mot két
ndi ndo xay ra, ban phai xac thuc danh tinh ctia remote peer. V&i Aggressive
Mode trong giai doan 1, viéc dam phan, DH, va kiém tra x4c thuc dién ra trong
1 budc 16n duy nhét. Tuy nhién véi Main Mode, qué trinh thiét 1ap can 3 budc,
trong budc 3 viéc xac thuc dich vu lic ndy méi duge dién ra, viéc xac thuc

hoan toan duoc thuc hién dudi mot két ndi an toan di duoc thiét 1ap trong budc



1 va 2. Do d6, wu diém 1a bat ki thong tin trao d6i giita 2 peers déu duogc thyc
hién trong mot két nbi d3 duoc béo veé.
Trong ca hai ché do mode, viéc xac thuc danh tinh 13 phﬁn quan trong

trong [Psec. C6 3 phuong phép co ban thyuc hi¢n viéc nay:

1. Symmetric pre-shared keys (thuong dwoc goi ngin gon 1a preshared-
key).

2. Asymmetric pre-shared keys (thuong goi 1a ma hoa RSA mét 1an).

3. Digital certificates (thuong duogc goi 1a chir ky RSA).

Hai peers s& dam phédn véi nhau qua transform cua qua trinh
ISAKMP/IKE giai doan 1 dé thong nhét s& st dung phuong phap nao. Khong
phai moi thiét bi déu hd tro ca 3 phuong phap nay. Vi du, khi nhin vao cac dong
san pham cua Cisco, thi Cisco IOS Router hd trg ca ba. Cac san pham khéc cua

Cisco chi hd trg hai: pre-shared symmetric keys va digital certificates.

V. ISAKMP/IKE GIAI POAN 2: TAO KET NOI DU LIEU:

Phan nay chung ta s€ thido luan lam thé nao dé bao vé cac két ndi dir licu
ngudi ding dwa vao nhiing diéu sau day:

> Nhiing thanh phan trong ISAKMP/IKE giai doan 2.
» Cac giao thirc bao mat trong ISAKMP/IKE giai doan 2.
> Cac phuong thuc két ndi trong ISAKMP/IKE giai doan 2.
» Transforms.
> Kétnbi dir liu.

A. Nhirng thanh ph?‘ln trong ISAKMP/IKE giai doan 2:

ISAKPM/IKE giai doan 2 chi ¢c6 mot mode dugc goi 1a Quick mode. Quick
mode dinh nghia viéc bao vé cac két ndi dir liéu duoc xay dung giita hai IPsec
peers. Quick mode c6 2 chtrc nang chinh:

» Thuong lugng cac thong s6 bao mat dé bao vé cac két ndi dit liéu.

> Lubdn d6i moi cac thong tin mot cach dinh ky (tirc 13 xay dung lai két

nbi).



ISAKMP/IKE giai doan 2 c6 mot dic tinh dic biét: co 2 ludng két ndi dir
liéu don hudéng dugc xdy dung giita hai thiét bi ngang hang. Vi du, thiét bj A
s& c6 mot két ndi dit liéu dén thiét bi B va thiét bi B s& c6 mot két ndi dit ligu
riéng dé dén thiét bi A. Do 2 két ndi nay 1a tach biét voi nhau, nén cac thong
s6 bao mat dugc dam phan c6 thé khac nhau gitra 2 thiét bi ndy. Vi du nhu két
nbi A-B c6 thé str dung 3DES cho viéc mi héa, nhung két ndi B-A co thé sir
dung DES. Tuy nhién, diéu nay thuong khéng dugc ap dung vi cac thong sd
bdo mat luén twong tu nhau.

Sau ddy 1a céc chinh sach can xac dinh dé cau hinh cac thiét bi nham xay
dung cac két ndi ISAKMP/IKE giai doan 2 phu hop véi yéu cau:

> Luéng dit 1iéu nao mai thue su can duge bao vé?

> Can st dung giao thirc bio mat nao? AH hay ESP.

» Dua vao viéc lya chon cac giao thirc bao mat, cac luéng dwr liéu sé duoc

bao vé bang cach nao? Dung ham bam hay ham ma hoéa.

» Dung tunnel hay transport mode?

» Khi xay dung lai két ndi, ISAKMP/IKE giai doan 1 c6 nén tao lai va

chia sé cac khoa méi hay khong thay vi gitr nguyén khoa cii.

» Thoi gian song cua cac ket noi dir liu la bao nhiéu?

B. Cac giao thirc bao méat giai doan 2:

IPsec c6 thé sir dung mot hay hai giao thirc bao mat sau day dé bao vé dir

lidu dugc truyén qua cac két ndi dir liéu duoc xdy dung trong ISAKMP/IKE

giai doan 2:
> AH
» ESP
Béang dudi day so sanh 2 giao thuc nay.
Pic diém bao mat AH ESP
| Shuibgmoméerps | 0 ] 000 |
Hb tro tinh toan ven dit li¢u Yes Yes

HO6 tro ma héa dir liéu No Yes




1. Giao thirc Authentication Header (AH):
1.1  Gioi thiéu:

AH cung cdp xac thuc ngudn gbc dit liéu (data origin authentication),
kiém tra tinh toan ven dit liéu (data integrity), va dich vu chéng phat lai
(anti-replay service). Dén day, can phai phan biét dugc hai khai niém toan
ven dir li€u va chéng phat lai: toan ven dir li¢u la kiém tra nhitng thay ddi cua
ting goi tin IP, khong quan tdm dén vi tri cac géi trong ludng luu luong; con
dich vu chéng phat lai 1a kiém tra sy phat 1ap lai mot goi tin téi dia chi dich
nhiéu hon mét 1an. AH cho phép xac thuc cac truong cua IP header cling nhu
dir lidu cua cac giao thire 16p trén, tuy nhién do mot s trudng cua IP header
thay d6i trong khi truyén va phia phat c6 thé khong du doan trude duoc gia tri
cua chung khi téi phia thu, do do giad tri cua cac truong nay khong bao vé
duoc bé‘mg AH. C6 thé néi AH chi bao vé mot phén cua IP header ma thoi.
AH khong cung cip bat cir xtr Iy ndo vé bao mat dir liéu cua cac 16p trén,
tat ca déu duoc truyén dudi dang van ban rd. AH nhanh hon ESP, nén cé
thé chon AH trong trudng hop chic chian vé ngudn gdc va tinh toan ven cua
dir liéu nhung tinh bao mat dir liéu khong can dugc chic chan.

Giao thirc AH cung cip chirc ning xac thyc bang cach thuc hién mot ham
bam mot chiéu (one-way hash function) ddi véi dir liéu caa goi dé tao ra
mot doan ma xac thuc (hash hay message digest). Poan ma d6 dugc chen
vao thong tin cta goi truyén di. Khi d6, bat cr thay doi nao dbi véi ndi dung
ctia gdi trong qua trinh truyén di déu duoc phia thu phat hién khi n6 thyc hién
cung v6i mot ham bam mot chiéu ddi véi goi dit lidu thu dugc va ddi chiéu nd

voi gia tri hash da truyén di. Ham bam duogc thuc hién trén toan bo goi dix



lidu, trir mot sd truong trong IP header c6 gia tri bi thay doi trong qua trinh
truyén ma phia thu khong thé dy doan truéc duoc (vi du truong thoi gian

séng cua goi tin bi cac router thay doi trén duong truyén dan).

1.2 Céu tric géi AH:

0-7 bit 8-15bit  [16-23bit |24 -31bit
Nextheader Favload RESERVED
length

Security parameters index (SPI)

Sequence number

Authentication data (variable)

> Y nghia tirng phan:

% Next Header (tiéu dé tiép theo) C6 d6 dai 8 bit dé nhan dang loai dix
liéu cua phﬁn tai tin theo sau AH. Gié tri nay dugc chon lya tur tap
cac sb giao thirc IP di duoc dinh nghia trong cac RFC gan day nhat.

% Payload length (d0 dai tai tin): C6 d¢ dai 8 bit va chtra do dai cua

tieu dé AH duoc dién ta trong cac tu 32 bit, trir 2. Vi du trong
truong hop cua thuat todn toan ven ma mang lai mdt gia tri xac
minh 96 bit (3x32 bit), cong voi 3 tor 32 bit da ¢6 dinh, truong do
dai nay c6 gia tri 1a 4. Véi IPv6, tong do dai cua tidu dé phai 1a boi
ctia cac khoi 8.

¢ Reserved (dy trir): Truong 16 bit nay dy trit cho (ng dung trong tuwong
lai.

% Security Parameters Index (SPI: chi din thong sb an ninh): Trudng



L)

L)

nay c6 do dai 32 bit, mang tinh chat bat budc.

Sequence Number (s6 thtr ty): Pay 1a trudng 32 bit khong danh déu
chira mot gia tri ma khi mdi goi dugc gui di thi ting mot lan.
Truong nay co tinh bat budc. Bén giri ludn ludn bao gdm trudng nay
ngay ca khi bén nhan khong st dung dich vu chéng phat lai. Bo dém
bén guri va nhan dugc khoi tao ban dau 1a 0, g61 déu tién c6 sb thir tu
1a 1. Néu dich vu chéng phat lai dugc str dung, chi sb nay khong thé
1ap lai, s€ c6 mot yéu cau két thuc phién truyén thong va SA s€ dugc

thiét 1ap moéi trd lai trude khi truyén 232

g01 moi.

Authentication Data (d&r li¢u nhan thyc): Con dugc goi la ICV
(Integrity Check Value: gia tri kiém tra tinh toan ven) c6 do dai thay
d6i, bang s6 nguyén 1an cua 32 bit d6i v6i IPv4 va 64 bit ddi voi
IPv6, va co thé chira dém dé lép déy cho du 13 bdi s6 cac bit nhu trén.
ICV dugc tinh toan sir dung thuat toan nhan thuc, bao gém ma nhan
thuc ban tin (Message Authentication Code MACs). MACs don gian
c6 thé 1a thuat toAn ma hoa MD35 hodc SHA-1. Cac khoa dung cho ma
héa AH la cac khoa xac thuc bi mat dugc chia s¢ gitra cac phﬁn truyén
thong co thé 1a mot sd ngiu nhién, khong phai 1a mot chudi ¢ thé
doan trudc cua bét ctr loai nao. Tinh toan ICV dugc thuc hién sir dung
g6i tin méi dua vao. Bat ki truong c6 thé bién ddi cua IP header nao
déu dugc cai dat bang 0, dir liéu 16p trén duoc gia sir 1a khong thé
bién d6i. Mdi bén tai dau cudi IP-VPN tinh toan ICV nay doc 1ap.
Néu ICV tinh toan duoc ¢ phia thu va ICV dugc phia phat truyén dén
khi so sanh véi nhau ma khong phu hop thi géi tin bi loai bo, bang

cach nhu vay s& ddm bao rang goi tin khong bi gia mao.

1.3 Qud trinh xir Iy AH:

Hoat dong ciia AH dugc thuc hién qua cac budc nhu sau:
e Budc 1: Toan bd goi IP (bao gém IP header va tai tin)
dugc thuc hién qua mot ham bam mot chiéu.
e Budc 2: M3 hash thu dugc dung dé xay dung mot AH header,

dua header nay vao goi dir liéu ban dau.



e Budc 3: Go6i dir liéu sau khi thém AH header duoc truyén to1
dbi tac IPSec.

e Budc 4: Bén thu thuc hién ham bam vdéi IP header va tai
tin, két qua thu dugc mot ma hash.

e Budc 5: Bén thu tich ma hash trong AH header.

e Budc 6: Bén thu so sanh ma hash ma n6 tinh dugc ma ma
hash tach ra tr AH header. Hai ma hash nay phai hoan toan
gidng nhau. Néu khac nhau chi mot bit trong qué trinh
truyén thi 2 mé hash s& khong gidng nhau, bén thu lap tirc
phat hién tinh khong toan ven cua dir lidu.

a. Vi tri cua Header:

AH c¢6 hai kiéu hoat dong, d6 1a kiéu Transport va kiéu Tunnel.
Kiéu Transport 1a kiéu dau tién dugc sir dung cho két ndi dau cudi
gitra cac host hodc cac thiét bi hoat dong nhu host va kiéu Tunnel

duogc str dung cho céc trng dung con lai.

O kiéu Transport cho phép bao vé cac giao thic 16p trén, cing
v6i mot sb trudong trong IP header. Trong kiéu nay, AH dugc chén
vao sau IP header va truéc mot giao thuc 16p trén (ching han nhu
TCP, UDP, ICMP...) va truéc cac IPSec header da dugc chen vao.
Dbi v6i IPv4, AH dit sau IP header va trude giao thirc 16p trén (vi du &
day 1a TCP). Ddi voi IPv6, AH duoc xem nhu phin tai dau cudi-toi -
dau cudi, nén s& xuat hién sau cac phan header mé rong hop-to-hop,
routing va fragmentation. Cac lya chon dich(dest options extension

headers) co thé trudc hodc sau AH.

Pva .Oriz IP hdr
(any options) TCP Data
€~ Trude khi thém AH -~
+
Ornig IP hdr
IPv4 . AH TCP Data
(any options)




Khuén dang IPv4 triede va sau khi xir 1y AH 6 kiéu Transport

IPvwé6

IPv6

‘._ ...............

Saukhi thém AH

Khuén dang IPv6 trude va sau khi xir 1y AH ¢ kiéu Traport

OrigIP hdr | Eut hdr
Cany-options) [if present| TCOF | Daka
o e Trxée khi thém AH =P
Orig IP hdr |Hop-by-hop, dest*, Dest
(any options) | routing, fragment {‘,-H opt* TCP | Data

Trong kiéu Tunnel, inner IP header mang dia chi nguén va dich

cubi cung, con outer IP header mang dia chi dé dinh tuyén qua

Internet. Trong ki¢u nay, AH bao vé toan bo goi tin IP bén trong, bao

gom ca inner IP header (trong khi AH Transport chi bao vé mot sb

truong cia IP header). So v6i outer IP header thi vi tri cia AH giéng

nhu trong kiéu Trasport.

IPv4

IPv6

bien d61 & New IP header

New IP hde Ornig IP hdr L
(any options) AH (any options) rce Data
Mp— Nhén thye tor cic trwdng T »
bien d61 ¢ New IP header
New IP hdr | Ext hdr ) Ext hdr
(any. options) | Ifpresent | AH | OrigIP hdr |rpo ooony | TCP | Data
e - Nhan thuc to cac truong - >

Khuén dang géi tin da xir Iy AH & kiéu Tunnel

b. Cac thudt todn xac thuc:

Thuat toan xac thuc str dung dé tinh ICV duoc xac dinh boi két

hop an ninh SA (Security Association). D6i véi truyén thong diém téi

diém, cac thuat toan xac thyc thich hop bao gém cac ham bam mot

chiéu (MD35, SHA-1). Pay chinh 1a nhitng thuat todn bat budc ma mot

tmg dung AH phai hd tro.




c. Xur Iy ¢6i ddu ra:

Trong kiéu Transport, phia phat chén AH header vao sau IP
header va trudc mot header cua giao thic 16p trén. Trong kiéu Tunnel,
c¢6 thém sy xuit hién cua outer IP header. Qua trinh xir Iy géi tin dau ra

nhu sau:

» Tim kiém SA: AH duogc thuc hién trén g0l tin dau ra chi khi qua
trinh IPSec da xdc dinh dugc goi tin d6 dugce lién két voi mot
SA. SA d6 s& yéu cau AH xir ly goi tin. Viée xac dinh qué trinh
xtr 1y IPSec nao can thyc hién trén luu lugng dau ra co thé xem
trong RFC 2401

> Tao SN: bd dém phia phat duoc khoi tao 0 khi mot SA dugc
thiét 1ap. Phia phat ting SN cho SA nay va chén gia tri SN d6
vao truong Sequence Number. Néu dich vu anti-replay (chdng
phat lai) duoc lwa chon, phia phat kiém tra dé dam bao bo dém
khong bi 1ap lai trudc khi chén mot gia tri mdi. Néu dich vy anti-
replay khong duoc lya chon thi phia phat khong can giam sat
dén, tuy nhién né van duoc ting cho dén khi quay trd lai 0.

» Tinh toan ICV: béng cach su dung céac thuat toan, phia thu sé&
tinh todn lai ICV ¢ phia thu va so sanh né voi gia tri cé trong
AH dé quyét dinh toi kha nang ton tai cta goi tin do.

» Cheén dir liu: c6 hai dang chén dir li¢u trong AH, d6 1a cheén dir
lidu xac thuc (Authentication Data Padding) va chén goi ngam
dinh (Implicit Packet Padding). Péi véi chén dit litu xac thuc,
néu diu ra cua thuit toan xac thuc 13 bdi s6 cua 96 bit thi
khong duoc chén. Tuy nhién néu ICV co kich thudc khac thi
viéc chén thém dir liéu 13 can thiét. Noi dung ctia phan dir liéu
chén 13 tiy ¥, cling ¢c6 mat trong phép tinh ICV va duoc truyén
di. Chen goi ngﬁm dinh dugc sir dung khi thudt todn xac thuc
yéu cau tinh ICV 1a s6 nguyén ciia mot khéi b byte nao do va
néu do dai goi IP khong thoa man diéu kién d6 thi chén goi

ngam dinh dugc thyc hién & phia cudi cua goi trude khi tinh



ICV. Cac byte chén nay c6 gia tri 13 0 va khong duogc truyén di
cung véi goi.

» Phéan manh: khi can thiét, phan manh s€ dugc thuc hién sau khi
da xur Iy AH. Vi vay AH trong kiéu transport chi duoc thuc hién
trén toan by goi IP, khong thuc hién trén tirng manh. Néu ban
than goi IP dd qua xur Iy AH bi phan manh trén dudng truyén thi
& phia thu phai duoc ghép lai trudc khi xtr Iy AH. O kiéu Tunnel,
AH c6 thé thyc hién trén goi IP ma phan tai tin 1a mot goi IP phan
manh.
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Fragmentation and authentication: Transport Mode host-to-host SA.
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Fraamentation and authentication: Tunnel Made aatewav-to-aatewav SA.

d. Xuir v g6i dau vao:

Khi nhan dugc mét thong diép c6 chira AH, qua trinh xtr li ip
trude tién s& tong hop cac phan manh thanh thong diép hoan chinh.Sau
d6 thong diép nay sé& duoc chuyén t6i qua trinh xtr 1i IPSEC.Qua trinh

nay gom cac budc nhu sau:

% Budc 1:Xac dinh inbound SA tuwong tng trong SAD.Budc nay
duoc thuc hién dua trén cac théngsé: SPI, dia chi nguén, giao
thirc AH. SA tuong tng kiém tra trong goéi AH dé xac dinh xem
mode nao dugc 4p dung transport mode hay tunnel mode hay ca
hai.Géi ciing phai cung cap mot sd thong sd dé gidi han tim tac
dong ctua SA(vi du: port hay protocol). Néu day 1a tunnel header
SA phai so sanh cac thong sd nay trong packer inner vi cic thong
s6 nay khong duoc sao chép sang tunnel header. Khi SA phu hop
duoc tim théy, qué trinh dugc tiép tuc, nguoc lai goi tin s€ bi huy
bo.

% Budc 2: Néu chirc ning chdng phat lai duoc kich hoat, phia xuét

phat cia géi tin AH ludn ting s6 dém chdng phat lai. Bén nhan



c¢6 thé bo qua hodc str dung chi s6 nay dé chong phat lai. Tuy
nhién giao thirc IP khong dam bao rang trinh ty cua cac goi khi
dén bén nhan giéng nhu trinh tu cac gbi lic chung duge gui di.
Do d6 chi s6 nay khong thé dung dé xac dinh tht ty ctia cac goi
tin. Tuy nhién chi sd nay vin co thé sir dung dé xac dinh mdi lién
hé vé thtr tuy v6i mot cia s6 ¢ chiéu dai 13 boi sb cua 32 bits.
DPdi v6i mdi inbound SA, SAD luu trit mét cira sb chéng phat
lai. Kich thudc cua cira s6 13 boi sd caa 32 bits vai gia tri mac
dinh 14 64 bits. Mot cia sd chéng phat lai c6 kich thuéc N kiém
soat sequence number cua N thong di€p dugc nhan gﬁn nhét. Bat
ctr thong diép nao co sequence number nhé hon mién gid tri cua
ctra s6 phat lai déu bji huy bo. Cac thong diép co sé sequence
number di ton tai trong cua ) phat lai cling bi hiy bo. Mot bit
mask ( hodc mot cAu tric tuong tu ) dugc st dung dé kiém soat
sequence number cia N thong di¢p dugc nhan gén nhét ddi véi
SA nay. Ban ddu mot bit-mask 64 bit c6 thé giam sat sequence
number cta cac thong diép co sequence number nam trong doan
1, 64.Mot khi xuét hién mot thong di¢p co $6 sequence number
16n hon 64 ( vi du 70), bit-mask s& dich chuyén dé giam sat cac
s6 sequence number trong doan 7 70. Do dé né s& hity bo cac
thong di€p cd sequence number nhé hon 7, hodc cac thong diép
¢6 s sequence number da xuat hién trong cira s6 chdng phat lai.
Hinh duéi diy minh hoa hoat dong ctia cira s6 chng phat lai
Bude 3: Kiém tra tinh xac thuc cta dit liéu. Him bim dugc tinh
toan tuong ty nhu dit liéu dau ra. Néu két qua tinh khong trung
vol ICV trong thong di¢p thi huy bd thong diép, nguoc lai sé€
chuyén sang giai doan tiép theo.

Budc 4: Loai bo AH va tiép tuc qua trinh xur 1i IPSEC cho cac
phan con lai coa tiéu dé IPSEC. Néu c6 mot nested IPSEC
header xuét hién tai dich dén nay. M3i header can phai dugc xtr
1i cho dén khi mét trong hai diéu kién duoc thoa man. Khi ipsec

header cudi cung da dugc xur li thanh cong va qua trinh xur 1i tiép



can dén cac protocol ctia 1p trén géi tin duge giri dén chu trinh
xur 1 géi ip tiép tuc di chuyén trong tang ip. Trong trudng hop
khac, néu qué trinh xir 1i tiép can v6i mot tunnel ip header ma
dich dén khong phai 1a host nay thi thong diép dugc chuyén dén
host phu hop tai d6 cac giai doan tiép theo cua qua trinh xur li
IPSEC duoc dién ra.

*,

D)

» Bude 5: Kiém tra trong SAD dé dam bao rang cac ipsec policy
ap dung véi thong diép trén théa man hé théng cac policy yéu
cau. Giai doan quan trong nay rat kho minh hoa trong truong
hop qua trinh xac thyc chi sit dung minh AH. Mdt vi du c6 stic
thuyét phuc cao hon khi chung ta tiép tuc tim hiéu mot loai tiéu

dé bao mat khac ESP.

2. Giao thirc Encapsulating Security Payload ( ESP):
2.1  Cdu tric géi tin ESP:

Hoat dong cuia ESP khéac hon so voi AH, ESP dong goi tat ca hodc mot

phan dir liéu goc.

Original [P Original Layerd
Header Header Dt
/,l \\\
s M
/’l N
Original [P IPSec ESP Original Layerd Data IPSec ESP
Header Header Header Trailer
7 pr=r—
,/' ,’ —————— !
- ’ —-— ]
-~ ’ - I
gpp | Sequence Padding Pad Next oV
Num ber Length Header




24 -31

O - 7 bit 8 - 15 bit 16 - 23 bit bit
Security parameters index (SPI)
Sequencenumber
Payload data (variable)
Padding (0-255 bytes)
Pad Length I;IT:;(tier

Authentication Data (variable)

> Y nghia céac trudng trong ESP :
<> SPI : La mot s6 32 bit cung voi dia chi IP dich. Céac gia tri

SPI tir 1-255 dugc danh riéng dé sir dung trong tuong lai.

®
L4

Sequence Number : Tuong ty nhu trong cau trac géi AH
<> Payload Data: Bao gdm mdt sd cac byte dir liéu gbc hoic
mot phan dit liéu yéu ciu bao mat da duoc mé ta trong truong Next
Header. Truong nay duoc ma héa bang thuat toan ma hoa da chon
trong qua trinh thiét 1ap SA, thuong st dung thuat toan DES-CBC,
3DES, CDMF
<> Padding: Néu thuit todan m3 héa duoc sir dung yéu ciu
plaintext phai 1 sb nguyén 1an khdi cac byte. Vi duy, trudng hop ma
khéi thi Padding duoc sir dung dé dién day vao plaintext( gdm
Payload Data, Pad Length, Next Header va Padding) c6 kich thudc
theo yéu cau. C6 thé xem Padding nhu 14 phan dém thém.
X Authentiaction data: Thong tin xac thyc dugc tinh trén toan
bd goi ESP.
2.2 Qua trinh xu ly ESP:

a. Vitri cua Header:

O Transport mode, ESP dugc chén vao sau mot IP header va truéc mot

giao thirc 16p trén ( nhu TCP, UDP, ICMP). Béi véi IPv4, ESP header dit sau



IP header va trudc giao thirc 16p trén ( TCP), ESP trailer bao gém céc truong

Padding, Pad Length, Next header. Pbi voi IPv6, sau phan header mé rong
hop to hop, routing va fragmentation.

IPv4

Orig IP hdr

TCP

Data

@~ Trudc khi thém ESP -~

O!‘ig IP hdr ESP ESP ESP
Pv4 | (any options) | Header | TCP Data Trailer | Auth
S Sau khi thEm ESP —-=we=seems »

Khuong dang [Pv4 trude va sau khi xtr ly ESP & Transport mode

Orig IP hdr | Ext hdr
IPV6 | (ooaw nntions) | if oresent TCP Data
P R— Froterh———
thém ESP
Ornig IP hdr |Hop-by-hop, dest*, Dest ESP |[ESP
IPv6 (any options) | routing, fragment ESP opt*| TCP | Data | Trailer [Auth
< Sau khi thém AH >

Khudng dang IPv6 trude va sau khi xir Iy ESP ¢ Transport mode.

Trong kiéu Tunnel, inner IP header mang dia chi ngudn va dich cudi

cung, con outer IP header mang dia chi dé dinh tuyén qua Internet. Trong kiéu

nay, ESP s€ bao v¢ toan bd goi tin IP bén trong, bao gém ca inner IP header

So v6i outer IP header thi vi tri ciia ESP giong nhu kiéu Trasport.

New IP hdr Orig IP hdr ESP ESP
Pv4 (any option) | Header | (any options) TCP| Data Trailer | Auth
L S Encrypted === B
PR Authenticat >
ed
New New Ong IP| Orig ESP | ESP
Pv6| IPhdr |Esthdr | 2 | hdr |Esthdr [TCP| Daa | Trailer | Auth
""""""""""" Encrypted R
D Authenticated T »

Khuong dan goi tin da xtr Iy ESP ¢ Tunnel mode




b. Cadc thudt toan:

Thuat toan dugc st dung véi ESP thuong la:

» DES, 3DES in CBC

» HMAC with MD5

» HMAC with SHA-1

» NULL Authentication algorithm
» NULL Encryption algorithm.

Pam bao it nhat mot trong hai dich vu bao mat hodc nhan thyc phai dugc
thuc hién, nén cd hai thuat toan xac thuc va ma hoéa khong dugc déng thoi

bang NULL.

» Cac thuat toan ma hoa: Thuat toan ma hoa dugc xac dinh bo
SA. ESP 1am viéc véi cac thuat toan ma hoa ddi xtimg. Vi cac
g6i IP ¢o thé dén khong dung thr tu, nén mdi gbi phai mang
thong tin can thiét dé phia thu c6 thé thiét 1ap dong bo dé giai
ma. D liéu nay dugc chi dinh trong truong Payload ( vi du
dudi dang céac vector khoi tao) hodc thu dugc tir header cua
goi.

» Cac thuat toan xac thyc: Thuat toan xac thyc st dung dé tinh
ICV, dugc xac dinh bai SA. Dbi vé6i truyén théng point-to-
point, cac thuat toan xac thuc thich hop bao gém cac ham
bam mot chiéu MDS, SHA-1,...

c. Xuly gbi daura:

Dbi v6i Transport mode, phia phat dong géi thong tin giao thirc 16p trén
va ESP header/trailer va giit nguyén IP header. i voi Tunnel mode, c6 thém

su xuét hién cua outer IP header. Qua trinh xtr 1y cu thé nhu sau:

> Tim kiém SA: ESP duoc thuc hién trén mot g061 tin dau ra chi
khi qua trinh IPSec xac dinh duoc géi tin d6 da lién két voi
mot SA, SA sé& yéu cau ESP xir 1y goi tin.

> Ma hoa goi tin: Di v6i Transport mode chi dong goi thong

tin giao thirc 16p cao. Vi Tunnel mode, dong goi toan b goi



IP ban dau, thém truong Padding néu can thiét, ma hoa cac
truong su dung khoa; thudt toan dugc quy dinh bdi SA va
deng bo dit liéu ma héa néu cb.

» Tao SN: Tuong tu nhu truong hop giao thue AH.

» Tinh toan ICV: Néu dich vu x4c thuc dugc chon thi phia phat
s€ tinh toan gid tri ICV trén dir liéu gé1 ESP trir truong
Authentication Data. Cac truong ma hoa dugc thuc hién trude
xéac thuce. Chi tiét tinh toan tuong tu nhu & AH.

» Phan manh: Phan manh dugc thuc hién sau khi da xu ly ESP.
Vi vay ESP trong Transport mode chi dugc thuc hi¢n trén
toan bo goi IP, khong thuc hién trén timg manh. Néu ban than
g6 IP da qua xt ly ESP ma bi phan manh trong qua trinh
truyén qua cac router trén dudng truyén thi cic manh phai
duoc ghép lai trudc khi xtir Iy ESP ¢ phia thu. V&i Tunnel
mode, ESP ¢6 thé duoc thuc hién trén g6i IP ma phﬁn Payload
la 1 g6i IP phan manh.

d. Xu Iy ¢6i dau vao.

Qua trinh xir 1y goi dau vao nguogc véi qua trinh xir Iy goi & dau ra:

» Ghép manh: Bugc thyc hién trude khi xur 1y ESP.

> Tim kiém SA: Khi nhan duoc géi dd ghép manh chira ESP
header, phia thu s€ xac dinh mdt SA phu hop dua trén: dia chi
IP dich, giao thirc an ninh ESP va SPI. Thong tin trong SA s€
cho biét can phai kiém tra truong Sequence Number hay
khong, can thém truong Authentication Data khong, cac thuét
toan va khoa can sir dung dé giai ma ICV néu c6. Néu khong
tim thdy SA ndo phu hop cho phién truyén dan, phia thu s&
loai bd gobi nay.

» Kiém tra SN: ESP luon hd trg dich vu chéng phat lai ( anti-
replay). Néu dich vu xac thuc khong dugc chon, Sequence
Number khong dugc bao v¢€ tinh toan ven , dich vu anti-replay

khong thuc hién dwoc. Néu phia thu khong chon dich vu



chéng phat lai, thi khong can kiém tra Sequence Number. Néu
phia thu chon dich vu chéng phat lai thi b dém g6i thu dugc
khéi tao 13 0 khi thiét 1ap SA. Véi mdi goi thu dugce, phia thu
phai kiém tra rang goi d6 c6 chira s6 Sequence Number khong
lap ctia bat ky mot goi nao trong thoi gian ton tai SA do.

> Kiém tra ICV: Néu dich vu xac thuc dugc lwa chon, phia thu
s€ tinh ICV dya trén dir 1iu goi ESP, trur truong AD, st dung
thuat toan xac thyc duogc xac dinh trong SA va so sanh véi gia
trj ICV trong trudng Authentication ctia goi. Néu 2 gia tri ICV
hoan toan trung khép thi goi tin 1a hop 18 va dugc chp nhan.
Nguoc lai, phia thu s€ loai bo goi tin nay. Viée kiém tra cu thé
nhu sau: Gia tri ICV nam trong trudng Authentication Data
duoc tach khoi goi ESP va duoc luu trir tam. Tiép theo kiém
tra do dai ciia goi ESP( trir truong AD vira tach). Néu Padding
ngﬁm dinh dugc yéu cAu boi thuat toan xac thue thi cac byte 0
duoc thém vao cudi g61 ESP, sau truong Next Header. Thuc
hién tinh toan ICV va so sanh véi gié tri da luu trir tam.

e. Gidi ma goi:

Néu ESP str dung mi hoa thi s& phai thyc hién qua trinh giai ma. Qua

trinh giai ma nhu sau:

> Giai ma ESP ( bao gdm trudng Payload Data, Padding, Pad
Length, Next header) sir dung khoa. Thudt todn ma hoa dugc
xac dinh bdi SA.

> Xir Iy phan Padding theo dic ta cua thudt toan. Phia thu can
tim va loai bo phan Padding trudc khi chuyén dir liéu da giai
ma lén 16p trén.

> Xay dung lai cdu triac goi IP ban dau tir IP header ban dau va
thong tin giao thuic 16p cao trong Payload cua ESP( ¢
Transport mode) hodc outer IP header va toan bo goi IP ban

dau trong Payload ctia ESP ( v6i Tunnel mode).

C6 cac 1y do dan dén qua trinh giai ma khong thanh cong:



» SA duoc lya chon khong dung. SA cé thé sai cac thong sb
SPI, IP dich.
> Do dai phan Padding hodc gi4 tri ctia no bi sai.
> Goi ESP ma héa bi 16i.
Chir ky va ma hoa
Nhu phan trén di néi, ESP mang lai sy bao vé cho cac giao thirc & cac 16p
trén cta nd. Hinh sau ddy cho ta thay phan nao cia ESP s& giup né thuc hién
nhiém vu dam bao tinh toan ven cua dir liéu va phﬁn nao la ph??m ma hoa thuc

hién nhiém vu bao mat dir liéu.

IP ESP T ESP ESP
Header| Header Application Data Trailer | Auth
Encrypted

Signed

“Chit ky va ma héa” (Nguon: http://technet.microsoft.com/en-

us/library/cc959510.aspx )

C. Phuwong thirc két néi trong Phase 2:

Nhu da d& cép trong cic phan trén, c6 hai cach ma AH va ESP c6 thé sir
dung dé truyén thong tin bao mat dén dich:
e Transport mode

e Tunnel mode

1. Transport mode :
Transport mode dugc sir dung giira hai thiét bi nguon va dich dau cudi thuc
su (dé phan biét véi truong hop Tunnel Mode), tirc 1a két ndi end-to-end,

chinh céc thiét bi nay s€ thuc hién cac dich vu bao vé cho dir liu.



Public IP Public IP
140.0.0.1 )4,200.5.5

- YA
/V \/ IPSec
S Encrypted Tunnel
s .’

Server

IPsec Transport Mode

Transport mode bao vé cho IP Payload, tirc 12 bao gdbm TCP/UDP Header va
dir liéu qua viéc st dung AH hodc ESP. Trong mode nay, IP Header ban dau
s& giit nguyén khong d6i, chi co trudng protocol 1a thay doi tir s6 50 (ESP) hay
51 (AH). Mode nay thuong dugc sir dung dé bao vé cho mot giao thirc duong
ham khéc, chang han nhu GRE, GRE dau tién s& dong gbi goi tin IP, sau d6
[Psec s€ bao v¢ cho goi tin GRE doé.

Goi tin voi giao thue ESP dugc chi ra trong hinh sau:

Original IP Packet

f

|

Encrypl_(_‘rd with ESP Header

Signed by ESP Auth Trailer

Géi tin ESP trong Transport Mode (Nguon:

http://www.firewall.cx/networking-topics/protocols/870-1Psec-

modes.html )

Luu ¥ rang IP Header & phia truéc chinh 13 g6i IP ban dau. Viéc dit goi nay
& dau cho ta théy Transport Mode khong mang lai sy bao vé hodc ma hoa cho

IP Header ban dau.

Goi tin voi giao thue AH duogc chi ra trong hinh sau:



| Original IP Packet ]

AH c6 thé hoat dong doc 1ap hoac két hop véi ESP khi IPsec dugc sir dung
trong Transport Mode. Viéc cua AH la bao v¢ cho ca gdi tin, tuy nhién, IPsec
trong transport mode khong hé tao ra mot IP Header méi ¢ dau goi tin ma lai
sao chép nguyén IP Header gbc ra bén ngoai, c6 thay doi ciing chi la thay doi
protocol ID sang 51.

Tom lai, trong IPsec transport mode, ddi v&i ca ESP va AH, IP Header déu
bi 10.

2. Tunnel mode:

Pay chinh 1a mode mic dinh ciia VPN. V&i mode nay, ca goi tin IP ban du
s€¢ duoc bdo v¢. Nghia la IPsec sé& léy ca gobi tin ban dau, mi hoa nd, thém mot
IP Header méi va giri n6 toi dau kia cua “tunnel”.

Mode nay duogc st dung phd bién giita cic gateway (Cisco routers, ASA
firewalls), gateway lic nay hoat dong giébng nhu 1a mdt proxy cho thiét b
dang sau nd. Do d6, dbi voi Tunnel mode, nhing thiét bi dich va nguon khong
thuc hién dich vu bdo mat cho dit liéu nguoi dung ma chinh nhirng thiét bi
trung gian s€ lam chuyén nay.

Céach nay duoc sir dung cho két ndi site-to-site va két ndi truy cap tir xa. Goi
IP géc ban dau chtra thong tin vé dau cudi thue su lac nay dugc bao vé va
dong vao trong thong tin cia AH/ESP, sau d6 mgt IP Header khac chtra dia
chi cuia cac thiét bi trung gian dugc gan thém vao géi tin, do d6 thong tin vé
dau cubi thyc sy hoan toan dugc bio mat nhung khong lam anh hudng dén
viéc dinh tuyén g6i tin. Nhitng thuan loi chinh cua Tunnel mode so véi loai
Transport mode 1a dich vu bdo mat tap trung trén ) lugng thiét bi nho hon
(chu yéu chi 1a cac thiét bi trung gian), do d6 tao thuan lgi cho viéc cdu hinh

va quan li.
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Trong tunnel mode, [Psec Header (AH hodac ESP Header) s€ dugc chen gitra
phan IP Header va phan giao thuc 16p trén. Gita AH va ESP, ESP duoc sir
dung phd bién hon trong c4u hinh IPsec VPN Tunnel.

Céu triic goi tin dung giao thirc ESP trong IPsec tunnel mode nhu hinh sau:

Original IP Packet >|

Encrypted with ESP Header

Signed by ESP Auth Trailer

)

Céu triic goi tin dung giao thirc AH trong IPsec tunnel mode nhu hinh sau:

| Original IP Packet

)

Két thitc phén nay, ta rit ra mét diéu sau day: transport mode chi siv dung
trong nhitng két noi chi can dir ligu dwoc bio vé (ching han két néi ding

giao thirc TFTP dé ldy file cdu hinh, hodc két néi dé cac mdy néi bé upload



file log h¢ thong lén server, ...). Do viy, dé cé thé bio vé dwoc ci phin IP
Header chira thong tin dau cudi ciia thiét bi, ta phdi siv dung tunnel mode,
trong tunnel mode, giao thirc ESP dwoc siv dung pho bién hon do tinh

twong thich véi dich vu NAT cua no.

D. Phase 2 Transforms:

Dang bién doi dir liéu (Data Transform) dinh nghia ciach ma két ndi dir lidu
duoc bao vé. Ciing gidng nhu két ndi quan 1y duoc trinh bay ¢ phan Phase 1,
két nbi dir liéu trong ISAKMP/IKE phase 2 ciing can phai dugc dinh nghia
dang cua n6 nhu thé nao dé bao vé dir liéu nguoi dung mdt cach tdt nhat. Dang
bién d6i cua dir liéu bao gdm nhiing théng tin sau:

e Giao thirc bao mat: AH va ESP.

e Loai két ndi cho giao thirc bao mat: Tunnel hoac Transport Mode.

e Thong tin ma hoa (chi riéng voi ESP): DES, 3DES, AES-128.AES-192,

AES-256 hodc khong dung thuat todn ma hoa nao.

e Cic ham HMAC dé chimg thuc: MD5 hodc SHA-1 (ESP co thé dung

hodc khong).

E. Két néi dir liéu:

bé tao duge két ndi dir liéu, hai thiét bi diu cubi phai thuong lugng céc
phuong thirc bao mat dir lidu sao cho théng nhat v6i nhau. Khi ISAKMP/IKE
Phase 1 hoan tat, hai thiét bi da c6 mot két ndi quan 1y dé co thé lién lac duoc
v6i nhau thong qua cac thong diép ISAKMP/IKE. Do dé, cac thiét bi s& ding
két ndi nay dé dam phan voi nhau trong viéc thiét 1ap Phase 2. Mdi thiét bi s&

chia sé nhitng thong tin sau day véi thiét bi kia:

e Duong két ndi nao can dugc bao vé.

e Danh sach cac thong tin Data Transform can dé bao vé duong do,
chang han nhu giao thirc bao mat, ham HMAC, thuat toan ma hoa, ...

e Dia chi IP dugc st dung ¢ IP Header ngoai cung cua goi tin.

e Thoi gian sdng tinh theo gidy hay KBs.



Ta hay xem mdt vi du sau day, co6 2 thiét bi IPsecA va IPsecB, mdi thiét b
lai c6 mot Transform khac nhau.

IPsecA c6 cac thong tin sau day:

1. Transform 1A: AH voi MDS5, ESP voi AES-256, tunnel mode.

2. Transform 2A: ESP vdi MDS, ESP vo1 AES-128, tunnel mode.
IPsecB co cac thong tin sau day:

1. Transform 1B: ESP vdo1 MDS5, ESP vo1 AES-128, tunnel mode.

2. Transform 2B: ESP vé1 MDS5, ESP va1 3DES, tunnel mode.

Céc Transform d6 s& 1an luot duoc so sanh v6i nhau cho t6i khi chung giéng
nhau hoan toan. Mot két ndi dit liéu s& duoc tao ra. Ta luu v rﬁng ddi v&i mot
s6 nha cung cap thiét bi, thoi gian séng ciia 2 thiét bi thi khong can thiét phai

gidng nhau, ching sé& tu dong chon gia tri lifetime nho nhat.

V. IPSEC OVER TCP/UDP :

A.  Vin dé chuyén dbi dia chi trong IP Sec:

Phan nay nghién ctru vé van dé chuyén dbi dia chi trong IPsec.

Van dé chuyén doi dia chi 1a mot trong hai van dé quan trong can phai
duogc giai quyét trong duong truyén IPsec bén canh van dé Firewall.

Nhu ta dd biét c6 hai loai két ndi trong IPsec 1a két ndi quan ly
(management connection) va két ndi dir liéu (data connection). Nhitng thiét
bi thuc hién viéc chuyén ddi dia chi khong gay ra van dé gi cho két ndi
quan ly, nhung d6i v6i két néi dir lidu thi nguoc lai. Truong hop ngoai 16 1a
trude day mot s thiét bi sir dung PAT s& budc tat ca két ndi quan 1y phai sir
dung giao thirc UDP véi port 500 cho ca ngudn va dich, gdy ra mot sé van
dé néu ta st dung nhiéu két ndi song song cung luc théng qua thiét bi PAT;
nho viée cai tién cong nghé nén cac thiét bi hién nay déu d3 khic phuc dugc
van dé nay. Sau day ta s& xem anh hudng cta viéc chuyén dbi dia chi véi
viéc két ndi dir liéu trong IPsec.

Nhu di dé cap trong phan “ISAKMP/IKE giai doan 2”, AH hoan toan
khong hoat dong khi vigc chuyén ddi dia chi duge thuc hién trén mot g0i tin

AH. Ca PAT va NAT déu khong hd tro truyén géi tin c6 chira AH nay. Doi



vo1 NAT, né s€ thuc hién viéc chuyén doi dia chi IP cua ngu?)n va dich,
trong khi goi tin AH chtra cac gia tri ham bam cuia hau hét cc truong trong
g0t tin IP ban dau phuc vu cho viéc bao mat hoac chung thuc. béi véi PAT,
do AH 1a giao thirc 16p 3 nén no s& khong thém phan TCP/UCP Header ma
PAT can nén AH khéng thé tuong thich voi PAT. Sau day ta s& ching minh
16 hon phan nay dua vao hinh vé.

Ta st dung tunnel mode vi day la mode mdc dinh ciing nhu n6 twong
g véi viée cac thiét bi trung gian chinh 1a cac thiét bi thuc hién NAT hodc

PAT.
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10.10.10.0/24 e Internet

IPSec
Encrypted Tunnel

Ta thiy rang tit ca cac phan bao gdm goi tin IP ban dau (tic 1a cua thiét
bi dau cudi thue su) va phﬁn IP Header moi duoc gén vao déu duoc “signed
by AH”. Tuc 1a AH Header s€ chitra ma duoc sinh ra ttr mot ham bam phuc
vu cho vi¢c ching thyc dir li€u tai thiét bi nhan. Ma bam nay duoc sinh ra
tir cac thanh phan goéi IP ban dau va IP Header méi. Ta quan sat hinh sau dé

hi€u r6 hon vé co ché nay.



blocksize ————— Tttt

Secret Key nul pad 0x3636363636...

A4

Mag';z‘c [
"m‘?e” ) XOR’d key Message to ha[.r:h (full IP packet)
R T ks . 4
G 4
0x5C5C5C5CsC. ..
XOR’d key intermediate hash
8 J
Integrity Check Value -
in the AH header ... .
v
-

22247a2983a5655612292b5e1e08c2d

Qud trinh tao AH Header (Input bao gom géi IP ban dau va IP Header

mdi, secret key da dugc chia sé truée do thong qua két noi quan 1) (Nguon.:

Tai dau thu, thiét bi dich cling s€ tao ra mdt ma bam voi input 1a cac
thong tin nhu c4c thong tin dugce tao ma bam & dau thu. Sau d6, n6 so sanh
v6i ma bam nhan duoc nam trong AH Header (ICV). Néu gidng nhau, dir
liéu dugce ching thyc toan ven, nguogc lai, dir liéu dugc coi 1a khong toan
ven.

Phan trén 1a nhitng cong doan mac dinh cua giao thirc AH. Tuy nhién,
khi ta st dung dich vu NAT, moi chuyén s€ khéac. Ta dé v ri‘mg ca IP
Header méi ciing duoc bao gém trong qua trinh tinh todn AH Header. Budc
tiép theo, NAT duoc thuc hién trén géi tin ndy, n6 sé thay doi dia chi IP dau
va cudi trong IP Header méi trong khi phan AH Header van khong bi thay
d6i. Ping nhu budc tiép theo, khi goi tin duoc thiét bi thu nhan duoc, nd s&

tao ma bam va so sanh v&i ma bam nhan dugc ndm trong AH Header. Luc



nay, hai ma bam s& khong gidng nhau, goi tin s& duoc xem 1a gia mao va bi
drop ngay lap ttrc.

Tiép tuc véi PAT, PAT can thay doi s6 port trén TCP/UDP Header cta
g6i tin. Tuy nhién, AH 1a mot giao thtrc 16p 3, phan TCP/UDP Header thuc
hién & 16p 4 dbi véi AH da duge coi nhu 13 dir liéu ngudi dung, vi vy gbi
tin coi nhu khong c6 TCP/UDP Header va PAT khong thé thuc hién duoc

nhiém vu cua no.

D061 vai giao thire ESP, g6i tin cia nod c6 cau tric nhu sau:

Original IP Packet 'l

Encrypted with ESP Header

< - — — -
! Signed by ESP Auth Trailer

)
Céc budc dién ra viée chimg thyc giéng hét nhu giao thirc AH. Tuy
nhién, phan IP Header méi khong duoc “signed by ESP Auth Trailer”, n6
khong bao gdom trong khi tinh todn ICV, chi ESP Header (va ca ESP trailer

néu c6) va dit liéu nguoi dung (goi IP ban dau) 1a dugc bao gdm trong tinh
toan ICV ma thoi, va do d6 ESP hoan toan tuong thich véi NAT.

Tuy nhién, cling voi mot 1y do gidng nhu AH, ESP ciing khong tuong
thich voi PAT.

. Giai quyét van dé chuyén déi dia chi trong IP Sec:

C6 nhiéu giai phap da dugc dé xuat dé giai quyét van dé chuyén doi dia
chi trong IPsec. Mot trong nhitng phuong phap pho bién nhat d6 1 ludn sir
dung giao thirc dong goéi ESP thay vi str dung AH. Nhu phén trén ta da biét
rang ESP thi hoat dong voi NAT, nhung khong hoat dong voi PAT. Do d6
van dé cua ching ta l1a lam sao dé ESP hoat dong duogc voi nhiing thiét bi

thuc hién PAT.



: Comparisons NAT-T IPsec over UDP IPsec over TCP
Standard versus proprietary RFC Cisco Cisco
I.Encapsuiation method | .UDP I .UDP | TCP

When encapsulation is done _Tested Always | Always

Nhiéu gidi phdp dd dwoe dé xudt trong @6 ¢6 NAT-T ciing la mét trong nhitng
cach phé bién (Nguon: The Complete Cisco VPN Configuration Guide —
Richard Deal)

Pé lam dugc diéu nay, ngudi ta s& chén mot phan Header TCP hoic

UDP giira phan IP Header bén ngoai va phan ESP gidng nhu hinh sau déy:

User Data _
Data | (IP Packet, TCP or UDP | Padding "LZ(:‘(;lnhg Hr::;ter
Segment, etc.)
Security
ESP | Parameter S:Sun;ebr:ie Encrypted Data IV
Index (SPI)
* :
TCP or
P ESP ESP
7 PAoKEl | Header HLeJE::er Header | EMCOPlEd DAt | 5,

Gidi quyét vin dé chuyén doi dia chi trong IPsec (Nguon: The Complete Cisco
VPN Configuration Guide — Richard Deal)

Do phan TCP/UDP Header nay thudc phan Header bén ngoai nén né sé

khong bao gom trong qua trinh tinh toan ma bam dé tao chit ky sb.

DPdi voi IPsec over UDP, mot UDP Header chuan ludn ludn duge chén
vao giita phan IP Header bén ngoai va phan ESP Header. Viéc nay giup ESP
giai quyét vin dé v6i PAT. Tuy nhién n6 mac mot khuyét diém, d6 1a thiét
bi ludn ludn thyc hién viéc chén nay ca trong truong hop khong cé thiét bi
chuyén d6i dia chi ndo giita hai dau cudi, lic nay phan UDP Header tré nén

du thura.



UDP Header
Offsets Octet 0 1 2 3

Octet | Bit 0/12 345678 910(1112 13|14 1516 17 18 19 20 21 22|23 24|/25/26 27 28 29/30 31
0 0 Source port Destination port
4 32 Length Checksum

(Nguon: wikipedia)

Dbi véi IPsec over TCP, mot Header TCP sé& dugc chén vao giita phan
IP Header bén ngoai va phﬁn ESP Header. Tuy nhién, nhugc diém cua loai
nay so v6i IPsec over UDP 13 phan TCP Header chira nhiéu bytes hon UDP
Header. Ciing vi nhuoc diém d6 nén TCP header thuong duoc it st dung

hon so véi UDP header.

TCP Header
Offsets Octet 0 1 2 3
Octet | Bit 0/1/2 3 4|5|6|78 9101112 13 14|15 16/17|18/19/20|21 22|23/ 24 25 26/27/28/29/30 31
0 0 Source port Destination port
4 32 Sequence number
8 64 Acknowledgment number (if ACK set)
CIEfU|A|P|R|S|F
12 | 96 | Data offset Resz”;d twiclr|c|s|s|¥|z Window Size
RE/G|K|H|T|N|N
16 128 Checksum Urgent pointer (if URG set)
20 | 160 Options (if Data Offset > 5, padded at the end with "0" bytes if necessary)

(Nguon: wikipedia)

Luu y: dé biét duoc sy ton tai cua NAT gitra hai hosts trong mot mang
nao do, IPsec c6 co ché nhu sau: hai thiét bi sé guri thong tin cua dia chi 1P
(ngudn va dich) va cac sd port cling voi ma bam cia cac théng tin d6 cho
nhau, néu ca hai thiét bj do tinh toan ma bam va thu duoc cung két qua voi
ma bam nhan dugc, ching sé biét 1a khong c6 NAT ¢ gitra. Nguoc lai, néu
mi bam khong gidng nhau, tirc 13 di c6 sy thay ddi dia chi IP hodc sd port,
khi d6 hai thiét bi phai thyc hién dong goi goi tin trong UDP hodc TCP
Header dé c6 thé st dung duoc IPsec.

Sau khi chén phan TCP/UDP Header vao goi tin, mot s6 thong tin cua

6i tin c6 thé bi thay ddi, do d6 budc dong goi hoan chinh cua IPsec over

UDP phéi nhu sau:



1) Thuc hién qua trinh dong go1 ESP.

2) Chén mét UDP Header da duoc dinh chudn mot cach hop 1y vao goi
tin.

3) Pidu chinh lai cac truong Total Length, Protocol va Header
Checksum (d6i v6i Ipv4) trong phan IP Header méi 1am sao cho

dang véi goi IP maéi dugce tao ra.

Tuong tu, qua trinh gidi goéi cling dugc thuc hién theo tirng budc sau
day:

1) Loai bo phan UDP Header khoi goi tin.

2) Thuc hién qué trinh giai goi ESP (bao gdm viéc chimg thuc, ...)

3) Thuyc hién qua trinh NAT trong tunnel mode d¢ tra vé goi tin IP gbc

ban dau.



