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Cong nghé thong tin vo tuyén tao ra su thay ddi sau sic theo cach ma moi ngudi twong tac
VGi nhau va trao doi thong tin trong x& hoi chiing ta. Mot thap ky qua, cac mo hinh dang
thinh hanh cho ca cac hé thong dién thoai va c&c mang mady tinh 12 c&c md hinh ma nguoi
su dung tiép can mang — t6 hop di¢n thoai hodc tram may tinh dugc ndi bﬁng day téi co
s& ha tang lién mang rong hon. Ngay nay, cac md hinh d6 d& dich chuyén dén mot mé
hinh noi ma mang tiép can nguoi stir dung bat ki khi nao ho xuat hién va sir dung chung.
Kha nang lién lac thong qua cic may dién thoai to ong trong khi dang di chuyén 1a thuc

hién dugc va céc hé thong cho truy nhap Internet khéng day ngay cang phé bién.

Tiém nang cung cip d6 mém déo va céc kha ning moi cua thong tin v6 tuyén cho
nguoi sir dung va céc t6 chire 12 rd rang. Cung thoi diém do, viéc cung cip cac co sé ha
tang rong khap cho thong tin vo tuyén va tinh toan di dong gi6i thiéu nhimg nguy co méi,
dic biét 1a trong linh vuc an ninh. Thong tin vo tuyén lién quan dén viéc truyén thong tin
qua mdi truong khong khi, dién hinh 13 bang cac song vo tuyén hon 1a thong qua moi
truong day dan khién cho viéc chin hodc nghe 1én cac cudc goi khi ngudi s dung thong
tin v&i nhau tro nén dé& dang hon. Ngoai ra, khi thong tin 1a vo tuyén thi khong thé si
dung vi tri két ndi mang cta nguoi st dung nhu 13 mot phan tir dé danh gia nhan dang
chung. Dé khai thac tiém ning cia cong nghé ndy moi nguoi phai co thé chuyén ving tu
do véi cac san pham thong tin di dong duge va tir quan diém co so ha taing mang it nhat
Moi ngudi c¢6 thé xuat hién tu do trong nhiing vi tri méi. Trong khi cac dic tinh nay cung
cap cho ngudi st dung cac tién ich méi thi nha cung cip dich vu va nha quan trj hé thong

phai d6i mat v6i nhitng thach thirc vé an ninh chua c6 tién 1.

Luan van ndy s& tim hiéu dé tai vé nhan thuc thué bao vi nd lién quan dén méi
truong mang vo tuyén. Theo ngir canh ndy mot “thué bao” 1a ngudi st dung: ching han
mot khach hang cia mot dich vu dién thoai td ong hodc mdt ngudi st dung mot dich vu
truy nhap Internet khong day. Nhan thyc thué bao 1a mot thanh phan then chdt ciia an
ninh thdng tin trong bat ky moi truong mang nao, nhung khi nguoi sir dung 1a di dong thi

nhan thuc dam nhan cac thanh phan méi.
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Nhitng nghién ctu ¢ day tim hiéu co ché dé nhan thuc thué bao trong hai moi
truong lién mang. Pau tién 1a mang t6 ong s6 hd trg truyén thong bang cac may dién thoai
t6 ong. Mang nay dang trai qua mot cudc phat trién tir cong nghé thé hé thir hai sang thé
hé thir 3 va cac phuong phap trong d6 nhan thyc thué bao kém theo ciing dang thay d6i.
Moi truong mang thir hai 1a Giao thirc Internet di dong (Mobile IP), mét giao thirc dugc
phét trién trong nhitng nim 90 ciia thé ky 20 cho phép Internet hd trg tinh toan di dong.
Piéu quan trong 1a nhan ra rang hai moi trudng ndy c6 nguon gbe khac nhau. Moi trudng
t6 ong sd duoc trinh bay trong nghién ciu ndy chang han nhu UMTS bit ngudn tir cac
mang dién thoai. V& mit lich st nhiém vy chinh ctia mang nay 1a hd trg cac cudc hoi thoai
va phuong phép thiét 1ap cac “mach” cung cip mot két ndi lién tuc giita cac diém dau
cudi. Giao thirc Internet di dong 14 mot sy mé rong cua kién trac lién mang Internet hién
c6 trong d6 tap trung vao viéc hd trg cho truyén thong gitta cic may tinh va kiéu luu
luong 1a sb liéu hon 1a thoai. Trong thé gidi Internet, nhiém vu quan trong nhét 1a dinh

tuyén va phan phéi cac goi dir liéu hon 1a thiét 1ap cac kénh tam thoi diém-diém.

Ngoai nhitng su khic nhau ndy theo ngudn gbc mang t6 ong sb va méi trudng
Internet trong d6 Mobile IP hoat dong chung ta con gap phai sy khac nhau trong cac
phuong phap dugc thyc hién dbi v6i nhan thyc va an ninh. Tuy nhién quan trong 1a hiéu
rang tat ca cac cong nghé truyén thong ca cong nghé hd tro hoi thoai 1an cong nghé hd trg
truyén sé liéu ngay nay déu sir dung cong nghé sb. Vi vay, tai cac ting dudi ciia ngin xép
giao thurc truyén thong, chung st dung cac co ché twong ty dé truyén va nhan thong tin.
Hon nita, khi truy nhap Internet khong day phat trién quan trong khong chi d6i v6i may
tinh ma con d6i voi may dién thoai té bao thi thach thirc ma hai moi trudng lién mang nay
phai d¢6i mit trong linh vuc an ninh ¢6 khuynh huéng hop nhat. Trong tuong lai, néu dién
thoai té bao cua ai d6 tré thanh mot loai dau cudi truy nhap Internet chinh thi mot két qua
c6 tinh kha thi 1au dai la sy khéac biét giita cong nghé truyén théng té ong va cong nghé

cua Internet s€ khong con r6 rang.

Chu dé quan tam thyc sy & day 13 linh vuc may tinh, truyén thong va an ninh thong

tin vi n6 bi anh huong boi lién mang vo tuyén va tinh toan di dong. Tuy nhién d6 1a linh
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vuc khong 16 va phtrc tap. Nhan thuc thué bao 1a mot chii dé hep hon va vi vay thich hop
hon cho pham vi cta luan van ndy. Tuy nhién, du dinh cua luan van nay la sir dung nhirng
kham pha vé nhan thyc thué bao trong cac mang to ong sb theo giao thirc Mobile IP nhur
mot dng kinh cho phép chling ta nhan thic 18 rang hon khuynh hudng rong hon trong an

ninh cho cac méi truong lién mang vo tuyén.

Chuong 1 gi6i thiéu nhan thuc vi né lién quan dén linh vuc 16n hon cta may tinh,
truyén théng va bao mat thong tin trong mang vo tuyén va cung cap mot sd dic tinh cu
thé clia moi truong mang vo tuyén gy trd ngai cho ngudi thiét ké hé thong an ninh.

Chuong 2, trong tdm chuyén dén viéc nghién ctru tir nhitng nam 1990 khang dinh
rang ton tai phuong phéap cho hé thdng mat ma khoa cong cong véi tiém ning 16n cho méi
truong thong tin vo tuyén.

Chuong 3, trong tdm chuyén dén su xem xét cac giao thirc cho cic mang truyén
thdng t6 ong bang tan cao thé hé tha 3 dugc goi 1& UMTS (Universal Mobile
Telecommunications System).

Chuong 4 khao sat nhan thyc vi nd duoc dé xuat cho ung dung trong mién truy
nhap Internet khong day dugc goi 1a Mobile IP (Mobile Internet Protocol).

Cubi cing em xin giri 161 cam on chan thanh sau sic d¢én thay TS. Nguyén Pham
Anh Diing, thay Nguyén Viét Pam va cd Pham Thi Thuy Hién d& nhiét tinh gitp d& em
hoan thanh dé tai nay.

Ha Noi — 2005
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Chwong 1: Nhin thuc trong méi trwong lién mang vé tuyén

CHUONG 1: NHAN THU'C TRONG MOI TRUONG LIEN
MANG VO TUYEN

Tir dién New International caa Webster, phién ban nam 1925 dinh nghia “nhan
thuc” nghia la: “Hanh dong vé nhan thyuc hodc trang thai dugc nhan thyc; trao cho quyén
hoic thé tin nhiém bang cac thu tuc, xac nhan can thiét”. Pong tir “authenticate” duoc
dinh nghia chit ché hon: “(1) 1a dé dua ra tinh xac thuc, dé trao quyén bang cac bang
chtng, chimg nhan hoic cac thil tuc duoc yéu cau bang luat hodc can thiét dé dan tén cho
thé tin nhiém giéng nhu vin ban duoc xac nhan bang cac con dau. (2) 1a dé chimg minh
tinh xac thuc; dé xac dinh rd tinh chan chinh, c6 thyuc hodc tinh chinh thong nhu xac nhan
mot birc chan dung”. 75 nim qua theo ngit canh ciia truyén thong va may tinh s, nhimg

dinh nghia nay van con c6 gia tri.

1.1 Vai tro ciia nhin thwe trong kién triic an ninh

Trong thé gidi an ninh thong tin, nhan thyc nghia 1a hanh dong hodc qua trinh
chting minh rang mot ca thé hodc mot thuc thé 12 ai hodc ching 1a cai gi. Theo Burrows,
Abadi va Needham: “Muyc dich ciia nhan thyc ¢ thé dugc phat biéu kha don gian nhung
khong hinh thac va khong chinh xéac. Sau khi nhan thyc, hai thanh phan chinh (con nguoi,
may tinh, dich vu) phai duoc trao quyén dé duoc tin rang chung dang lién lac v6i nhau ma
khéng phai 1a lién lac v6i nhitng ké xdm nhap”. Vi viy, mot co s& ha tang IT hop nhat
muébn nhan thue rang thue t& nguoi sir dung hé thong co sé dit liéu cua cong ty 1a giam
dbc ngudn nhan lyc trude khi cho phép quyén truy nhap vao dit liéu nhan céng nhay cam
(c6 I& bang cac phuong tién mat khau va thé thong minh cta ngudi ding). Hoic nha cung
cap hé thong thong tin t6 ong mudn nhan thyc may dién thoai to ong dang truy nhap vao
hé théng vo tuyén cua ho dé thiét 1ap rang cic mdy cam tay thudc vé nhitng ngudi sir
dung c6 tai khoan 1a mai nhat va 13 cac may dién thoai khong duogc théng béo 13 bi danh

cap.
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Chwong 1: Nhin thuc trong méi trwong lién mang vé tuyén

1.2 Vi tri ctia nhan thwe trong cac dich vu an ninh

Nhan thyc 1a mét trong c&c thanh phan thudc vé mot tap hop cac dich vu cau thanh
nén mot phan hé an ninh trong co sé ha ting thong tin hodc tinh toan hién dai. Cac dich
vu cu thé ciu thanh nén tap hop day du co thé hoi khac phu thudc vao muc dich, noi dung
thdng tin va mac do quan trong ctia hé théng cha. William Stallings, trong quyén sach cia
6ng Cryptography and Network Security (M4t ma va an ninh mang) cung cap cac dich vu
bao mat 18i ¢ gia tri tham khao lau dai dé dat nhan thyuc trong ngit canh hé thong chinh
Xac:

Tinh tin cdy (Confidentiality): Pam bao rang thong tin trong hé thong may tinh
va théng tin duoc truyén di chi co thé truy nhap duoc dé doc boi cac bén co tham
quyén.[....]

Nhan thwe (Authentication): Pam bao rang khoi ngudn ciia mot ban tin hodc vin
ban dién tir duoc nhan dang chinh x4c va dam bao rang viéc nhan dang 13 khong bi 15i.

Tinh toan ven (Integrity): Pam bao rang chi nhitng bén c6 thim quyén méi co
thé stra d6i tai nguyén hé théng may tinh va cac thong tin dugc truyén. [....]

Khong thoai thac (Non-repudiation): Yéu ciu riang ca bén nhan 1dn bén gui
khong duogc tir chdi truyén dan.

Piéu khién truy nhip (Access Control): Yéu cau rang truy nhap téi tai nguyén
thdng tin cd thé duoc diéu khién boi hodc cho hé théng quan trong.

Tinh siin sang (Availability): Yéu cau rang tai nguyén hé thdng mdy tinh kha
dung d6i véi cac bén cd tham quyén khi can thiét.

M0 ta cua Stallings dé xuat rang nhitng chirc ning bao mat hé thong nady cho
nhitng ngudi st dung hé thong. Nhu duoc chi ra bai cha thich Burrows, Abadi va
Needham, quan trong dé hiéu rang khi diéu nay la chan thyuc thi cac chirc nang nay ciing
c6 thé &p dung cho cac thiét bi vat Iy (nhan thue mot may dién thoai to ong) hodc 4p dung

v6i hé théng may tinh (nhan thuc mot server mang khong day).
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Chwong 1: Nhin thuc trong méi trwong lién mang vé tuyén

Nhan thyc trong cic mang hitu tuyén thong thuong d thu hat cac cong trinh
nghién ciru va nd lyc thuc hién trong sudt hai thap ky qua. Trd lai nhimg nim 1980, trong
s6 cac giao thirc nhan thuc ndi tiéng cho cac hé théng mdy tinh phan tan 1a Kerberos (dau
tién dugc phat trién tai MIT nhu 12 mot phan cua du 4n Athena), giao thirc cai bat tay
RPC (Remote Procedure Call) cua Andrew, giao thirc khoa cong cong ciia Needham-
Schroeder va giao thitc X.509 ctia CCITT. Théao luan chi tiét vé cac giao thirc nhan thyc
cho mdi trudong lién mang vo tuyén 1a pham vi cua dé tai nay. Doi voi viée thao luan sau
sac vé cac giao thirc Kerberos, CCITT X.509 va cac khia canh nhén thuc tong quat ngudi
doc xem tai liéu cua Stallings. Pdi véi viéc phan tich hinh thirc cac thu tuc tuong Gng, su
dam bao va su yéu kém cia ctia bon giao thirc vira duge dé cap o trén thi c4c tai liéu cua

Burrows, Abai, Needham la hru dung.

1.3. Céc khéi niém nén tiang trong nhén thuc
Trong khi luan van nay tranh nhimg tim hiéu chi tiét vé nhan thyc trong cac mang
khong phai di dong thong thuong va cac hé théng phan tan thi mot vai khai niém trong

nhan thyc 1a quan trong ddi véi viéc thao luan trong cac chuong tiép theo. D¢ la:

1.3.1 Trung tam nhdn thuwc (Authentication Center)

Trong cac giao thirc lién quan dén viéc sir dung cac khoa bi mat danh cho nhan
thuc, cac khoa bi mat nay phai duoc luu trit boi nha cung cép dich vu cling véi thong tin
Vvé ca nhan nguoi st dung hodc thué bao trong mot moi trudng bao mat cao. Noi riéng
trong thé gidi dién thoai t6 ong mot hé thong nhu thé thuong dugc goi 13 mot Trung tim

nhan thuec.

1.3.2 Nhdn thwc thué bao (Subscriber Authentication)

Nhiéu cudc thao luan lién quan dén nhén thyc trong cdc mang to ong s6 bao gdm
nhan thuc thué bao. Piéu nay noi téi nhan thuc ngudi str dung dich vu dién thoai to ong
va s& xay ra mot cach dién hinh khi mot nguoi st dung thir thiét 1ap mot cude goi, vi vay
s& diang ky mot yéu cau véi tram géc mang cho viéc cung cap dich vu. Nén chd y ring

“Nhan thyc thué bao” thuong néi téi nhan thuc to hop dién thoai to ong va cac thdng tin
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Chwong 1: Nhin thuc trong méi trwong lién mang vé tuyén

trén thé thong minh ciia t6 hop d6 hon 1a d6i voi viéc nhan thyc ngudi sir dung thyc sy 12

con ngudi (Mic du viéc nhan thuc ndy di nhién 1a muyc tiéu cudi cing).

1.3.3 Nhdn thuc twong hé (Mutual Authentication)

Hau hét cac giao thirc nhan thuc lién quan dén hai “thanh phan chinh (principals)”
va c6 thé c6 cac bén thir ba tin cay vi du nhu Certification Authority phu thudc vao giao
thire. Trong nhan thyc twong hd, ca hai principal duoc nhan thuc 1an nhau. Mot cha y
quan trong 12 nhan thyc khéng can phai twong hd, ¢ thé chi 1a mot chiéu. Chang han khi
thao luan nhan thyc trong cac mang dién thoai to ong thé hé thir ba, chdng ta s€ gap phai
cac truong hop trong d6 mang nhan thyc may dién thoai t6 ong dang tim st dung cac dich

Vu cua n6 nhung tram géc cua mang khong dugc nhéan thyc tdi may dién thoai nay.

1.3.4 Giao thikc yéu cdu/ddp eng (Challenge/Response Protocol)

Mot sd cac giao thitc duoc tim hiéu trong luan van ndy sit dung co ché
Challenge/Response nhu 1a co s& cho nhan thuc. Trong kich ban Challenge/Response,
bén thir nhat (first principal) dang mudn dé thuc hién nhan thyc trén principal thir hai tao
ra mot sé ngdu nhién va gui né dén principal thir hai. Trong nhiéu giao thirc, s ngau
nhién nay duoc truyén ngay lap tirc t6i Trung tdm nhan thyc. Principal thir hai t6 hop s6
nhau nhién nay v&i khoa bi mat cia né theo mot thuat toan duogc thoa thuan chung. Chudi
bit két qua cudi cing duoc xac dinh boi to hop Challenge ngau nhién véi khoa bi mat cia
principal thir hai roi truyén tré lai principal thir nhat. Trong khi d6, Trung tdm nhan thuc -
hodc cac phia thir ba tin cdy twong ty - ma c6 quyén truy nhap téi khoa bi mat ciia céc
principal, thuc hién clng céc tinh todn va chuyén két qua tré lai principal thr nhat.
Principal thir nhét so sanh hai gia tri va néu chiing bang nhau thi nhan thuc principal tht
hai. Chi y rang co ché Challenge/Response khong yéu cau principal thir nhat biét khod bi

mat cua principal thir hai hoac nguoc lai.

1.3.5 Tao khoad phién (Session Key Generation)
Mic dU viéc tao mot khoa phién khong can thiét 1a mot phan cta nhan thyc thué

bao theo nghia hep nhat, thudng nd xdy ra trong clng qua trinh va vi vay s& dugc thao
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luan trong cac chuong sau. Mot khod phién 12 mot khoa sé duge sir dung trong qué trinh
mat ma cac ban tin duoc trao ddi trong mot phién thong tin don giita hai principal. Vi vay
khoa phién duogc phan biét voi khoa cong cong hoac khoa riéng cia nguoi st dung hé
thdng, nhitng khoa dién hinh c6 thoi gian t6n tai dai hon. Cac hé théng thong tin thudng
tao ra khoa phién vai cac thudt toan chay song song véi thuat toan thyuc hién giao thiic

Challenge/Response (xem ¢ trén) va voi nhitng thuat todn co cing dau vao.

Khi nhitng thuat ngit ndy xuét hién trong cac chuong tiép theo ciia luan vian nay,

ching mang y nghia dugc dinh nghia & trén.

1.4 Mat ma kho4 riéng (Private-key) so véi khoa cong cong (Public-
key)

Khai niém nén tang khac duoc thao luan trong cac chuong tiép theo 1a sy phan biét
gitra mat m& khoa cdng cong va mat ma khoa riéng. No6i chung, v&i mat ma khod riéng
(cling dugc goi 1a mat ma khoa d6i xtimg) hai bén dang mudn trao doi cac ban tin mat
dung chung khoa bi mat “secret key” (thuong 1a mot chudi bit ngdu nhién c6 do dai dugc
thoa thuan truéc). Nhitng khoa nay 1a ddi xtimg vé chirc ning theo nghia 1a principal A c6
thé stir dung khoa bi mat va mot thuat toan mat ma dé tao ra vin ban mat ma (mot ban tin
duoc ma hod) tir van ban thuan tuy (ban tin ban dau). Dua trén viéc nhan ban tin dugc mat
ma nay, principal B thao g& qué trinh ndy bang cach sir dung cling khoé bi mat cho dau
Va0 cua thuat toan nhung lan ndy thuc hién nguoc lai — theo mode giai mat ma. Két qua
ctia phép toan nay la ban tin vin ban thuan tuy ban dau (“ban tin” & day nén dugc hiéu
theo nghia rong — n6 co thé khong phai 1 van ban doc dugc ma la cac chudi bit trong mot
cudc hoi thoai dugc ma hoa sé hodc cac byte ciia mot file hinh anh sd). Nhitng vi du phd
bién cta hé thong mat ma khoa riéng dbi xtmg gom DES (Data Encryption Standard:
Chuan mat ma s6 liéu). IDEA (International Data Encryption Algorithm: Thuat toan mat
ma s6 lidu qubc té) va RC5.

Véi cong nghé mat ma khod cdng cong, khéng c6 khod bi mat dugce dung chung.
Mbi principal muén cé thé trao d6i cac ban tin mat véi cac principal kia s& hitu khoa bi

mat riéng cta ching. Khoa nay khong dugc chia sé véi cac principal khac. Ngoai ra, mdi
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Chwong 1: Nhin thuc trong méi trwong lién mang vé tuyén

principal 1am cho “public key” tré nén cdng cong (khong can phai che gidu khoa nay -
thuc té, hoat dong cua hé thong mat ma khoa cong cong yéu cau nhitng principal khac c6
thé dé& dang truy nhap thong tin nay). Mat ma khoa cdng cong sir dung thuat toan mat ma
bat d6i xtimg. Nghia 1a khi principal A tim cach dé giri mot ban tin an toan t6i principal B,
A mat ma ban tin vin ban thuan tuy bang cach sir dung khoa cong cong va ban tin ban
dau cua B 1a dau vao cho thuat toan. Piéu nay khong yéu cau B c6 nhitng hanh dong dic
biét trong d6 khoa cong cong ctia B luén kha dung cho A. Principal A sau d6 truyén ban
tin to1 principal B. Thuat toan mat m8 khod c6ng cong hoat dong theo cach thirc 1a ban tin
duoc mat ma voi khoa cong cong ciia B chi c6 thé duoc giai mat ma véi khoa riéng cia B.
Khi B khong chia sé¢ khoa riéng nay voéi ai thi chi c6 B c6 thé gidi mat ma ban tin nay.
RSA (duoc dat tén theo Ron Rivest, Adi Shamir va Len Adleman) c6 I& 14 vi du ndi tiéng

nhat caa hé théng mat ma kho cong cong.

Thém nira, viéc tim hiéu chi tiét cong nghé mat ma khoa riéng va mat ma khoa
cong cong 12 pham vi cia luan van nay. Nguoi doc xem tai lidu cua Stallings dé thao luan
rong va sau hon. Mot tai liéu nam 1992 cua Beller, Chang va Yacobi cung cap su thao
luan chi tiét vé viéc phan biét giita hé thong khoa riéng va khoa cong cong trong truong

hop cu thé mang di dong.

Trong mang t6 ong thé hé thir hai nhu GSM (Global Systems Mobile), viéc st
dung cong nghé mat ma khoa riéng d4 tro nén toan cau. Mot su gia dinh chung lién quan
dén cac cong nghé khoa cong cong 1a chung ddi hoi nhidu tinh toan dén mirc khong thé
dua vao thuc té trong moi trudng 1ién mang vo tuyén. Nhu ching ta s& thay trong chuong
3, viéc nghién ctru duogc tién hanh trong dau va gitta nhitng nam 1990 vé cac thuat toan
mat ma khoa cong cong “processor-light” d& duoc t6i wu cho cac mang vo tuyén da dit ra
nghi van cho su thong minh ndy. Cudc tranh luan dang dién ra vé gia tri ciia cac phuong
phap khoa cong cong va khoa riéng d6i v4i nhan thuc va an ninh 1a so d6 khoa cho viéc
nghién ciu lién quan dén hoat dong ciia mang vo tuyén va s& chinh n6 s& déng vai trd

quyét dinh trong viéc thiét ké phat trién cac hé thong trong thap ky t4i.
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1.5. Nhiing thach thirc clia méi trwong lién mang vo tuyén

C4c mang vo tuyén md rong pham vi va d6 mém déo trong thdng tin va tinh toén
mot cach manh mé&. Tuy nhién, moi trudng lién mang vo tuyén vén di 1a moi trudng dong,
kém manh m& hon va bo ngé hon cho sy xdm nhap va gian lan so vdi co s& ha ting mat
dat c¢6 dinh. Nhitng nhan t6 nay dat ra nhimg van dé cho nhan thyc va an ninh trong moi
truong 1ién mang vo tuyén. Chang dit ra nhitng thach thirc ma nhimg ngudi thiét ké heé

thdng va Kién triic an ninh phai vuot qua.

Trong mot tai liéu xuat sic nam 1994 mang twa dé “Nhiing thach thirc cua tinh
toan di dong” tong két sy khac nhau giita moi truong lién mang khong day va cé day va
nhitng van dé mang vo tuyén dat ra cho ki su phan mém, George Forman va John
Zahorjan d4 phan biét nhitng nhan t& xudt phat tir “ba yéu cau thiét yéu: viéc st dung lién
mang vo tuyén, kha ning thay doi vi tri va nhu cau vé tinh di dong khdng bi gay tré ngai”.
Trong khi phén tich Forman va Zahorjan la rong — Ho dang khao sat anh hudng ctia moi
truong lién mang vo tuyén 18n toan bd pham vi ctia ki thuat phan mém thi van co cau d6
c6 thé dugc sir dung cho nhitng uu diém 16n trong viéc xac dinh tinh huéng khi né gin cu
thé voi an ninh va nhan thyc. Két luan cua tac gia van rat ¢6 ich va c6 thé tmg dung duoc

cho dén ngay nay:

Thong tin vo tuyén mang dén diéu kién tré ngai mang, truy nhdp dén cdc nguon
tai nguyén xa thwong khéng on dinh va doi khi hién thoi khong c6 san. Tinh di dong gdy
ra tinh dong hon ciia théng tin. Tinh di déng d0i héi cdc ngudn tai nguyén hiru han phdi
San ¢é dé xir Iy méi truong tinh todn di déng. Tré ngai cho nhitng nguwoi thiét ké tinh todn
di déng la cach dé twong thich véi nhing thiét ké hé thong da hoat déng tot cho hé thong
tinh toan truyén thong.

Nén chd y rang trong linh vuc an ninh, “viéc thiét ké d& hoat dong tot cho tinh
todn truyén thong” chinh chiing dang trong trang théi thay doi lién tuc cong thém véi do

bat dinh bd sung toi sy can bang nay.
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Trong phan con lai, ta s& xac dinh khai quat nhirng tré ngai chinh ctia méi truong
lién mang vo tuyén cho cac giao thirc nhan thyc va an ninh bang cach sir dung ba phan

duoc dé xuat boi Forman va Zahojan.

1.5.1Vung tré ngai 1: Cdc doan noi mang vo tuyén

Theo dinh nghia, cic mang vo tuyén phu thudc vao cac doan ndi thong tin vo
tuyén, dién hinh 1a sir dung céc tin hiéu song vo tuyén (radio) dé thuc hién truyén dan
thdng tin it nhat 1a qua mot phan dang ké co so ha tang cia chung. Di nhién, sitc manh to
I6n ctia cong nghé thong tin vo tuyén 12 nd c6 thé hd tro viéc truyén thong dang dién ra
véi mot thiét bi di dong chéng han nhu mot may di¢n thoai to ong hoic mdt may hd tro sO
ca nhan (PDA: Personal Digital Assistant), nghia 1a thiét bi di dong. Tuy nhién vé nhiéu
phuong dién, viéc sir dung cac doan ndi vo tuyén trong mot mang dit ra nhiéu van dé so
v6i mang chi st dung day dong, cap soi quang hodc t6 hop cac co so ha ting ¢ dinh nhu
the.

Bing tin thip: Toc do tai d6 mang vo tuyén hoat dong dang ting khi cong nghé

duogc cdi thién. Tuy nhién, néi chung cac doan ndi vo tuyén ho tro truyén sb litu thép hon
vai lan vé do 10n so v6i mang ¢ dinh. Vi du, mang dién thoai t6 ong thé hé thir hai duoc
thao luan trong ludn vin nay truyén dit liéu trén kénh tai téc do xap xi 10Kbits/s. Toc do
nay sé tang 1én hon 350Kbits/s mot chit khi dé cap dén cac mang to ong thé hé thu ba.
Hién thoi, cac hé thong LAN khong day sir dung chuan 802.11b c6 thé dat toc do 1én toi
11Mbits/s. Tuy nhién nén chi y rang tdc d6 nay la cho toan bo mang, khong phai cho
kénh thong tin d6i vi mot may don 1é, va chi hoat dong trong mot ving nho, vi du nhu
mot ting ciia mot tod nha. Trong mang hiru tuyén, Fast Ethernet, hoat dong ¢ toc do
100Mbits/s dang trg thanh mot chuan trong cac mang & cac tod nha, trong khi cac kénh

duong truc Internet cu ly dai hoat dong tai tbc do nhiéu Gigabits/s.

Suy hao s6 li¢u thwong xuyén: So véi mang hitu tuyén, dir liéu sd thuong xuyén

bi suy hao hodc sai hong khi truyén qua doan ndi vo tuyén. Cac giao thirc lién mang sir
dung cac co ché dé kiém tra tinh toan ven sb liéu c6 thé nhan dang nhiing tinh huéng nay

va Yéu cau thong tin dugc truyén, ma tac dong sé 1a to hop hiéu tmg ciia bang tan thap.
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Ngoai viéc 1am cham tdc do tai 6 thong tin dugc truyén chinh xac, suy hao dir liéu co thé
tang tinh thay d6i ciia thoi gian duoc yéu cau dé truyén mot cau tric dir liéu cho trudce

hoac dé két thuc chuyén giao.

“Tinh mé” ciia séng khong gian: CAc mang hiru tuyén du dugc tao thanh tir day

d6ng hay cap soi quang déu c6 thé bi r& nhanh. Tuy nhién, diéu nay c6 khuynh hudng 1a
mot thi tuc gay tré ngai vé mat ki thuat va viéc xam nhap c6 thé thudng xuyén duoc phat
hién bang cac thiét bj giam sat mang. Nguoc lai, khi mang vo tuyén giri s6 liéu qua khi
quyén bang cach sir dung céc tin hiéu song vo tuyén (radio) thi bat ky ai c6 thé nghe duoc
tham chi chi bang cach sir dung thiét bi khong dat tién. Nhitng su xdm nhap nhu thé 1a
tiéu cuc va kho phét hién. Truong hop nay dit ra mot sy de doa co ban vé an ninh cho
mang vo tuyén. Nhu ching ta s& thdy trong nhitng chuong sau, nhitng ngudi thiét ké hé
thdng to ong thé hé thir hai da giai quyét nhimg nguy co rd rang nhat duoc dat ra khi con
nguoi don gian truyén dir lidu thoai hodc dit liéu nhay cam qua doan ndi vo tuyén bang
cach sir dung k¥ thuat mat ma. Tuy nhién, sy phoi bay phat sinh 1 rong khap, va khong

duoc giai quyét mot cach triét dé.

1.5.2Vung tré ngai 2: Tinh di dong ciia ngwoi sir dung

Nhu d4 dé cép, tién bd vuot bac cua cong nghé lién mang vo tuyén 1a ngudi sir
dung c6 thé di chuyén trong khi van duy tri dugc lién lac véi mang. Tuy nhién, nhimg dic
diém nay caa lién mang vo tuyén 1am yéu di va loai bo mot vai phong doan co ban ma
gitip dam bao an ninh trong mang hiru tuyén. Vi du, cic mang hitu tuyén dién hinh trong
van phOng, mot may tinh dé ban cia nguoi sir dung sé ludn duge két ndi dén cling cong
trén cing Hub mang (hodc mot phan twong duong cua thiét bi két néi mang). Hon nita,
tap hop cac may tinh, mdy in, va cac thiét bi mang khac dugc két ndi véi mang tai bat ki
diém ndo theo thoi gian duoc nha quan tri hé thong biét va dudi su diéu khién ciia nha
quan tri nay.

Trong mdi trudng lién mang vo tuyén, nhilng phong doan co ban nay khdng con
duoc ap dung. Ngudi st dung khong phai 12 nha quan tri hé théng xac dinh “cong (port)”

mang nd0 va tham chi mang ndo ho két ndi téi véi thiét bi di dong cua ho. Twong tw, mot
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tap cac thiét bi két ndi véi mang vo tuyén tai bat ki diém nao theo thoi gian s& phu thudc
vao su di chuyén va hanh dong ctia ca nhan nguoi sir dung, va ngodi sy diéu khién cua

nguoi van hanh mang.

Ngit két ndi va tai két ndi: nguoi sir dung mang thong tin vo tuyén thudng xuyén

c6 nguy co bi ngit két ndi dot ngdt tir mang. Picu ndy cd thé xay ra vi nhiéu 1y do: do
nguoi st dung di chuyén thiét bi di dong ngoai ving phii séng cia tram gbc ma ching
dang lién lac v6i nd; do su di chuyén ctia nguoi str dung gay ra chuéng ngai vat 1y - vi du
nhu mot tod nha hoic mot dudng ham giao thong giira thiét bi di dong va tram gdc; hoic
chi boi vi do tin cay thap ciia doan ndi vo tuyén. Ciing vay, trong khi van hanh mang
thdng tin to ong, vi ngudi sir dung di chuyén tir ving phu séng cia tram gbe nay dén ving
khac nén mang phai truyén sy diéu khién cua phién truyén thong voi mot “hand-off”

(chuyén giao), gy tré va co thé bi ngat két ndi.

Két néi mang hdn tap: Trong mang hiru tuyén dién hinh, mot may tinh duoc két

ndi cb dinh véi cing mang nha. Pic tinh ciia mang nay 12 sé luong biét trude trong khi su
thay doi - tirc 12 mot hé thong nang cap cho file server hoic firewall c6 thé dugc hoach
dinh va gidm sat mot cach can than. Tuy nhién, trong mang vo tuyén, mot tram di dong vi
du nhu mot mdy dién thoai t6 ong hodc PDA 1a duoc chuyén ving thudng xuyén gitra cac
mang host khac nhau. Pac tinh ciia cac mang nay va cach ma chung tuong tac vai mang

nha cia ngudi sir dung co thé thay doi dang ké.

Cu tru dia chi: Trong mang hitu tuyén thong thudng, may tinh va cac thiét bj khac

dugce két ndi voi cling mot mang va gan cung dia chi mang (dia chi IP trong thé gidi
Internet) trong mot thoi gian dai. Néu thiét bi duoc di chuyén giita cac mang, nha quan tri
mang co thé cap nhat dia chi mang. Trong moéi truong lién mang vo tuyén, cac dia chi
mang - hoic it nhat mang ma ching lién quan - phai dugc quan 1y trong nhitng nguy co vé

an ninh va do phirc tap nhiéu hon nhiéu.

Thong tin phu thude vi tri: Tinh huéng néi dén thong tin vi tri 12 song song véi

tinh hudng trong trudng hop cu tra dia chi. Trong mang hitu tuyén, vi tri ciia cac thiét bi

tinh toan tuong d6i tinh va duoc ngudi quan tri biét trude. Trong moi trudng VO tuyén, vi
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tri cua cac thiét bi truyén thong va tinh toan thay d6i thuong xuyén. Co s¢ ha ting lién
mang vo tuyén khong chi phai bam va tra 1oi nhitng su thay doi vi tri nay dé cung cap
dich vu cho ngudi sir dung ma n6 con phai cung cap sy phan phdi an todn dé bao vé thong
tin vi tri. Trong moi trudng vo tuyén, bao vé tinh bao mat cia ngudi sir dung di nhién
gom: bao vé ndi dung ban tin va cudc hoi thoai chdng lai sy xAm nhap, ngodi ra yéu cau

hé thong giir tinh riéng tu vi tri ngudi s dung hé thong.

1.5.3Vung tré ngai 3: Tinh di dong ciia thiét bi

Pé khai thac tiém ning ctia mang vo tuyén, nguoi st dung yéu cau céc thiét bi
truyén thong va tinh todn c6 thé mang duoc dé dang. Mot co sé ha tang truyén thong va
tinh toan di dong s& khong duoc sir dung rong rdi néu con ngudi phai mang may tinh dé
ban dé khai thac. Vi vay, cac san pham dién tir thong dung ngay nay vi du nhu dién thoai
t6 ong, PDA, may tinh xach tay, camera s6 c6 néi mang va nhimng thiét bi gidng nhu vay
duoc thiét ké dé mang theo nguoi khi di chuyén. Nhu Forman va Zahorjan noi: “Cac may
tinh dé ban ngay nay khong dugc dy dinh dé mang theo bén ngudi, vi thé viéc thiét ké
ching 14 tu do vé mit sir dung khong gian, ngudn ndi cap va nhiét. Nguoc lai, viée thiét
ké, may tinh di dong cam tay nén ¢ gang c6 duoc nhiing tinh chit cia mot chiée déng hd

deo tay: nho gon, nhe, bén, chéng thim va tudi tho ngudn dai.”

Mot sy bao ham hién nhién lién quan dén an ninh cua tinh di dong cua thiét bi 1
bat ki san pham nao duoc thiét ké dé mang theo va sir dung khi di chuyén déu dé dang bj
danh cap. Khong chi 1a mot may dién thoai to ong - mot muc tiéu don gian cua bon trom
ma tir quam diém ciia hé thong, rang khong cOn nghi ngd gi nira thiét bi dang di chuyén tir
thi tran nay dén thi tran khac mic di bay gio nd c¢6 thé dang thudc quyén so hitu ctia mot
ai do khong phai nguoi s¢ hiru.

Nhan t6 di dong ciing ap dat nhitng gidi han khac 18n nguoi thiét ké cac san pham

tinh toén va truyén thong di dong vé mit nhan thyc va an ninh. Nhimng diéu ndy bao gom:

Toc dd bd xir 1y: Ning luc xtr Iy duoc cho boi cac mach tich hop IC duge sir dung

trong cac thiét bi nhu dién thoai to ong va PDA dang ting theo thdi gian nhung chua dat

dén tbc do bo xur Iy ctia may tinh dé ban hoic cac server mang. Thuat toan mat ma va
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nhan thyc yéu cau su tinh toan tham chi 1a rat 16n. trong mot vai tng dung vé an ninh
trong méi trudng vo tuyén vi du nhu mat ma va giai mat md mot cudc thoai duoc tién
hanh thong qua may dién thoai to ong thi cic thu tuc an ninh phai thuc thi gan nhu thoi
gian thuc. Vi vay, nang luc xtr ly kha dung trén thiét bi di dong gidi han su lya chon cua

ngudi thiét ké hé thdng an ninh cho méi trudng vo tuyén.

Dung lwong lwu triv gioi han: Vi cac ly do tuong tu, mot lugng dit liéu duge luu

trir trong thiét bi tinh toan va truyén théng di dong nhoé hon dung luong luu trir dit liéu
ciia may tinh dé ban hoic server. Mic dU it quan trong hon toc do b xir Iy nhung nhan t6
nay ciing anh hudong dén su lva chon duoc thuc hién trong khi thiét ké hé théng an ninh

cho mang vo tuyén.

Sw van hanh cbéng suit nhé: C4c san pham dién tir di dong hoat dong dwa vao

pin. BAt ky cong viéc nao dugc thuc hién bdi b xir Iy trong may dién thoai t6 ong hoac
PDA tiéu hao ning lugng va vi vay 1am giam tudi tho ctia ngudn. Theo quan diém coa
nguoi st dung san phém, khi an ninh 13 dic diém quan trong thi viéc thuc hién né dugc
dat 1én hang dau. Vi vay, tham chi c6 thé thuc thi thuat toan nhan thuc hodc an ninh ton
nhiéu cong viéc xir Iy theo quan diém k¥ thuat, thi sy tiéu tén nang luong ngudn nudi co

1& khong thé chap nhan duoc.

Nhu c6 thé thay tir danh sach ndy, nhiing trd ngai ma nguoi thiét ké kién trac va hé
thdng bao mat cho mang vo tuyén phai d6i mat 1a rat 16n lao, va ching khéac nhau theo ca
loai hinh 13n mic do so voi truong hop trong mang hitu tuyén thong thuong. Thuc té,
nhitng nhan t6 nay giai thich tai sao sy quan tim vé an ninh trong méi trudng vo tuyén
khac véi sy xem xét twong tmg vé mang hitu tuyén. Mot khuynh hudéng dang quan tam 1a
truy nhap Internet khong day dang phat trién ngdy cang rong khap, va nhiéu mang nha va
mang lién két dang két hop chit ché véi cac thanh phan vo tuyén. Vi li do nay, cac nhan
t6 duoc phéac thao trong phan ndy s& dugc dé cap sau dé ting anh huong 18n viéc thiét ké

hé théng an ninh ma khong dy dinh cho méi trudng vo tuyén thuan tuy.
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CHUONG 2: NHUNG UNG DUNG TIEM NANG CUA CAC
PHUONG PHAP KHOA CONG CONG TRONG MOI TRUONG
LIEN MANG VO TUYEN

Trong nhitng nam 1980, khi cac giao thirc bao mat cho GSM dang dugc phat trién,
su phé binh dugc néi dén nhidu nhat vé mat ma khda cong cong ciing nhu mang vo tuyén
lién quan 14 céc giao thirc yéu cau viéc xtr Iy qua nhiéu. Chang han, RSA duoc ude tinh 12
yéu cau tinh toan gap 1000 1an so v&i cong nghé mat ma khda riéng. Cho trude gidi han
cua cac may dién thoai t6 ong dudi dang ca tbe do xir 1y 1an tudi tho nguén, nguoi thiét ké

mang t6 ong d& nhan thy diéu nay phai tra mot gid qué cao.

2.1. Thuit toan khéa cong cong “Light-Weight” cho mang vé tuyén
Bat dau vao dau nhimg nam 1990, cac nha nghién ciru da tim ra c4c thuat toan luan
phién yéu cau phai thyc hién it xir Iy hon. Cac thuat toan nay c6 thé duoc p dung cho
nhan thyc va an ninh trong méi truong lién mang vo tuyén. Trong sd ndy ¢ Ky thuat
MSR (Module Square Root) va mt vai bién thé ciia ECC (Elliptic Curve Cryptography:
Mat ma duong cong). Nhitng thuat toan nay s& dugc moé ta khai quét trong cac phan nho

dudi day.

2.1.1 Thudt toan MSR

Thuat toan MSR duogc gidi thiéu bdi M.O.Rabin nam 1979, va sau d6 dugc nghién
ctru cho tiém nang trong cac hé thong thong tin c4 nhan bai Beller, Chang va Yacobi dau
nhitng ndm 1990. Gidng nhu hau hét cac thuat toan mat ma, phuong phap ¢ day 1a dya
trén s6 hoc modul va phu thudc vao su phirc tap ctia viéc phan tich ra thira s6 nhiing s6
l6n.

NOi chung, MSR hoat dong nhu sau. Khoa cong cong 1a mot modul, N, 1a tich cua
hai s nguyén t6 16n, p va q (trong d6, khi thuc hién trong thuc té, p va q dién hinh Ia
nhitng s6 nhi phan c¢6 d dai tir 75 dén 100 bit). T6 hop p va g tao thanh thanh phan khoa
riéng cua thuét toan. Néu Principal A mudn chuyén ban tin tin cdy M t6i Principal B, dau

tién A tinh C=M* mod N, trong d6 C 1a doan vin ban mat m4 phét sinh va M 12 gia trj nhi
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phan ciia ban tin M d& dugc binh phwong. Cha ¥ rang day 1a phép toan modul vi thé 1iy
gia tri phan du modul N. Khi nhan dugc doan vin ban ma hoa C, principal B, nguoi biét p
va g c6 thé dao ngugc quéa trinh nay bang cach ldy ra modul cin bac 2 cua C dé 1ap ra M
(nghia 12 M=SQRT(C) mod N). Ddi v&i phia khong c6 quyén truy nhap dén cac gia tri
cta p va g, thuc hién giai phap bi can tré do su kho khan cia thira sé N — khong cd thuat

toan do phuc tap da thirc.

Ngoai sy that rang no trg giup mat ma khoa riéng/khda cong cong va ché do truyén
ban tin, MSR ¢6 mot uu diém 16n thir hai khi né duoc s dung cho méi truong vo tuyén.
Viéc tai thuat toan co str dung mdy dién toan 1a bat d6i xtng. Tinh modul binh phuong
can cho mat md yéu cau it tinh todn hon nhiéu (chi mot phép nhan modul) so véi lay
modul cin bac 2 dé tro lai vin ban thuong (diéu ndy yéu cau phép tinh sé6 mil). Vi vy,
néu chirc nang ma hoa c6 thé duoc dit trén tram di dong, va chic ning giai mat méa trén
tram gbc, mot cach 1y tuong MSR dép tng nhimg han ché duoc dit ra boi may dién thoai

6 bo xir Iy cham va du trir ngudn gidi han.

2.1.2 Mdt ma dwong cong elip (ECC: Elliptic Curve Cryptography)

Trong nhitng nam gan day, ECC ciing d& ndi 1én nhu mot k¥ thuat mat ma tiém
ning cho cac ung dung trong cac mang vo tuyén. Trong tdm dit vao viéc tdi thiéu cac yéu
cau cho tai nguyén bo xir Iy danh cho mat ma trong tram di dong, “strc manh ciia mat ma
cho mdi bit khoa” trg thanh mot pham chét quan trong. N6i chung nguoi ta chap nhan
rang mat ma véi ECC sir dung cac khoa 160 bit dua ra xap xi cing muc bao mat nhu RSA
c6 khda 1024 bit va it nhat mot nghién ciu da chi ra rang ECC tham chi ¢6 khoa 139 bit

cling cung cip duoc mirc bao mat nay.

Koduri, Mahajan, Montague, va Moseley d& dé xuat mot phuong phap nhan thyc
t6 hop cac mat khau ca nhan ngan véi mat ma dya trén ECC. CAc tac gia st dung hai bién
thé cua phuong phap ECC co ban, EC-EKE (Elliptic Curve Encrypted Key Exchange:
Trao d6i khoa mat ma duong cong elip) vd SPECKE (Simple Password Elliptic Curve
Key Exchange: Trao d6i khoa dudong cong mat khau don gian). Ca hai bién thé déu yéu

cau cac Principal dang lién lac thao thuin mot password, dinh nghia toan hoc cta mot
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duong cong elip cu thé, va mot diém trén duong cong nay, trude khi thiét 1ap mot phién
truyén thong (mac du khong duoc nghién ctru trong tai liéu ndy, mot trung tim nhan thyc

c6 thé cung cap cac thong tin can thiét cho cac Principal nhu mét sy trao doi nhan thyc).

Khi thyc hién thir mot tha tuc nhéan thuc cho cac moi truong vo tuyén su dung
ECDSA (Elliptic Curve Digital Signature Algorithm: Thuat toan chit ky s6 duong cong
elip), Aydos, Yanik va Koc d& str dung cac may RISC 80OMHz ARM7TDMI nhu 14 bd xtr
ly muc tieu (ARM7TDMI duge sir dung trong cac ung dung sd trong cac san pham di
dong duoc thiét ké dé lién lac thong qua mang vo tuyén). Bang cach sir dung khoa ECC
d6 dai 160 bit, viéc tao chit ky ECDSA yéu cau 46,4 ms, dbi v6i 92,4 ms cho su xac minh
chir ky. Voi mot do dai khoda 256 bit phai mat t6i 153,5 ms cho viéc tao chir ky va 313,4
ms cho viéc xac minh. Céc tac gia két luan rang cach tiép can ECDSA dua trén ECC t6i

viéc xac minh thué bao 1a mot su lua chon thuc té cho moi trudng vo tuyén.

2.2. Beller, Chang va Yacobi: Mat ma khoa cong cong gap phai van
dé kho khan

Trong mot bai viét nam 1993 cua IEEE Journal on Selected Areas in
Communications, Beller, Chang va Yacobi dinh nghia cac cach tiép can cho nhéan thyc va
mat m dir lidu trong cic Gmg dung mang vo tuyén dua trén mat ma khoa cdng cong.
Phuong phap dau tién duoc goi 1a Giai phap khoa cong cong MSR tdi thiéu sir dung
phuong phap MSR va chinh quyén trung wong tin cdy luu giit mot modulus N va cac thira
s6 cau thanh p va g. Khi c4c thué bao bat dau cac hop dong dich vu cta ching, mot chimg
nhan bi mat duoc dua vao trong to hop dién thoai ma t6 hop nay ciing str dung modul N.
Giai phap khoa cong cong MSN tdi thiéu co su yéu kém rang ngudi mao nhan cong tram
g6c néu thanh cong sau d6 c6 thé mao nhan ngudi st dung. Giao thire thir hai trong ba
giao thirc ndy, giao thize MSR cai tién (IMSR) giai quyét diém yéu kém nay bang cach
thém viéc nhan thuc mang téi tram di dong. Cudi clng, giao thirc thtr 3 — Giao thirc
MSR+DH bé sung su trao doi khoa Diffie-Hellman vao phuong phap Modul cin bac 2 co

SO.
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Cé4c muc nho dudi day kham pha giao thirc MSR cai tién chi tiét hon. Mot s6 chu ¥
sau d6 duoc cung cip vé cach ma giao thire MSR+DH bd sung vao kha ning ciia IMSR,

cling v&i mot 101 chu thich vé su quan trong cua giao thire cia Beller, Chang, va Yacobi.

2.2.1 Cac phan tir di¥ ligu trong giao thivc MSN cdi tién

Trong giao thirc IMSR, ca Tram géc mang phuc vu (SNBS: Serving Network Base
Station) lan Chinh quyén ching nhan (CA: Certification Authority) gitt cac khoa cong
cong dugc mo ta khi thao luan vé MSR, biéu dién tich cta hai s6 nguyén t6 16n p va g, céi
ma tao thanh céac khoa riéng. Mdi tram gdc mang giit mot chimg chi, nhan dugc tir Chinh
quyén chtng nhan, ap dung ham bam h cho ID mang ciia tram gbc mang va cho khoa
cong cong cua nd. Beller, Chang va Yacobi sir dung thuat ngit “Thiét bi diéu khién vo
tuyén (RCE: Radio Control Equipment)” dé xac dinh thuc thé chtrc nang diéu khién cac
cong truyén thong trén mang v6 tuyén. Vi ching ta d& sir dung “tram gdc” dé xéac dinh
chire nang nay trong cac chuong khéc cia luan van nén dé nhat quan van thuat ngit nay s&
duoc sir dung ¢ day. (Thuét ngit cia Beller, Chang va Yacobi ciing d& duoc sta d6i trong
mot vai chi tiét dé giir nhat quan).

Céc phan tir va chire nang dit liéu then chét trong giao thirc IMSR bao gdm:

1. 1Dgs (Base Station Identifier): Bo nhan dang duy nhat cta tram gbc mang vo tuyén

(trong ngit canh nay 1a mot tram gdc trong mang phuc vu hodc mang khach).

2. IDus (Mobile Station Identifier): Bo nhan dang duy nhét tram di dong. Diéu nay
tuong g voi IMSI (International Mobile Subscriber Identity : Nhan dang thué bao di
dong qudc té) trong giao thire nhan thyc GSM.

3. Ngs (Public Key of Base Station): Ngs, khoa cong cong cta tram goc 1a tich cua 2 s6
nguyén té 16n, pes Va ggs, chi tram gdc ciia mang va Chinh quyén ching nhan (CA)
biét.

4. Nca (Public Key of CA): Nca, khoa cong cong ciia CA twong ty 1 tich cua 2 sb

nguyén td 16n, pca Va gca, chi CA duoc biét.
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10.

11.

12.

Ks (Session Key): Mot khoa phién cho mat ma dir liéu dén sau trong phién truyén

thong, dugc dam phén trong giao thirc nhan thuec.

RANDX (Random Number): Mét s6 ngau nhién dugc chon bai tram di dong trong
khi xac dinh Ks.

h (Hash Function): h 1a ham bam mot chiéu, tit ca cac Principal déu biét, ham nay
giam cac d6i s dau vao téi c& ctia cac modulus (nghia 13 cing do dai nhu Ngg va

Nca)-

Tram goc kiém tra tinh hop 1& ciia chimg nhan bang cach binh phuong gia tri chimg
nhan modul N¢a, va so sdnh no vai gia tri cia h (IDgs, Ngs) (dugc tinh toan mot cach
doc lap). Néu cac gia tri tring khép véi nhau thi tram di dong thong qua, néu khac no
hity bo phién truyén thong.

Tram di dong chon mot sé ngiu nhién duoc goi 14 RANDX c6 chirc ning nhu khoa
phién Ks. Tram di dong sau d6 tinh mot gia tri goi 1a a, trong d6 a = RANDX? mod

Ngs. Tram di dong sau do6 s€ gui a dén tram géc.

Server mang tinh gia tri RANDX (trong thuc t& ddy 1a khoa phién Ks) bang céch tinh
RANDX = sqrt(a) mod Ngs. Cha y riang ké nghe trom khong thé thyc hién duoc tinh
toan nay boi vi ké nghe trom khong truy cap dugc cac thira sé p va ¢ caa tram gbc. Ca

tram gdc 1an tram di dong bay gio dung chung khoa phién Ks.

Bay gio tram di dong sir dung khoa phién Ks, ham f, va mot chudi m dé tinh ra mot
gia tri goi 1a b, trong d6 b = f(Ks, m). Chudi m & trén mdc ndi IDys va Certys Vi

nhau. Tram di dong truyén b t&i tram gc mang.

Tram di dong str dung su hiéu biét ciia n6 vé khoa phién Ks dé giai mat ma b va lay ra
m. Tur chudi m, tram gdc ldy ra chimg nhan cho tram di dong Certys, Va tinh Certys’
mod Nca. Gia tri nay duoc so sanh voi g(IDys) mod Nea. Néu két qua tring nhau, thi

tram di dong trong thyc té 1 ding va khoa phién duoc xac nhén.
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Hoat dong caa giao thirc IMSR duoc moé ta theo so d6 trong hinh 2.1. Chi Y rang,
trong khi hinh vé& chi mé ta giao tiép giita tram di dong va tram gbc mang, thi quyén xac
nhan ciing 12 mot phan quan trong cta co sé ha ting. Tuy nhién véi giao thirc IMSR cho
trude, thi CA dugce yéu ciu khi tram gbc dugc thiét 1p va khi thué bao dang ky dich vu
trir thoi diém phién riéng. Diéu ndy ¢ vu diém giam yéu cau cho truyén théng khoang

cach xa tir cac mang phuc vu dén mang nha trong khi thiét 1ap mot phién truyén thong.

Tram di dong Tram gbc mang phuc vu

Ll

T

A A o ia |
Yéu cau mé phién |
|

|

T

i

I

|

i

I

! Tinh Certss = SORT(h(IDgs,
| Nes)) mod Nca
I

i

I

.

e

[IDgs, Nas, Certgs]

Kiém tra xem h(IDBS,

NBS) = Certss mod Nea Cha y: NBS va NCA tuvong tng la

cac khoa coéng cong clia tram gbc
mang va CA.

[a]

Yoo L

Chon RANDX;
Tinh a = RANDX? mod Ngs;
Thiét 1ap khoa phién
Ks = RANDX

Tinh RANDX =
SQRT(a) mod NBS;
Thiét 1ap khoa phién

Ks = RANDX

[b]

Thiét 1ap m = (IDys,
Certys); Tinh b = f(Ks, m)

v

Tinh m = f1(Ks, b); L&y ra Certgs tir m;
Kiém tra xem Certgs? mod Nca =
9(IDums) mod Nca

Chay: h la mét ham bam; g la ham mét
chiéu. Ca hai ham tao ra cac gia tri voi do
dai bit bing v&i khoa cong cong.

L4y ra CK(i) va IK(i)

Hinh 2.1: Biéu d6 minh hoa hoat dong cta thuat toan IMSR

2.2.2 Giao MSR+DH

Beller, Chang va Yacobi thdng bao mot sy yéu kém quan trong trong giao thirc
IMSR. Tram géc mang dugc cung cap vdi cac thong tin di bi mat vé tram di dong ma
tram gbc chimg minh 1a khdng tin cdy, vi vay trong twong lai n6 c¢6 thé dong vai tro tram
g6c va nhan cac dich vu mot cach gian 1an. Giai phap ma cac nha nghién cau dit ra cho

van dé nay 13 bd xung khod chuyén dbi Diffie-Hellman vao giao thirc IMSR. Vi su ting
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cudng nay, su tiép xac bi han ché dbi véi nhitng thanh vién nodi bo ma biét duoc cac gia

tri p va q cho CA.

2.2.3 Beller, Chang va Yacobi: Phan tich hiéu nang

Mot phan quan trong duoc dé xuat boi Beller, Chang va Yacobi vé kha niang phat
trién cua giao thirc khoa céng cong vi du nhu nhiing giao thirc ho dé xuét trong tai liéu
nim 1993 1a phan tich hiéu ning. Nhu da chl y trudc ddy, tat ca ba giao thirc 12 bat ddi
xtng theo yéu cau tinh toan. Vé phia server, cac giao thitc ndy yéu ciu lay ra modul cin
bac 2 - mot qua trinh doi hoi nhidu tinh toan tham chi ngay ca khi cac thira s6 nguyén t6 p
va g ¢6 san. Tuy nhién Vi cac server mat ma chuyén dung trong tram gbc mang, tac gia
bién luan rang diéu nay l1a kha dung tham chi bang cach sir dung phan ctng nim 1993.
Nguoc lai, ganh ning tinh toan bi ap dit boi IMSR trén may cam tay 1a nho. Chi can dén
hai phép nhan modul. Mic tinh toan ndy c6 thé quan Iy mot cach dé dang ngay ca voi bo
vi xir Iy 8 bit. Khi bd xung khoa chuyén d6i Diffie-Hellman vao thi véi giao thirc
MSR+DH, khdi luong tinh toan ting 1én téi 212 phép nhan modul trong giao thirc nhan
thuc, thuc hién cac modul 512 bit. Didu nay la khdng thuc té ddi v6i cac may cim tay chi
duoc trang bi mot bo vi diéu khién. Tuy nhién tac gia bién luan ring, v6i cac chuan phan
ctmg nam 1993 thi ¢d thé trién khai dugc cho may cam tay co trang bi mot DSP (Digital

Subscriber Processor: Bo xt 1y tin hiéu sd) va san sang co thé thyc hién trong nim 2001.

2.3 Carlsen: Public-light — Thuat toan Beller, Chang va Yacobi dwoc
duyét lai

Trong mot tai liéu nim 1999 xuét hién trong Operating System Review, UIf
Carlsen danh gid va phé binh phuong phap khoa cong cong dugc dé xuat boi Beller,
Chang va Yacobi (BCY) dugc m0 ta trong phan truée. Carlsen dong v voi BCY rang giao
thitc MSR don gian dé bi tan cong noi bon trdm gia mao 1 tram gbc hop phéap tao ra 2 sb
nguyén té p va q riéng cia nd, va chuyén tich N téi tram di dong nhu thé n6 1a khoa cong
cong thyc. Theo Carlsen, nhimg ching nhén giao thirc IMSR ciing ¢6 su yéu kém trong
d6 chiing khong chira cac dir liéu lién quan dén thoi gian vi du nhu dir liéu hét han. Diéu

nay nghia 12 IMSR dé bi tin cong phat lai trong d6 ching nhan cii duoc st dung lai boi
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bon tin cong sau khi khoa phién twong tmg duoc tiét 16. Giai phap tiém nang dé giai

quyét van dé nay la gdm viéc thém tem thoi gian vao chimg nhan IMSR, 1am cho CA hoat

dong “online” nhu mot thanh phan tham gia tich cuc trong giao thirc, hodc tao va phan

phdi “quyén thu hoi gidy phép”.

Carlsen dé xuat hai giao thirc dé ting cuong cho cac giao thirc duoc dua ra boi

BCY nhim ting cuong viéc dam bao an ninh trong khi van giit dwoc mot vai vu diém cia

phuong phap khoa cong cong.

Giao thwre tra loi khod bi mat (Secret — Key Responder Protocol): Giao thic
nay gidi thiéu lai mot khoa bi mat dugce xur Iy boi tram di dong cling nhu server tin
cay (“trusted server”) ma riéng biét v4i tram di dong va tram géc mang. Trusted
server biét khoa riéng cua tram di dong va vi vdy co thé giai mat ma mot nonce
duoc mat mé badi tram di dong vaoi khoa riéng cia tram di dong. Nonce dugc s
dung dé dam bao ding thodi han trao doi ban tin nhan thuc; trong khi sy c6 mit cua
trusted server trong hinh anh cho phép tram di dong khéi tao phién truyén thong

ma khong phai quang ba nhan dang riéng cua né6 moét cach rd rang.

Giao thire an ninh Pau cudi-dén-Pau cudi (End —to — End Security Protocol):
Carlsen chi ra rang nhiéu so do bao mat cho mang vo tuyén dam nhén an ninh cila
mang vo tuyén. Tuy nhién, diéu nay I gia thuyét t5i vu thai qua: “ Nguoi st dung
nghi rang dudi dang an ninh di dong va it tin twong vao hiéu qua cia viéc do dac
d6 an toan dugc diéu khién boi nguoi van hanh. Vi vay yéu cau ciia ngudi st dung
la c4c dich vu bao mat end -to- end (cic thanh phan mang duoc diéu khién boi
nguoi van hanh khong thé can thiép dén) nén dugc cung cap.” Mot khia canh tha
vi ciia Giao thtrc bao mét dau cudi dén dau cubi 13, trude khi khoa phién duoc tao
ra va dugc trao doi thi giao thirc yéu cau hai nguoi nghe nhan thuc ID cia nhau
bang cach nhan ra giong ndi cia nhau va xac nhan n6 (Giao thie vi vay khong hiru

dung khi trong tac voi nhitng ngudi nghe ma ngudi sir dung khong quen biét).
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NGi chung, Carlsen it lac quan hon Beller, Chang va Yacobi rang phuong phap
khoé cong cong c6 thé thyc hién mot mirc hiéu nang cho phép ching co thé linh dong sir

dung trong cac hé théng mang vé6 tuyén thyc.

Do hiéu ning vé thoi gian han ché, cong nghé khoa cong cong hién thoi khong
thich hop cho viéc cung cép d6 tin cay nhan dang dich trong giao thirc responder. Ngoai
ra chung ta d4 thay rang wu diém cta cong nghé khoa cong cong giam khi server online
va c6 thé 1a trusted server duogc yéu cau. Diéu nay it tdi wu hon cho viéc sir dung cong
nghé khoa cong cong nhu mot giai phap chung cho nhan thyc va tinh riéng tu trong cac
giao thire PCS (Personal Communications Services: Cac dich vu thoéng tin ca nhan) khi do

tin cay nhan dang dich dugc yéu cau.

Van dé nay hién ra rd rang dic biét trong cac vung do thi, noi ma sd cac may di

dong dugc dat déng thoi tai mot céng vO tuyén cu thé c6 thé 1én dén hang tram.

2.4. Aziz va Diffie: Mgt phwong phap khod cong cong hé tre nhiéu
thuat toan mat ma

Trong mot bai viét nam 1994 trong IEEE Personal Communications, Ashar Aziz
va Witfield Diffie ciing dé xuat mot giao thirc cho cic mang vo tuyén sir dung giao thirc
khoa cong cong cho nhéan thuc va tao khoa phién, va mot phuong phap khoa riéng cho
mat m& dir liéu trong mot phién truyén thong. Giéng nhu dé xuat cua Beller, Chang va
Yacobi duoc md ta & trén, phuong phap cua Aziz va Diffie sir dung chimg nhan sd va
CA. Mot dic tinh riéng biét cua phuong phap Aziz-Diffie 12 nd cung cap su hd tro rd rang
cho tram di dong va tram gdc mang dé dam phan thuat toan mat ma khod riéng nao sé

duoc sir dung dé thuc hién tinh tin cay di liéu.

2.4.1 C&c phan tir di ligu trong giao thirc Aziz-Diffie
Céc phan tir dit liéu quan trong trong giao thirc nhan thue duoc dé xuat boi Aziz va

Diffie gom:
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1. RCH1 (Random Chanllenge): RCH1 1a mét gia tri yéu cAu ngau nhién dugc tao
bai tram di dong trong pha khéi tao ctia giao thirc nhan thuc. Aziz va Diffie dé
xuét do dai 128 bit.

2. Certys (Certificate of the Mobile Station): Certificate cua tram gdc chira cac
phan tir dit liéu dudi day: S6 Séri (Serial number), thoi gian hiéu luc, tén may,
khoda cong cong cua may va tén CA. Noi dung va dinh dang Cert tuan theo CCITT
X.509. Cert dugc ki véi ban tin digest dugc tao voi khoa riéng ciia CA. Nhan dang
chtra trong CA nay trong Cert cho phép Principal khac dam bao an toan khoé cong
cong CA.

3. Certgs (Certificate of Base Station): Certgs 6 clng cac phan tir va cau triic nhu
cua tram di dong.

4. KUys (Public Key): Khoa cong cong cua tram di dong.

5. KUgs (Public Key): Khoé cong cong ctia tram gdc.

6. RAND1; RAND2 (Random Numbers): RANDI, dugc tao bdi tram géc va
RAND2, ma tram di dong tao ra dugc st dung trong viéc tao khoa phién.

7. Ks (Session Key): Kho4 phién dugc tao thong qua viéc sir dung ca RANDI 1an
RAND2.

8. SKCS (List of Encription Protocols): SKCS cung cidp mdt danh sach cac giao
thirc mat ma dir liéu khoa riéng ma tram di dong c6 thé sir dung cho viéc mat ma
dir liéu duoc truyén dan trong mot phién truyén thong.

9. Sig (Digital Signatures): Nhimg chit ky s6 dudi giao thirc Aziz-Diffie, duoc tao ra
bang cach s dung khoa riéng cua dang ky principal, va dugc ap dung bang cach

ap dung khoa céng cong cua nguoi ky.

2.4.2 Hogt dong ciia giao thirc Aziz-Diffie
Chudi trao dbi ban tin gitra tram di dong va tram gdc mang trong giao thirc Aziz-

Diffie bao gom:
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1. Tram di dong giri ban tin “request-to-join” (yéu cau tham gia) toi mot tram gbe
mang trong vUng lan can cia nd. Bén tin request to join chia ba phan tir chinh: sb
duoc tao ngau nhién dong vai trd nhu mot yéu cau (challenge), RCH1; chimg nhan
tram di dong, Certys; va mot danh sach cac thuat toan mat ma dir liéu khoa riéng

ma tram di dong c6 thé hd trg, SKCS.

2. Tram di dong xac nhan gia tri cia chir ky trén chirng nhan cta tram di dong. Cht y
rang diéu nay chimg nhan rang chinh chimg nhén ciing 13 diéu xac nhan c6 gia tri
ma khéng phai 1a chirng nhan nhan dugc tir tram di dong cung tram di dong ma
ching nhan phat hanh t6i. Néu chimg nhan khong co gia tri thi tram gbc két thiic
phién; néu khac no tiép tuc.

3. Tram géc tra 101 tram di dong bé‘mg cach guri ching nhan cua nd, Certgs; mot )
ngau nhién, RAND1, mat m4 bang cach sir dung khoa cong cong cua tram di dong;
va lua chon thuat toan mat ma khod riéng tir cac thuat toan dugc gidgi thiéu boi
tram di dong. Tram gdc chon tir sy giao nhau caa tap cac thuat toan dugc gidi thidu
boi tram di dong va tap cac thuat toan ma tram gdc hd tro thuat toan d6 ma nd xem
1a dua ra @6 bao mat cao. P9 dai khoa dugc dam phan dén d6 dai tbi thiéu ma tram
di dong c6 kha ning xir Iy va tram gdc hd tro. Tram gdc tinh toan mot chir ky ban
tin bang cach sir dung kho4 riéng trén mot tap cac gia tri ma chira gia tri ¢4 mat ma
RAND1, thuat toan mat ma dir liéu dugc chon, challenge RCH1 ban dau nhén

duogc tr tram di dong va danh sach ban dau cac thuat toan mat ma ung cu.

4. Tram di dong xac nhan tinh chét hop 1¢ cia chirng nhan né da nhan dugc tir tram
g6c. Tram di dong cling xac nhan chir ky tram gbc bang cach giai mat mé tap cac
gia tri n6 da nhan duoc trong ban tin d4 ki, bang cach st dung khoa cong cong cia
tram gbc. Néu gia tri RCH1 va gid tri cac thuat toan mat ma (mg ctr nhan dugc tir
tram gdc phd hop véi nhitng gia tri nay dugc truyén ban dau bai tram di dong thi
nhan dang tram géc dugce xac nhan. Néu khac tram di dong két thic phién truyén

thong.

5. Tram di dong lay ra gia tri RAND1 bang giai mat ma s dung kho4 riéng cua no.
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6. Tram di dong bay gid tao ra mot gia tri ngau nhién thir hai, RAND2 c¢6 cung do dai
bit nhu RANDI va lam phép toan logic XOR hai chudi. Chudi tao ra boi
RANDI®RAND?2 s& cdu thanh mot khod phién cho phién truyén théng ndy. Tram

di dong mat ma gia tri RAND2 theo khoa cong cong cia tram gdc.

7. Tram di dong giri gia tri d& mat m4 RAND2 t6i tram gbc. N6 ciing tinh toan chi
Ky ctiia n6 trén mot tap cac gia tri chira gia tri mat m8 RAND?2, va gia tri dd mat ma
RAND1 ma n6 d4 nhan duoc trude day tir tram gbe. (Boi vi gia tri mat md RAND1
nay bay gio duoc ky véi khoa riéng cia tram di dong nén tram gdc c6 mot co ché
dé x4c nhan viéc nhéan thyc tram di dong). Tram di dong guri cac phén tor dir liéu

nay toi tram gdc.

8. Tram gdc xac nhan chit ky trén ban tin vira nhan duoc tir tram di dong bang cach
st dung khod cong cong tram di dong. Néu chir ky dugc xac nhan, tram gdc chip

nhan tram di dong nhu mot thué bao hop 1¢.

9. Tram gdc giai mat ma gia tri RAND2 bang cach sir dung khoa riéng cta no. Tram
gdc bay gio c6 thé tao ra RANDI®RAND?2, dé né ciing nam giir khod phién. (Chu
y rang dé dam bao an toan khoa phién RANDI®RAND2, mot ké xam nhap cin
truy nhap vao khoa riéng cua ca tram gdc 1an tram di dong it c6 kha nang hon 13

mot trong hai bi xam nhép).

Pang chi y rang chit ky s dugc thém vao ban tin duoc giri boi tram gdc trong
budce 3 ¢ trén c6 ba vai trd khac nhau sau ddy: (1) dé nhan thuc ban tin, (2) dé cung cap su
tra 101 yéu cau (Challenge) téi ban tin dau tién cua tram di dong, va (3) dé nhan thuc ban
tin dau tién nhan duoc thong qua viéc chira danh sach ban dau cac thuat toan Gmg ctr.
Ciing chu y rang, trong khi CA khong lién quan tryc tiép dén chudi giao thirc nhan thyc

thi CA da ky c4c xac nhan ca tram gbc 1an tram di dong trong mot bude wu tién.
Dé vach ra sy trao d6i ban tin trong giao thirc Aziz-Diffie, hdy xem hinh 2.2,

Aziz va Diffie nhan manh tinh huéng noi ma khong chi c6 mot CA ma cé nhiéu

CA duogc yéu cau trong mdt mang hoat dong rong tuan theo dac ta CCITT X.509. Trong
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truong hop nay, ban tin thi 2, duoc giri tram gdc t6i tram di dong, s& bao gom khong chi
chting nhan tram gc ma con chira dudng dan ching nhan ma s& cho phép ching nhan

dugc cong nhan hop 18 trong mot phan cap cac CA.

Tram di dong Tram gbc mang phuc vu

Ban tin Request-to-Join
[RCH1, Certys, SKCS]

Xac nhan tinh hop
1é clia Certys

Cha ¥: SKCS 1a mot
dar]:‘ S?CQMCT’.? thugt toan [Certgs, RAND1, RCH1,
mat ma du ligu wng cur. SKCS dU’QC Ch(_)n]

Chuay: Trong ban tin trén, RAND1 dwgc mat ma véi
khoa cong cong ctia MS, Mét chudi chira Enc(RAND1),
SKCS dwgc chon, RCH1, va SKCS dwoc ky véi khoa
riéng ctia tram géc.

Xac nhan tinh hop 1€
cla Certgg;
Xac nhan chir ky cia BS

Tao RAND2; RAND2
Thiét lap khoa phién >
Ks = RAND1 XOR RAND2

Xéc dinh tinh hop
1& chi ky cia MS

Chuay: Trong ban tin trén, RAND2 dwgc mat ma véi
khoa cong cong clia BS. Mot chudi chira Enc(RAND?2),
Enc(RANDL1) dworc ky véi khoa riéng cla tram di dong.

Giai mat ma RAND2;
Thiét 1ap khoa phién
Ks = RAND1 XOR RAND2

Hinh 2.2: So 6 minh hoa chudi trao d6i ban tin trong giao thirc Aziz-Diffie.

2.5 Binh luan va danh gia giao thirc Aziz-Diffie

Nguoc vé6i Kién tric cac giao thirc thé hé hai, Aziz va Diffie nhan manh giao thirc
hd tro nhan thuc twong hd. Cac chimg nhan s6 va mot CA déng mot vai trd quan trong
trong phuong phap lai khoa riéng va khoa cong cong. Giao thirc ndy chi bao vé doan ndi
vO tuyén chinh xac nhung Aziz va Diffie mubn cho phép c6 ché bao mat end-to-end hoat
dong ¢ muc tng dung va mic truyén tai trong khi giao thirc cta ho hoat dong & ting
mang. M0t khia canh quan trong phéan biét giao thirc nay véi cac giao thirc khac dugc mo
ta trong chuong nay la Aziz-Diffie tao ra mot co ché rd rang cho phép tram di dong va

tram gbc mang dam phan va chon trong sb cac giao thirc mat ma dit lidu tmg cur.
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2.6 Tong két mat ma khoa céng cong trong mang vo tuyén

Tir quan diém cta nhimg nguoi thiét ké va van hanh mang thong tin to ong, cac
cbng trinh dugc mo ta trong chuong nay rd rang la vuot thoi dai. Cac phuong phap khoa
cong cong duge tan thanh bai BCY, Carlsen va Aziz va Diffie gan day d4 noi 1én, trong
khi kinh nghiém nhan dugc tir chung trong linh vuc Internet thi ching chua dugc ching
minh trong méi trudng mang t6 ong thuong mai dién rong. Bang cach tap trung vao cac
phuong phap tinh toan vira phai nhu MSR va mat md duong cong elip, viéc nghién ctru &
day tim kiém mdi quan tdm lién quan t&i hiéu niang va kha ning mo rong. Tir dau dén
giira nhitng nam 1990, sy trai rong van 1a qua lén cho cac nha van hanh mang. Tuy nhién
khi thé gidi mang, tham chi dbi véi cac luu Iwong thoai hudng téi co ché dua trén IP va
khi Internet tré' thanh mot mo hinh néi bat cho tit ca cac loai truyén thong dir lidu thi sy

viéc ndy s& thay doi.
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CHUONG 3: NHAN THU'C VA AN NINH TRONG UMTS
3.1 Giéi thiéu UMTS

Hé thdng vién thong di dong todn cau (UMTS) 1a mét co cau to chitc duoc phdi
hop bai Lién minh vién thong qudc té (ITU) dé hd trg cac dich vu thong tin vo tuyén thé
hé ba. UMTS la mot phan ciia mot co cau t6 chire 16n hon 1a IMT-2000. Vai trd chinh caa
ca UMTS va IMT-2000 la tao ra mot nén tang cho thong tin di dong khuyén khich viéc
gidi thiéu phan phdi ndi dung sd va cac dich vy truy nhap thong tin ma bd xung cho thong
tin thoai thong thudng trong moi trudng vo tuyén. Thuc hién muc tiéu nay rd rang doi hoi
bang tan rong hon 10Kbit/s sin c6 trong hau hét hé thong thé hé tha hai, vi thé UMTS sé
hd tro toc do truyén sd liéu 18n tdi 2 Mbits/s. Phd cho luu luong UMTS, ciing nhu viée
thuc hién IMT-2000 trén thé gidi roi vao khoang giira 1870GHz va 2030GHz.

Gidy phép dau tién cho hé thong UMTS d4 dugc thuc hién ¢ Chau Au. Tai Nhat
Ban, cac ké hoach yéu cau viéc trién khai sém IMT-2000 bang tan cao tuong thich voi
cac dich vu t6 ong bét dau tir thang 5-2001. Trén toan thé gidi, viéc trién khai co so ha
tang UMTS s& tiép tuc gitta nim 2001 dén 2005 véi nhiét tinh ban dau c6 thé bi kiém ché
bai thuc té thi trudng - nhimg hé thong nay dit dbi v6i cac nha cung cap dich vu, va doi
hoi mot sb lugng 16n céc thué bao dé tao ra loi nhuén. Mot bdo cdo g?m day duoc phat

hanh bsi UMTS Forum dua ra mot vai vu diém vé thé hé ba: “...Thé hé 3 mang dén
nhiéu tinh di dong hon t6i Internet, xay dung trén dic tinh di dong duy nhat nham cung
C?ip nhén tin nhom, céac dich vu dua trén vi tri, cac thong tin ca nhan hoa va giai tri. Nhiéu
dich vu thé hé ba méi s& khong dua trén Internet, ching thuc sy 1a céc dich vu di dong

thuan tuy. Vao nam 2005, nhiéu dit liéu hon thoai s& chay qua mang di dong.”

Theo quan dién ndy Vé tiém nang ciia cac dich vy thdng tin vo tuyén thé hé thi ba,
cac thué bao sé khong chi thong tin véi nhau qua mang. Ho s€ tai cac ndi dung giau tinh
d6 hoa va tan hudng céc trd choi trong khi dang di chuyén. Ho sé& trao d6i cac vin ban qua
dau cudi vo tuyén cia ho. Va ho sé tién hanh mot pham vi rong cac giao dich thwong mai

dién tir tir bat ky noi nao ho xuat hién. Mic du chi tiét vé cach cac nha cung cip dich vu
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s& bd xung va0 tim nhin ndy thdng qua viéc thuc hién hé théng thyc chua dugc xac dinh,
mot diéu 16 rang 1a - mot mic do bao mat thong tin va nhan thuc thué bao cao s& 1 cp

bach va bit budc.

Nhiéu cong trinh gan day trong viéc dinh nghia kién tric an ninh cho UMTS d4
duoc tién hanh trong mot s6 cac du an nghién ciu duoc tai trg boi Lién minh Chau Au va
cac chwong trinh qubc gia Chau Au. Nhitng du 4n ndy bao gém ASPeCT (“Advanced
Security for Personal Communications Technology”—ACTS program), MONET (part of
RACE Program) va ‘3GS3 — (Third Generation Mobile Telecommunications System
Security Studies: Nghién ctu an ninh hé thdng vién thong di dong thé hé ba) (theo
chuong trinh UK LINK). M6t du an gan day hon, USECA (UMTS Security Architecture:
Kién trdc an ninh UMTS) duoc chi dao boi cac nha nghién ctu tai Vodafone dang dinh
nghia mot tap day di cac giao thirc an ninh va c4c thu tuc cho méi truong UMTS. Pham
vi ctia du 4n 13 rong, bao gdm cac nghién ciru sdu miém con: cac dic diém va yéu cau bao
mat, cac co ché bao mat, kién triic bao mat, co s& ha tﬁng khoa cong cong, modul thong

tin thué bao (USIM), va bao mat dau cudi (handset).

Céc kién tric quan trong khac trong sy phat trién ciia cac giao thirc an ninh va
nhan thuc UMTS duoc goi 1a 3GPP (Third-Generation Partnership Project: Dy an hop tac

thé hé ba), mot du an qudc té bao gdm nhitng thanh vién tir Bic Mi va Chau A.

3.2. Nguyén ly cia an ninh UMTS

Cé4c mang t6 ong thé hé hai dugc du dinh mé ra mot ki nguyén méi thong tin vo
tuyén bang rong, thuc day pho cac dich vu thong tin va giai tri khong kha thi véi cong
nghé thé hé hai hién thoi. Tuy nhién tir sy khai ddu ngudi thiét ké kién triic an ninh cho
UMTS d4 cé gang xiy dung trén Kién trac san c6 va hoat dong mot cach hiéu qua, dic
biét 1a trong co so ha tang GSM. Mot phan diéu nay 12 bai vi n6 ¢6 y nghia dé xay dung
trén cong ngh¢ dé& duoc chirng minh; mot phﬁn n6 phat sinh tir thuc té khong thé chbi cai
rang trong nhiéu nim UMTS sé& phai cling ton tai va clng hoat dong v4i mang t6 ong thé
hé hai.
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3.2.1 Nguyén Iy co bén ciia an ninh UMTS thé hé 3
R4t sém cac nhom 1am viéc chiu trach nhiém vé viéc phat trién kién trGc an ninh

va cac giao thirc cho moéi truong UMTS da thdng qua ba nguyén ly co ban:

(1) Kién triic an ninh UMTS sé& xay dung trén cac dic diém an ninh caa cac hé thong

thé hé thar hai. Cac dic diém manh mé cua cac hé théng 2G s€ duoc duy tri.

(2) An ninh UMTS s& cai thién trén an ninh ciia cac hé thong thé hé hai. Mot vai 15

hong an ninh va nhuoc diém cua cac hé théng 2G s& dugc giai quyét.

(3) An ninh UMTS ciing s& dua ra nhiéu dic diém mdi va céc dich vu bao mat méi

khong c6 mit trong cac hé thong 2G.

Khai niém nay tao ra mot diéu gi d6 tt hon GSM nhung khong phai 1a mot diéu gi
d6 hoan toan khac. Sy doi méi trong UMTS nén duoc diéu khién khong chi béi tiém ning
Ki thuat thuan tuy ma con béi nhitng yéu cau vé moi trudng quan trong va tap cac dich vu

tham gia cho cac mang vo tuyén thé hé ba.

Theo ngit canh nay, vao giita nam 1999 3GPP d3 dinh nghia mot tip cac dic diém
an ninh moi hitu dung cho UMTS, va cho cé4c hé thong thé hé ba ndi chung. Cac dic diém
an ninh mai cau thanh viéc mé ta vé cac dic tinh then chdt cia moi trudng thé hé ba.
Nhiing diém then chdt nhu sau:

(1) S& c6 nhitng nha cung cap dich vu méi va khac nhau ngoai cac nha cung cap cac
dich vu vién thong vo tuyén. S& bao gdm céac nha cung cap nodi dung va cac nha
cung cap dich vu s lidu;

(2) Cac hé théng di dong s& dugce dinh vi nhu mot phuong tién truyén thong yéu
thich cho ngudi ding — wa chudng hon cac hé thong duong diy ¢ dinh;

(3) S& ¢6 nhiéu dich vu tra trudc va pay-as-you-go. Viéc thué bao dai han giita nguoi
st dung va nguoi van hanh mang c6 thé khong phai 1a mot mé hinh quen thudc;

(4) Nguoi str dung sé ¢6 quyén diéu khién nhiéu hon ddi véi cac profile dich vu cua

ho va doi vai cac kha nang dau cuoi cua ho.
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(5) S& co cac cudc tan cong chi dong vao ngudi sir dung;
(6) Céc dich vu phi thoai sé quan trong nhu cac dich vu thoai hodc quan trong hon;

(7) Cac may cam tay di dong s& duoc st dung nhu mot nén tang cho thuong mai dién

tir. Nhiéu thé théng minh da ing dung s& dugc s dung dé tro gitp nén tang nay.

Khi quan tdm dén cac dic diém cua méi truong thé hé ba, nhém cong tac 3GPP da
phac thao nhitng dic diém nao cia cic hé thong an ninh thé hé hai duoc giit lai, nhiing su
yéu kém nao cua thé hé hai phai dugc giai quyét trong UMTS, va noi ma kién tric an

ninh UMTS s€ gidi thiéu nhitng kha nang mai.

3.2.2 Uu diém va nhwoc diém ciia GSM tir quan diém UMTS
Céc kha ning thé hé hai duoc dua t6i xac dinh cac phan tir hé thong dudi day (cac
doan van ban giai thich dugc 14y ra tir tai liéu hop tac 3GPP):

(1) Nhan thyc thué bao: “Cac van dé voi cac thuat toan khong phll hop sé duoc giai
quyét. Nhirng diéu kién cht v dén su lya chon nhén thuc va mbi quan hé cua n6
v6i mat ma s& duoc that chat va 1am rd rang.”

(2) Mat m& giao dién vo tuyén: “Strc manh ctia mat ma s& 16n hon so véi mat ma
duogc sir dung trong cac hé thong thé hé hai... Diéu nay dé dap tmg nguy co dugc
dit ra boi nang lyc tinh toan ngdy cang ting san c6 d6i voi viéc phan tich mat ma
ciia mat ma giao dién vo tuyén.”

(3) P6 tin cay nhan dang thué bao s& duoc thuc hién trén giao dién vo tuyén.

(4) SIM (Subscriber Identity Module: Modul nhan dang thué bao) sé 1a modul an ninh
phan cing c6 thé 1dy ra duoc riéng ré véi may cam tay theo tinh ning an ninh cila
no (nghia 1a SIM la mot thé thong minh).

(5) Céc dic diém an ninh toolkit phan ing dung SIM cung cap kénh tang ing dung an
toan giira SIM va server mang nha s& duogc tinh dén.

(6) Hoat dong cua cac dic diém an ninh hé thong s& doc 1ap v6i nguoi st dung (nghia

1a nguoi st dung khong phai 1am bat ctr diéu gi dé kich hoat cac dic tinh an ninh).
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(7) Yéu cau cho mang nha tin cdy cic mang phuc vu dé thuc hién mot mirc tinh ning

an ninh s& dugc toi thiéu hoa.

Trong linh vuc nhan thuc thué bao, phan tich ndy thong bao cac van dé da phat
sinh xung quanh céc thuat toan GSM ddc quyén va yéu kém. Tuy nhién mot sy thoa mén
co ban véi phuong phép caa cac hé théng thé hé hai d6i v6i nhan thuc ciing 13 hién nhién
ma nhu ching ta s& thdy dd anh hudng 1&n viéc ra quyét dinh cho nhéan thyc thué bao
trong UMTS:

Mot danh sach nhitng khiém khuyét trong cac giao thirc an ninh thé hé tha hai ma
UMTS phai quan tdm ciing 12 hitu dung. Nhitng van dé d6 nhu sau:

(1) Cac cudc tan cong chu dong trong d6 tram gdc bi gia mao 1a cd kha ning xay ra
(thiéu nhéan thuc mang dbi v6i may cam tay di dong).

(2) Khoa phién va dir liéu nhan thuc trong khi dugc che day trong cac tuyén vo tuyén
lai duoc truyén mot cach 16 rang giita cac mang.

(3) Mat ma khong mé rong du phic tap dbi vai 18i mang, dan dén viéc truyén cac van
ban 16 rang caa nguoi st dung va cac théng tin béo hiéu qua cac tuyén vi ba.

(4) Thiéu chinh sich mat ma va nhan thyc déng nhat qua cidc mang nha cung cap dich
vu tao co hoi cho viéc xam nhéap.

(5) Co ché toan ven dir liéu ciing dang thiéu. Cac co ché nhu thé ngoai viéc ting do
tin cap cOn cung cap Viéc bao vé chong lai sy mao nhan tram gdc.

(6) IMEI (International Mobile Equipment Identifier: Bo nhan dang thiét bi di dong
qudc té) 1a mot sy nhan dang khong an toan.

(7) Su gian 1an va “su can thiép hop phap” (bi nghe trom boi cac chinh quyén thyc thi
luat) dugce xtr 1y nhu 13 mot sy giai quyét dén sau hon 1a trong pha thiét ké GSM

ban dau.
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(8) C6 mot thiét sot vé kién thirc mang nha va diéu khién cach ma mang phuc vu sir
dung cac tham sd nhan thuc cho cac thué bao mang nha chuyén viing trong ving

phuc vu ciia mang phuc vu.

(9) 6 mém déo nham cap nhat va b xung cac tinh ning bao mat theo thoi gian dé

duy tri tinh pho bién cac giao thirc an ninh hé thong 12 khong can thiét.

Yéu cau sau d6 d6i v6i nguoi thiét ké UMTS nham dinh nghia nhiéu sy ting
cudng cho céc thi tuc va giao thic an ninh thé hé hai ma gii lai cac dic diém cua an ninh
thé hé hai ma giai quyét nhiing thiéu sot trén cua thé hé hai va diéu d6 s& cho phép tinh

lién thong gitra hai mién trong nhitng nim t4i.

3.2.3 Cac linh vwce tang cwong an ninh cho UMTS

Trong mot tai liéu thang 3-2000 duoc gidi thidu tai Hoi thdo IAB vé lién mang vé
tuyén, N.Asokan cua trung tim nghién ciru Nokia d4 cung cip tong két dudi ddy va cac
linh vuc then chdt trong 46 UMTS sé gidi thiéu nhiing ting cuong cho cac ché do an ninh
GSM.

= Nhan thuc twong hd: Mang phuc vu duoc nhan thyc téi cac thué bao di dong ciing
nhu thué bao di dong dugc nhan thyc téi mang.

= Ting su hd trg cho anh ninh va mat m& dir liéu trong mang 15i.

» Tang do dai khoa dé chéng lai cAc cudc tin cong manh: Nhu dugc biét, cac thuat
toan mat ma s6 liéu GSM thé hé hai c6 do dai khoa hiéu qua chi 40 bit va nguoi ta
nghi co6 thé bi pha v& gan nhu trong thdi gian thyc. Cac khoa cho mat ma so liéu

trong UMTS s¢ 1a 128 bit.

= Tinh an toan nhan dang nguoi st dung sé dugc tang cuong thong qua Viéc st dung

khoa nhém.

= Céc thuat toan mat ma UMTS co ban s& dugc thuc hién cong khai c¢6 quan tdm dén

cac phé binh thuong xuyén vé GSM.

= Sy hd tro cho tinh toan ven ciing nhu tinh an toan s& duoc cung cp.
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Mot khai niém quan trong trong linh nhan thuc thué bao cho UMTS la mang
khach quan tim duoc tra phi hon 1a vé viéc nhan dang nguoi st dung. Vi vy mot su nhan
manh vé mdi quan tdm cia mang khach 14 viéc trao quyén dé cung cip cac dich vu hon 1a
viéc nhan thuc. Cac hé thdng thyuc hién viéc nhan thué bao nhan manh su twong tac giita
thué bao di dong va mang nha, vdi cac théng tin trao quyén duoc truyén téi mang ma sé
cung cap cac dich vu t6i thué bao di dong (mang khach). Theo cach nay, nhan thuc ¢ thé

duoc thyc hién ma khdng phai dam phan vé tinh tin cdy nhan dang thué bao.

3.3. Céac linh vye an ninh cia UMTS

Mot muc tiéu mirc cao cho viée thiét ké kién triic an ninh cho UMTS 1a dé tao mot
co chu to chirc co thé phat trién theo thoi gian. Nhu trong trudng hop thiét ké mang
Internet, mot phuwong phap quan trong dd modul hoé Kién triic an ninh bang cach tao ra
mot tap cac ting va sau do6 lién két mot tp cac phan tir cling Voi cac muc tiéu thuc hién
va thiét ké hé thong t6i nhing tang ndy. Nhimg modul nay dugc nguoi thiét ké goi 1a cac

“domain” (mién) va hién thoi s& c6 nam domain:

3.3.1 An ninh truy nhdp mang (Network Access Security)

Mot s6 cac dic diém an ninh cung cip cho ngudi sit dung su truy nhap an toan t6i
Ciu trac co s¢ ha ting UMTS va cac dic diém bao vé nguoi st dung chdng lai cac cudc
tan cong trén cic tuyén vo tuyén khong day cho cac mang mit dat. Cac phan tir then cht

bao gom:

— Tinh tin cdy nhdn dang nguoi sir dung: IMUI va céc thong tin nhan dang c6 dinh

khéc lién quan dén nguoi str dung khong dugc phoi bay cho nhimg ké nghe 1én.

— Nhdn thuc twong hé: Ca dau cudi di dong va tram géc cia mang phuc vu duogc
nhan thuc ddi véi nhau, ngan ngua cac cudc tan cong mao nhan trén ca hai phia
ctia phién truyén thong,

— Tinh tin cdy cia s6 liéu bdo hiéu va sé liéu nguoi sir dung: Thong qua mat ma
manh mé&, ca ndi dung ctia phién truyén thong thué bao lan thong tin bao hiéu lién

quan dugc bao vé trong khi truyén dan qua doan noi vo tuyén.
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— Toan ven sé liéu va nhdn thwc khoi dau: Thuc thé nhan trong mot phién truyén
thdng c6 thé xac nhan rang cac ban tin nhan dugce khong bi thay doi khi truyén va

rang no thuc su duoc khoi dau tir phia duge yéu cau.

3.3.2 An ninh mién mang (Network Domain Security)
Tap cac diac diém an ninh cho phép cac node trong co so ha ting mang cia nha
cung cap trao doi cac dit liéu voi sy dam bao an ninh va bao vé chng lai su xam nhap trai

phép co so ha ting mang hiru tuyén.

— Nhdn thwc phdn tir mang: Kha nang ciia cac thanh phan co sé ha ting mang bao
gém nhiing kha nang thudc vé cic nha cung Cép dich vu khac nhau nhan thuc

nhau va dit liéu nhay cam dugc trao doi.

— Tinh tin cdy cia dit liéu dwoc trao doi: Viéc bao vé dir lidu duoc trao ddi gitra
cac phan tir mang khoi cac cudc nghe 1én. Piéu nay dién hinh s& duoc thuc hién

thdng qua mat ma.

— Toan ven dit liéu va nhdn thue ban dau: Diéu ndy 1a song song voi cac khia canh
toan ven dir liéu va nhan thuc ban dau cia An ninh truy nhap mang nhung ap
dung ddi véi mbi quan hé gita cac phan tir mang. Khi mot phan tir mang truyén
dir liéu dén phan tir khac, node nhan c6 thé xac nhan rang dir liéu khong bi thay
d6i khi truyén, va nd thuc su khoi dau voi phan tir mang dugc théng bao nhu
nguoén goc khai dau. Thém nira, nhimng tinh chat ndy phai 4p dung qua cac mang

cua cac nha cung cip dich vu khac nhau.

3.3.3 An ninh mién ngwoi sit dung (User Domain Security)
Tap cac dic diém an ninh gan va0 Su twong tac giita mot nguoi st dung va may
cam tay UMTS cta ho. Mot muc tiéu quan trong trong mién nay Ia toi thiéu thiét hai va

gian 1an c6 thé xdy ra khi mot may cam tay bi danh cap.

— Nhdn thie User-to-USIM: Nhan thyc trong mién con ndy gan vao mdi quan hé
gitta mot thué bao riéng va thé thong minh SIM trong may cim tay UMTS cua

ho. B¢ gidi han sy hoat dong doi vdi chu s¢ hitu hoac mot nhém ca nhan co
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quyén, nguoi sir dung co thé can cung cip PIN dé khoi tao mot phién truyén

thong.

— Dogn néi USIM-Terminal: Vi thé thong minh trg giap USIM (dugc gin trong thé
thdng minh) c6 thé di chuyén duoc, nén ciing can thiét dé bao vé an toan moi
quan hé gitta USIM va may cam tay UMTS. Pién hinh diéu nay s& duogc thuc
hién thong qua mot sy nhing bi mat ding chung trong ca USIM 1an dau cubi boi
cac nha cung cap dich vu khi dich vu duoc khéi tao. Poan néi USIM-Terminal
ngan ngira thé USIM ciia ngudi str dung khong bi chén vao trong may cam tay

khac va bi str dung khi khong ¢ quyén.

3.3.4 An ninh mién itng dung (Application Domain Security)

Céac dic diém an ninh cho phép su trao d6i an toan cac ban tin & mirc tng dung
gitta may cam tay va hé théng ctia nha cung cap dich vu thir ba. Trong kién trac UMTS,
viéc cung cap can duoc thuc hién cho cac nha van hanh mang hoic cac nha cung cap dich

vu khac tao ra cac tmg dung nim trong USIM hodc trong to hop.

— Nhdn tin an toan: Nhin tin an toan s& cung cip mot kénh an toan cho viéc truyén

cac ban tin gitra USIM va server mang.

— Tinh tin cdy luu lwong nguoi sir dung trén toan mang: Viéc bao vé cac ban tin
khoi cac cudc nghe 1én - dién hinh 12 théng qua mat ma — trén cic doan mang

hitu tuyén ciing nhu vo tuyén cia toan bo kién tric ha ting mang.

3.4.5 Tinh cdu hinh va tinh rd rang cia an ninh (Visibility and Configurability)
Tap céc tinh ning qua d6 nguoi st dung hé théng c6 thé biét cac dic diém an ninh
nao dang hoat dong va diéu khién cac dich vu nao dang dugc st dung dua ra mot tap nhat

dinh cac dich vu an ninh.
— Tinh rd rang: Nguoi st dung hé thong théng qua cac co ché duoc cung cip boi

co sO ha tﬁng UMTS c6 thé x4c dinh duoc dic diém an ninh nao dang hoat dong

tai bat ky diém nao theo thoi gian va mic d6 an ninh 1a gi.
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— Tinh dinh hinh: Nguoi sit dung thong qua co ché duoc cung cip bdi co so ha
tang UMTS c6 thé yéu cau tap cac dich vu an ninh n&o phai dang hoat dong trudc
khi ngudi st dung mét dich vu nhat dinh. Chang han, logic ndy c6 thé ap dung
cho enable va disable viéc st dung ma PIN c& nhan véi USIM trong may cam
tay cua ai d6 hodc ap dung cho viéc quyét dinh nhu viéc chap nhan cac cudc goi

dén ma khong dugc mat mé.

Chia toan b linh vuc an ninh thanh cic mién theo kiéu ndy c6 mot vai vu diém.
Thi nhat, né xir 1y bang cach chia nho toan bo khong gian van dé thanh cac mién con roi
rac (hon nita, quan tdm nhiéu dén d6 phirc tap duoc xtr Iy nhu thé nao trong moi quan hé
Vi cac giao thie lién mang Internet). Ngodi ra, bang viéc tao ra cac modul an ninh véi
cac giao dién duoc biét 6 dé c6 thé cap nhat hodc thay thé cac thanh phan cua kién trac
an ninh ma khéng phai 1am lai toan bo viéc kinh doanh.

Chu y: Cac tir duéi day dugc sitr dung cho cac mién anh ninh UMTS trong hinh
3.1.

NAS: Network Access Security

NDS: Network Domain Security

UDS: User Domain Security

ADS: Application Domain Security

Hinh 3.1 cung cap sy minh hoa vé toan bd méi trudong UMTS véi chi thi vé noi ma

nam mién an ninh dinh tra trong su tuong tac giita cdc phan tir khac nhau ciia méi truong.
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Mtrc rng dung

ADS
Ung dung ngwoi ding - » Png dung nha cung cap dich vu

M&c Home/Serving

UDS | Module nhan dang NAS

Thiét bi dau cubi

A
Y

cac dich vu nguoi | 4 >
(Handset) diing (USIM) - NAS
- M6i tredng nha
NDS (HE)
NAS NAS

Mang phuc vu (SN)

NAS Mrc truyén tai
Mobile Termination

Mang truy nhap

Hinh 3.1: So d6 minh hoa noi nam mién an ninh UMTS dinh tra trong cac mdi

quan hé gitra cac thanh phan ciia toan bo méi truong mang UMTS. [Nguén: S. Putz]

3.4. Nhan thuc thué bao UMTS trong pha nghién ciru

Nhu d& cha y trén day trong chuong nay, kién tric an ninh UMTS d& xuat phat chu
yéu tir cac du an duoc tai tro boi Cong ddng Chau 4du va vai qudc gia thanh vién cia no.
Phan nay quan tdm dén c4c giao thic nhan thuc thué bao duogc phat trién kha sém trong
quéa trinh phéat trien UMTS thong qua dy an ASPeCT (Advanced Security for Personal

Communications) theo chuong trinh ACT.

Du an ASPeCT d& nghién ctru nhiéu phuong phap nhan thyc thué bao trong
UMTS, Véi cac bao cao ban dau duge dé trinh vao 2-1996. Cac b4o céo nay cd thé duoc
xem nhu mang tinh chit kham pha; n6 nhan manh vao viéc tiép nhan céac giao thuc nhan
thuc thué bao da duoc dé xuat tir cac t6 chirc quan tdm va sau d6 phan tich cac giao thirc

nay &p dung vao cac yéu cau UMTS. Thang 2-1996 bao cao ASPeCT d& mo ta cac dé
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xuat cho nhan thuc thué bao va tao khoa phién trong UMTS dugc dé trinh boi Royal

Holloway, Siemens va KPN.

Pé xuét cia Royal Holloway dya trén co ché yéu cau-dap tmg (Challenge-
Response) twong tu v6i co ché trong GSM. Giao thirc nay dua ra nhan thuc twong hd gitra
tram di dong va tram gdc mang va ting cudng an ninh dinh vi ngudi st dung (an ninh
dinh vi nguoi st dung dugc thuc hién bﬁng cach chi st dung bo nhan dang nguoi su dung
hién thoi va tranh su truyén din ciia bo nhan dang vinh ctru ciia thué bao di dong trong
clear-text qua doan ndi vo tuyén). Hai giao thirc duoc dé xuat khac ciia Siemens va KPN
|4 rat khac nhau trong d6 ching bat ngudn tir cac k¥ thuat khoa cong cong. Cac phan dudi

day mo ta phuong phap dugc dé xuat boi Siemens.

3.4.1 MO ta giao thirc khod cong cong ciia Siemens cho UMTS

Giao thuc dua trén khoa cong cong cho nhan thuc va tao khoa phién dugc dé xuét
boi Siemens sir dung nhiéu nhom trudng hitu han hoic cac phan nhém dudng cong elip
nhu phuong phap khoa cong cong co sd. Trong ca hai truong hop, an ninh mat ma phu
thudc vao viéc van dé thuét toan roi rac khé khan hay khong. Giao thitc do Siemens dé
Xuat yéu cau CA tin cdy va mot Certification Server (CA) an toan ma cd thé tao cac
chtng nhan chira cac khoa cong cong kha dung ddi véi ca thué bao va nha van hanh mang
va phi hop véi cac phuong phap co so ha tang khoa cong cong co dién. Mot phan khac
cla co s ha ting 1a mot danh sach thu héi (“revocation list”) ghi lai cac bo nhan dang

thué bao, ngudi khong con du tu cach nhan dich vu.

Dé xuét ctia Siemens thuc su c6 ba phan, d6 1a c4c giao thic con duoc dinh o A,

B va C. Ba giao thirc nay dé cap cac trudong hop hoi khac nhau:

—Sub-protocol A: xur 1y truong hop noi ma cac ban copy duwoc nhan thyc cua khoa
cbng cong tram di dong va mang phuc vu dd kha dung trong server mang phuc vu
va may di dong twong ung va Vi vdy khong can thiét phai trao ddi trong phién

truyén thong.
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—Sub-protocol B: xur 1y cac truong hop noi ma chung chi c6 gia tri cia khoa xac
nhan cong cong tram di dong 1a kha dung trong may cam tay di dong nhung khong
phai trén server mang phuc vu, va mot chirng nhéan co6 gia tri khoa thoa thuan cong

cong cuia ngudi van hanh mang nhung khong phai trong may cam tay di dong.

—Sub-protocol C: xir ly truong hop noi khong c¢6 ban copy dugc nhan thuc khoa
cbng cong cua thué bao di dong kha dung trén server mang phuc vu va khéng co
ban copy dugc nhan thyc khoa céng cong cua nha van hanh mang trong may cam

tay di dong.

Trong thao luan nay, ching ta s& quan tdm dén Sub-protocol C, vi diéu nay dua ra
cai nhin tot nhét t6i cac khia canh giao thirc khod cong cong va co sé ha tang lién quan

dén deé xuat cua Siemens.

3.4.2 Cdc diéu kién tién quyét dé thwc hién giao thirc Siemens
Pé Sub-protocol C do Siemens dé xuat cho nhan thuc thué bao 1am viéc hiéu qua,

mot s6 cac diéu kién tién quyét phai dugc thuc hién. Pang cha y trong s6 nay la:

» Viéc nhan dang ngudi van hanh mang trén mang phuc vu duoc biét trude ddi véi
tram di dong.

= Nguoi van hanh mang phuc vu giir cac khod thoa thuén cong cong s va g°.

= Tram di dong so hitu hé thong chir ky bat di xing véi kha ning chuyén doi chir
ky bi mat Sig,,.

= CS giir danh sach thu hoi (revocation list) m&i nhat ddi véi cac khoa cong cong ciia
ngudi van hanh mang va cac thué bao di dong.

= Ca CS va server ciia ngudi van hanh mang phuc vu c6 thé tao va xac nhan tem thoi
gian (time-stamp).

= Ca server cia nguoi van hanh mang phuc vu va tram di dong gitr khoa cong cong
ctia CS. Khoa nay can thiét dé xac nhan tinh hop 1& ciia cac vé dugc phat hanh bai
CS.
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= CS khong ché cip khoa private-public gdm kho4 riéng u va khoé cong cong g°.
* Tram di dong gitt mot ban copy cé gia tri khod cong cong g cia CS.

= CS so hitu khod xac nhan cong cong PK_NO can dé xac nhan cac chit ky duoc tao
bai server ctia nguoi van hanh mang phuc vu bang cach str dung khoé chir ky riéng
SK_NO.

3.4.3 Hoat dong ciia Sub-protocol C cia Siemens

Sub-protocol C bao gém su trao d6i nim pha cé4c ban tin gitra tram di dong (may
cam tay cta thué bao), server ctia nguoi van hanh mang phuc vu va CS. CS truy nhap t6i
khoé cong cong duoc cip phép cho tram di dong. Mot khia canh cbt yéu cua giao thire
nay la trong khi nguoi van hanh mang d¢ trinh mot chimg nhéan chira khoa cong cong cua
no toi tram di dong, tram di dong khong can thiét phai dé trinh mot chting nhan tuong
duong t&i server cia mang phuc vu. Nguoi van hanh mang c6 thé tim céc théng tin can

thiét thong qua CS.

Sub-protocol cia Siemens duoc trinh bay nhu hinh 3.2. Pay 1a téng quan vé cac

budc:

» Tram di dong khéi tao phién truyén thong. DPAau tién nd tao mot sb ngau nhién
g(RNDU). Sau d6 tram di dong tinh toan, (1) L=gu(RNDU), bang cach sir dung
khoa cong cong gu cua CS, va (2) chudi mat ma Enc(L, IMUI) trong d6 IMUI 1a
bo nhan dang duy nhét (B6 nhan dang nguoi st dung di dong quéc té: International

Mobile User Identifier) ctia tram di dong.

= Tram di dong gui g(RNDU), IDcs va Enc(L, IMUI) téi server cia nha van hanh
mang. Chu y ré‘mg ID¢s 1a bo nhan dang ctua CS trong d6 khoa cong cdng ctia tram
di dong c6 thé dugce bao vé (n6 co thé thude vé nha cung cip dich vu nha cua thué

bao di dong). Piéu nay cau thanh Ban tin 1 (Message 1).

= Server caa nha van hanh mang lay lai khoa céng cong ctiia né g va tao mot nhén

thoi gian TS1. Server sau d6 st dung ham bam (hash function) h3 cung véi thuat
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toan chix ky SigNO va khoa riéng ciia né6 SK_NO dé ky chudi (TS1]gs|| [2(RNDU)
|| Enc(L,IMUI)]).

= Server cia nha van hanh mang gui chudi dudi day qua mang vo tuyén toi CS: TSI,
gs, g(RNDU), Enc(L, IMUI), SigNO(h3(TS1 || gs || g(RNDU) || Enc(L, IMUI))).
Piéu nay ciu thanh Ban tin 2 (Message 2).

= CS: (1) stir dung thuat toan xac nhan VerNO va khoé cdng cong ctia nha van hanh
mang PK_NO dé xac nhan ban tin; (2) kiém tra tem thoi gian T1; (3) tinh L bang
cach sir dung khoa cong cong cua thué bao di dong, L = (g(RNDU)u); (4) giai mat
ma Enc(L, IMUI) bang cach sir dung thuat toan giai mat ma Dec va khoé L; (5) lay
lai CertU, ching nhan cho thué bao di dong tir co s& dir liéu thué bao cua no; (6)
kiém tra khoa cong cong gs cta nha van hanh mang va chimg nhén cta thué bao
CertU dya vao revocation lists; (7) tao mot chimg nhan CertN bang cach sir dung
khoa cong cong cta nha van hanh mang va ky ching nhan nay; (8) tao tem thoi
gian TS1; va (9) tinh toan mot chir ky trén chudi TS|[IDNOJ|CertU. CertN bao
gom SigCS(H3(credentials)), trong d6 credentials 1& g(RNDU), gs, IDyo Va data3.
Data3 la mot tuy chon.

= CS gui mot ban tin gdbm CertN, TS2 || IDyo || CertU, SigCS(TS2 || IDno || CertU)

t6i server ctia nha van hanh mang. Piéu ndy cau thanh Ban tin 3.

= Server cua nha van hanh mang str dung thuét toan xac nhan VerCS va khoa céng
cong ciia CS PK_CS dé x4c nhan Ban tin 3. Sau d6 Server cia nha van hanh mang;
(1) tinh todn mot CertN duogc rat gon dugc goi 1a CertN”, CertN” bao gdm gs ||
SigCS(h3 (credentials)); (2) tinh chudi ngau nhién (g(RNDU)s) bang cach sir dung
khod riéng cua noé; (3) tao khoa phién Ks, trong d6 Ks = h1(g(RNDU)s || RNDN);
(4) tao khoa nhan thuc AUTHN = h2(Ks), trong d6 h2 18 mot ham bam thir 2; va
(5) tao chudi mat ma Enc(Ks, datal || data3), trong d6 datal 1a mot nonce duoc tao

bai server cua nha van hanh mang.
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= Server ctia nha van hanh mang gui t6i tram di dong qua doan ndi v6 tuyén RNDN,
AUTHN, CertN” va Enc(Ks, datal, data3). Diéu ndy cdu thanh Ban tin 4 (Message
4).

= Tram di dong bay gid 1am cong viéc xac nhan viéc truyén din va tao cac phan tir
dir liéu ma n6 can dé tiép tuc phién truyén thong. Pau tién tram di dong sir dung
thuat toan xac nhan VerCS va khoa cong cong ctia CS dé xac nhan chir ky trén
CertN va xay dung lai credentials. Tram di dong sau d6 tinh: (1) gs(RNDU) bang
cach sir dung khoa céng cong cua nha van hanh mang; (2) khoa phién Ks trong do
Ks bay gid bang h1(gs(RNDU) || RNDN); (3) khoa nhan thuc AUTHN, trong d6
AUTHN = h2(Ks); va (4) chudi datal || data3 bang cach sir dung thuat toan giai
mat ma Dec va khoa phién Ks. Bang cach st dung thuat todn mat ma Enc voi khoa
phién déng vai tro input, tram di dong sau d6 tao: (1) Enc(Ks, SigU(h3(Ks || datal
|| data2))), va (2) Enc(Ks, data2).

» Tram di dong gui Enc(Ks, SigU(h3(Ks || datal|| data2))) va Enc(Ks, data2) tro lai
server cia nha van hanh mang qua doan ndi vo tuyén. Viéc truyén dan nady ciu
thanh Ban tin 5 (Message 5) 1a ban tin cudi ciing trong qué trinh trao doi giao thirc

Siemens.

= Server ciia nha van hanh mang sau d6 thuc hién mot vai tinh toan va so sénh cudi
cung dé hoan thanh qua trinh nhan thyc va khéi tao phién truyén thong. Pau tién,
server cta nha van hanh mang s dung khod phién Ks dé giai mat ma tat ca céac
phan ctia ban tin nhan dugc tir tram di dong. Khi server biét Ks, datal va data2 nd
tiép tuc tinh toan h3(Ks || datal || data2) theo quyén han riéng cia né. Sau d6 no sir
dung thuét todn xac nhan VerU va khoa cong cong cuia tram di dong PK_U dé lay
ra h3(Ks || datal || data2) tir SigU(h3(Ks, datal, data2)). Server so sanh gia tri tinh
toan dugc v6i gia tri vira ldy ra. Néu hai gia tri gibng nhau thi tram di dong duoc

nhan thuec.
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Tram di déng Server mang phuc vu Server chirng nhan

(M1) gRNDu, IDgs, Enc(L, IMUI)

Y

(M2) TS1, gRNDu, IDcs, Enc(L, IMUI), Signo
(h3(TS1 || g° || gRNDu || Enc(L, IMUI)))
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|

|

|

|

|

|

|

|

|
(M3) CertN, TS2 || IDno || CertU,

Siges(TS2 || IDng || CertU)

(M4) RNDn, AUTHy, CertN*, Enc(K, _
data1 || data3) -

(M5) Enc(Ks, SigU(Ks || datat || data2)),
Enc(K;, data2)

I
I
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Hinh 3.2: So d6 minh hoa sy trao ddi cac ban tin trong giao thirc nhan thuc cia

Siemens cho UMTS, Sub-protocol C.

Mot trong s cac tién lgi ciia Sub-protocol C duoc xac nhan boi cac nha nghién
ctru ASPeCT Project 1a duy tri tinh tin cay nhan dang nguoi sir dung: IMUI chi dugc gui
du6i dang mat ma tir khi bat dau giao thirc. Cling quan trong khong kém 12 viéc sir dung
cac tem thoi gian dé dam bao tinh hién thdi cua cac ching nhéan, va dé can trd cac tin
cong. Cling dang chu y cac truong nhu datal, data2 va data3 - dugc nhan dang trong mo
ta & trén nhu 14 cac nonce — ¢ thé duoc tao ra dé dong vai trd kép va thyuc su truyén thong

tin gitta CS, server mang va tram di dong.

3.4.4 Danh gia giao thirc nhdn thuc Siemens
Chung ta da rd rang tr mo ta Sub-protocol C trong phuong phap Siemens cho nhan

thuc thué bao va tao khoa phién, diéu nay Ia rat khac so voi nhimng gi chlng ta thay trong
mang thé hé hai. Pé xuét cia Siemens dua trén Kién tric an ninh khoa cdng cong dang
phéat trién manh, bao gdm mot CS dugc quan 1y bai CA tin cdy. Phuwong phap niy bao

gom cac chimg nhan s6 cho ca cac thué bao di dong 13n nha van hanh mang cling voi viée
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st dung chir ky s6 va cac thuat toan bam. Cac giao thitc duoc dé xuét nay la phirc tap
nhung s& cung cip mirc an ninh cao va tinh mé rong néu duoc trién khai cy thé mot cach
day du.

Nhu ching ta s& thy, ddy khong phai 1a phuong phap nhan thuc thué bao ma céac
nha thiét ké chon nhu 12 nén tang thuc su cho viéc thyc hién hé théng. Mic du cac Iy do
khong hoan toan rd rang, mot kha nang 1a dé xuét cua Siemens khoi dau hoan toan tur sy
ké thira co sé ha ting GSM 1am cho su hoat dong lién doi véi thé hé hai mot cach kho
khan. Ciing 1 sy that rang cac bao cdo cia ASPeCT Project 1a khdng nhiéu khi mo ta vé
mat ma thuc su, cac giao thic chir ky sO, cac thuat toan xac nhan va bam duogc st dung

lam cho viéc mo phong hiéu nang hé théng kho khan hon.

3.5 Nhan thue thué bao trong viéc thuwe hién UMTS

Vi thoi diém dé thyc hién cac hé thong truyén thong vo tuyén st dung cong nghé
UMTS d4 dén, cac nhom 1am viéc 3GPP d& chuyén sy tip trung ra khoi nghién ciru li
thuyét ¢ duoc mo ta trong phan trudc. Trong viée ra quyét dinh cu thé lién quan dén
nhan thuc thué bao trong UMTS, cac nha hoach dinh 3GPP d4 chon str dung so do giong
véi nhan thue GSM nhét voi céac tang cuong co lua chon. Giao thirc UMTS nay stir dung
mot phuong phap dua trén khod cong cong ddi xing trong d6 Trung tdm nhén thuc cia
mang nha thué bao va thé thong minh USIM trong may cam tay ciia nguoi sir dung ding

chung mot khoa bi mat.

Ngoai ra vi nhan thuc bay gio dugc hoach dinh cho viéc thuc hién trong UMTS
nén n6 khac véi nhan thuc trong thé hé hai mot vai diém quan trong sau:

(1) Modul nhan dang thué bao (SIM hoac trong mang UMTS la USIM) trong may
cam tay va Trung tdm nhan thuc (AuC) dung chung mét s chudi ciing nhu khoa
bi mat. S6 chudi khong phai 1a mot gia tri ¢d dinh ma thay d6i theo thoi gian.

(2) Ngoai nhan thuc thué bao chuan, tram géc cua mang khach dugc nhan thyc doi

Vv6i tram di dong nhu 1a mot phan cia giao thirc nhan thyc.
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(3) Trong pha nhan thyc, UMTS thiét 1ap mot khoa phién cho mat ma dit liéu trong

phién truyén thong va mot khoa thir 2 dé thyc hién dam bao toan ven dit liéu.

(4) Cac thuat toan mat ma cia UMTS sé& dugc dit tai domain cong cong dé phé binh

va phén tich.

Nhiing buéc chinh trong giao thie UMTS dé nhan thyc twong hd va thiét 1ap khoa
phién nhu sau. Su song song véi giao thirc challenge-response ciia GSM nén biét rd rang.
(Thuat ngir dang dugc st dung dé mo ta cac phan tir then chdt cia co sé ha tang va cac
giao thirc nhan thuc UMTS khac vé mot vai khia canh so voi nhimg gi ching ta d4 thay
trong GSM — Chung ta sé danh sy phan biét nay trong mé ta dudi day).

(1) Node phuc vu (SN: Serving Node) gitt Bo ghi dinh vi tam trd VLR (Visitor
Location Register) yéu ciu dit liéu nhan thyc tir Moi truong nha (HE) ma hd
tro BO ghi dinh vi thuong tra (HLR) va Trung tdm nhan thuc (AuC).

(2) Mbi truomg nha giri mot mang cic vécto nhan thuc (AV) t6i SN. Mdi vécto
nhu thé ¢6 thé dugc sir dung dé thuc hién thoa thuan khoa phién va nhan thyc
gitra SN va USIM trong tram di dong. Mdi AV (twong tng véi bo ba ctia GSM)
bao gom: (1) mdt sé ngiu nhién challenge RAND; (2) mot response mong
mubn cho challenge, XRES; (3) mot khoa phién mat mad CK; (4) mot khoa toan
ven dir liéu IK; va (5) mot thé nhan thue AUTN.

(3) Mang phuc vu giri challenge ngau nhién RAND va thé nhan thyc AUTN téi
tram di dong qua doan ndi vo tuyén.

(4) USIM trong tram di dong xac nhan rang AUTN 1a c6 thé chap nhan duoc (vi
vay thuc hién nhan thyc ddi voi tram di dong). Khi d6 tram di dong tao mot
response, RES t¢i challenge ngdu nhién va truyén tro lai SN.

(5) USIM tinh toan phién ban CK va IK riéng ctua né bang cach stir dung RAND, s6
chudi (duge nhung trong AUTN) va khod bi mat ctia n.

(6) Mang phuc vu so sanh RES ma né da nhan duogc tur tram di dong véi XRES.

Néu hai gia trj tring nhau thi tram di dong duoc nhan thyc.
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(7) USIM va SN truyén CK téi cac thanh phan cta hé théng chiu trach nhiém vé
mat ma dit liéu dugc truyén, va IK t6i cac thanh phan cta hé thng chiu trach

nhiém vé kiém tra tinh toan ven dir liéu.

So dd cua giao thirc nhan thuec UMTS co s& xem hinh 3.3.

Tram di déng/USIM Mang phuc vu/VLR Home Env/HLR/AuUC

T
I
Yéu cdu dtr liéu nhan thuc :
I

Ll

Tao cac vecto nhan thue (AV) 1...n

Luwu trir cac vecto nhén thiwre; Chon
AV(i)

|
|
Tra 10i di liéu nhan thie AV (1...n) :
|
l
|

I I
| |
I I
| |
I I
I I
1 -
} Yéu cau nhan thuc ngudi st dung }
} RAND() || AUTN(I) } Chay:
| |
I |
1 |
I
|
I
|
I
I
I
I
|
|
=T

AUTN=SQN (XOR) AK || AMF || MAC
AV=RAND || XRES || CK || IK || AUTN

Xac nhan AUTN(); Tinh
toan RES(i)

Tra |&i nhan thwe ngudi st dung RES()

I
|
1
So sénh RES(i) va

Tinh toan CK(i) va IK(i) YRES()

|
|
i Ly ra CK(i) va IK(j)
|
|
|

Hinh 3.3: Ludng cac ban tin trong giao thirc tao khoa phién va nhan thuc UMTS

co so. [LAy tir J.Salva]

Trong giao thirc nhan thuc nhu dugec mé ta & trén, cac thé nhan thuc AUTN 1a mot
phan tir dit liéu then chét. AUTN bao gdom: (1) S6 chudi (Sequence Number), SQN, thuc
hién phép hoac loai trir (XORed) v&i mot khoa “néac danh” AK, (2) Truong quan 1y khoa
va nhan thuc, AMF (Authentication and Key Management Field), va (3) mét M& nhan
thuc ban tin, MAC (Message Authentication Code). Muc dich cta khoa nic danh 1a dé

che day Sequence Number ma néu bj tiét 16 c6 thé cung cap cac thong tin vé nhan dang va
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vi tri ctia thué bao. AMF c6 thé mang nhiing thong tin tir Trung tdm nhan thyc t6i tram di
dong vé cac van dé nhu st dung cac thuat toan tao khoa va nhan thuc. N6 cling hudng

dan tram di dong str dung mot khoa trong s6 céac khoa bi mat.

Giao thtc nhan thuc UMTS stir dung nam ham mot chiéu (one-way) duoc ky hi¢u
tir f1 dén f5 dé tao cac gia tri thanh phan cua chudi AUTN va AV. Cac dau vao cho cac
ham nay 1a khod bi mat cia thué bao, challenge sé ngiu nhién RAND va Sequence

Number. Hinh 3.4 cung cip mdt so d6 vé cach giao thirc ndy hoat dong trong Trung tdm

nhan thuec.
Tao SQN Tao RAND
SQON Chay:
SQN = Sequence Number A
3 AMF = Authentication & Key
Management Field RAND
RAND = Random Challenge
AMF
Khoa bi mat K z
A A A A Y A A A
Ham f1 Ham f2 Ham f3 Ham f4 Ham f5
A \ A Y A
MAC XRES CK IK AK

Chay:
MAC = Message Authentication Code -
XRES = Expected Response (to Chay: B
Random Challenge) AUTN = SQN (XOR) AK || AMF || MAC
CK = Cipher (Data Encyption) Key AV = RAND || XRES || CK || IK AUTN
IK = Integrity Key
AK = Anomynity Key

Hinh 3.4: Tao chudi Vécto nhan thyc UMTS va Thé nhan thyc (AUTN) trong
Trung tdm nhan thyc. [lay tir J.Salva]
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3.6 Tong két vé nhéan thuc trong UMTS

Quaé trinh thiét 1ap pha dau tién cua viéc nhan thuc UMTS trén céc giao thirc nhan
thuc thué bao 1a mot qua trinh lau dai va phai thuc hién nhiéu 1an. Nhu ching ta da thay,
mot vai cong trinh nghién ctru ban dau da dam nhan nhu 13 mot cong trinh tién than cho
UMTS trong cac chuong trinh Chau au nhu ACTS da tap trung vao mot giai phap voi mot
phan tir manh cac phuong phap ma hod. Tuy nhién trong pha thyc hién cudi cling viéc bat
budc phai xay dung trén cac thanh tuu GSM hién co6 va duy tri tinh lién théng véi GSM
duoc chimg minh 13 ap dao. Mot 1an nita cdc phuong phap khod cong cong ddi ximg lai
chién thang. Tuy nhién kién tric khoa cong cong cua UMTS quan tdm dén nhiéu thiéu sot
cua hé théng t6 ong thé hé hai, bao gém vi€c nhan thyc ciia mang ddi voi tram di dong,
nhan dang nguoi sir dung va tinh tin cay dinh vi, tinh toan ven dir liéu va str dung cac

thuat toan mat ma thich hop.
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CHUONG 4: NHAN THUC VA AN NINH TRONG IP DI PONG
(Mobile IP)

Nhitng nguoi thiét ké mang dién thoai t6 ong s6 thé hé hai va ba da thao luan trong
cac chuong dau tién cua luan van nay da bit dau hd tro truyén thong di dong — nghia 1a
sau hét 1a toan bo quan diém vé dién thoai to ong. Mit khac Internet ban dau khai dau nhu
la mot mang nham két ndi cac may tinh tai nhitng vi tri ¢d dinh. Theo mot s phuong dién
khéc cac moi truong ciing khac nhau mét cach dang ké. Chang han cac mang to ong thé
hé hai dugc thiét ké dé truyén chua yéu 1a luu luong thoai va hd tro cac kénh truyén thong
gitta cac bén trong cudc thoai thi mang to ong thé hé ba s& quan tdm nhiéu hon dén
truyén thong s6 liéu ngoai luu luwong thoai. Mat khéc, nhirng nguoi thiét ké Internet d tim
cach tao ra mot mang cho viéc truyén dan sd liéu giita cac may tinh (“voice over IP” d&
Xuat hién sau) va da st dung chuyén mach goi hon 1a thiét 1ap cac kénh nhu mot md hinh

truyén dan chinh.

Trong nhitng nam 1980, thé gidi noi ma cic mdy tinh dat trong cac phong may
hoac trén cac ban cia nguoi st dung tai nhitng vi tri ¢d dinh véi dja chi mang cb dinh da
bat dau bi pha v&. Trong tuong lai cac may tinh — bao gdm khong chi cac may tinh xach
tay ma con bao gom cac thiét bi nhu cac PDA (Personal Digital Assistant), “Web pad”, va
may dién thoai t6 ong thong minh - s& dén véi ngudi s dung, nhimg ngudi mudn két ndi
t6i Internet tr bt ¢t noi nao ho xuit hién tai bat ctr thdi diém ndo. M6 hinh vé cach ma
cac dia chi mang dugc chinh stra trong thé gidi Internet c6 day — thdng qua viéc can thiép
cia cac nha quan tri hé théng, gan cac dia chi IP méi va viéc cdu hinh lai cac may
(machine) va co so ha ting mang — khéng con duoc chap nhan. Mot diéu gi d6 phai duoc
dua ra dé cung cap su hd trg cho tinh toan di dong trong mdi trudng Internet. Giao thirc
duoc phat trién thong qua IETF (Internet Engineering Task Force: Nhém dic trach ky
thuat Internet) 1a giao thtrc Internet di dong hay ngin gon 1a Mobile IP. Muc tiéu cua

Mobile IP 1a dé trg gitip truy nhap Internet cho cac thiét bi tinh toan di chuyén tir noi nay
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dén noi khac ma khong yéu cau thay doi todn bd co sé ha ting Internet ngay lap tirc dé

bao ham tinh di dong.

4.1. Tong quan vé Mobile IP

Trong kién tric Internet hién thoi, giao thirc Internet Version 4 hoic IPv4, Mobile
IP 12 mot tuy chon. Cac mang cd gang hd tro tinh toan di dong c6 thé bo xung Mobile IP,
trong khi d6 cac mang chi cung cip cac dich vu cho cac may tinh c6 day khong can thay
d6i. Trong twong lai, IP Version 6 s& hd tro tinh di dong nhu mot phan cia cac giao thirc

Internet chung véi su thira nhan truy nhap Internet c6 day ciing tré nén rat quan trong.

4.1.1 Céac thanh phan logic ciia Mobile IP

Nhu d4 dé cap & trén, khai ngudn ciia IPv4 va cic mang to ong s ching ta d&
nghién ctu trong luan van nay la rat kho khan. Tuy nhién ¢ muc logic cac phan tir cia
Kién trac Mobile IP rat gan véi cac khai niém quen thudc hién nay trong mang t6 ong sb.
Vi dy, duéi mobile IP, mdi thiét bi tinh toan di dong c6 mot mang nha tuy ring mdi may
cam tay tO ong trong mdi trudng GSM ciing c6 mdt mang nha. Trén mang nha nay, trong
thé gigi Mobile IP 12 mot hé thong phan mém duoc goi 1a “Home Agent” (Té4c nhan nha)
chay trén mot node mang. Chirc ning chinh cia Home Agent 1a dé duy tri céc thong tin,
bao gom cac khod mat m4, thudc vé cac may tinh di dong - dugc goi 12 “Mobile Host”
(MH) — N6 coi mang d6 nhu 1a mang nha cia n6. Home Agent cling bam cac vi tri hién
thoi cia Mobile Host ma né chiu trach nhiém va vi vay tai mirc khai niém né phu hop véi
t6 hop B9 ghi dinh vi thuong tri/Trung tim nhan thuc (HLR/AuC) trong GSM. Hon nira,
mdi Mobile Host dudi Mobile IP c6 mét dia chi logic ¢b dinh - dia chi giao thirc Internet
(hay dia chi IP) ciia n6 trén mang nha — tuy rang mdi may cam tay GSM c6 mot bo nhan

dang duy nhat dugc nhling trong thé thong minh SIM cua né.

Duéi giao thitc Mobile IP, khi Mobile Host chuyén viing ra ngoai mién diéu khién
clia mang nha (di nhién né cé thé tuong tac véi mang nha ciia né nhung trudng hop nay
khong quan tdm), nd co thé thiét 1ap mot két ndi Internet thdng qua mang con Internet

khac c6 cung cép hd tro IP. Mot mang con host nhu thé s& co cac cong vo tuyén (cac khdi
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thu/phat v tuyén) co thé trao ddi cac tin hiéu véi Mobile Host. Ciing phai c6 mit trén
mang host mot hé thong dugc goi 1a mot tac nhan khéach (FA: Foreign Agent). FA tuong
tac voi Mobile Host trong khi n6 duoc két ndi véi mang host cung cap cac dich vu téi nd

va théng tin thay mat no véi HA.

Tom lai, khi Mobile Host ¢ géng thiét 1ap truyén thong tir mang host khi n6 dang
chuyén ving, dau tién nd s& khai tao truyén thong véi FA trén mang d6. Sau d6 né s&
truyén mot ban tin voi ca dia chi IP riéng cia n6 1an “Chim séc dia chi méi cua no6” (dja
chi IP ciia FA) ma FA chuyén tiép t6i HA. Nhan va x4c nhan ban tin ndy, HA thuc hién
“rang budc cap nhat” (Binding Update) bang cach tao mot bang dau vao ghi lai cac chim

soc dia chi mai cling voi cac Mobile Host cy thé nay.

Mot thanh phan khac trong so dd cua Mobile IP 1a may dbi tac (CA:
Corresponding Host). CA c6 thé 1a bat ki may tinh nao trén Internet ma c6 ging giao tiép
VGi Mobile Host. Dudi Mobile IP, CA khong can biét rang Mobile Host dang chuyén
viing ra khoi mang nha (day 1a gia thiét don gian hoa quan trong ctia Mobile IP) va don
gian truyén cac goi khi truyén thong véi MH theo cach thong thuong tdi mang nha. O day
HA, biét raing Mobile Host dang chuyén ving va Cham soc dia chi hién thoi ctia nd, nhan
cac goi di vé huéng Mobile Host va chuyén tiép chung téi FA tai Cham soc dia chi hién
thoi ndy trong mot qua trinh duoc goi 1a “triangular routing” (dinh tuyén tay ba). FA sau
d6 chuyén tiép cac goi téi Mobile Host qua doan ndi vo tuyén ma chung d4 thiét 1ap.

Kién tric chung ciia Mobile IP dugc minh hoa trong hinh 4.1.

Chi y rang cac mang bao gdbm HA va FA can thiét phai thyc hién Mobile IP va c6
kha nang hd trg di dong. Tuy nhién, mot khia canh then chdt ciia Mobile 1P 13 CA va céc

thanh phan khac cta nén tang Internet duoc gi6i thiéu boi dam may Internet trong so dd

mang khong can biét gl vé giao thirc nay.
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Dt liéu dwoce dinh tuyén bang céch

str dung dia chi mang nha
=1
: \
Corresponding Host [

| Co sé ha tAng mang

. \
Router } | |
\ \
| | |
Home Agent chén céc g6i va ‘ | | —
dwdng ham ‘ | |
| I
E | | | Rofter
= == \
\ [
=l [i% } | | \
Router ‘ \ M
Home|Agent ‘ |
\ \
\

)

Foreign Agent

&/ DG liéu dugk thch g6i va dugc
Mobile Host chuyén tiep| t6i MH théng qua

doan ndi vd tuyén

D liéu dwoc glvi i Foreign Agent
théng qua duwdng ham IP (IP Tunnel)

Hinh 4.1: So d6 minh hoa cac thanh phan then chdt ciia kién trac Mobile IP.

4.1.2 Mobile IP — Nguy co vé an ninh

Nhu mot sy mo rong ddi véi giao thirc Internet thong thuong (IPv4), Mobile IP,
nham cung cap sy hd tro di dong cho chuyén ving host, phat sinh cac nguy co vé an ninh.
Trong thyc té hau hét cac nha phan tich dong y rang nhirng nguy co 16n nhat ma Mobile
IP gap phai ndm trong mién an ninh. Nhu trong truong hgp mang to ong sd, cac doan ndi
vO tuyén gitra Mobile Host va FA dé tiép xtic v6i viéc nghe trom va tiém nang tiép xuc
Vi cac cudc tan cong mao nhan. Tuy nhién, khong giong nhu mang t6 ong truyén thong
trong mang Internet c6 diy khong chay trén mang doc quyén cia mot hay mot vai nha
cung cap dich vy thong tin vo tuyén ma trén mang Internet mo. Vi vay nguy co an ninh

trong phan mang hiru tuyén c6 1& 16n hon trong mang to ong sb.

John Zao va Matt Condell caa BBN xac dinh hai linh vuc an ninh cu thé trong
Mobile IP:
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—Kha nang mét node co6 hai bat chudce viée nhan dang node di dong va dinh hudng

lai cac goi tin di dén node di ddng tdi cac vi tri mang khac;

—Nguy co vé cac node thu dich tiém an (dén tir cac mién quan tri mang khac nhau)
nham tién hanh c&c cudc tin cong chi dong/thu dong tdi cac node khac khi
ching st dung chung cac tai nguyén mang va cac dich vu duoc dua ra boi cac

mang con hd tro di dong.

Céc giao thirc nhan thyc ngudi sir dung duge thao luan trong chuong nay déu quan

tam dén hai nguy co an ninh nay nhung thyc hién theo cac phuong phap khac nhau.

4.2. Céc phan tir nén tang méi trwong nhan thwe va an ninh cia
Mobile IP

Giao thirc Mobile IP xac dinh viéc st dung Cac mé nhan thyc ban tin (MAC) -
duoc goi 1 “authenticator” (b6 nhan thyc) theo cach néi dic ta nhan thuc Mobile IP - dé
nhan thyc va cung cap tinh toan ven dit liéu cho cac ban tin diéu khién duoc trao doi gitta
Home Agent va Mobile Node. Trong khi MAC khong dugc uy nhiém trong dac ta Mobile
IP thi phuong phap MAC c6 thé ciing duoc ap dung cho céc ban tin duoc trao doi véi cac
dau vao khac chang han nhu FA. Thuat toan MAC ldy cac ban tin dugc truyén va mot
khod bi mat 1a céc input va tao ra mot chudi bit c6 d6 dai ¢6 dinh nhu 14 du ra. Néu bo
phat va bo thu sir dung chung khoa bi mat nay thi bo thu c6 thé tao ra MAC riéng cia nd
tir ban tin ma né d& nhan dugc. Bo thu sau d6 so sanh chudi dugc tao ra véi MAC nhan
dugc véi ban tin. Néu trung nhau, diéu ndy xac nhan rang (1) khong co ai thay doi noi
dung ban tin khi truyén, va (2) ngudn ban tin phai 1a cac bén mong doi (trong d6 ngudn
c4c ban tin phai biét khoa bi mat dé tao ra mot MAC thich hop). Giao thirc Mobile IP xac
dinh MD5, theo mode tién t6 thém hau t6 (nghia 1a md MAC duoc gan va0 ca trudc va
sau ndi dung ban tin) nhu la thuat toan tao MAC mac dinh. Cac thuat toan khac co thé

dugc trién khai theo thoa thuan hai bén cua cac bén tuong tng.
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4.2.1 An ninh IPSec

Mot khai niém nén tang then chdt trong nhan thuc va an ninh cho Mobile IP va
khai niém vé lién két an ninh (SA: Security Association). SA 12 mot méi quan hé mot
chiéu, dugc dinh nghia trude giita nguoi giri va nguoi nhan dinh nghia phuong phap an
ninh nao d6i véi an ninh Internet duoc thyc hién trong thdng tin tir ngudi gui dén nguoi
nhan, va ap dung cac tham sd nao. Trong truong hop truyén théng song hudng co thé ton
tai hai lién két an ninh nhu thé voi mdi lién két dinh nghia mot hudng truyén thong. Cac
SA dinh nghia tap cac dich vu IPSec nao (An ninh giao thirc Internet) dugc dua vao tang
IP hay tang mang (Layer 3) trong ngin xép giao thirc Internet. Trong mot goi tin IP, ba
tham sé dugc 1dy cling voi nhan dang duy nhat mot lién két an ninh: D6 1a dia chi dich IP;
Bo nhan dang giao thirc an ninh, n6 xac dinh lién két an ninh ap dung cho Authentication
Header (AD) hay ddi v6i Encapsulating Security Payload (ESP); va mot chudi bit duoc
goi 12 Chi sb cac tham s6 an ninh (SPI: Security Parameters Index), né dugc lién két duy
nhat voi mot lién két an ninh cho trude. Trong mot router hodc cac phan tir thich hop cia
co so ha tﬁng mang trén mot mang, tai d6 c6 mat file duwgc goi la Co so dit li¢u chinh sach
an ninh (SPD: Security Policy Database) dinh nghia cac qui tic dua trén cic noi dung cac
truong ndy trong goi tin IP. Phy thudc vao thiét 1ap trong truong SPI va vi tri cia host
dich, cac kiéu va muic an ninh khac nhau c6 thé bi p dat vao cac géi tin di ra ngoai. Piéu
nay cho phép céc thanh phan — Mobile Host, Home Agent, Foreign Agent va trong mét s6
truong hop ca Corresponding Host — trong mot phién truyén thong Mobile IP chon ché do
an ninh thich hop.

4.2.2 Sw cung cip cdc khod ding ky dwéi Mobile IP

Vi mot co so ha tang nhu Mobile IP phat trién rat nhanh nén khong thé gia st rang
mot Mobile Host (MH) dang chuyén viing sé& c6 bat ky lién két trude nao voi FA trén cac
mang ma no tam tri. Mot van dé chinh 1a cach cung cap cho MH va FA cac khoa dang ky
chung mét cach an toan khi bit dau phién truyén thong. Toan bo cac hudng di trong su
phét trién Mobile IP 1a dé hoan thanh budc nay thong qua co s¢ ha ting khoa cong cong

c6 thé truy nhap toan cau (PKI: Public-Key Infrastructure), nhung vi Kién triic nay chua
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cO tinh kha dung rong rdi nén vai budc trung gian phai dugc thyc hién nhu 1a mot giai
phap chuyén tiép. Chang han, Charles Perlins da dé xuat 4p dung nam ki thuat thuc hanh
hién thoi. Cac ki thuat nay dugc xem xét theo trat tu vu tién boi MH va FA véi k¥ thuat

dau tién duoc lya chon (c6 thé dugc thuc hién bang nhan cong). Nam su lya chon nay Ia:

= Néu FA va MH da ding chung mot lién két an ninh, hoic co thé thiét lap mot
lién két thong qua ISAKMP hoic SKIP, thi FA tiép tuc chon khoa dang ky nay.

= Néu FA va HA cua MH dung chung mét lién két an ninh thi HA c¢6 thé tao mot

khoa dang ky va truyén né téi FA dugc mat ma véi khod cong cong nay.

= Néu FA c6 khoa cong cong riéng cta né thi FA c6 thé yéu cau HA ciia MH tao ra

mot khoa dang ky va théng tin no téi FA dugc mat ma vai khoé cong cong nay.

= Néu MH giit mot khoa cong cong, né c6 thé chira khoa nady trong yéu cau dang
ky ctia nd, voi FA thi tao méot khoa dang ky va truyén né téi MH dugc mat ma
vaoi khoa cong cong nay.

= FA va MH c6 thé str dung mot giao thyc trao d6i khod Diffie-Helman dé thiét lap

Mot khoa dang ky chung.

Lya chon Diffie-Helman gia thiét mot mirc wu tién thap boi vi do phirc tap tinh

toan ctia no c6 thé ap diat mot ganh ning trén host di dong va do d6 tao ra tré.

Trong hau hét cac kich ban ma Perkins dé xuat, MH va HA sir dung chung mot
lién két an ninh theo cach suy dién. Vi vdy, néu HA va FA st dung chung du cac thong
tin ma HA c6 thé truyén mot khoa bi mat toi FA thi HA ¢ thé hoat dong nhu 1a mot
Trung tdm phan phdi khoa (KDC: Key Distribution Center). Chang han néu HA va FA sir
dung chung mot khoa bi mat thong qua mot lién két an ninh gitra chung thi k¥ thuat dudi
day, st dung thuat toan MD5, ¢6 thé duge st dung dé truyén mot khoa phién hoic khoa
dang ky tir HA dén FA.
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HA gtri chudi dudi day t6i FA:
Stringl = MD5(secret||regrep||seret) ® Kr

Trong do secret la khoa riéng dugc sir dung chung gitra HA va
FA, Kr 14 khoa diang ky dang duoc truyén thong, va regrep la mot
reply cho ban tin yéu cau ding ky duoc giri boi FA t6i HA. Nhan
duoc ban tin nay (Stringl), FA bay gio ¢6 thé tinh toan:

String2 = MD5(secret||[regrep||secret)

FA sau d6 c6 thé iy ra khoa dang ky don gian bang cach thuc

hién mot toan tir XOR nhu sau:

Kr = Stringl ® String2

Khi ving mat mot lién két an ninh duoc thiét lap gitra HA va FA, mot phuong phap tuong

tur co thé dugc thuc hién néu FA c6 thé tao ra mot khoa cong cong kha dung.

Trong truong hop ma FA va Mobile Node sir dung chung mot lién két an ninh
(diéu nay it xay ra hon truong hgp MN sir dung chung mot khod bi mat véi HA) thi FA va
MN c6 thé dam phén tryc tiép mot khoa dang ky, ma khong can st dung HA nhu mot
Trung tdm phan phéi khoa. Piéu twong tu co thé duge hoan thanh néu MN tao ra khoa

cdng cong kha dung cho FA.

4.3. Giao thirc dang ky Mobile IP co sé

Dudi Mobile IP, Khi MH thay chinh n6 trong mot mién mang méi, né phai thiét
lap lién lac véi FA cho mang d6 va khai tao chudi giao thirc dang ky dé thong tin cho HA
ctia nd vé vi tri hién thoi ciia nd. Giao thirc ding ky nay cau thanh mot thanh phan nhan
thuc quan trong trong thé gidi Mobile IP. Néu MS dang hoat dong trong pham vi dia li
diéu khién mang nha cua n6 thi di nhién FA s& khong hoat dong va truyén thong va nhan
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thuc s& xay ra truc tiép giita MS va HA. Trong mo ta nay ching ta s& xem xét cac trudng

hop chung nhét trong 6 MH dang chuyén ving va FA dugc yéu cau trong chuyén giao.

Giao thtrc diang ky Mobile IP cung cip hai co ché dé chdng lai cic cudc tin cong
lap lai (replay): ca cac tem thoi gian va cac nonce déu duoc hd tro, va cic principal trong
phién truyén thong cé thé chon giira hai bién thé cua giao thirc ndy phu thudc vao cai nao
ching muén st dung. Trong md ta & cac phan nho dudi day, ching ta s& phac thao giao

thire dang ky Mobile IP véi cac tem thoi gian.

4.3.1 Cac phdn tir dit liéu va thudt todn trong giao thirc ding ky Mobile IP
Céc phan tir dir liéu then chdt va céc thuat toan trong giao thirc dang ky dugc dinh

nghia bdi dac ta Mobile IP nhu sau:

1. MHuy (Home Address of the Mobile Node): Dia chi IP cia MH trén mang
nha cta nd (chl Y rang diéu nay s& khac véi Care of Address trén mang cua
FA).

2. MHcoa (Care of Address of the Mobile Node): Dia chi IP cia MH trén mang
ma nd dang tam tri. Trong hau hét cac trudng hop, diéu ndy s& tuong Gng vai

dia chi IP cua FA.
3. HAp (Address of Home Agent): Dia chi IP cia HA trén mang nha cia MH.

4. FAp (Addresss of Foreign Agent): dia chi IP ctia FA trén mang ma MH dang

tam tru.

5. Tmn, Tha (Time Stamps): Tyn va Tya la cac tem thoi gian duoc phat hanh boi
MH va HA tuong ting.

6. Enc(K, M): Mat md ban tin M theo khoa K.

7. MAC(K, M): Tao mdt MAC (Message Authentication Code) tir ban tin M theo
khoa K.

8. KSmh.na (Shared Secret Key): KSyn.na la mot khoa bi mat duge dung chung
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gitta MH va HA. N6 khong duoc dung chung voi FA hodc cac phan tir khac cua

co s& ha ting mang.
9. Request: Mot mau bit chi thi rang cac ban tin dudi ddy 1a mot ban tin yéu cau.
10. Reply: M6t mau bit chi thi rﬁng ban tin dudi day 1a mot ban tin tra 101.

11. Result: Mot gia tri chi thi két qua cua mot request dugc gui tdi HA (tiép nhéan,

loai bo, giai thich cho su loai bo, v.v...).

Chua y rang Khoda bi mat ding chung 1a mot phan tir cia mat ma khoé riéng da

duoc gitr lai trong thé hé tro giup di dong dau tién cho Internet. N6 c6 thé s& khong can

thiét trong tuong lai, néu co s ha ting khoa cong cong tré thanh kha dung.

4.3.2 Hoat dong ciia Giao thirc dang ky Mobile IP
Céc bude chinh khi thyc thi giao thirc dang ky Mobile IP tién hanh nhu sau:

1. MH s€ s¢ hiru mot tem thoi gian nhan dugc trude tr HA trén mang nha
cta nd. Piéu ndy tro gitp trong viéc dong bo cac tem thoi gian riéng cia
no véi cac tem thoi gian cia HA.

2. MH truyén mot ban tin yéu cau t6i FA. Ban tin y8u cu ndy chitra cac
phan tir dudi day: Request Designator, ID ciia FA (dija chi IP cta nd), ID
cua HA, dia chi nha cia MH, Care-of-Address cia MH, va mot tem thoi
gian duoc phat hanh béi MH. Chudi nay duoc theo sau béi ma MAC ma
MH tao ra bang cach 4p dung thuat toan MD5 cho cac phén tir trong ban
tin yéu cau cling voi khoa bi mat KSmyu.ua Ma no sir dung chung véi HA.

3. FA chuyén tiép ca ban tin yéu cau 1an MAC twong tng téi HA. Chu y
rang cac phan tir dir liéu trong ban tin yéu cau — khong chira kho bi mat
— da duoc truyén di mot cach rd rang, vi thé FA c6 thé doc dia chi caa

FA.

4. Khi nhan dugc viéc truyén dan tir FA, HA tinh MAC riéng cia n6 trén
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ban tin yéu cau cia MH. Néu gia tri tinh duoc phi hop v6i MAC nhéan
duoc trong truyén dan thi MH duoc nhan thyc va ndi dung ban tin yéu

cau duoc xac nhan 1a khdng bi thay d6i.

5. HA bay gio tao ra mot ban tin tra 10 chta cac phan tir dit liéu dudi day:
Reply Designator, Result Code, ID ctua FA (dia chi IP cua FA), ID cua
HA, dia chi nha cuia MH, va moét tem thoi gian TS. Tem thoi gian nay S€
bang v&i tem thoi gian dugce phat hanh boi MH néu gia tri ndy nam trong
ctra sO hién thoi ¢ thé chap nhan dugc d6i véi HA. Mit khac tem thoi
gian nay s& 1a tem thoi gian duoc thiét 1ap boi HA, nham cho phép viéc
tai ddng bo xay ra. HA ciing tinh toan mot MAC trén cac phan tir dit liéu
nay bang cach st dung khoa bi mat ma né str dung chung véi MH va giri
két qua clng véi ban tin. (Chu y rang véi cac bién thé prefix plus suffix
cua thuat toan MDS5 thi hai phién ban cia MAC duoc gui di thuc su
nhung trong so d6 dudi day diéu ndy bi bo qua vi tinh don gian). HA
truyén ban tin tra 161 va MAC nay dén FA.

6. FA chap nhan viéc truyén din dugc mé ta trong budc 5 tir HA, va

chuyén né téi MH qua doan ndi vo tuyén.

7. MH tinh todn MAC riéng cta né trén ban tin tra 15i va so sanh két qua
v6i MAC ma né da nhan dugc cling voi ban tin tra 1oi tr FA. Néu hai gia
tri MAC trung nhau thi HA dugc nhan thuc t6i MH va noi dung ban tin

tra 101 dugc xac dinh hop €.

Tai thoi diém nay, MH, FA, HA c6 thé sir dung mot trong cac phuong phap duoc
khuyén nghi boi Perkins dé thiét 1ap mot khod dang ky, hoic khoa phién ma sé dugc st
dung dé mat ma dix liéu trong phién truyén théng nay. Hinh 4.2 minh hoa su trao d6i cac

ban tin trong Giao thirc dang ky Mobile IP.

Nguyén Lé Truwong - Lép D2001VT 62



Chwong 4: Nhén thuc va an ninh trong IP di dgng

Mobile Host Foreign Host Home Agent

[M1=Request, FA|B, HA|B, MHHM,
MHcoa, Twn || MAC(KSuH.HA,M1)]

\ 4

[M1 || MAC (KSwt.14a,M1)]

[M3=Reply, Result, FA;s, HAjg, MHuw,
Tun hOéC Tha || MAC(KSMH_HA,M3)]

Chu y: Trong M3, néu tem thi gian tir MH
khdng thudc ctra s6 tiép nhan thi HA loai bd yéu
cau nhwng cung cap tem th&i gian riéng ctia né
dé cho phép MH ddng bd lai ddng hd clia né.

[M3 || MAC(KSwui.1a,M3)]

A

Hinh 4.2: So d6 phac thao sy trao doi cac ban tin trong Giao thirc dang ky Mobile
IP. [L4y tir Sufatrio va Lam]

Chu y rang viéc thiét 1ap mot khoa dang ky phai khong tiét 16 khoa bi mat ding
chung t6i FA, vi diéu nay s& tao thanh mot k& ho nghiém trong vé an ninh.. Ciing chu y
rang, trong khi khod dang ki c6 thé duogc thiét 1ap thong qua ung dung khod cong cong,
néu co so ha tang khoa cong cong dang trong trang thai hoat dong thi nd ciing c6 thé duoc

thiét 1ap bang cac lya chon nghia 12 khdng yéu cau PKI.

4.4 Mdi quan tAim vé an ninh trong Mobile Host - Truyén théng
Mobile Host

Hau hét moi su thao luan vé giao thirc Mobile IP tip trung vao truyén thong giira
Corresponding Host (CS) va Mobile Host véi mot gia dinh ngdm rang CH nam & mot vi
tri ¢6 dinh trong Internet. Di nhién, truy nhap Internet khong diy phat trién, kich ban ma
trong d6 hai MH, ca hai chuyén viing tu do, c6 gang truyén théng dang tré' nén ngay mot

quan trong. Trong mot bai viét nam 1998 duogc trinh bay tai hoi nghi Glocom nam 1998,

Nguyén Lé Truwong - Lép D2001VT 63



Chwong 4: Nhén thuc va an ninh trong IP di dgng

Alessandra Giovanardi va Gianluca Mazzini d& dé xuat cac giao thirc nham to1 wu hiéu

nang truyén thong trong MH - Kich ban MH.

Vian d¢ trong truyén thong gitra hai MH theo giao thirc Mobile IP 13 van dé “dinh
tuyén tay ba” (triangular routing) phat trién nhanh. Trong truong hop ma CH ¢ dinh cb
gang thong tin voi mot MH dang chuyén ving, dau tién n6 sé giri cac goi tin cta no toi tdi
mang nha cia MH, noi ma chung bi chian bai HA. HA sau d6 chuyén tiép cac goi tin ndy
t6i vi tri hién thoi MH (s gian tiép nay dugc goi 1a dinh tuyén tay ba). Cac goi tin d&
duoc truyén theo hudng khac, mic du dau tién ching phai dugc guri qua doan ndi vo
tuyén tir MH t6i FA, c6 thé di chuyén truc tiép t6i CH (CH c6 dia chi IP ¢ dinh). Tuy
nhién v&i hai MH céc g6i di chuyén theo hai huéng dau tién duoc giri t6i cac mang nha

ctia cac MH tuwong (mg dé dinh tuyén tay ba tré thanh dinh tuyén hai huéng.

Pé giai quyét van dé dinh tuyén tay ba nay, Giovanardi va Mazzini da dé xuat viéc
st dung tac nhan ngoai (EA: External Agent). EA phat trién sy hiéu biét vé vi tri hién thoi
ctiia hai MH va cac FA tuong (mg caa chung. Mot dudng ham an toan sau d6 co thé duoc

thiét 1ap nén c4c tuyén gitra hai FA ndy, vi vay loai bo dugc dinh tuyén tay ba hai hudng.

Theo so d6 truyén thong MH-to-MH nay, Giovanardi va Mazzini da chi ra rang
can thiét cac co ché an ninh bao vé chdng lai ca cac MH gian 1an 14n cac thuc thé ma nac
danh co s¢ ha ting mang nham sap xép cac duong hdm an toan giita cac FA. Cac tac gia

d4 dé xuat mot ché do an ninh bao gdm nam phan tir hay cac mirc do nhu sau:

1. Tich hop dia chi IP va dia chi MAC: Khi tién hanh nhan thyc cac MH thong qua
HA, mot dia chi dugc tao ra 1a sy tich hop cua dia chi IP va dia chi MAC (Media
Access Control) cia MH dugc stt dung hon 1a chi sir dung chi dia IP. Vi dia chi
MAC 12 mot chudi bit duy nhit duoc nhung trong phan ctng hodc phan sun nén nd
kho stra d6i va bt chudc hon dia chi IP dwa trén phan mém. Vi vay HA duy tri mot

bo nhé cache chira cap dia chi IP/MAC dugc st dung trong nhan thuc cac MH.

2. Hashing cac dia chi MAC: Pé dam bao hon nira viéc chong lai viéc chin cac thong

tin dia chi, FA ap dung cac ham bam mot chiéu téi dia chi MAC cia MH va gui di
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gié tri nay hon la chinh dia chi MAC t6i HA cung véi dia chi IP cia MH. HA sau d6
c6 thé st dung dia chi IP ma n6 nhan dugc dé tham chiéu bang cac cip dia chi
IP/MAC cua nd, 1ay ra dia chi MAC mong mudn, va &p dung thuat toan bam d6i voi
MAC nay. Néu gia tri két qua triing véi gia tri bam nhan dugc tir FA thi MH dugc

nhan thuec.

3. Sé hiru khoa cong cdng dung chung: Khai niém ¢ day 1a tit ca cac hé thong tac
nhan trong cong dong xac dinh dung chung mot khoa bi mat. Khi truyén din cac ban
tin giita cac agent, mot ham bam dugc ap dung t&i to hop ban tin ndy, hoic mot
phan cta ban tin va mot khoa bi mat. Agent nhan sau d6 c6 thé tao gia tri bam riéng
ctia nd va X&c nhan rang ban tin khéi dau tir mot node so hiru khoa bi mat nay.

4. Sir dung cac tem thoi gian: Pé ngin chin cic cudc tin cong, cic nhan thoi gian
duoc chira trong ban tin diéu khién du ban tin duoc nhéan thyc hay khong. Hé thong
nhan danh gia nhan thoi gian trong ban tin va tiép nhan cac ban tin ndy néu tem nay
roi vao ctra s6 xac dinh. Giao thirc ndy yéu cau vai mirc dong bo thoi gian gitta cac

agent, dugc thuc hién thong qua viéc sir dung RFC 1305 NTP.

5. Swr dung md khod théng diép: Theo giao thirc con nay, khod bi mat dung chung cé
thé duogc sir dung dé mat ma cac ban tin diéu khién trong trang thai toan ven va mot
ma khod théng diép sau d6 duoc tao ra dugce gin vao ban tin. Piéu nay giup dam bao

ca tinh tin cdy va toan ven cac ban tin duoc trao doi giita cac hé thong agent.

Nén chi y rang nhitng dé xuat caa Giovanardi va Mazzini trong phan nay quan tam
cha yéu dén an ninh va nhan thuc vi nd &p dung cho sy tuong tac gitta cac HA, FA va
External Agent trong tuong tac Mobile IP. Ciing quan trong dé thuc hién cac budce bao vé

doan ndi thong tin vo tuyén gitra MH va FA.
4.5. Phwong phap lai cho nhan thue theo giao thirc Mobile IP

Nhan thuc theo giao thirc dang ky co s& trong Mobile IP duoc trinh bay ¢ trén can
thiét phai giir lai mot phuong phap dua trén khoa cong cong. N6 d4 bi phé binh 1a khdng

c6 tinh mé rong ddi véi nhimg maoi trudng trong d6 nhiéu to chirc quan Iy mudn twong tac
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va mudn cac MH cua ho tan dung cac dich vu thong qua cac mang dugc quan ly bdi cac
t6 chirc khac. Trong mot tai liéu nam 1999, Sufatrio va Kwok Yan Lam d& dé xuat mot
khod riéng lai, mot phuong phéap khoa cong cong cho nhéan thyc theo Mobile IP dugc thiét
ké dé giai quyét van dé tinh mo rong ma khong phai thay ddi cin ban su trao doi ban tin
trong giao thic dang ky Mobile IP. Piéu nay dugc thuc hién bang cach cho phép HA
dong vai trd ca agent nhan thuc khoa cong cong va Trung tdm phan phéi khoa (KDC) cho
cac khoa phién. Sufatrio va Lam ching minh ring day 1a su lya chon ¢6 ¥ nghia cho co s&
ha tang khod cong cong (PKI) dang phat trién manh, trong d6 MH va HA dién hinh thugc

vé cling mot to chirc.

4.5.1 Cac phdn tir dit liéu trong Giao thirc nhin thwc Sufatrio/Lam

Cac phﬁn to dit liéu chinh dugc st dung trong Giao thirc nhan Sufatrio/Lam nhu

sau.

e CA (Certification Authority: Chinh quyén chirng nhan): CA chiu trach
nhiém vé viéc phat hanh cac chirng nhan (certificate) trong co sé ha ting khoa
cdng cong dugce dé xuat (PKI).

e HAp, FA|p (Cac by nhian dang cia HA va FA): HA va FA dugc nhan dang
boi cac dia chi IP twong ing cua chung.

e MHuw (Pia chi nha cia MH): Dia chi nha cia MH bao gém dia chi IP trén
mang nha cta no.

e MHcoa (Care-of-Address cia MH): Cham soéc dia chi hién thoi caia MH
dugc tao thanh boi dia chi mang cia FA.

® Nwmn, Nua, Nea (Nonces): Cac Nonce duge phat hanh boi MH, HA, va FA
tuong ng.

o Tmn, Tha (Time Stamps): Cac tem thoi gian dugce tao boi MH va HA tuong

ung.
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o KSpamn (Symmetric Private Key: Khoa riéng doi xirng): Mot khoa doi

xung dugce dung chung gitra HA va MH.

e KRuya, KRra, KRca (Private Keys: Cac khoa riéng): Cac khoa riéng trong
cac cap khoa riéng/khoa céng cong thudc cic cip khoa khong d6i ximg cua
HA, FA va CA tuong Ung.

o KUpa, KUga, KUca (Public Keys: Cac khoa cong céng): Cac khod cong
cong trong cac cap khoa riéng/khoa cong cong thudc cac cap khoa bat dbi ximg
cua HA, FA va CA tuong Uing.

o Certya, Certea (Certificates: Cac chirng nhan): Cac ching nhan s6 caa HA
va FA tuong Ung.

e Request, Reply, Advert (Message-Type Codes: M kiéu ban tin): Chudi bit
chi thi cac kiéu ban tin yéu cau, tra 101 v quang céo tuong Gng.

e Sig (K, Mx) (Digital Signature: Chir ky sd): Mot chir ky s6 duoc tao bang
cach &p dung khod K d6i voi ban tin Mx.

e MAC(K, Mx) (Message Authentication Code: Ma nhan thwe ban tin): Mot
MAC duoc tao bang cach ap dung khod K tdi ban tin Mx.

4.5.2 Hoat dong ciia giao thirc nhdn thwc Sufatrio/Lam
Giao thtrc nhan thue dya trén khod cong cong tdi thiéu duge dé xuat boi Sufatrio

va Lam nam 1999 lién quan dén su trao d6i ban tin dudi day giita MH, FA va HA.

e FA lam cho MH biét dugc su kha dung cia né thong qua viée truyén din ban tin
“Quang céo agen.” Quang céo agent bao gom chirng nhan cia FA va mot chudi ban
tin M1 bao gom mot mé chi thi rang day 1a mot ban tin quang cio agent, dia chi IP
cua FA, va Care-of-Address ma s& duoc gan cho MH. FA ciing gan mdt chit ky sb

duoc tao ra bang cach ap dung khoa riéng KRea ctia cip khoa riéng/khoé cong
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cong cua nd vao ban tin M1.

e MH tra 10i bang cach giri trd lai FA chudi ban tin M2. M2 bao gdm mot mé chi thi
mot yéu cau dich vu, dia chi IP cua FA, dia chi IP ciia HA ciia MH, dia chi nha cua
MH, COD cua HM (vtra nhan dugc tr FA), mdt nonce dugc tao bdi HA, mot
nonce dugc tao bai MH, va mot phién ban cta ban tin M1 nhan dugc trong budc
trude. MH ky ban tin nay Vi khoa bi mat KSyy.pm, khoa nay dugce str dung chung
véi HA cua no.

e FA nhan ban tin M2 va chuyén tiép né t6i HA ctia MH, gin mot nonce cia riéng
no.

e HA dau tién dénh gia tinh hop Ié cua chit ky trén ban tin M2, bang cach sir dung
phién ban ctia khoa bi mat ding chung cia né KSmn-na. HA Xac nhan rang cac dia
chi IP cho cac FA dugc xac dinh trong su trung khép ban tin M1 va ban tin M2 va
sau d6 danh gia tinh hop 1¢ cua chirng nhan ctia FA théng qua kha nang ctia né nhu
MOt trung tm nhan thyc khoda cong cong. HA sau do ciing co6 thé danh gia tinh hop
16 ctia chir ky s6 ctia FA trén ban tin M1, d4 ldy ra khoa cong cong KUg, tir ching

nhan cua FA.

e HA gtri tr¢ lai FA chtmg nhan cuia no, Certya cling véi mot chudi ban tin M4, M4
chira mot ma chi thi rang day 1a mot reply ding ky, mot ma chi chi két qua yéu cau
dang ky, dia chi IP cua FA, dia chi IP cia HA, dia chi nha cia MH, mot nonce
dugc tao boi HA, v mot nonce dugce tao trudc bodi MH. Mot chir ky s6 duoc tao
v6i khoa bi mat dugc ding chung bai HA va MH duoc gin vao chudi M4, va
nonce dugc giri boi FA sau d6 duoc gan vao chudi ndy, cau thanh ban tin M3. Pén
lugt HA ky M3 bang cach str dung khoa riéng tir cip khoa riéng/khoa cong cong
cua no.

e Khi nhan dugc ban tin nay tr HA, FA dam nhén cac budc dudi day: (1) danh gia
tinh hop 1€ phién ban nonce ctia nd Nga nhan dugce tir HA; (2) danh gia tinh hop 1€

cua chir ky sb trén ban tin M3, bang cach sir dung khoa cong cong cua HA; va (3)
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tao mot dau vao ban ghi véi ban tin ndy ma sau d6 dong vai trd nhu mot bang
chtng rang né d4 cung cap dich vu t6i MH. FA ciing ly ra ban tin M4, nhu duoc

mo ta trong budc 5 ¢ trén tir todn bd qua trinh truyén dan né da nhan duoc tir HA.
e FA sau d6 chuyén ban tin M4 t5i MH qua doan ndi v6 tuyén.

e MH sir dung khod bi mat KSy.a dé danh gia tinh hop 1& chit ky trén ban tin M4
(Piéu nay lam cho giao thuc Sufatrio/Lam trd thanh mot thiét ké lai khoa riéng va

khoa cong cong).

Ba thuc thé HA, FA va MH bay gio dugc nhan thuc téi nhau va cd thé tiép tuc

phién truyén thong cia chting. So d6 hoat dong ciia giao thirc Sufatrio/Lam xem hinh 4.3.

Thue té, MH khong nhan thuc FA mot cach truc tiép nhung co thé dam bao rﬁng
HA d& lam nhu vay khi né nhan dugc ban tin M4 va danh gia tinh hop 1€ ctua chir ky trén
ban tin ndy. Chit ky nay lay tir mot bi mat ma chi ndy MH ding chung véi HA. Theo giao
thire Sufatrio/Lam, MH khong phai thyc hién danh gia ching nhan hoac kiém tra cac

revocation list, vi vay giam ganh nang xur 1y va truyén thong trén khéi di dong.

4.6. Hé‘théng MolIPS: Mobile IP véi mét co s ha ting khoa cong
cong day du

Khi truy nhap Internet phat trién ngay cang manh va khi c6 thém nhiéu t6 chtic van
hanh mang ma chira cic MH hoac mudn cung cép cac dich vu thong tin qua co s¢ ha tﬁng
Mobile IP thi co s¢ ha tang khoa cong cong (PKI) trd nén hap dan hon. Viéc tao ra mot co
s& ha tang PKI nhu thé cho tinh todn di dong 1a mot tré ngai khé vuot qua. Tuy nhién
nghién ctru duoc tién hanh bai John Zao va cac ddng nghiép tai BBN Technology va cac
t6 chirc cong tac trong thiét ké va thuc hién hé théng MoIPS (Mobile IP Security) d& cung
cap mot kién tric mau cho mot co so ha ting nhu thé va hé mé vé an ninh Mobile IP ¢6

thé thuc hién nhu thé nao trong tuong lai.
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Mobile Host

Foreign Host

Home Agent

[M1=Advert, FAs, HAs, MHuw, MHCOA”
Sig(KRa, M1) || CertFA]

[M2=Request, FA;s, HAs, MHum, MHcoa,

Quéng céo tac nhan

Nua, Nun, Tac nhan quéng céo ban tin ||
Sig(KSmrna, M2) ]

[Béng ky Mobile IP, Message || Nra ]

Déng ky Mobile IP

[M3=Reply, Result, HAg, FAg, MHum,
Tun hOéC Tha || MAC(KSMH_HA, M3)]

Banh gia tinh hop 1&é NFA

= Panh gia tinh hop 1& bang cach s dung KSMH-HA

= Xac nhan FAID trong quang céo tac nhan=FAID
trong M2

= Danh gia tinh hop 1& CertFA

= Panh gia tinh hop 1& chi ky trén M1 bing cach st
dung khoa céng céng FA

[M3=M4, Nea || Sig(KRa, M3) || Certia]

Banh gia tinh hop 1é CertHA -
Danh gia tinh hop 1& chir ky trén M béing cach
str dung khoa céng cong HA

Log Message

M4]

Banh gia tinh hop 1&
st dung KSyHna

chiv ky trén M4 bang cach

Chu y: M4=Reply, Result, FA3,
HAg, Nia, Nmn, Sig(KSmh-na, M4)

Hinh 4.3: So @6 minh hoa hoat dong ctia giao thirc Sufatrio/Lam cho nhan thuc

trong moi truong Mobile IP. [Lay tir Sufatrio va Lam]

4.6.1 Tong quan vé hé thong MoIPS

Nhu duoc thiét ké boi Zao va nhitng nguoi khac, nhu muc tiéu cia né, hé thong

MoIPS c6 cé4c dich vu an ninh phan phdi sau: (1) nhan thuc cac ban tin diéu khién Mobile

IP trong cap nhat vi tri, (2) 4p dung diéu khién truy nhap qua cac MH mubn sir dung cac

tai nguyén trong mang khach, va (3) cung cap cac dudong ham an ninh cho cac goéi tin IP

duoc dinh hudng lai.

e Nhin thue trong qua trinh cip nhit vi tri: MolIPS hd tro c4 giao thirc Mobile IP

co ban 13n cai dugc goi 1a Mobile IP dinh tuyén t6i uu hoa. Theo Mobile IP dinh

tuyén t6i wu hod, CS ma cung cép hd tro di dong co thé duge théng bao vé vi tri hién

thoi cia MH ma ching muén truyén thong, vi vdy loai bo sy quanh co cta dinh
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tuyén tay bao thong qua mang nha. Nguy co an ninh 1a cic cudc tin cong dinh
huéng lai lvu lugng xa, trong d6 mot ké mao danh chi dan CH chuyén tiép cac goi
tin t6i mot vi tri khac vi tri ma MH dang cu tra hién thoi. Theo MolPS, mbi ding ky
Mobile IP va cap nhat rang budc (1a su thay ddi ctia ban tin vi tri dugc chuyén dén
CH) bao gém mot dudi nhan dang 64-bit (identification tag) dé ngin chin cac cudc
tAn cong va mot hodc nhidu phan mé rong nhan thyc (authentication extension) cung
cap tinh todn ven dit liéu va nhan thuc ban dau thong qua viéc sir dung MAC duoc
tao boi ham bam. MolIPS ciing cung cip cac cip khoa mat ma cho viéc st dung giira

MH va FA, gitra FA va HA, va gitta MH va Corresponding Agent.

e Di¢u khién truy nhip cho cac Mobile Host: Theo kién tric MoIPS, ca cac node
dau cudi (nhw MH va CH) va céc tac nhan hd tro di dong (HA va FA) giir cac ching
nhan X.509 chira cac tham s6 khoa cong cong ciing nhu cac thong tin vé nhan dang
va sy sap nhap cac thuc thé. Cac chimg nhan duoc phat hanh thdng qua cac phan céap
CA theo céch bi rang budc bai chuan X.509. Mot FA c6 thé sir dung chting nhan cia
mot MH dé nhan thye MH, va thanh cdng cua qua trinh nhan thuc duoc bao ham khi
FA chuyén tiép mot yéu cau dang ky tr MH dén HA. Tuy nhién quyén sir dung tai
nguyén mang lién quan dén viéc kiém tra céc trang thai cia MH ma Xay ra trong qua
trinh nhan thyc (chang han, kiém tra liéu nguoi s¢ hiru MH c6 phai dang tra hoa don
khong). Chi c6 HA tién hanh kiém tra trang thai ndy. Mot sy kiém tra thanh cong va
Vi viy quyén str dung cac tai nguyén mang dugc yéu ciu la duoc phép néu HA gui
lai tra 101 t&1 FA.

e Puong him an ninh cac goi tin IP (Secure Tunneling of IP Packets): Trong thé
gidi Mobile IP, cac goi dit lidu di chuyén giita cac Mobile Node, FA, HA va CS (ma
nhu chiing ta thiy c6 thé 1a MH) di qua Internet rong 16n va khong dugc bao vé, va it
nhat mot phan truyén dan cua chung di qua mot doan ndi vo tuyén. Cac bude phai
dugc thuc hién dé bao vé cac goi tin chéng lai cac cudc nghe trom va Su stra ddi cac
goi tin. Kién trac hé thong MolPS xac dinh rang HA va FA chiu trach nhiém vé viéc

dam bao rang tat ca vi€c truyén thong voi MH sir dung cac duong ham an ninh cho
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tinh todn ven dir liéu, nhan thuc khéi dau va khi can c6 ca tinh tin cdy dir liéu.
MolIPS xéc dinh viéc st dung kiéu xuyén duong him giao thirc an ninh déng goi
(ESP: Encapsulation Security Protocol) ctia IPSec nhu 1a phuong phéap dé thuc hién
c4c muc tiéu an ninh nay. Cac bén truyén thong dam phan cac co ché bao mat va mat
ma duoc sir dung trong co ciu td chire ESP, nhung tat ca cac goi sé duoc dong goi
trong mot header IPSec va mot header IP mé rong ma nhan dang cac diém dau cudi
cia dudng ham. Pé thyc hién didu ndy, MoIPS chira mot module hé thong hd tro

IPSec va ISAKMP (Internet Security Association and Key Management Protocol).

So véi cac giao thuc nhan thyc ching ta dd nghién ctru trong cac chuong trude cho
c4c mang t6 ong sb thi MolIPS ¢6 sy khoi dau 18 rang hon trong thé gidi giao thirc Internet
nguoc véi cac giao thire ddc quyén cta cac mang truyén thong t6 ong. Ciing rd rang hon
12 sy phu thudc vao mat mé khoa céng cong va cac phan tir cia PKA, bao gdm cac chimg

nhan s6 va mot tap cac CA lién quan véi nhau.

4.6.2 Cac ddc tinh chinh cua kién triic an ninh MoIPS
MoIPS cung cip mot vi du t6t nhat vé phuong phap khoa cong cong chung ta gip
phai d6i v6i an ninh va nhan thyc trong mdi trudng Mobile IP. Vi vay can xac dinh mot

vai thanh phan then chdt ciia kién trac an ninh nay.

1. Nhu ching ta d thay, tai mic giao thirc Internet, MoIPS 4p dung bién thé ESP cia
IPSec va ISAKMP cling véi Mobile IP. Cac mé rong dinh tuyén ti wu toi Mobile
IP duogc trg giup.

2. Dbi véi cac chung nhan s6 khoa cong cong, MolIPS su dung dac ta X.509 Version
3 V61 danh sach chig nhéan revocation Version 2 (CRL: Certificate Revocation
List). Pdi voi kho chira chtng nhan, nhitng ngudi thiét ké ciia MoIPS str dung hé
thdng tén mién (DNS: Domain Name System) Internet chuan. Theo céc tac gia,
phuong phap nay c6 vai wu diém: (1) sir dung hé théng DNS duoc biét rd va dugc
st dung rong rai gidp giai quyét van dé phat hién server; (2) cac chimg nhén cong
cong loai bo yéu cau vé truyén din thoi gian thyc cac khoa, vi s& can thiét véi mot

co s& ha ting cta trung tim phan phdi khoa (KDC: Key Distribution Center), vi ¢0
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thé thyc hién voi Kerberos; va (3) yéu cau vé phuong phép cé tinh mo rong cao:
“chiling ta phai c6 mot cong nghé co thé thiét 1ap cac bi mat duoc chia sé gitra mot

SO 16n cac node trai rong nhiéu mien Internet”

3. Phan cép CA theo MolIPS gia dinh mot kién trac nhiéu cay. Mdi ciy trong cau tric
cd mot CA dinh (TLCA: Top-Level CA), cd&c CA ¢ cac muc gitta (MLCA:
Middle-Level CA) hoic mirc 0, va mot tang cac CA mirc thip hon. Cac CA mirc
thap hon chiu trach nhiém vé mot khéi cac dia chi ké nhau va phét hanh cac ching
nhan MolPS t&i cac thuc thé Mobile IP ma c6 cac dia chi IP roi vao pham vi do
(Ch’fmg han, tit ca cac node trén mot mang cho trudce s€ c6 kha nang dugc phuc vu
bai cung mot CA). Viéc xac nhan chéo dugc cho phép gitta cac TLCA va cac
MLCA.

4. Viéc tham gia vao MolPS y8u cau viéc sé hitu mot ching nhan. Mdi thuc thé
mubn tham gia vao trong c4c phién truyén thong trong méi trudng MolIPS — du 1a
MH, FA, HA hay CH c6 kha ning nhan biét tinh di dong - phai ¢dam bao an toan
mot ching nhan X.509 V3 véi mot profile cu thé duoc xac dinh cho MoIPS. Cac
ching nhan cho cac CH chi 1a mot yéu cau khi MoIPS trg gitip Mobile IP dinh

tuyén t6i uu hoé an toan.

5. Trong cac chirng nhan MolIPS, dija chi IP ciia thyc thé duoc sir dung nhu truong tén
cha dé& ching nhan cho cac MH, FA, HA va cac CH. Khi diéu nay c6 nghia 1a
chtng nhan phai duoc phat hanh lai khi ¢6 su thay doi dia chi IP boi mot thyuc thé
thi né cho phép mot hé théng may tinh hoat dong, chang han nhu ca HA va FA
nam trén cac giao dién khac nhau. Nguoc lai trong truong hop CA, tén mién theo
qui tic tiéu chuan duoc st dung nhu 13 tén chu dé trén chimg nhén, loai bo yéu cau
Vé tra tén mién trong trudng hop nay.

6. MoIPS str dung thuat toan bam SHA-1 dé tao cac chir ky sd trén cac chimg nhan
X.509. MolIPS str dung mét ki thuét giéng Diffie-Helman (DH) dé tao cac khoa
mat m4, nhu cac khoa phién. Mdi chitng nhan MoIPS chtra cic gia tri cong cong

DH can thiét dé hd trg trao doi tao khoa Diffie-Helman. Bi mat Diffie-Helman va
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su lap lai s6 nhan dang bao v¢ chéng tan cong dugc dua vao ham HMAC (MolIPS
sa dung ham HMAC-MDS5) nhu cac thanh phan “khoa” va “ban tin” twong ung.
Pau ra sau d6 dugc st dung trong qué trinh nhan thuc cic ban tin didu khién
Mobile IP bang cach tra lai chudi dau ra va ban tin diéu khién thong qua ham
HMAC.

7. MolIPS su dung RSA CryptoKi CAPI (Cryptographic Application Program
Interface: Giao dién lap trinh ung dung mat m4) nhu mot co ché qua d6 truy nhap
cac engine mat mad. Cing duoc trg giup la PF Key CAPI danh cho quan ly cac
kho& ngan han (nhu cac khoa phién) va cac lién két an ninh. Nhitng nguoi thiét ké
MOolIPS da tao ra mot API thir ba, dugc goi 1a Cert_API, nham cung cép mot tuyén

gitta cac module quan 1y khoa va céc bd xac nhan chimg nhén cia hé thng.

8. MoIPS st dung cic trudong mo rong chinh sach khoa trong cac chimg nhan dé

truyén thong tin can cho diéu khién truy nhép theo Mobile IP.

9. Theo Mobile IP, dudng ham IPSec an toan ¢ thé dugc thiét 1ap tir MH dén FA, tir
MH t6i HA, va tir FA téi HA. Ngoai ra, ngoai tim anh huéng cia MoIPS/Mobile
IP c6 thé thiét 1ap mot dudng ham an ninh gitta MH va CH nham cung cp mat ma
dau cudi dén dau cudi va an toan thong tin. Cac thuc thé Mobile IP hoat dong trong
moi truong MoIPS c¢6 thé yéu cau thiét 1p cac duong ham IPSec bang cach thém
mot trudng md rong chon duong ham IPSec vao c4c ban tin Khan nai tic nhén
Mobile IP (Mobile IP Agent Solicitation), Quang cdo tac nhan, va yéu cau dang ki
chuan. Chi tiét vé duong ham dugc thiét 1ap sau d6 dugc dam phén giita cac thuc
thé thong qua ISAKMP.,

Mot nguyén mau ban dau cia moi truong MolPS, duoc phat trién boi cac nha
nghién ctru BBC va viéc tai sir dung cac module hé thong sém dugc phat trién tai CMU
va dai hoc State Porland dugc hoan thanh vao nam 1997. Nhitng diém then chdt 1a: (1)
kha niang nhan dugc cac ching nhan X.509 va cac danh sach thu hoi tir cac server DNS
nhu la cac ban ghi tai nguyén X509CCRRL,; (2) kha nang xac nhan cac chirng nhan X.509
va CRL bang cach di theo phan cap CA nhiéu cay; (3) kha ning nhan thuc cac ban tin
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dang ki Mobile IP dugc cdu tao theo dic ta IETF thong qua cac khoa phién duoc tao ra
boi thuat toan khoa cong cong da dugc mo ta ¢ trén; va (4) viéc tich hop MH tdi cac
duong ham CH IPSec véi viée dinh hudng lai cac goi tin Mobile IP. So @b khbi minh hoa

cac module hé thong ciia nguyén mau MoIPS xem hinh 4.4

Module quan ly khoa

(Portland State)

Module = MOCZiUIe ql\l/l'Ian YKot < Bo xac Ul Nl Module
Mobile IP ero-iessage nhan Cert SOV | rang budc
CMY) | = _ X.509 M°d“'F‘; DNS
< Module giao thire & proxy

5 quan ly khoa & lien |«— & n
—| ¥ két, an ninh Internet S
n : i
o
A
] CryptoKi CAPI
-
I\I/IF?SUIe _ Module giao
¢ i thtre phat
(P O hién chiing
State) g Crypto Engine " nhan
B g RSA — REF / Fortezza '
- =
O

Hinh 4.4: So d6 khdi ctia nguyén mau mai truong MoIPS. (Lay tir Zao va et al)

Céc ung dung muc tiéu cho cac phién ban ting cudng ciia MolIPS gdm viéc thuc
hién mé rong cac hd trg IPSec va Mobile IP dinh tuyén tdi wu hoa cho cic mang riéng ao
chtra cac MH. Céc tac gia xac dinh mot yéu cau cho viéc diéu tra vé viée quan 1i vi tri

nhanh va quan li tinh vi hon céc lién két an ninh.

4.7 Tong két an ninh va nhan thwe cho Mobile IP
Chuong nay d& nghién ciru mdt pham vi rdng cac phuong phap cho an ninh va
nhan thyc nguoi sir dung trong mdi trudng Mobile IP. Nhu duoc thiét 1ap véi Giao thirc

dang ki Mobile IP, cac phuong phap khoa cong cong ddi ximg c6 thé duogc sir dung theo
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Mobile IP. Tuy nhién, chiing 12 hiéu qua nhéat khi mot t6 chirc quan 1i khoa diéu khién moi
trrong tinh toan di dong, hoac khi mét tap nhiing nguoi tham gia chinh d@ dam phan
truéc cac mdi quan hé qua lai, nhu trong tinh hudng céc thoa thuén chuyén ving gitta cac
nha cung cap dich vu to ong. Nhitng vi du vé cac truong hop nhu thé chira mot tap doan
v6i nhiéu dia diém cung cap hd tro tinh toan di dong téi cac nhan vién cia né, hodc mot
nha cung cap cac dich vu truyén thong vo tuyén tao ra cac dich vu truy nhép Internet
khong day kha dung thong qua co s& ha ting xac dinh nhung khong phai toan cau. Pay 1a
nhitng vi du quan trong nhung muc tiéu cudi cling ciia Mobile IP ¢6 thé cho rang 14 mot
kich ban trong d6 cac hé thong cua hang nghin cac nha cung cip dich vu thong tin qua
mang ctia hang trim nha cung cap cac dich vu truy nhéap Internet khong day. Giao thirc

dang ki Mobile IP co sé khong thé mo rong d6i voi mire nay.

Ciling dugc nghién clru trong chuong nay la Giao thirc Sufatrio/Lam dua ra mot
phuong phap “light-weight” cho nhan thuc ngudi sit dung bang cach sir dung viéc lai
ghép hai k¥ thuat mat ma d6i xing va khong d6i xing va bang cach khién HA thyc hién
nhiém vu gép doi nhu mot Trung tdm phan phdi khoa. Cudi cung, chung ta da kham pha
hé théng MoIPS cia John Zao va cic ddng nghiép ciia anh 4y da thong qua mot chién
lugc khod cong cong dbi xtimg dang phat trién manh dua trén cac chimg nhan X.509 va
mot co so ha ting khod cong cong hoadn chinh. Nhiéu phan tir ciia kién trac nay da tién toi
trang thai ma chung cé thé dugc stir dung nhu mot nén tang cho thyc hién thuong mai trai
VGi nguyén mau nghién ctiru. MoIPS vi vay khong thé thay su phét trién cta né trong cac
hé théng dua trén Mobile IP thé hé tht nhat. Tuy nhién, sy lién két chit ché mat ma khoa
cbng cong va mot PKI hoan chinh vdi Mobile IP s€ dua ra mot hudng trong tuong lai giai

quyet cac van dé 16n vé tinh mé rong.
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KET LUAN

Ludn van nay chu yéu 1a xem lai cac tai liéu va cac khao sat c6 khuynh huéng hién
dai va then chdt dang nghién ciru trong nhéan thuc thué bao cho cac mang t6 ong sé va
Internet khong day. Diéu nay xac dinh viéc thyc hién then chét va mot vai nghién ctru chu
dao trong linh nuc nay cung cap mot phac thao cho cong viéc hién thoi, ¢b gang dé 1am
ndi bat nhitng van d¢, khuynh hudng quan trong nhéit va dua ra du 4n cho viéc dau tu
trong twong lai. Tuy nhién quan trong dé nhan thay toan bo linh vyc nhan thue va an ninh
cho moéi trudng 1ién mang v tuyén 14 mot cong viéc dang phat trién. Nhiéu van dé nhu su
canh tranh dang dién ra giita cong nghé khoa mat ma khoa cong cong (public key) va
khoa riéng (private key) van con chua duoc gidi quyét, dong thoi nhimg nén tang tinh
todn va truyén thong co s dang phat trién khong ngimg. Cong nghé an ninh cho thong tin
vO tuyén sé tiép tuc thay doi nhanh chéng trong thap ky t6i vi tiém nang thuc hién dugc
cong nghé va tinh chat de doa toi an ninh phat trién theo thoi gian. Tir mot nghién ciu
nhu luan van ndy c6 thé du doan mot sé thanh phan cua 16 trinh phat trién. Cac phan tir
con lai chic chin van con bi an. Diéu khong mong mudn d4 thic day chinh né hudng téi
lich sir cta Internet mot cach thuong xuyén va cd 18 sé tiép tuc nhu vy véi tan sd ngay

cang tang vi lich su Internet khong day dang mo ra.
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