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Cong nghé MPLS ( Multi Protocol Label Switching) duoc to chirc
quéc té IETF chinh thic dua ra vao cubi nim 1997, da phét trién nhanh
chong trén toan cau.

Cong nghé mang riéng 40 MPLS VPN da dua ra mot y tudéng khac
biét hoan toan so v&i cong nghé truyén thong, don gian hoa qué trinh tao
“dudng ham” trong mang riéng 4o bang co ché gan nhin géi tin (Label)
trén thiét bi mang cua nha cung cap. Thay vi phai ty thiét 1ap, quan tri, va
dau tu nhiing thiét bi dat tién, MPLS VPN s& gitp doanh nghiép giao trach
nhiém nay cho nha cung cap — don vi c6 day du ning lyuc, thiét bi va cong
nghé bao mat tt hon nhiéu cho mang cta doanh nghiép.

Theo danh gia ctia Dién dan cong nghé Ovum nim 2005, MPLS VPN
13 cong nghé nhiéu tiém ning, dang budc vao giai doan phat trién manh mé
nhd nhitng tinh ning wu viét hon han nhimg céng nghé truyén thdng. Dy
kién cudi nam 2010, MPLS VPN s& dan thay thé hoan toan céc cong nghé
mang truyén théng d3 lac hau va 1 tién dé tién t6i mot hé théng mang bing
rong — Mang thé hé m&i NGN ( Next Generation Network).

Mang truyén sé liéu ciia EVNTelecom hién nay dang dugc trién khai
dua trén coéng nghé chuyén mach nhian MPLS, véi tinh ning ndi troi
MPLS/VPN dam bdo an toan thong tin, phuc vu ngay mdt tdt hon cho noi
bo nganh dién, tiép theo 1 nham cung cAp mot cach da dang cac loai dich
vu cho nguoi st dung.

Luan van “Cong nghé MPLS va ing dung trong mang IPVPN” da
nghién ctru nhimg kién thic vé cong nghé mang riéng 40 MPLS/VPN va
tmg dung MPLS/VPN trong mang EVNTelecom cung cdp dich vu méi
IPVPN cho khéch hang.

Luan vin gdm 04 chuong:

Cong nghé MPLS va wrng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006
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Chuong 1: Tong quan vé cong nghé MPLS — Trinh bay tong quan
vé cong nghé chuyén mach nhin da giao thic MPLS gdm khai niém, wu
diém va nhimng tmg dung ctia MPLS.

Chuong 2: Cong nghé chuyén mach MPLS — Trinh bay nhimng khai
niém co ban, cac thanh phén chinh, cdu trac va hoat dong ciia MPLS.

Chuwong 3: Mang riéng 40 MPLS/VPN — bao gdm cac khai niém,
cac thanh phan va hoat dong cia MPLS/VPN.

Chuong 4: Ung dung MPLS/VPN trong viéc cung cip dich vu
IPVPN ciia EVNTelecom — trinh bay tong quan vé mang 15i va dich vu
cho khach hang IPVPN ctua mang EVNTelecom.

Cudi cung, dé c6 dugc ban luan vin nay, toi xin bay to 1ong biét on siu
sdc t6i gia dinh, ban bé, ti cac thiy co gido cua Trung tim ddo tao va bdi
dudng sau Bai Hoc, Khoa Dién tir - Vién thong, Ban Giam hi¢u Truong Dai
hoc Bach Khoa Ha ndi d hét stre tao diéu kién, dong vién va truyén thu cac
kién thtrc bo ich. Pac biét toi xin guri 101 cAm on chan thanh dén thay gido —
T.S Pham Ngoc Nam cing cic dong nghiép tai Cong ty Thong tin Vién
thong Pién luc d3 tan tinh giup d& dé t6i ¢ thé hoan thanh tot bai luan vin

nay.
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CHUONG 1
TONG QUAN VE CONG NGHE MPLS

Trong nhitng nim gan ddy MPLS (Multiprotocol Label Switching) phat
trién rat nhanh. N6 trd thanh cong nghé pho bién sir dung viéc gan nhan vao
cac goi dir liéu dé chuyén tiép chiing qua mang. Chuong nay sé giup chung ta

hiéu tai sao MPLS lai tré 1én phd bién trong thoi gian ngin nhu thé.

1.1  Gi6i thiéu vé chuyén mach da giao thirc (MPLS)

MPLS 1a mot cong nghé két hop dic diém tSt nhat giita dinh tuyén 16p ba
va chuyén mach 16p hai cho phép chuyén tai cic goi rt nhanh trong mang 15i
(core) va dinh tuyén tot mang bién (edge) bang cach dya vao nhén (label).
MPLS 1a mét phwong phap cai tién viéc chuyén tiép goi trén mang bang cach
gin nhin vao mdi goi IP, té bao ATM, hodc frame 16p hai. Phuong phéap
chuyén mach nhan giup cac Router va cic bd chuyén mach MPLS-enable
ATM quyét dinh theo ndi dung nhan t6t hon viéc dinh tuyén phire tap theo dia
chi IP dich. MPLS cho phép cac ISP cung cép nhiéu dich vu khac nhau ma
khong can phai bo di co s ha tang sdn c6. Cau tric MPLS c6 tinh mém déo
trong bat ky su phdi hop véi cong nghé 16p hai nao.

MPLS h trg moi giao thuc 16p hai, trién khai hiéu qua cac dich vu IP trén
mot mang chuyén mach IP. MPLS hd trg viée tao ra cic tuyén khac nhau
gitta ngudn va dich trén mot dudng truc Internet. Bang viéc tich hop MPLS
vao kién trac mang, cac ISP co6 thé giam chi phi, ting lgi nhuan, cung cip
nhiéu hiéu qua khac nhau va dat duoc hiéu qua canh tranh cao.

Pic diém mang MPLS:
- Khong c¢6 MPLS API, ciing khong c6 thanh phan giao thirc phia host.

- MPLS chi nam trén cac router.

Cong nghé MPLS va wrng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006
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- MPLS 1a giao thitc doc 1ap nén c6 thé hoat dong cung véi giao thic
khac IP nhu IPX, ATM, Frame Relayi,...

- MPLS gitip don gian hoa qua trinh dinh tuyén va lam ting tinh linh
dong ciia cac tang trung gian.
Phuong thurc hoat dong:

Thay thé co ché dinh tuyén 16p ba bang co ché chuyén mach 16p hai. MPLS
hoat dong trong 101 cua mang IP. Cac Router trong 161 phai enable MPLS trén
timg giao tiép. Nhan duoc gan thém vao goi IP khi goi di vao mang MPLS.
Nhan dugc tach ra khi goéi ra khoi mang MPLS. Nhan (Label) dugc chén vao
gitra header 16p ba va header 16p hai. Sir dung nhan trong qua trinh gui goi
sau khi da thiét 1ap duong di. MPLS tip trung vao qua trinh hoan d6i nhan
(Label Swapping). Mot trong nhirng thé manh cua kién trac MPLS 1a ty dinh
nghia chong nhan (Label Stack).

K¥ thuat chuyén mach nhan khong phai 13 ky thuat moi. Frame relay va
ATM ciing st dung cong nghé nay dé chuyén cac khung (frame) hodc céc cell
qua mang. Trong Frame relay, cac khung c6 d6 dai bat ky, dbi voi ATM do
dai cua cell 12 ¢ dinh bao gdbm phan mao dau 5 byte va tai tin 1a 48 byte.
Phan mao dau cua cell ATM va khung ctia Frame Relay tham chiéu t6i cac
kénh a0 ma cell hoic khung nay nam trén d6. Su twong quan giita Frame relay
va ATM la tai mdi budc nhay qua mang, gia tri “nhan” trong phin mao dau bi
thay doi. Pay chinh 1a sy khac nhau trong chuyén tiép ctia géi IP. Khi mot
route chuyén tiép mot goi IP, n6 s& khong thay ddi gia tri ma gan lién véi dich
dén cua gbi; hay néi cach khac n6 khong thay d6i dia chi IP dich cua goi.
Thuc té 1 cac nhan MPLS thuong dugce str dung dé chuyén tiép cac goi va dia

chi IP dich khong con phd bién trong MPLS nita.
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1.2 Lich sir phat trién va cac wu diém ciia MPLS
Céc giao thuc trudc MPLS

Truéc MPLS, giao thic WAN pho bién nhat 1a ATM va Frame relay.
Nhitng mang WAN c¢6 chi phi hiéu qua dugc xdy dyng tir nhiéu giao thirc
khac nhau. Cung voi viéc bung né mang Internet, IP tré thanh giao thirc phd
bién nhat. IP ¢ khip moi noi. VPN duoc tao ra qua nhimg giao thirx WAN
nay. Khach hang thué nhimg két néi ATM va két ndi Frame relay hoic sir
dung kénh truyén s6 liéu (kénh thué riéng) va xay dung mang riéng ciia ho
trén d6. Boi vi nhiing b dinh tuyén cia nha cung cap cung cép dich vu & 16p
2 t6i bo dinh tuyén 16p 3 cuia khach hang. Nhiing kiéu mang nhu vay dugc goi
13 mang overlay. Hién nay mang Overlay van duogc sir dung nhung rat nhiéu

khach hang d3 bat dau st dung dich vu MPLS VPN

1.2.1 Cac lgiich caa MPLS
Phan nay sé gidi thiéu mot cach ngan gon nhiing loi ich cua viée sir dung
MPLS trong mang. Nhitng loi ich ndy bao gom:
0 Viéc sur dung ha tﬁng mang théng nhat
Uu diém vuot trdi so véi mé hinh IP over ATM
Giao thuc cong bién (BGP) — 151 tu do
Mo hinh peer to peer cho MPLS VPN

O O O O

Chuyén Iuu lugng quang
0 BDiéu khién luu luong
Ta s& xem xét vé 1y do khong co thuc dé chay MPLS. Pay 1a Iy do ma
dugce xem hop 1y dau tién trong viéc st dung MPLS nhung n6 khong phai 14
1y do tét dé trién khai MPLS.
e Loi ich khong c6 thuc (loi ich vé toc do):
Mot trong nhing 1y do dau tién dua ra cia giao thirc trao d6i nhan do6 1a su

can thiét cai thién toc do. Chuyén mach goi IP trén CPU dugc xem nhu cham
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hon so v&i chuyén mach géi gan nhin do chuyén mach goéi gan nhén chi tim
kiém nhan trén cung ctia goi. Mot b dinh tuyén chuyén tiép goi IP bang viéc
tim kiém dia chi IP dich trong phan mao dau IP va tim kiém két nbi t6t nhat
trong bang dinh tuyén. Viéc tim kiém nay phu thudc vao sy thuc hién cua
tirng nha cung cip ciia bd dinh tuyén d6. Tuy nhién, boi vi dia chi IP ¢o thé 1a
don hudng hodc da hudng (unicast hodc multicast) va co6 4 octet (1 octet=106
8 bit) nén viéc tim kiém c6 thé rat phtc tap. Viéc tim kiém phtc tap ciling co
nghia 12 quyét dinh chuyén tiép goi IP mat mot thoi gian.

Thoi gian gan day, cac duong két ndi trén nhimng bo dinh tuyén c6 thé co
bing thong 1én t6i 40 Gbps. Mot bo dinh tuyén ma c6 mot vai duong link tde
d6 cao khong c6 kha niang chuyén mach tit ca nhimg goi IP ma chi sir dung
CPU dé dua ra quyét dinh chuyén tiép. CPU ton tai chu yéu dé str dung (diéu
khién) bang diéu khién.

Mit phang diéu khién 1a mot tip cac giao thirc dé thiét 14p mot mat phang
dir liéu hodc mit phing chuyén tiép. Cac thanh phan chinh ctia mit phang
diéu khién bao gom giao thirc dinh tuyén, bang dinh tuyén va chirc ning diéu
khién khac hodc giao thic bao hiéu dugc st dung dé cung cdp mit phing dir
liéu. Mit phang dit liéu 13 mot duong chuyén tiép gbi qua bo dinh tuyén hoic
bd chuyén mach. Su chuyén mach cia cac goi — hay mat phang chuyén tiép —
hién nay dugc thuc hién trén phén cung dugc xay dung riéng, hoac thuc hi¢n
trén mach tich hop chuyén dung (ASIC — Application specific intergrated
circuits). Viéc dung ASIC trong mit phang chuyén tiép cta bo dinh tuyén dan
dén nhimg goi IP dugc chuyén mach nhanh nhu cic goi dugc dan nhin. Do
d6, néu 1y do duy nhéat dé dua MPLS vao mang la dé tiép tuc thuc hién viéc

chuyén mach céc goi nhanh hon qua mang, d6 chinh 13 1y do ao.
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e Sir dung ha ting mang don hop nhat

Véi MPLS, y tudng 1a gan nhan cho goi di vao mang dua trén dia chi dich
ctia nd hodc tiéu chudn trude cau hinh khac va chuyén mach tat ca luu lugng
qua ha ting chung. Pay 12 mot vu diém vuot troi cia MPLS. Mot trong nhitng
1y do ma IP trd thanh giao thirc duy nhét anh hudng 16n t6i mang trén toan thé
gidi 12 boi vi rat nhiéu k¥ thuat co thé duge chuyén qua né. Khong chi 1a dir
lidu (s6 liéu) chuyén qua IP ma con ca thoai.

Bang viéc sir dung MPLS véi IP, ta ¢6 thé mo rong kha ning truyén loai
dir liéu. Viéc gan nhin vao goi cho phép ta mang nhiéu giao thic khac hon 1a
chi ¢6 IP qua mang truc IP 16p 3 MPLS-enabled, tuong tu v&i nhitng kha
nang thuc hién duoc voi mang Frame Relay hoac ATM 16p 2. MPLS co6 thé
truyén IPv4, IPv6, Ethernet, diéu khién két ndi dir liéu téc do cao (HDLC),
PPP, va nhitng k¥ thuat 16p 2 khac.

Chtrc ning ma tai d6 bat ky khung 16p 2 dugc mang qua mang dudng truc
MPLS duoc goi 1a Any Transport over MPLS (AToM). Nhitng bo dinh tuyén
dang chuyén luu luong AToM khong can thiét phai biét tai MPLS; no chi can
c¢6 kha ning chuyén mach luu luong dugce dan nhan bang viéce tim kiém nhin
trén du cua tai. Vé ban chit, chuyén mach nhan MPLS 1a mét cong thirc don
gian cua chuyén mach da giao thic trong mot mang. Ta can phai co bang
chuyén tiép bao gdm céc nhan dén dé trao doi voi nhan ra va budc tiép theo.

Tém lai, AToM cho phép nha cung cip dich vu cung cip dich vu & cing
16p 2 t6i khach hang nhu bat ky mang khac. Tai cung mot thoi diém, nha
cung cap dich vu chi cdn mot ha ting mang don dé c6 thé mang tit ca cac loai

luu lugng cua khach hang.

Cong nghé MPLS va wrng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006



17

1.2.2 Pic diém vuot trdi cia MPLS so véi mé hinh IP over ATM

Khi hop nhét véi chuyén mach ATM, chuyén mach nhan tin dung nhiing

thuan loi cta cac té bao ATM - chiéu dai thich hop va chuyén voi toc do cao.
Trong mang da dich vu chuyén mach nhin cho phép chuyén mach
BPX/MGX nhiam cung cép dich vu ATM, Frame, Replay va IP Internet trén
mot mit phang don trong mot dudng di téc dd cao. Cac mit phing (Platform)
cong cong hd trg cac dich vu nay dé tiét kiém chi phi va don gian hoa hoat
dong cho nha cung cap da dich vu. ISP sir dung chuyén mach ATM trong
mang 101, chuyén mach nhan giip céc dong Cisco, BPX8600, MGX8800,
Router chuyén mach da dich vu 8540 va cac chuyén mach Cisco ATM gitp
quan li mang hiéu qua hon xép chdong (overlay) 16p IP trén mang ATM.
Chuyén mach nhén tranh nhiing ric rdi gay ra do c6 nhiéu router ngang hang
va hd tro cdu tric phan cip (hierarchical structure) trong mot mang cta ISP.

O Sw tich hop: MPLS xac nhép tinh nang cua IP va ATM cht khong
xép chong 16p IP trén ATM. MPLS gilip cho co s& ha ting ATM
théy duoc dinh tuyén IP va loai bé cac yéu cAu anh xa gitra cac dac
tinh IP va ATM. MPLS khong can dia chi ATM va ky thuat dinh
tuyén (nhu PNNI).

0 D¢ tin cdy cao hon: Véi co so ha tang ATM, MPLS ¢6 thé két hop
hiéu qua v6i nhiéu giao thirc dinh tuyén IP over ATM thiét 1ap mot
mang ludi (mesh) dich vu cong cdng gitra cac router xung quanh mat
dam may ATM. Tuy nhién c6 nhiéu van dé xay ra do cac PCV link
gilta cac router xép chong trén mang ATM. Ciu tric mang ATM
khong thé thdy bo dinh tuyén. Mot link ATM bi hong 1am hong nhiéu
router-to-router link, gdy kho khan cho lugng cap nhat thong tin dinh
tuyén va nhiéu tién trinh xtr li kéo theo.

0 Truc tiép thue thi cdc loai dich vu: MPLS st dung hang doi va bo
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dém cua ATM dé cung cip nhiéu loai dich vu khac nhau. N6 hd tro
quyén wu tién IP va cdp dich vu CoS trén chuyén mach ATM ma
khong can chuyén doi phirc tap sang cac 16p ATM Forum Service.

O  Hé tro higu qud cho Mulicast va RSVP: Khac voi MPLS, xép 16p IP
trén ATM ndy sinh nhiéu bat lgi, dic biét trong viéc hd tro cac dich
vu IP nhu IP muticast va RSVP (giao thirc danh trudc tai nguyén).
MPLS hd tro cac dich vu nay, ké thira thoi gian va cong viéc theo
cac chuén va khuyén khich tao nén anh xa xap xi cta cac dic trung
IP&ATM

O Swdo luong va qudn li VPN: MPLS c6 thé tinh duogc cac dich vu IP
VPN va rat d& quan li cac dich vu VPN quan trong dé cung cip céc
mang IP riéng trong co s ha ting cta nd. Khi mot ISP cung cap dich
vu VPN hd tro nhiéu VPN riéng trén mot co s ha ting don.Véi mot
duong truc MPLS, thong tin VPN chi duoc xtr 1i tai mot diém ra vao.
Céac goi mang nhian MPLS di qua mét dudng truc va dén diém ra
dung cua nd. Két hop MPLS véi MP- BGP (da giao thirc cong bién)
tao ra cac dich vu VNP dya trén nén MPLS (MPLS-based VNP) dé
quan 1i hon véi su diéu hanh chuyén tiép dé quan 1i phia VNP va cac
thanh vién VNP, dich vu MPSL-based VNP con c6 thé mé rong dé hd
tro hang tram nghin VPN.

0  Gidm tdi trén mang 16i: Cac dich vu VPN hudéng dan cach MPLS hd
tro moi thong tin dinh tuyén dé phan cip. Hon nita, c6 thé tach roi
cac dinh tuyén Internet khoi 16i mang cung cap dich vu. Gidng nhu
dir lieu VPN, MPSL chi cho phép truy suat bang dinh tuyén Internet
tai diém ra vao ciia mang. V6i MPSL, ki thuat luu lugng truyén ¢
bién cua AS duoc gin nhan dé lién két véi diém tuong ung. Sy tach

r0i cua dinh tuyén ndi khoi dinh tuyén Internet day du ciing giup han
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ché 18i, 6n dinh va ting tinh bao mat.

0 Kha néng diéu khién lwu lwong: MPLS cung cap cac kha ning diéu
khién luu lugng dé simg dung hiéu qua tai nguyén mang. K¥ thuat
lwu lugng gitp chuyén tai tir cac phan qué tai sang cac phan con rdi

cua mang dua vao diém dich, loai luu luong, tai, thoi gian,...

1.2.3 BGP - Free Core

Khi mang IP cta nha cung cap dich vu phai chuyén tiép luu luong, mdi bo
dinh tuyén phai tim kiém dia chi dich ctia goéi. Néu nhiing goi dugc gui t6i
dich nam ngoai mang ciia nha cung cap nay, nhiing tién to IP ngoai phai duoc
thé hién trong bang dinh tuyén cta mdi bo dinh tuyén. BGP mang tién t6
ngoai nhu 13 tién t6 ctia khach hang hay tién té Internet. Co nghia 14 tit ca cac
bo dinh tuyén trong mang nha cung cip dich vu phai chay BGP.

Tuy nhién, MPLS cho phép chuyén tiép nhitng goi dua trén tim kiém nhan
hon 1a tim kiém dia chi IP. MPLS cho phép mét nhan duoc két hop véi mot
bo dinh tuyén vao hon 1a véi dia chi IP dich cia goéi. Nhan nay 1a thong tin
duoc gan vao mdi gbi dé thé hién rang tat ca bo dinh tuyén trung gian t6i bd
dinh tuyén bién vao ma né phai chuyén tiép téi. Bo dinh tuyén 15i khong can
thiét phai c6 thong tin dé chuyén tiép nhitng géi dua trén dia chi dich nira. Do
d6 nhitng bo dinh tuyén 18i trong mang nha cung cap dich vu khong can thiét
chay BGP.

Mot bo dinh tuyén tai bién cia mang MPLS vén can xem xét (look at) dia
chi IP dich ctia goi va do d6 van can phai chay BGP. Mdi tién t6 BGP trén
nhiing bd dinh tuyén MPLS ra c6 mot dia chi [P budc nhay tiép theo BGP két
hop vé1 no. Dia chi [P bude nhay tiép theo BGP la mét dia chi IP ctia bo dinh
tuyén MPLS vao. Nhan két hop vé6i goi IP 13 nhin ma két hop véi dia chi IP

budc nhay tiép theo BGP. Bdi vi tit ca cac bd dinh tuyén 18i chuyén tiép goi
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dua trén nhan MPLS duogc gan ma két hop véi dia chi IP budc nhay tiép theo
BGP, mdi dia chi IP budc nhay tiép theo BGP cta bd dinh tuyén MPLS vao
phai dugc tat ca nhitng bo dinh tuyén 161 biét dén. Bat ky giao thuc dinh tuyén
céng trong (nhu giao thue OSPF hoac IS-IS) ¢co thé thuc hién nhiém vu nay.
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'Hinh 1- 1 Mang 16i MPLS BGP free ’
Mot nha cung cap dich vu Internet (ISP) c6 200 bd dinh tuyén trong mang

16i ctia n6 can phai chay BGP trén tat ca 200 bo dinh tuyén nay. Néu MPLS
dugc bd sung vao mang thi chi nhitng b dinh tuyén bién (khoang 50 bd dinh
tuyén) can thiét phai chay BGP.

Hién nay tat ca cac bd dinh tuyén trong mang 161 dang thuc hién chuyén
tiép nhitng goi duoc gan nhin, khong phai tim kiém dia chi IP, do d6 ching ta
phan nao bd bét duoc cac ganh ning chay BGP. Béi vi bang dinh tuyén
Internet déy du co thé co6 hon 150.000 bo dinh tuyén, viéc chay BGP trén tat

ca bo dinh tuyén 14 rat 16n. Cac bo dinh tuyén khong bang dinh tuyén Internet
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day du can it dung luong bd nhd. Ta c6 thé chay bo dinh tuyén 16i khong can
két hop c6 BGP trén do.

1.2.4 Ludng luu lwong quang

Boi vi chuyén mach ATM hodc Frame Relay chi don thuidn & Lép 2,
nhimg bd dinh tuyén két ndi qua ching boi cac kénh ao duogc tao ra giita
chung. Ddi v6i bat ky mot by dinh tuyén dé chuyén luu luong tryc tiép toi
mot b dinh tuyén khéc tai bién, mot kénh o s& duoc tao ra thiang giita ching.
Viéc tao ra nhitng kénh 4o bang tay ndy thuong nham chan. Trong bat ky
truong hop nay, néu yéu cau két nbi any — to — any giita cac site, can thiét
phai c6 mesh day du cua nhirng kénh a0 giira cac site, diéu nay lam ting tinh
cong kénh mang va ting chi phi. Néu cac site chi két ndi v6i nhau nhu hinh 1-

2, luu luong tir CE1 t61 CE3 phai di qua CE2 trude.

Service Providers’
ATM Network
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) Hinh 1- 2 Non-Fully Meshed Overlay ATM Network
Két qua 1a Iuu lugng qua mang duong truc ATM hai lan va di duong vong

qua b dinh tuyén CE2. Khi st dung MPLS VPN nhu dua ra trong phan
trude, luu luong db truc tiép — do d6 tdi wu — gitra tat ca cac két cudi khach
hang. Péi v6i luu lwong dé di chuyén tbi wu giita cac két cudi trong truong

hop cua mo hinh overlay VPN, tat ca cac két cudi phai dugc két ndi voi nhau,
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do d6 yéu cau co thiét ké dang mesh day du ctua cac duong két ndi hoac cac

kénh 4o.

1.3 Ung dung ciia mang MPLS
1.3.1 Mang riéng a0 VPN

MPLS-VPN : Khéng gidng nhu cic mang VPN truyén thong, cic mang
MPLS-VPN khong st dung hoat dong dong goi va ma héa goi tin dé dat duoc
muc do bao mat cao. MPLS VPN sir dung bang chuyén tiép va cic nhin
“tags” dé tao nén tinh bao mat cho mang VPN. Kién tric mang loai ndy sir
dung cac tuyén mang xac dinh dé phan phéi cac dich vu iVPN, va céc co ché
xtr 1y théng minh cia MPLS VPN lic ndy ndm hoan toan trong phan 15i cua
mang.

Mdi VPN dugc két hop v6i mot bang dinh tuyén - chuyén tiép VPN
(VRF) riéng biét. VRF cung cap cac thong tin vé mbi quan hé trong VPN cua
mot site khach hang khi duoc ndi v6i PE router. Bang VRF bao gdom thong tin
bang dinh tuyén IP (IP routing table), bang CEF (Cisco Express Forwarding),
cac giao dién cua forwarding table; cac quy tic, cac tham sé cua giao thic
dinh tuyén... Mdi site chi ¢ thé két hop véi mot va chi mot VRF. Cac VRF
ctia site khach hang mang toan bo thong tin vé cac “tuyén” c6 sin tir site toi
VPN ma no 1a thanh vién.

Dbi voi méi VRE, thong tin st dung dé chuyén tiép cac goi tin duoc luu
trong cac IP routing table va CEF table. Cac bang nay duogc duy tri riéng ré
cho timg VRF nén né ngin chin dugc hién tuong thong tin bi chuyén tiép ra
ngoai mang VPN ciing nhu ngan chdn cac gobi tin bén ngoai mang VPN
chuyén tiép vao cac router bén trong mang VPN. Day chinh 14 co ché bao mat

cia MPLS VPN. Bén trong mdi mot MPLS VPN, c6 thé két ndi bat ky hai
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diém ndo véi nhau va céc site c6 thé gui thong tin truc tiép cho nhau ma
khong can thong qua site trung tam.

Uu diém dau tién cia MPLS-VPN la khong yéu cau cac thiét bi CPE
thong minh. Vi cic yéu cau dinh tuyén va bao mat da duoc tich hop trong
mang 15i. Chinh vi thé viéc bao dudng ciing kha don gian, vi chi phai lam
viéc v6i mang 15i. Tré trong mang MPLS-VPN la rat thap, s& di nhu vay 1a do
MPLS-VPN khong yéu cau ma hoa dir liéu vi duong di ciia VPN la duong
riéng, duoc dinh tuyén bo1 mang 161, nén bén ngoai khong c6 kha nang tham
nhap va an cip dit liéu (diéu nay gidng véi FR).

Ngoai ra viéc dinh tuyén trong MPLS chi 1am viéc & 16p 2,5 chtr khong
phai 16p 3 vi thé giam dugc mot thoi gian tré dang ké. Cac thiét bi dinh tuyén
trong MPLS 1a cac Switch router dinh tuyén bang phan ctng, vi vy toc do
cao hon phén mém nhu & cac router khac. Viéc tao Full mesh 13 hoan toan
don gian vi viéc tdi cdac site chi can dua theo dia chi duoc cAu hinh sin trong

bang dinh tuyén chuyén tiép VPN (VEF).

1.3.2 Diéu khién lru lwong trong MPLS

Y tudng co ban dang sau viéc diéu khién luu luong 1a dé str dung t6i vu ha
tang mang, bao gom cac duong két ndi s dung khong dung muc, boi vi
ching khong thé thudc cac tuyén wu tién. Diéu ndy c6 nghia 13 diéu khién luu
luong phai cung cip kha ning hudng luu lugng qua mang trén cac tuyén di
khac nhau tir tuyén vu tién, ddy 1a tuyén c6 chi phi thdp nhat duoc cung cap
boi dinh tuyén IP. Tuyén chi phi thdp nhit 1a tuyén duong ngan nhat nhu tinh
toan bai giao thic dinh tuyén dong. Véi nhiém vu diéu khién luu luong trong
mang MPLS, ta c6 thé ¢6 luu lugng ma dugc xac dinh cuy thé tir truée hodc
véi chat lugng cu thé cua luéng dich vu tir diém A dén diém B doc theo mét

tuyén (ma tuyén nay khac véi tuyén cé chi phi thdp nhat). Két qua 1a luu
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luong co thé trai rong hon qua nhitng dudng két ndi co sin trong mang va lam
cho st dung nhiéu duong két n6i khong str dung dung trong mang. Hinh 1-3

thé hién vi du nay.

MPLS Network with Traffic Engineering Enabled

—
-

Lf‘i R

Hinh 1- 3 Piéu khién luu lwong trong MPLS (vi du 1)

Nhu ngudi diéu hanh mang diéu khién luu lugng MPLS, ta c6 thé hudng
luu lwong tir diém A t6i diém B qua tuyén dudi (day khong phai 14 tuyén ngin
nhit gitta A va B — 4 budc so v6i 3 budc nhay & tuyén trén). Theo ding
nghia, ta c6 thé guri luu luong qua cac dudng két ndi ma ching co thé khong
duoc sir dung nhiéu. Ta c6 thé huéng luu luong trong mang trén dudng phia

duéi bang viéc thay d6i ngon ngit giao thirc dinh tuyén. Vi dy hinh 1-4.
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MPLS Network with Traffic Engineering Enabled

Traffic Enginearing Path

, Hinh 1- 4 Piéu khién luu lwgng trong MPLS (vi du 2) )
Néu mang nay la mang IP don thuan, ta c6 thé khong c6 bd dinh tuyén C

chuyén luu luong doc theo tuyén phia dudi bang cach cdu hinh mét vai tha
trén bo dinh tuyén A. Bo dinh tuyén C quyét dinh dé giri luu luong trén tuyén
trén hay tuyén dudi chi 1a do quyét dinh cta chinh né. Néu ta co thé diéu
khién luu luong MPLS cho phép trén mang nay, ta can c6 b dinh tuyén A
guri luu luong t6i bo dinh tuyén B doc theo tuyén dudi. Diéu khién luu lugng
MPLS bét budc b dinh tuyén C chuyén tiép luu luong A — B trén tuyén dudi.
Diéu nay c6 thé thyc hién dugc trong MPLS do co ché chuyén tiép nhan. Bo
dinh tuyén dau (head end router) (& day 1a bd dinh tuyén A) cia tuyén diéu
khién luu luong 14 bo dinh tuyén ma dua ra tuyén day da dé luu lugng chuyén
qua mang MPLS. Boi vi né 1a bo dinh tuyén dau cudi (head end router) ma
chi 18 tuyén, diéu khién luu luong ciing dugc nhic dén (xem tham khao —
refer) toi nhu 1a dang (form) cua dinh tuyén ngudn co ban (source — based
routing). Nhan duoc dan (gan) vao goéi bai bo dinh tuyén dau cudi (head end

router) s& tao nén ludng luu lwong gbi doc theo tuyén dudng ma do bo dinh
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tuyén dau cudi chi rd. Khong c6 bo dinh tuyén trung gian ndo chuyén tiép goi
trén mot tuyén khac.

Mbt wu diém vuot troi cia viée st dung diéu khién luu lugng MPLS 1a kha
ning dinh tuyén lai nhanh (Fast ReRouting — FRR). FRR cho phép ta dinh
tuyén lai luu luong c6 nhdn quanh mot dudng két ndi hodc mot bo dinh tuyén
ma trd thanh khong ding duoc. Viée dinh tuyén lai luu luong xay ra nho hon

50ms, ma n6 nhanh nhu ti€u chuan hi¢n nay.

1.3.3 Chit lwgng dich vu trong MPLS (QoS)

Chat luong dich vu QoS chinh 13 yéu té thac diy MPLS. So sanh véi cac
yéu t6 khac, nhu quan 1y luu luong va hd tro VPN thi QoS khong phai 1a 1y
do quan trong nhat dé trién khai MPLS. Nhu ching ta s& thay dudi day, hau
hét céc cong viéc dugc thyc hién trong MPLS QoS tip trung vao viéc hd tro
cac dic tinh cua IP QoS trong mang. No6i cach khac, muc tiéu 1a thiét 1ap su
gidng nhau giira cac dic tinh QoS cua IP va MPLS, chtr khong phai 1a 1am
cho MPLS QoS chat lugng cao hon IP QoS.

Mot trong nhitng nguyén nhan dé khang dinh MPLS d6 1a khong gidng
nhu IP, MPLS khong phai 1a giao thirc xuyén suét. MPLS khong chay trong
cac may chu, va trong tuong lai nhiéu mang IP khong sir dung MPLS van t6n
tai. QoS mit khéc 1 dic tinh xuyén sudt cua lién lac gitta cac LSR cung cap.
Vi dy, néu mét kénh két ndi trong tuyén xuyén sudt co do tré cao, do ton that
16n, bang thong thap s& gidi han QoS c6 thé cung cap doc theo tuyén d6. Mot
cach nhin nhan khéac vé van dé nay 1a MPLS khong thay d6i vé cin ban mé
hinh dich vy IP. Céc nha cung cép dich vu khong ban dich vu MPLS, ho ban
dich vu IP (hay dich vu Frame Relay hay cac dich vu khac), va do do, néu ho
dua ra QoS thi ho phai dua ra IP QoS (Frame Relay QoS, v.v) chir khong phai
la MPSL QoS.
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Piéu d6 khong c6 nghia 1a MPLS khéng c6 vai tro trong IP QoS. Thir
nhat, MPLS c6 thé gitip nha cung cép dua ra cac dich vu IP QoS hiéu qua
hon. Thir hai, hién dang Xuat hién mot s6 kha nang QoS méi hd tro qua mang
sir dung MPLS khéong thyc su xuyén sudt tuy nhién c6 thé chimg t6 14 rat hitu
ich, mot trong s6 chung 1 bang thong bao dam cua LSP.

Chat luong dich vu trd 1én pho bién trong nhiing nam qua. Mot vai mang
khong c6 sy han ché vé bing thong, do d6 tac nghén thuong xuyén c6 kha
ning xay ra trong mang. Qos 1a mot phuong tién (means) dé danh su wu tién
cho nhitng Iuu lugng quan trong hon nhiing luu lwong kém wu tién khac va
dam bao rang ndé dugc van chuyén qua mang. IETF duoc thiét ké 2 cach dé
thuc hién QoS trong mang IP: dich vu tich hop (IntServ) va dich vu khac biét
(DiffServ).

- IntServ str dung giao thirc bao hi€u giao thirc danh trude tai nguyén
(RSVP). May chii bao hiéu cho mang qua RSVP sy can thiét QoS la
cho ludng luu lwgng ma nd truyeén.

- Viéc dua ra mo hinh IntServ c6 vé nhu giai quyét duoc nhiéu van dé
lién quan dén QoS trong mang IP. Tuy nhién trong thuc té mé hinh
nay da khong dam bao duoc QoS xuyén sudt (end to end). Pa co
nhiéu c6 gang nham thay d6i diéu nay nham dat mot mirc QoS cao
hon cho mang IP, va mdt trong nhitng c¢b ging d6 1a su ra doi cua
DiffServ. DiffServstr dung viéc danh dau géi va xép hang theo loai
dé hd tro dich vu uu tién qua mang IP. Nhitng bo dinh tuyén tim
kiém nhiing bit dé danh diu, xép hang, dinh hinh, va thiét 1ap quyén
uu tién (drop) cua goi.

- Dich vu Best effort: Pay 1a dich vu phd bién trén mang Internet hay
mang IP ndi chung. Cac goi thong tin dugc truyén di theo nguyén

tac “dén trudc phuc vu trudc” ma khong quan tdm dén dic tinh luu
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luong cua dich vu 13 gi. Piéu nay din dén rat kho hd trg cac dich vu
doi hoi @6 tré thap nhu cac dich vu thoi gian thyc hay video. Cho
dén thoi diém nay, da phén cac dich vu dugc cung cép bo1 mang
Internet van str dung nguyén tic Best Effort nay.

Uu diém 16n cua DiffServ so v6i IntServ 1a mé hinh DiffServ khong can
giao thirc bao hi¢u. Mo hinh IntServ sir dung mot giao thire bdo hi€éu ma phai
chay trén méay chu va bo dinh tuyén. Néu mang c6 hang nghin luu luong,
nhitng bd dinh tuyén phai giit théng tin trang thai cho mdi ludng luu lugng
truyén qua n6. Pay 1a mot van dé 16n lam cho IntServ tré nén khong phd bién.
Vi du t6t nhat cho QoS 1a luu lugng VoIP. VoIP can thiét duoc truyén toi
dich trong thoi gian thuc, néu khong né s& khong con dung duge. Do d6, QoS
phai wu tién luu luong VoIP dé dam bao nd duge truyén trong mot thoi gian
xac dinh. Dé dat duogc diéu nay, Cisco 10S dat VoIP v&1 muc uvu tién cao hon
lwu luong FTP hodc HTTP va dé dam bao rang khi nghén mach xay ra, luu
luong FTP hodac HTTP s€ bi danh rot trude VolP.

<«— Traffic Type —»

Best Effort

Visual

Controlled Load
Service

Voice
Data

IntServ
Guaranteed Service

Expedited Forwarding
. Per Hop Behavior

DiffServ Assured Forwarding

Per Hop Behavior

<«— Ky thuat QoS —»

Hinh 1- 5 Cac ky thuat QoS trong mang IP
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CHUONG 2
CONG NGHE CHUYEN MACH MPLS

MPLS viét tit caa Multiprotocol Label Switching chuyén mach nhin da
giao thirc. Mac du tai thoi diém dau chi co IPv4 1a chuyén mach nhan, sau do
c6 thém mot vai giao thirc nita. Chuyén mach nhan chi ra rang nhimg goi
duoc chuyén mach khong thudc goi IPv4, IPv6 hodc tham chi 1a khung 16p 2
khi dugc chuyén mach, nhung chung déu duoc déan nhin. Phan quan trong
nhat trong MPLS 14 nhan. Chuong nay s& giai thich nhan dé lam gi, sir dung

nhu thé nao va duoc phan phoi trong mang ra sao.

2.1  Cau triic ciia nat MPLS
Mot nit cia MPLS c¢6 hai mit phing: mat phang chuyén tiép MPLS va
mat phang diéu khién MPLS. Nut MPLS c6 thé thuc hién dinh tuyén 16p ba

hodc chuyén mach 16p hai. Hinh sau mé ta cau triic co ban ctia mot nat MPLS

Mit phang diéu khién

Chuyén doi thong tin
dmh tuyén

L4

Giao thire dinh tuyén IP

Chuyén don théng tin
Lién két nhin

L 4

Giao thire phan phdi nhin

é Mat phing chu yén tiép

R Bang dinh tuyén IP

Cac gon [P o
(ECFFIB) Cac go1IP ra

vira dén

L4

Cicgoiduge "% Cosodinhtu yén chuyén Cac go1 IP duge
gf!n nhin vira > tiép nhin (LFIB) gin nhin ra
dén

L J

Hinh 2- 1 Céu tric mdt niit MPLS
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2.1.1 Mait phing chuyén tiép (Forwarding plane):

Mit phang chuyén tiép c6 trach nhiém chuyén tiép goi dua trén gia tri
chira trong nhan. Mit phang chuyén tiép str dung mot co s¢ thong tin chuyén
tiép nhan LFIB dé chuyén tiép cac gbi. Thuat toan ma duoc st dung bai phan
tir chuyén tiép chuyén mach nhan sir dung thong tin chira trong LFIB nhu 14
cac thong tin chira trong gia tri nhan. Mdi nit MPLS c¢6 hai bang lién quan
dén viéc chuyén tiép 1a: co s¢ thong tin nhan LIB va LFIB. LIB chua tat ca
cic nhan duogc nit MPLS cuc bd danh diu va anh xa cta cac nhin nay dén
cac nhin duoc nhan tir lang giéng (MPLS neighbor) cua n6. LFIB su dung
mat tap con cac nhén chira trong LIB dé thyc hién chuyén tiép géi.

e Nhan MPLS

Mot nhan MPLS 1a mét truong 32 bit ¢d dinh véi cau trac xac dinh. Nhin
duoc dung dé xac dinh mot FEC.

DPdi v6i ATM, nhan duge dat ca ¢ hodc 1a truong VCI hoac 1a VPI cua
mao ddu ATM. Tuy nhién, néu 13 khung trong Frame Relay, nhan lai duoc dat
& truong DLCI ciia mao dau Frame Relay.

K¥ thuat 16p 2 nhu Ethernet, Token Ring, FDDI, va két ndi point — to —
point khong thé tan dung dugc truong dia chi 16p 2 ciia chung dé mang nhan
di. Nhimng k¥ thuat nidy mang nhin trong nhitng mao dau dém (shim). Mao
dau nhin dém dugc chén thém vao gitta 16p két ndi va 16p mang, nhu hinh
sau day . Viéc str dung mao dau nhan dém cho phép hd trg MPLS trén hau hét
cac k¥ thuat Lop 2. Hinh 2-2 chi ra cu trac cia mot nhin MPLS.

0 1 2 3
01234567 8901234567890123456789201

Label EXP |BoS TTL
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ATM cell header
GFC VPI VCI PTI | CLP HEC DATA
A A
Nhan
Shim header
Layer 3 Layer 4
Layer 2 header | Label Data
header header

Hinh 2- 2 CAu tric ciia nhin MPLS
Viéc ho tro cho mao dau dém yéu cau bd dinh tuyén gui c6 mot duong dan

dé chi cho bd dinh tuyén nhan biét rang khung nay chira mét mao dau chén
thém. Cac k¥ thuat khac nhau sir dung cac cach khac nhau. Ethernet st dung
gi4 tri ethertype 0x8848 va 0x8847 dé chi sy c6 mat ciia mao dau chén thém.
Gia tri Ethertype 0x8847 dugc st dung dé chi ra rang mot khung dang mang
goi unicast MPLS, va gia tri ethertype 0x8848 chi ra rang khung dang mang
g6i multicast MPLS. Token ring va FDDI cling st dung gia tri loai nay nhu la
mot phan ciia mao dau SNAP.

PPP sir dung mot Chuong trinh diéu khién mang c6 chinh stra (NCP —
Network Control Program) duoc biét dén nhu 14 giao thuc diéu khién MPLS
(MPLS CP) va danh déu tit ca nhitng goéi chira mot mao dau chén thém véi
0x8281 trong truong giao thuc PPP. Frame Relay su dung ID giao thirc 16p
mang SNAP (NLP ID — Network Layer Protocol) va ma dau SNAP duoc
danh dau véi gia tri dang 0x8847 theo do chi ra khung dang mang mao dau
chén thém. ATM st dung mao dau SNAP voi gia tri ethertype dang 0x8847
va 0x8848.

Cong nghé MPLS va wrng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006



32

Nhan MPLS chira cac truwong sau:

0 Truong nhan (label field): 20 bit dau 1a gia tri cua nhan. Gia tri nay
nam trong khoan tir 0 dén 220-1 hodc 1048575. Tuy nhién, 16 gia tri
dau tién khong duoc dung dé sir dung; n6 duoc sir dung véi nhiing ¥
nghia dac biét.

0 Cac bit tir 20 dén 22 1a 3 bit thuc nghiém (EXP — experimental).
Nhitng bit nay chi dugc str dung trong chét lugng cua dich vu (QoS);
khi cac goi MPLS xép hang c6 thé dung cac bit EXP twong tu nhu cac
bit IP uu tién (IP Precedence). Chu y: Nhirng bit dugc dat tén 1a “thuc
nghiém” 1a c¢6 1y do lich sir. Trong qua kht, khong ai biét cach sir
dung nhiing bit nay.

0 Truwong ngan xép (stack field): 1 bit, bit 23 1a bit cudi ciia ngan xép.
Bit nay s& dugc 1ap 1a 1 khi ddy 1a nhan cudi cing cua ngan xép, con
d6i v6i cac nhin khac no 1a 0 (bit BoS). Chong nhan 14 sy tap trung
ctia nhitng nhin ma duoc dit phia trén cta goi. Chong nhan cé thé chi
gdm 1 nhén, hodc nhiéu nhin. SO luong cac nhin (¢ day 1a trudong 32
bit) ma ta c6 thé tim thiy trong ngin xép 1a v6 han, mic du ta it khi
nhin thdy mot ngin xép c6 bon nhin hodc hon.

0 Truwong TTL: Bit thi 24 dén 31 1a 8 bit sir dung lam bit thoi gian song
(Time to live TTL). Nhitng TTL nay c¢6 chirc ning giéng nhu TTL
trong IP header. N6 duoc ting 1én 1 sau mdi budc nhay, va chirc ning
chinh cta né 1a trinh mot goi bi mac ket trong vong lip dinh tuyén.
Néu vong dinh tuyén xay ra va khéng c6 TTL, thi vong lip géi 13 mai
méi. Néu TTL ctia mot nhin vé 0 thi g61 s€ bi loai bo.

Chua y: Nut ATM MPLS chi mang nhitng nhan trong truong VCI hoac
VPI/VCI ciia mao ddu ATM. Cac trudng EXP, Stack, TTL khong dugc hd

trg. Tuy nhién QoS va chiic nang phat hién loop van ¢ va cé thé duoc thuc
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hién khi st dung k¥ thuat ATM.
e Cac loai nhan dac biét

0 Untagged: gbi MPLS dén duoc chuyén thanh mot goi IP va chuyén
tiép dén dich. N6 duoc dung trong thuc thi MPLS VPN.

O Nhan Implicit-null hay POP: Nhan nay dugc gan khi nhan trén (top
label) ctia g6i MPLS dén bi boc ra va goéi MPLS hay IP duoc
chuyén tiép t6i tram ké xuoi dong. Gia tri ciia nhan nay 1a 3 (truong
nhan 20 bit). Nhan nay dugc dung trong mang MPLS cho nhiing
tram ké cudi.

0 Nhan Explicit-null: dugc gan dé giir gia tri EXP cho nhén trén (top
label) ctia goi dén. Nhan trén duoc hoan ddi véi gia tri 0 va chuyén
tiép nhu mot géi MPLS t6i tram ké xudi dong. Nhan nay sur dung
khi thyc hién QoS véi MPLS.

O Nhan Aggregate: v6i nhin ndy, khi goi MPLS dén né bi boc tit ca
nhin trong chong nhan ra dé tré thanh mot goi IP va thyuc hién tra

ctru trong FIB dé xac dinh giao tiép ngd ra cho no.

(5 e S o ey S o e SR o |
Non-LSR Edge LSR1 LSR1 Edge LSR2
IP-Enabled
Router
«€—||P Hdr + Payload|====- Untagged €| Label |IP Hdr + Payloadr=
Label POP Label | Label
- - L2 |P Hdr + Payload - Imolicit-Null - L1 Lz IP Hdr + Payload --
€-| 308 [ 1308l Fip L payioad - Explicit-Null <€-| 2328 | L8980 o L . payioad)--
a L2 : o L1 L2
<€ -|IP Hdr + Payload|-- Aggregate -€- 'iﬂ”' Ii“;' IP Hdr + Payload -

Hinh 2- 3 Cac loai nhan dac biét
e Ngiin xép nhin

Nhitng bo dinh tuyén MPLS t6t (capable) can nhiéu hon 1 nhin & trén mdi
g6i dé dinh tuyén géi nay trong mang MPLS. Viéc nay dugc thuc hién bai
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viéc dat nhan trong mét ngan xép. Nhan dau tién trong ngan x&p duoc goi la
nhan dinh va nhan cudi cung duoc goi la nhan day. O giira ta ¢ thé ¢6 nhiéu

nhan. Hinh 2-4 dua ra cau truc cia ngan xép nhan.

Labal EXP | 0O TTL
Labal EXP | 0O TTL
Labal EXF |1 TTL

Hinh 2- 4 Ngiin xép nhin
Trong ngdn x€p nhan ¢ hinh trén chi 1a rang bit BoS 1a 0 d61 véi tat ca cac

nhin, trir nhan day. Dbi voi nhan day, bit BoS 1a 1.

Nhitng tng dung thuc té cia MPLS can nhiéu hon 1 nhin trong ngin xép
nhin dé chuyén tiép nhimg goi dugc gan nhan. Hai vi du tmg dung ciia MPLS
1a MPLS VPN va AToM. Ca hai tmg dung trén cia MPLS déu dat hai nhin
trong ngan xép. Trong cac gdéi MPLS co ban, nhan trén cing xuét hién ngay
sau mao dau 16p két ndi, va nhin cudi cung xuat hién ngay trudéc mao dau 16p
mang. Goi chuyén tiép dugc thuc hién cung vo1 viée sir dung gid tri nhan ctua
nhan trén cung trong ngin xép. Tuyén IP unicast khong sir dung ngin xép
nhan, nhung MPLS VPN va diéu khién luu luong lai str dung ngin xép nhan.

e Ma héa MPLS

Ngin xép nhin duoc dit ¢ dau? Ngin xép dat trude goi 16p 3 — trude
header ciia giao thirc van chuyén, nhung sau header cua 16p 2. Ngin xép
MPLS thuong dugce goi 1a header dém (shim header) béi vi tri cua no.

Hinh 2-4 thé hién vi tri cia ngan xép nhan cho cac goi dugc gan nhan.
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Layer 2 Header | MPLS Label Stack Transported Protocol

Layer 2 Frame

C6 nhiéu kiéu dong goi ma 16p 2 co thé dap tmg hoic lién két duoc co sy

hd trg cua Cisco IOS nhu: PPP, HDLC, Ethernet ... Gia thiét rang giao thirc

truyén tai la IPv4, va phuong thirc dong g6i duong link 12 PPP, luu trit nhin

hién nay l1a sau header PPP nhung truéc header IPv4. Boi vi ngin xép nhin

trong khung Lop 2 dugc dat trudc header cia Lép 3 hoac nhitng giao thirc

truyén tai khac, ta c6 thé c6 nhiing gia tri méi trong truong giao thire 10p két

nbi dir liéu, nhitng gi4 tri nay chi ra duoc phan tiép theo cua header 16p 2 sé& 14

g6i dugce dan nhan MPLS. Trudng giao thic 16p két ndi dit liéu 1a mot gia tri

chi ra loai tai ma khung 16p 2 truyén di. Bang 2-1 chi ra tén va gia tri d6i véi

truong nhan dang giao thirc (Protocol Identifier — PI) trong header 16p 2 ddi

voi cac loai dong goi 16p 2 khac nhau.

Layer 2 Encapsulation | Layer 2 Protocol Name Value (hex)
Type Identifier name
PPP PPP Protocol field 0281
Ethernet/802.3 8847
LLC/SNAP Ethertype value
encapsulation
HDLC Protocol 8847
Frame Relay NLPID (Network Level 80
Protocol ID)

Bang 2.1: Gia tri xdc dinh giao thirc MPLS cho cdc dang dong goi lop 2

ATM khéng c6 mit trong bang 2-1 ndi trén bdi vi né sir dung duy nhat

cach dong goi theo nhin. Trong bang trén, NLPID 13 0x80, gia tri ndy cho biét

header giao thirc truy nhdp mang con (subnetwork Access Protocol SNAP)
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dang duoc st dung. Header SNAP duoc st dung trong Frame Relay dé cho
bén nhan biét rang Frame Relay dang st dung giao thirc van chuyén gi.
Header SNAP bao gom Nhan dang duy nhat to chitc (Organizationally
Unique Identifier — OUI) cua 0x000000 va dang Ethernet 1a 0x8847 & day
giao thic truyén tai 1a MPLS.

Giao thirc truyén tai vé mit 1y thuyét co thé khong 1a gi hét; Cisco 10S hd
trg IPv4 va IPv6. Trong truong hop AToM, ta sé thay giao thic truyén tai co
thé 1a bat ky giao thirc phd bién 16p 2 nao, nhu Frame Relay, PPP, HDLC,
ATM va Ethernet.

e Co sé thong tin chuyén tiép nhin (LFIB)

LFIB dugc duy tri boi mot nat MPLS chira mot chudi cac entry (muc
nhap). Nhu hinh duéi day, modi duong nhap vao chira mot nhan tdi va mot

hodc vai muc phu. LFIB dugc 1ap bang chira cac gia tri trong nhan toi.

Incoming label

First subentry

Mo subentry

Incoming label

Outgoing label
Outgoing interface
Next hop address

Outgoing label
Qutgoing interface
Next hop address

Incoming label

Qutgoing label
Qutgoing interface
Mext hop address

Outgoing label
Outgoing interface
Mext hop address

Incoming label

Outgoing label
Outgoing interface
Next hop address

Outgoing label
Outgoing interface
Mext hop address

IgraphicsIDSFigDS.giF |

Hinh 2- 5 Céu triic ciia LFIB
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Mbi muc phu bao gom mot nhén ra, giao dién ra va dia chi ndt nhay tiép
theo. Cac muc phu voi dudng vao riéng biét co thé giéng hoic khac nhin vao.
Chuyén tiép Multicast yéu cAu muc phu v6i da nhan ra, ma & d6 mgt nhan vao
dugce dua dén tai mot giao dién can duogc guri to1 da giao dién ra. Thém vao
g0i ra, giao dién ra va thong tin budc nhay tiép theo, mot duong vao trong
bang chuyén tiép c6 thé bao gdm thong tin lién quan dén ngudn (resource) ciia
g6i ¢6 thé sir dung, nhu hang doi ra ma goi phai duoc dit vao.

Mot ntit MPLS c6 thé duy tri mot bang chuyén tiép don, mot bang chuyén
tiép trén mdi giao dién cua néd hodc 1a két hop ca hai. Trong truong hop co
nhiéu bang chuyén tiép, chuyén tiép goi dugc thuc hién boi gid tri cua nhin
t6i cling nhu giao dién vao ma & d6 goi dén.

e Thuit toan chuyén tiép goi:

Chuyén mach nhan str dung thuit toan chuyén tiép dua trén viéc trao doi
nhin. Nut MPLS ma duy tri mot LFIB don ldy gi tri nhan tir truong nhin tim
thdy trong goi toi va sir dung gia tri nay nhu chi s6 trong LFIB. Sau khi mot
nhan t6i match (khép) duoc tim thay, nat MPLS thay thé nhin nay trong goi
v6i mot nhin ra tir muc phu va giri goi qua giao dién ra cu thé téi nit tiép cu
thé theo béi muc phu. Néu muc phu chi ra mot hang doi ra, nuit MPLS dat goi
trong hang doi cu thé.

Néu nat MPLS duy tri nhiéu LFIB cho mdi giao dién cua nd, no su dung
giao dién vat 1y noi goi dén dé chon mot LFIB cu thé phuc vu dé chuyén tiép
g6i. Thong thuong, thuit toan chuyén tiép st dung nhiéu loai thuét toan dé
chuyén tiép unicast, multicast va goi unicast voi bit ToS duoc thiét 1ap. Tuy
nhién, MPLS chi str dung mot thuét toan chuyén tiép dua trén trao doi nhan.

Mot nit MPLS c6 thé 14y ra tit ca théng tin nd can dé chuyén tiép nhin
cling nhu dé xac dinh tai nguyén danh riéng can thiét bang viéc truy nhip bo

nh¢ don. Tra ctru toc d§ cao va khad nang chuyén tiép lam cho chuyén mach
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nhan (label switching) thanh k¥ thuat chuyén mach c6 tinh thyc thi cao.
MPLS ciing c6 thé duoc st dung dé van chuyén giao thic Lép 3 khac nhu
IPv6, IPX hodc Apple Talk tir IPv4. Pic tinh nay giip MPLS c¢6 thé tuong

thich tot v&i viéc chuyén ddi cac mang tir IPv4 sang IPv6.

2.1.2 Mat phfing diéu khién (Control Plane):

Mit phang diéu khién MPLS chiu trach nhiém tao ra va luu trir LFIB. Tt
ca cac nat MPLS phai chay mét giao thirc dinh tuyén IP dé trao d6i thong tin
dinh tuyén IP voi cac nat MPLS khac trong mang. Cac nat MPLS enable
ATM sé& dung mot bd didu khién nhan (LSC — Label Switch Controller) nhu
router 7200, 7500 hoic dung mét mé dun xir Iy tuyén (RMP — Route
Processor Module) dé tham gia xir 1y dinh tuyén IP.

Céc giao thirc dinh tuyén Link-state nhu OSPF va IS-IS 1a cac giao thuc
duoc chon vi chung cung cip cho mdi nut MPLS thong tin ciia toan mang.
Trong cac b dinh tuyén thong thudng, bang dinh tuyén IP dung dé xay dung
b6 luu trit chuyén mach nhanh (Fast switching cache) hoic FIB — Co so thong
tin chuyén tiép (ding boi CEF - Cisco Express Forwarding). Tuy nhién véi
MPLS, bang dinh tuyén IP cung cip thong tin cia mang dich va tién t6
subnet sir dung cho nhin ghép (binding). Cac giao thirc dinh tuyén link-state
nhu OSPF gui thong tin dinh tuyén (flood) gitta mot tap cac router khong nhét
thiét lién ké nhau, trong khi thong tin lién két nhan (binding) chi dwgc phan
bd gitta cac router lién ké bang giao thirc phan phéi nhian (LDP) hoic TDP
(Cisco’s Proproetary Tag Distribution Protocol). Piéu ndy lam giao thirc dinh
tuyén link — state khong thich hop véi su phan phéi thong tin lién két nhan.
Tuy nhién sy mo rong cac giao thic dinh tuyén nhu PIM va BGP c¢6 thé dugc
sit dung dé phan phdi thong tin lién két nhan. Piéu ndy 1am cho viéc phan

phéi thong tin lién két nhan phu hop voi viée phan phéi thong tin dinh tuyén
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va tranh diéu kién it xay ra ma tai d6 nat MPLS c6 thé nhan thong tin lién két
nhin va khong co thong tin dinh tuyén thich hop. N6 ciing 1am don gian hoa
toan bo hé thong van hanh béi vi né ngin ngira su can thiét ciia mot giao thirc
riéng 1¢ nhu LDP dé phan phdi thong tin nhin ghép.

Nhitng nhén trao doi véi cac nat MPLS lién ké duoc sir dung dé xay
dung LFIB. MPLS st dung mot mo6 hinh chuyén tiép dua trén trao ddi nhén
ma c6 thé dugc két ndi véi mot pham vi cac module diéu khién khac nhau.
Mobi module diéu khién chiu trach nhiém danh dau, phan phdi mot tap cac
nhan, cling nhu chiu trach nhi¢m dy tr&r thong tin diéu khién khac co lién
quan. Cac giao thirc cong dinh tuyén trong pham vi mién IGP dugc dung dé
xac nhan kha nang dén duoc, sy lién két va anh xa gitta FEC va dia chi tram
ké (next-hop address).

Thong tin lién két nhan chi dugc phan phdi giita cac router ndi truc tiép
v6i nhau bang cach ding giao thirc phan phdi LDP.

Cic médun diéu khién MPLS gom:
e Dinh tuyén Unicast (Unicast Routing)
Dinh tuyén Multicast (Multicast Routing)

K¥ thuat luu lugng (Traffic Engineer)
e Mang riéng ao (VPN — Virtual private Network)
Chét luong dich vu (QoS — Quality of Service)
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Mit phing diéu khién mot nit mang

Biéu khién Briéu khién dinh Brién khién Enéu kluen Chiit hrong

dinh myén tuvén MPLS dinh tuyén Lim hromng dich vu

MPLS IF Multwast 1P MPLS/VPN (MPLS TE) (o)
e T | - —

o

Cor sér thing tin chuyén tiép
nhin LFIB

Mt phitng dir liéu tan mGt nit mang

Hinh 2- 6 Céc thanh phin mit phang dir liéu va mit phing
di€éu khién caa MPLS

2.2 Cac phan tir chinh ciia MPLS
2.2.1 LSR (label switch Router)

Thanh phén co ban cua mang MPLS la thiét bi dinh tuyén chuyén mach
nhan LSR. Thiét bi nay thuc hién chtc ning chuyén tiép géi thong tin trong
pham vi mang MPLS bang thii tuc phan phdi nhan. Do 1a kha ning can thiét
dé hiéu duogc nhian MPLS, nhan va truyén g61 dugc gan nhan trén duong lién
két dit liéu. C6 3 loai LSR trong mang MPLS:

0 Ingress LSR — LSR vao nhan go6i chua c¢6 nhan, chén nhan (ngan
xép) vao trudc goi va truyén di trén duong két ndi dit lidu.

0 Egress LSR — LSR ra nhéan cac goi dugc gan nhan, tach nhan va
truyén ching trén duong két ndi dir liéu. LSR ra va LSR vao 1a cac
LSR bién.

0 LSR trung gian (intermediate LSR) — cac LSR trung gian nay s€
nhén cic goi ¢6 nhin t6i, thuc hién cac thao tac trén nd, chuyén

mach goi va truyén goi dén duong két ndi dir liu ding.
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Béang sau mo ta cac hoat dong cua nhan:

Aggregate G& bo nhan trén cung trong ngin xép va thuc hién tra ctru
6 Lop 3
Pop G bo nhin trén cing va truyén tai con lai nhu 1a mot goi

IP dugc gan nhan hodc khong dugc gan nhan

Push Thay nhén trén ciing trong ngin xép voi mot tap nhin

Swap Thay nhan trén cing trong ngin xép voi gid tri khac

Untag G6 bo nhan trén cung va chuyén tiép goi IP téi tram IP ké
tiép.

LSR phai ¢6 kha nang léy ra mot hodc nhiéu nhin (tdich mot hoac nhiéu
nhan tir phia trén ctia ngin xép nhan) truéc khi chuyén mach géi ra ngoai.
Mot LSR ciing phai c6 kha ning gin mot hodc nhiéu nhin vao goéi nhan dugc.
Néu géi nhan dugc d3 ¢ sin nhan, LSR day mot hodc mot vai nhin 1én trén
ngin xép nhan va chuyén mach géi ra ngoai. Néu goi chua c6 nhan, LSR tao
mot ngin xép nhan va gan nhin 1én goéi. Mot LSR phai c6 kha nang trao doi
nhan. N6 c6 ¥ nghia rat don gian khi né nhan duoc goi dd gan nhén, nhin trén
cung cua ngin xép nhin dugc trao doi v6i nhan méi va goi duoc chuyén mach
trén duong két ndi dir lidu ra.

LSR ma gin nhin 1én trén gbi dau tién duoc goi 13 LSR imposing (gin)
bdi vi n6 1a LSR dau tién dat nhan Ién trén goi. Pay 1a mot viéc bat budc ddi
v6i mot LSR vao. Mot LSR ma tach tat ca cac nhin tir goi 6 dén nhan trude
khi chuyén mach goi 1a mot LSR Disposing (tach) hay 1a mot LSR ra.

Trong MPLS VPN, cac LSR ra va vao dugc biét dén nhu mét bd dinh
tuyén cung cip bién (PE). LSR trung gian dugc biét dén nhu 1 bo dinh tuyén
ctia nha cung cip. BO dinh tuyén PE va P trd 1én phd bién dén ndi no thuong

xuyén dugc str dung khi mang MPLS khong chay MPLS VPN.
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LER (label edge Router)

Bo dinh tuyén nhin ¢ bién mang (LER) 1a thiét bi hoat dong & ranh gi6i
giita mang MPLS va mang truy cap. LER hd tro nhiéu cong ndi dén cac mang
khac nhau nhu ATM, Frame Relay, Ethernet dé chuyén tiép cac luu lugng
vao trong mang MPLS va phan phdi luu luong ndy tré lai cac mang truy cap

O dau ra.

2.2.2 LSP (label switch Path)

Puong chuyén mach nhan 13 mot tap hop cac LSR ma chuyén mach mot
g61 c6 nhan qua mang MPLS hodc mdt ph?m cua mang MPLS. Vé co ban,
LSP 1a mot dudng ddn qua mang MPLS hodc modt phan mang ma géi di qua.
LSR dau tién ctia LSP 12 mdt LSR vao, nguoc lai LSR cudi cung cua LSP 1a
mot LSR ra. Tat ca cac LSR & giita LSR vao va ra chinh 1a cdc LSR trung
gian. Trong hinh 2-5 dudi day, miii tén ¢ trén cung chi huong bdi vi duodng
chuyén mach nhan 13 dudng theo mot phwong hudng duy nhat. Ludng cta cac
g01 c6 nhan trong mot hudng khac — tir phdi sang trai — gitta cung cac LSR

bién s€ la mot LSP khac.

Label Switched Path

-
o

r e e e -
G1d [d 1d 135
Ly ey i, R,

Ingress LSk LSH Egress
LSR LSH

MPLS Metwork

Hinh 2- 7 Vi du vé mjt LSP qua mang MPLS
LSR vao cua mgt LSP khong nhat thiét phai 1a by dinh tuyén dau tién gan

nhin vao goi. G6i co thé di dugc gan nhdn boi cac LSR trude do. Pay 1a
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truong hop nay 1a mot LSP xép 16ng (ghép), hay 1a c6 mot LSP trong mot
LSP khéc.

Trong hinh 2-8, ta c6 thé théy LSP ma trai rong toan bd do rong mang
MPLS. Mot LSP khac bt dau tai LSR thit ba va két thic ¢ trude LSR cudi
cung.Do d6, khi mot goi di vao LSP thtr hai trén cong LSR vao cua né (co
nghia 1a LSR thtr ba), n6 da thyc su dugc dan nhan. LSR vao ctia LSP nested
(ghép) sau d6 gan mot nhan thir hai 1én trén goéi. Ngin xép nhan cua gbi trén
LSP tht hai bay gio da c6 2 nhan. Nhan trén cung s€ phu thudc vao LSP
nested (ghép), va nhin duéi cing s& phu thudc vao LSP ma trai rong hét toan
bd mang MPLS. Pudng ham diéu khién luu luong du phong 1a mot vi du cho

LSP nested (ghép)

Label Switched Path

>
Label Switched Path -
T T T Rtk TS Ty
| ".""<‘\| | '-.-'{-\| | -]—f{-\l -]-!{-\' | 1I-."<-'\ Sy
Ingress LSR L=R LER LSRR Edress
LSR LSR

MPLS Metwork

Hinh 2- 8 M6 hinh LSP Nested

2.2.3 FEC (Forwarding Equivalence Class)

Lop chuyén tiép tuong duong (FEC) 1a mot nhom hoac ludng cac goi duoc
chuyén tiép doc theo ciing mot tuyén va dugc xir Iy theo cing mot cach
chuyén tiép. Tat ca cac goi cung thuoc mot FEC s& co nhan giong nhau. Tuy
nhién, khong phai tat ca cac goi ¢6 cuing nhin déu thudc cing mot FEC, boi vi
gia tri EXP cua chung c6 thé khac nhau; phuong thirc chuyén tiép khac nhau

va né ¢o thé phu thudc vao FEC khac nhau.
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B6 dinh tuyén ma quyét dinh géi ndo thuéc mot FEC nao chinh 1a LSR bién
vao. Pay 1a logic vi LSR bién vao sip xép va dan nhin vao goi. Sau day 1a
mot vai vi du vé FEC:

e Nhiing goi v6i dia chi IP dich 16p 3 khép (match) véi mot tién td nao
doé

e Goi truyén multicast thuoc nhém nao do.

e Goi voi cung phuong thirc chuyén tiép, dua trén thir tu vu tién hoic
truong diém ma DiffServ IP (DSCP)

e Khung 16p 2 chuyén qua MPLS nhan dugc trén mot VC hodc mét giao
dién LSR bién vao va truyén trén mdt VC hodc giao dién trén LSR bién
ra.

e Nhiing g6i voi dia chi dich IP 16p 3 ma thudc mot tap tién t6 BGP Giao
thirc cong bién, tit ca véi cing BGP budc tiép theo.

Vi du cubi cung cua FEC 1a mét sy quan tam dic biét. TAt ca cac g1 trén
LSR bién vao ma dia chi IP dich chi t6i mot tap cac tuyén BGP trong bang
dinh tuyén — tat ca cung dia chi budc nhay tiép theo BGP — thudc ciing mot
FEC. Piéu nay c6 nghia tit ca cac goi di vao trong mang MPLS c6 dugc mot
nhin tiy thudc vao budc nhay BGP tiép theo 1a gi. Hinh 2-9 dua ra vi du
mang MPLS tai d6 tit ca cac LSR bién chay BGP trong (iBGP).
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Intamal BGP

iBGP
Mext Hop

e
|_£'_'f :"' Packal Qut
'-.'{\

Egrazs
LSR

Facket In

Hinh 2- 9 Mang MPLS chay iBGP )
Dia chi IP dich cua tat ca cac goi IP ma di vao LSR vao s€ dugc tim thay

trong bang chuyén tiép IP. TAt ca nhirng dia chi nay lai phu thudc vao mot tap
hop céc tién té ma chung duoc tim thiy trong mang dinh tuyén nhu 14 tién to
BGP (BGP Prefixes). Rt nhiéu tién t& BGP trong bang dinh tuyén c6 cing
mot dia chi budc nhay BGP tiép theo, cu thé 1a mot LSR ra. Tat ca cac gbi véi
mot dia chi IP dich, ma sy tra ctru IP trong bang dinh tuyén dé quy toi cing
dia chi buéc nhay BGP tiép theo, s& duoc ndi téi cung mdt FEC. Nhu da noi &
trén, tat ca cac goi ma thude cung mot FEC ¢ cung nhin dugc gan bai LSR

Vao.

2.3  Cac giao thirc sir dung trong MPLS
2.3.1 Phéan phoéi nhin
Nhén dau tién duoc gan trén mot LRS vao va nhin nay sé thudc mot LSP.
Tuyén di ctia go1 qua mang MPLS duogc quy dinh (bound) béi mot LSP. Su
thay doi chinh trong qué trinh chuyén tiép 1a nhan trén cling trong ngan xép

nhan dugc trao doi tai moi budce nhay. LSR vao s€ gan mot hodc nhiéu nhan
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1én goi. LSR trung gian s& thuc hién viéc trao d6i nhan trén cung (nhan di
vao) cua goi nhan dugc (goéi da dugc gan nhan) véi mdt nhan khac (nhan di
ra) va truyén goi trén duong két ndi ra. LSR ra ctua LSP sé& 1y toan b nhan
ctia LSP nay va chuyén tiép goi.

Xem xét vi du vé& mit phang IPv4 trén MPLS, ddy 1a vi du don gian nhat
vé mang MPLS. Mit phang IPv4 — trén MPLS 14 mdt mang ma bao gdm mot
sd cac LSR chay giao thirc cong trong IGP (vi du tuyén mé ngin nhat OSPF,
IS — IS, va giao thic dinh tuyén cong trong ning cao EIGRP). LSR vao tim
kiém dia chi IPv4 dich cua goi, gan nhan, va chuyén tiép goi. LSR tiép theo
(va bat ky LSR trung gian khac) nhin goi trao doi nhin nhan véi nhin gui, va
chuyén tiép goi. LSR ra tach nhin va chuyén tiép goi IPv4 khong c6 nhén trén
duong két ndi ra. Pé thyc hién viéc nay, nhitng LSR lién ké phai dong y véi
nhin sir dung cho mdi tién té IGP. Do d6, mdi LSR trung gian phai c6 kha
nang tinh todn dé thuc hién viéc trao doi nhin guri va nhan nhan cho nhau.
Diéu nay c6 nghia 13 ta can phai c6 mot ki thuat dé bao cho bo dinh tuyén
biét nhin nao duoc sir dung khi chuyén tiép géi. Giira mdi cip bd dinh tuyén
lién ké 1a nhitng nhan ndi bd. PSi voi nhitng bo dinh tuyén lién ké dé dong y
nhirmg nhin ma st dung cho tién t6 ndo,giita chiing can c6 mot vai mau giao
tiép; néu khong, nhitng bo dinh tuyén s& khong biét nhin guri nao can ndi véi
nhan nhan nao. Do d6 can thiét phai c6 giao thic phan phdi nhan.

e Phéan phdi nhin véi LDP

Giao thtrc phan phdi nhin dugc nhom nghién ctru MPLS cua IETF xdy
dung va ban hanh duéi tén RFC 3036. Phién ban méi nhat duoc cong bd nam
2001 dua ra nhitng dinh nghia va nguyén tic hoat dong cta giao thirc LDP.
Giao thtrc phan phdi nhin duoc str dung trong qué trinh gan nhin cho cic goi
thong tin yéu cau. Giao thic LDP 1a giao thirc diéu khién tach biét dugc cac

LSR sir dung d¢é trao doi va diéu phdi qua trinh gdn nhan/FEC. Giao thirc nay
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1a tap hop cac thi tuc trao doi cac ban tin cho phép cac LSR sir dung gia tri
nhan thuéc FEC nhét dinh dé truyén cac géi thong tin.

Label Distribution Protocol
vole o Mar Dacy Sess At Motf
[
i ¥ T ¥
: ! ] ]
s DO3FPF ULF TCP
g Igr Quin Iy LDF
5 i H 3 Disey Bantin phit hign
= P Sess Ban tin gquin I plién
- Akt Pt hénh LTDP
e : 1 i Hotf Ban tin xde nhin
H MPLS Furd ARP
I ¥
LIAC
FHY

I:I Thanh phén giao thic MPLS

I:I Tharh phin giao thitc non-MPLS

Hinh 2- 10 Quan hé¢ giira cac LDP véi cac giao thirc khac.

Mot két ndi TCP duoc thiét 1ap giita cac LSR ddng cap dé dam bao céc
ban tin LDP duoc truyén mot cach trung thuc theo ding thur tu. Cac ban tin
LDP c6 thé xuat phat tir trong bat cit moét LSR (diéu khién duong chuyén
mach nhin LSP doc lap) hay tir LSR bién 16i ra (diéu khién LSP theo 1énh) va
chuyén tir LSR phia trudc dén LSR bén canh phia sau. Viéc trao ddi cic ban
tin LDP ¢6 thé dugc khoi phat bai su xuét hién cia ludng sb liéu dic biét, ban
tin 14p du trir RSVP hay cap nhat thong tin dinh tuyén. Khi mot cap LSR da
trao d6i ban tin LDP cho mét FEC nhat dinh thi mot duong chuyén mach LSP
tir dau vao dén dau ra duoc thiét 1ap sau khi mbi LSR ghép nhén dau vao voi

nhan dau ra twong tng trong LIB ctia né.
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e Cic tinh chit co ban ciia giao thirc phin phdi nhin LDP
LDP c6 cac tinh chét co ban nhu sau:

0 Cung cép co ché nhan biét LSR cho phép cac LSR ngang cap tim kiém

nhau va thiét 1ap két ndi.

0 PDinh nghia bdn 16p ban tin:

» (Cac ban tin DISCOVERY

= Céc ban tin ADJCAENCY, dé giai quyét van dé khai tao, duy
tri, huy bo cac phién gitra hai LSR.

= Cac ban tin LABEL ADVERTISEMENT, giai quyét thong
béo, yéu cau, thu hoi va loai bo két hop nhan.

= Cac ban tin NOTIFICATION, sir dung dé cung cap cac thong
tin trg giup va thong tin 15i tin hiéu.

0 Chay trén TCP cung cip phuong thiic phan phdi ban tin dang tin cay
(ngoai trir cac ban tin DISCOVERY)

0 Thiét ké cho phép kha ning mo rong dé dang, s dung cac ban tin dugc
x4c dinh nhu mot tip hop cac ddi twong ma hoa TLV (kiéu, d6 dai, gia
tri).

Mi hoéa TLV nghia 1a mdi d6i tuong bao gdm mot trudng kiéu biéu thi vé
loai ddi twong chi dinh, mot truong d6 dai thong bao do dai cua dbi tuong va
mot truong gia tri phu thudc vao truong kiéu. Hai truong dau tién c6 do dai cb
dinh va dugc dat tai vi tri dau tién cua ddi tuong cho phép dé dang thyc hién
viéc loai bo kiéu dbi twong ma nd khong nhan ra. Trudng gia tri c6 mot d6i
tugng c6 thé gdm nhiéu ddi trong ma hoa TLV hon.

e Thi tuc phat hién LSR lan can
Thu tuc phat hién LSR 1an can cia LDP chay trén UDP va thuc hién nhu sau:

0 Mot LSR dinh ky gui di ban tin HELLO t6i cac cong UDP da biét

trong tat ca cac b dinh tuyén trong mang con ctia nhém multicast.
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0 Tat ca cac LSR tiép nhan ban tinh HELLO nay trén cong UDP. Nhu
viy, tai mot thoi diém nao d6 LSR s& biét duoc tit ca cac LSR khac ma
n6 c6 két ndi tryc tiép.

0 Khi LSR nhan biét dugc dia chi ciia LSR khac bang co ché nay thi nd
s& thiét 1ap két ndi TCP dén LSR do.

0 Khi d6 phién LDP duoc thiét 1ap gitta 2 LSR. Phién LDP 1a phién hai
chiéu nghia 1a méi LSR & hai dau két ndi déu co thé yéu cau va giri lién

két nhan.

Y

A

B @ O
B @ &

Hinh 2- 11 Thu tuc phat hién LSR lan can

Trong trudng hop cac LSR khong két ndi tryc tiép trong mot mang con
(subnet) nguoi ta sir dung mot co ché bo sung nhu sau:

LSR dinh ky giri ban tin HELLO dén cong UDP da biét tai dia chi IP xac
dinh dugc khai bao khi lap cAu hinh. Pau nhan ban tin nay co thé tra 1oi lai
bing ban tin HELLO khac truyén mot chiéu nguoc lai dén LSR guri va vige
thiét 1ap cac phién LDP duoc thuc hién nhu trén.

Thong thuong truong hop nay hay dugc ap dung khi gitta 2 LSR ¢6 mot
nhan LSP cho diéu khién luu luong va né yéu cau phai gui cac goi c6 nhin

qua duong LSP do.
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e Giao thirc truyén tai tin ciy

Viéc quyét dinh sir dung TCP dé truyén cac ban tin LDP 1a mot van dé can
xem xét. Yéu cau vé do tin cdy 1a rat can thiét: néu viéc lién két nhin hay yéu
cau lién két nhian dugc truyén mot cach khong tin ciy thi luu luong ciing
khong duoc chuyén mach theo nhan. Mot van dé quan trong nita d6 1a thu tu
cac ban tin phai bao dam ding. Nhu vay liéu viéc sit dung TCP dé truyén
LDP c6 bao dam hay khong va co nén xay dung ludn chirc ning truyén tai
nay trong ban than LDP hay khong?

Viéc xdy dung cac chirc ning bao dam do tin ciy trong LDP khong nhat
thiét phai thuc hién toan bd cac chirc ning ctia TCP trong LDP ma chi can
dirng lai & nhitng chtrc ning can thiét nhit vi du nhu chic ning diéu khién
tranh tic nghén dugc coi 1a khong can thiét trong LDP... Tuy nhién viéc phat
trién thém céac chtrc ning dam bao do tin ciy trong LDP ciling c6 nhiéu van dé
can xem xét vi du nhu céc bo dinh thoi cho cac ban tin ghi nhan va khong ghi
nhan, trong truong hop st dung TCP chi can 1 bo dinh thoi caa TCP cho toan
phién LDP.

Thiét ké mot giao thic truyén tai tin cdy 1a mot van dé nan giai. Da co rat
nhiéu cb gang dé cai thién TCP nham 1am ting d¢ tin cdy cua giao thirc truyén
tai. Tuy nhién van dé hién nay van chua 1d rang va TCP van duoc st dung
cho truyén tai LDP.

e Cac ban tin LDP

C6 4 dang ban tin co ban sau day:

O Ban tin Initialization

O Ban tin KeepAlive

0 Ban tin Label Mapping
O Ban tin Release

= Ban tin Lable Withdrawal
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* Ban tin Request
= Ban tin Request Abort.

O Dang ban tin Initialization

Céc ban tin thudc loai nay gii di khi bat ddu mot phién LDP gitta 2 LSR
dé trao ddi cac tham sd, cac tiiy chon cho phién. Cac tham sb nay bao gom:

- Ché d6 phan b6 nhin
- Céc gia tri b dinh thoi
- Pham vi cdc nhan st dung trong kénh gitra 2 LSR do.

Ca 2 LSR déu c6 thé giri cac ban tin Initialization va LSR nhan s& tra 101
bang KeepAlive néu cac tham sé duge chap nhan. Néu c6 mot tham sé nao do
khong dugc chap nhan LSR tra 101 thong bao c6 16i va phién két thic.

O Dang ban tin KeepAlive

Céc ban tin KeepAlive dugc gui dinh ky khi khong c6 ban tin nao duogc
giri dé dam bao cho mdi thanh phan LDP biét rang thanh phan LDP khac
dang hoat dong t6t. Trong truong hop khong xuat hién ban tin KeepAlive hay
mot s6 ban tin khic cia LDP trong khoang thoi gian nhat dinh thi LSR s& xac
dinh d6i phuong hodc két ndi bi hong va phién LDP bi ding.

O Dang ban tin Label Mapping

Céc ban tin Label Mapping duoc sir dung dé quang bé lién két giita FEC
(Prefix dia chi) va nhan. Ban tin Label Withdrawal thuc hi¢n qua trinh nguoc
lai: n6 dugc st dung dé xo6a bo lién két vira thuc hién. Ban tin nay dugc st
dung khi c6 su thay doi trong cdu hinh LSR 1am tam dung viéc chuyén nhan
cac gobi trong FEC do.

O Dang ban tin Label Release

Ban tin ndy duoc sir dung boi LSR khi nhan duoc chuyén doi nhian ma nod
khong can thiét nita. Didu d6 thudng xay ra khi LSR giai phong nhan thay nat
tiép theo cho FEC d6 khong phai 1a LSR quang ba lién két nhan/FEC d6.
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Trong ché d6 hoat dong gan nhin theo yéu cau tir phia truéc, LSR s& yéu
cAu gan nhédn tr LSR 1an cén phia truéce sir dung ban tin Label Request. Néu
ban tin Label Request can phai huy bo trudc khi duoc chap nhan (do nit ké
tiép trong FEC yéu cau da thay d6i), thi LSR yéu ciu sé& loai bo yéu ciu véi
ban tin Label Request Abort.
e Cic ché a6 phan phdi nhin
Chung ta di biét mot sd ché do hoat dong trong viéc phan phdi nhin nhu:
khong yéu cau phia trude, theo yéu cu phia trude, diéu khién LSP theo 1énh
hay ddc 1ap, duy tri tién tién hay bao thi. Cac ché d6 nay dugc thoa thuan boi
LSR trong qua trinh khéi tao phién LDP.
Khi LSR hoat dong & ché d6 duy tri bao thi, n6 sé chi giit nhitng gid tri
Nhan/FEC ma né can tai thoi diém hién tai. Cac chuyén d6i khac duoc giai
phong. Nguoc lai trong ché do duy tri tién tién. LSR giit tat ca cac chuyén doi
ma no dugc thong bao ngay ca khi mot sé khong duoc str dung tai thoi diém
hién tai. Hoat dong cua ché d6 nay nhu sau:
o LSRI1 giri gin két nhin vao mot sé6 FEC dén mot trong cac LSR 1an
can (LSR 2) n6 cho FEC @6.

0 LSR2 nhan thay LSR1 hién tai khong phai 1a nut tiép theo dbi véi
FEC d6 va n6 khong thé sir dung gan két nay cho muc dich chuyén
tiép tai thoi diém hién tai nhung no van luu viéc gén két nay lai.

0 Tai thoi diém nao d6 sau nay cé su xuat hién thay doi dinh tuyén va

LSR 1 tr& thanh nat tiép theo ciia LSR2 d6i v6i FEC d6 thi LSR2 s&
cap nhat thong tin trong bang dinh tuyén twong Ung va cé thé
chuyén tiép cic goi co6 nhian dén LSRI trén tuyén méi cta chiing.
Viéc ndy duoc thuc hién mét cach tur dong ma khong can dén bao

hiéu LDP hay qué trinh phan bd nhan méi.
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Uu diém 16n nhét cia ché d6 duy tri tién tién d6 1a kha ning phan ung
nhanh hon khi ¢ su thay doi dinh tuyén. Nhuoc diém 16n nhat 1a 1ang phi b
nhG va nhan. Pidu nay dic biét quan trong va co anh hudng rat 16n ddi véi
nhitng thiét bi luu trit bang dinh tuyén trong phan cimg nhu ATM — LSR.
Thong thudng ché do duy tri bao tha nhin dugc sir dung trong cac ATM —
LSR.

2.3.2 Giao thirc dit trudc tai nguyén
Sau khi dd xem xét nhitng thanh phan chinh trong cau trac dich vu tich
hop, phan nay chung ta s& tap trung vao giao thiic bao hiéu RSVP 1a giao thirc
béo hiéu dong vai tro rat quan trong trong MPLS. RSVP 1a giao thic cho
phép cac tmg dung thong bao cac yéu cau vé QoS véi mang va mang sé dap
mg bang nhiing thong bao thanh céng hodc thit bai. RSVP phai mang céc
thong tin sau:

0 Théng tin phan loai, nhd ndé ma cac ludng luu luong vai cac yéu cau
QoS cu thé co thé dugc phan biét trong mang. Thong tin nay bao gom
dia chi IP phia guri va phia nhén, s6 cong UDP.

0 Chi tiéu k¥ thuat cua ludng luu lugng va cac yéu cau QoS, theo khudn
dang TSpec va RSpec, bao gom cac dich vu yéu cau (c6 bao dam
hoic tai diéu khién)

R rang 1a RSVP phai mang nhiing thong tin ndy tir cdc may chu toi tat
ca cac tong dai chuyén mach va cac bo dinh tuyén doc theo duong truyén tir
bo giri dén bo nhén, vi vay tat ca cac thanh phan mang nay phai tham gia vao
viéc dam bao cac yéu cau QoS cua tmg dung.

RSVP mang cac thong tin trong hai loai ban tin co ban la: PATH va
RESV. Cac ban tin PATH truyén tor by guri té1 mot hodc nhiéu b nhan cb

chtra TSpec va cac thong tin phan loai do bd giri cung cap. Mot 1y do cho
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phép c6 nhiéu b nhan 13 RSVP duoc thiét ké dé hd trg multicast. Mot ban tin
PATH bao gio cling dugc gui toi mot dia chi dugc goi 1a dia chi phién, n6 co
thé 1a dia chi unicast hodc multicast. Chung ta thudng xem phién dai dién cho
mot ing dung don, n6 dugc xac nhan béng mot dia chi dich va sb céng dich
sit dung riéng cho umg dung. Trong phan tiép theo ching ta s& thiy rang
khong c6 1y do nio dé xem xét mot phién theo cach han ché nhu vay.

Khi b nhan nhan duoc ban tin PATH, né c6 thé guri ban tin RESV tré lai
cho bd giri. Ban tin RESV xé4c nhan phién c6 chira thong tin vé sé cong danh
riéng va RSpec xac nhan mirc QoS ma bd nhan yéu cau. N6 ciing bao gém
mot vai thong tin xem xét nhitng bo gui nao dugc phép sur dung tai nguyén
dang duoc cap phat. Hinh 2-12 biéu dién trinh ty ban tin trao ddi gitra bo gui
va nhan. O day chung ta luu ¥ rang cac cong danh riéng 1a don cong. Néu can
sir dung cac cong danh riéng song cong (vi du nhu phuc vu cho thoai truyén
thong) thi phai cd cac ban tin bd sung theo chiéu nguoc lai. Ciing chi ¥ rang
cac ban tin duoc nhan va chuyén tiép boi tat ca cac bod dinh tuyén doc theo
duong truyén thong tin, do d6 viée cip phat tai nguyén c6 thé duoc thuc hién
tai tAt ca cac nit mang can thiét.

Khi cac céng danh duoc thiét lap, cac by dinh tuyén nam gifra bo guri va
bd nhan s€ xac dinh cac gobi tin thudc céng danh riéng nao nho viéc kiém tra
nim trudng trong phan mao dau cua IP va giao thic truyén tai d6 1a: dia chi
dich, s6 cong dich, sé giao thirc (vi du UDP), dia chi ngudn va cong ngudn.
Chiing ta goi tap cac géi tin duoc nhin dang theo cach nay 1a luong danh
riéng. Cic goi tin trong ludng danh riéng thuong bi khéng ché (dam bao cho
ludng khong phét sinh lwu luong vuot qua so voi thong bao trong TSpec) va
xép vao hang doi dé phu hop voi yéu cau vé QoS. Vi du mot cach dé co dich
vu bao dam 1a sir dung cac hang doi co trong sb (WFQ), & ddy mdi cong danh

riéng khac nhau dugc xem nhu mdt luong doi vaoi cac hang doi, va trong so
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duoc 4n dinh cho mdi ludng phu hop voi tée do dich vu yéu cau trong RSpec
cua no.

Dbi v6i cac ludng unicast thi RSVP 1a kha don gian. N6 tré nén phirc tap
hon trong méi trudng multicast, bai vi ¢ thé co rat nhiéu bo phan danh riéng
cong cho mot phién don va cac bo phan khac nhau c6 thé yéu ciu cac muc
QoS khac nhau. Hién nay MPLS chu yéu tap trung vao cac ung dung unicast
cua RSVP, chung ta s€ khong di sau vao khia canh multicast cia RSVP.

Diém cubi cung phai chi y vé RSVP: day 1 giao thirc “trang thai mém”.
Dic tinh dé phan biét giao thirc trang thai mém véi cc giao thirc khac 13 trang
thai s& ty dong hét hiéu luc sau mot thoi gian trir khi nd duoc refresh lién tuc
theo chu ky. Piéu d6 c6 nghia RSVP s& dinh ky giri di cac ban tin PATH va
RESV dé lam tuoi cac cong danh riéng. Néu chung khong duge giri trong mot

khodng thoi gian xac dinh thi cac céng danh riéng ty dong bi hity bo.

| =

Hinh 2- 12 Thi tuc bao hiéu trong RSVP

—a

v

e MPLS hj tr¢ RSVP
Trong phan nay chiing ta chi tip trung vao vai trd cia RSVP trong mang
MPLS vé khia canh hd tro QoS.
Muc tiéu dau tién cia viéc bd sung hd trg RSVP vao MPLS 1a cho phép
cac LSR dya vao viéc phan loai goi tin theo nhan chir khong phai theo mao
dau IP nhdn biét cac goi tin thudc cac ludng cua cong danh riéng. Noi cach

khéc, can phai tao va két hop phan phoi gitta cac luong va cac nhan cho cac
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ludng c6 cac cong danh riéng RSVP nhu 1a mot trudng hop riéng khac cua
FEC.

Diéu nay tré nén kha dé dang dé két hop cac nhin vdi cac ludng danh
riéng trong RSVP, it nhat 14 véi unicast. Chung ta dinh nghia mot déi tugng
RSVP méi 1a dbi tugng LABEL duoc mang trong ban tin RSVP RESV. Khi
mot LSR mudn gui ban tin RESV cho mét luéng RSVP méi, LSR cép phat
mot nhan tir trong tap nhan roi, tai mot 161 vao trong LFIB cta n6 véi nhan 161
vao duoc dit cho nhin cip phat, va guri di ban tin RESV ¢6 chira nhin nay
trong ddi twugng LABEL. Chu y 1a cac ban tin RESV truyén tir bd nhan t6i bo
gui 12 dudi dang cip phat nhan xudi.

Khi nhan dugc ban tin RESV chtra d6i twong LABEL, mot LSR thiét lap
LFIB cta nd véi nhin nay 14 nhén 16i ra. Sau d6 n6 cap phat mot nhin dé sir
dung nhu 1 nhan 16i vao va chén né vao ban tin RESV trudc khi giri n6 di.
RS rang 13, khi cac ban tin RESV truyén 1én LSR ngugc thi LSP duoc thiét
1ap doc theo tuyén dudng. Ciing chd ¥ 13, khi cac nhin duoc cung cip trong
cac ban tin RESV, mdi LSR ¢6 thé d& dang két hop cac tai nguyén QoS phu
hop voi LSP. Hinh 2-13 minh hoa qué trinh trao d6i nay. Trong trudng hop
nay chiing ta gia st cac mdy chu khong tham du vao viéc phan phdi nhan.
LSR R3 cip phét nhan 5 cho cong danh riéng niy va thong bao no voi R2. R2
cap phat nhin 9 ciing cho cbng danh riéng nay va thong bao nd véi R1. Bay
gio da co mot LSP cho ludng danh riéng tir R1 dén R3. Khi cac goi tin tuong
tmg véi cong danh riéng nay (vi du géi tin gai tr H1 t6i H2 voi sb cong
ngudn, dich thich hop va sd giao thirc giao van thich hop) toi R1, R1 phan
biét n6 bang cac thong tin mao dau IP va 16p truyén tai dé tao ra QoS thich
hop cho cong danh riéng vi du nhu dic diém va hang doi cac goi tin trong
hang doi 161 ra. Noi cach khac, no thue hién cac chic nang cua mot by dinh

tuyén tich hop dich vu st dung RSVP. Hon nita, R1 dua mao dau nhan vao
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cac goi tin va chén gia tri nhan 16i ra 1a 9 trude khi gui chuyén tiép géi tin t6i
R2.

Khi R2 nhan goi tin mang nhén 9, né tim kiém nhén d6 trong LFIB va tim
tat ca cac trang thai lién quan dén QoS dé xem kiém soét ludng, xép hang doi
goi tin, v.v.. nhu thé nao. Piéu nay tat nhién khéng can kiém tra mao dau 16p
IP hay 16p truyén tai. Sau d6 R2 thay thé nhan trén géi tin véi mot nhan 16i ra

to LFIB cua n6 (mang gia tri 5) va guri goi tin di.

S & 8580

_ Hinh 2- 13 Nhén phén phéi trong ban tin RESV
Luu y rang, do viéc tao ra nhan két hop duoc di€u khién boi cac ban tin

RSVP vi vay viéc két hop duogc diéu khién nhu trong cac moi truong khéc
cua MPLS. Ciing chu y 1a day cling 1a mot vi du chirg t6 viéc mang thong tin
két hop nhin trén mot giao thirc c6 sdn khong can mot giao thirc riéng nhu
LDP.

Mot két qua thu vi ciia viéc thiét 1ap mot LSP cho mot ludng véi cong
danh riéng RSVP 1a chi c6 mot bd dinh tuyén dau tién trong LSP ma trong vi
du trén 12 R1 lién quan téi viéc xem lidu cac goi tin thudc ludng danh riéng
nao. Piéu nay cho phép RSVP duoc 4p dung trong mdi truong MPLS theo
cach ma né khong thé thyc hién duoc trong mang IP truyén thong. Theo quy
wéc, cac cong danh riéng RSVP ¢o thé tao chi cho nhiing ludng tng dung
riéng 1¢, tic 13 nhimg ludng duoc xac dinh nhd nam truong mao dau nhu mo
ta phia trudc. Tuy nhién, co thé dat cu hinh R1 dé lwa chon cac géi thR dua
trén mot s cac tiéu chuan. Vi du R1 ¢o théITelt;/] tat cée{l%\ g;')ll_!in cd cung mot

tién t6 ung v4i mot dich va day chung vao LSP. Vi vy thay vi c6 mot LSP
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cho mdi luéng tmg dung riéng, moét LSP ¢6 thé cung cap QoS cho nhiéu
ludng lwu lwong. Mot ing dung cua kha ning nay 1a ¢ thé cung cap “duong
dng” voi bang thong dam bao tir mot Site ciia mot cong ty 16n dén mot Site
khéac, thay vi phai st dung duong thué bao riéng gitra cac Site nay. Kha nang
nay cling hiru ich cho muc dich diéu khién luu lugng, & ddy mot luu luong
16n can duoc gui doc theo cac LSP véi bang thong du dé tai lugng.

Pé hd trg mot vai cach st dung ting cudng ciia RSVP, MPLS dinh nghia
mot ddi twong RSVP méi c6 thé mang trong ban tin PATH la: ddi tuong
LABEL REQUEST. DPbi tuong nay thuc hién hai chtrc ning. Thir nhat, n6
duoc st dung dé thong bao cho mot LSR tai phia cudi ctia LSP giri RESV tro
vé dé thiét 1ap LSP. Diéu nay hitu ich cho viéc thiét 1ap cac LSR site — to —
site. Thir hai, khi LSP duoc thiét 1ap cho mot tap cac goi tin, khong chi 1a mdt
ludng tmg dung riéng, ddi tuong chira mot trudng dé xac dinh giao thire lop
cao hon s& str dung LSP. Truong ndy duogc sir dung gidng nhu ethertype hoic
tuong tu nhu ma dé phan kénh dé xac dinh giao thirc 16p cao hon (IPv4, IPX,
v.v...), vi vay s& khong c6 truong phan kénh trong mao dau MPLS nita. Do
vay, mot LSP co thé can duoc thiét 1ap cho mdi giao thtrc 16p cao hon nhung
& day khong gidi han nhitng giao thirc ndo duge hd tro. Pac biét, khong yéu
cau cac goi tin mang trong LSP dugc thiét 1ap sir dung RSVP phai 14 cac goi
tin IP.

e RSVP va kha nang mé rong

Mot trong nhitng diéu chic chin vé RSVP 13 né c6 thé chiu ton that vé kha
ning mé rong & mot mirc nao day. Trong thyuc té, dic tinh nay khong chinh
xac hoan toan. RSVP khoi dau duge thiét ké dé hd trg du trir tai nguyén cho
cac ludng tng dung riéng va day 1a nhiém vu voi nhitng thach thic vé kha
nang mé rong von co.

Chinh xac thi kha ndng m¢ rong 1a gi? Noi chung thudt ngr nay dugc su
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dung dé chi giéi han str dung tai nguyén tang nhanh nhu thé nao khi mang 16n
hon. Vi du trong mang IP quy mé 16n nhu mang xuwong song nha cung cép
dich vu Internet, chung ta c6 thé quan tam dén liéu mot bang dinh tuyén s€
chiém bd nhd ciia bo dinh tuyén 16n dén murc nao, kha ning bo xir Iy va bang
thong lién két. Vi thé, bang dinh tuyén ting chdm hon nhiéu so voi s6 nguoi
sir dung két n6i vao mang.

Dy trit tai nguyén cho cac ludng ing dung riéng rd rang la anh huong xau
dén kha ning mé rong. Ching ta c6 thé cho rang mdi ngudi sir dung sé du trix
tai nguyén tai mot vai tde do trung binh, vi thé sd tai nguyén du trlt dugc tao
ra qua mang 16n c6 kha ning ting nhanh bang sd ngudi sit dung cua mang.
Diéu nay s& dan dén chi phi 16n néu mdi bd dinh tuyén phai luu trit trang thai
va tién trinh mot vai ban tin cho mdi tai nguyén du trir cho ludng Gmg dung
riéng.

N6i tom lai, s& chinh xac hon néu néi ring murc du trir tai nguyén cho cac
ludng tmg dung 1a kém hon so v6i RSVP. Sy khac nhau nay dic biét quan
trong khi ching ta xem xét rang RSVP khong nhitng doi hoi cho viéce du trix
tai nguyén cho cac ludng tmg dung riéng ma con dy trit tai nguyén cho luu
luong tong hop.

Trong mot mién MPLS, mdt nhin gan t61 mot dia chi (FIB) dich dugc
phan phdi t6i cac lang giéng nguoc dong sau khi thiét 1ap session. Viéc két
ndi gifta mang cu thé v&i nhan cuc bd va mot nhan tram ké (nhan tr router
xudi dong) duogc luu trit trong LFIB va LIB. MPLS dung cac phuong thuc
phan phdi nhin nhu sau:

- Yéu cau xudi dong (Downstream on demand).

- Tu nguyén xu6i dong (Unsolicited downstream).
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Downstream on Demand Label Distribution

Network
172.16.10.0/24 -(———| Need Label Mapping for 172.16.10.0/24 F-
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Z
b
R1 = - Label Mapping: 17-=172.16.10.0/24 —— Rz
Edge LSR EI | F LSR
Unsolicited Downstream Label Distribution
Network
172.16.10.0/24 ————| Label Mapping: 17->172.16.10.0/24 F——-).
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R1 A2
Edge LSR LSR

Hinh 2- 14 Phwong thirc phan phoi nhin
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CHUONG 3
MANG RIENG AO MPLS VPN
3.1 Giéi thiéu vé MPLS VPN
3.1.1 Dinh nghia VPN

Ngay nay, mdt cong ty c6 tru s phan tan ¢ nhiéu noi. Dé két ndi cac may
tinh tai cac vi tri nay, cong ty d6 can c6 mot mang thong tin. Mang d6 1a mang
riéng voi v nghia 14 né chi duoc cong ty do st dung. Mang dé 1a mang riéng
cling voi ¥ nghia 1a ké hoach dinh tuyén va danh dia chi trong mang d6 doc
1ap vo1 viéc dinh tuyén va danh dia chi cta cdc mang khac. Mang d6 la mot
mang 40 voi y nghia 13 cac phuong tién dugc st dung dé xay dung mang nay
c6 thé khong danh riéng cho cong ty d6 ma c6 thé chia sé dung chung véi cac
cong ty khac. Cac phuong tién can thiét dé xay dung mang nay duoc cung cip
boi nguoi thir ba duge goi 1a nha cung cap dich vu VPN. Cac cong ty st dung
mang duoc goi 1a cac khach hang VPN. Cac cong ty cung cdp dich vu VPN
goi la SP (services Provider).

VPN c6 thé dugc stir dung dé mo rong pham vi ciia mét Intranet. Boi vi,
Intranet thuong duoc sir dung dé trao d6i thong tin mét cach doc quyén va ta
khong muén nhiing thong tin nay dugc truyén ba trén Internet. Tuy nhién
trong nhiéu trudng hop, cac vian phong cong ty trén dién rong c6 nhu cau chia
sé thong tin va nhitng nguoi sir dung tir xa mudn truy cap vao Intranet thong
qua Internet. VPN sé& cho phép két ndi vao Intranet mot cach an toan va khong
lo ngai bi 16 thong tin. Co thé coi két ndi loai nay nhu la Extranet. Diém khac
nhau gifra hai truong hop Intranet va Extranet d6 1a cau hdi ai 1a nguoi dat ra
cac chinh sach ciia mang VPN, trong truong hop mang Intranet thi d6 la mot
cong ty con trong truong hop mang Extranet thi d6 1a mgt nhdém cong ty.

Str dung vi du trén vé co s¢ dit liéu khach hang, rat dé hiéu 1a lam thé nao
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ma VPN c6 thé mo rong kha ning tng dung cta Intranet. Gia st tit ca cac
nhan vién ban hang ctua cong ty dang di cong tac hodc la lam viéc tai nha. Ho
c6 thé str dung Internet dé truy cép vao cac WebServer chtra nhitng thong tin
vé khach hang. VPN cung cap két ndi dam bao an toan gitta may tinh cia
nhan vién va WebServer chita CSDL va ma hoa dir 1iéu. VPN cho phép kha
nang sir dung linh hoat d6i voi bat ctr dich vu mang nao dugc s dung mot
cach an toan thong qua Internet.

Dic tinh chil yéu ciia mot mang riéng 13 luu lwong khach hang dugc tach
riéng v4i co so ha tang bén dudi va tir cac khach hang ma cung chia sé co s¢
ha tang d6. Sy tach biét thé hién & hai khia canh:

e Tach biét vé topology (Topological Isolation): nghia 1a cac khach
hang c6 thé dua vao bat ctr khong gian dia chi va dinh tuyén nao ho
Ira chon. Mot van dé phd bién sir dung cho cic mang riéng 1 dia
chi IP str dung khong thuc sy 13 duy nhét (mang tinh tong thé) va s&
x4y ra va cham vd&i nguoi khac sir dung cung dia chi d6 hién hitu
trén mang Internet.

e Téch biét vé thoi gian (Temporal Isolation): Nghia 1 dich vu mang
riéng chi phu thudc vao céac dac tinh cua luu lugng khach hang do.

Tao ra mang riéng 4o yéu cau cac co ché cho phép mot co so ha tang
chung (vi du, mét tap hop céac lién két va céc router) dugc chia sé trong khi
van lam cho cac khach hang tin rang ho dugc dam bao su riéng tu. Cac ky
thuat chéng ha IP tunneling qua mot backbone IP co thé hd trg su tach biét vé
topology, nhung IP backbone van can thiét duoc dam bao bang thong kha
dung x4c dinh va do tré dau cudi dén dau cudi cho cac IP tunnel khac nhau.

C6 nhiéu mo hinh két ndi cac Site véi nhau. N6 c6 thé 1a két ndi dang mat
lu6i hodc ciing co thé 13 két ndi hinh sao qua Hub. Mot vi du khac vé cau hinh

két nodi gifta cac Site thudc hai hoiic nhiéu nhém 1a cac Site trong mdi nhom
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duoc két ndi v6i nhau dang mat ludi con cac Site trong cac nhém khac nhau
duoc két ndi gian tiép thong qua mot Site cu thé.

VPN la mot cach mdé phéng mang ri€ng trén modt mang cong cong nhu
Internet. N6 duoc goi l1a 4o boi vi nd phu thudc vao viéc str dung cac két nbi
40, d6 1a nhitng két ndi tam thoi gdm cac goi duge dinh tuyén trén nhidu may
tinh trén Internet theo mot cau trac dic biét. Cac két ndi 4o dam bao an ninh
duoc thiét 1ap giira cac may tinh, giita cAc mang, giita mang va may tinh.

Str dung Internet cho truy cap tir xa s& tiét kiém duogc chi phi. Ta c6 thé
quay s & bat cir dau chi can tai d6 ISP c6 diém truy nhap POP. Néu ISP c6
cac diém POP mang tinh qudc gia thi d6i voi mang LAN s& chi 1a cac cudc
goi ndi hat. Mgt vai ISP c6 thé c6 cac mo rong quéc té hodc c6 sy thoa thuan
véi cac ISP khac. Viéc lwa chon ISP s& ré hon d6i véi viée truy cap tu xa voi
nhiing nguoi sir dung roaming.

VPN duoc thiét 14p giita cac router tai hai chi nhanh cia cong ty thong qua
Internet. Hon nita, VPN cho phép hop nhat cac két nbi Internet va WAN vao
mot router va mot dudng truyén, diéu nay gitp tiét kiém chi phi thiét bi va ha

tang co s¢ vien thong.

3.1.2 Mo hinh Overlay VPN va Peer to Peer VPN

VPN duogc gidi thi€u nhu 18 mot mot mang riéng ma st dung trén ha téng
chung. Mot mang riéng yéu cau tit ca cac dau cudi khach hang c6 thé két ndi
v6i nhau va hoan toan riéng biét ddi véi cac mang VPN khac. Mang VPN
thuong 14 mot cong ty va c6 mot vai diém két cudi két ndi qua ha ting cua
nha cung cap dich vu chung.
Dua vao sy tham gia cia minh trong viéc dinh tuyén cho khach hang Nha
cung cip dich vy c6 thé trién khai hai mo hinh VPN chinh dé cung cép dich
vu VPN cho khéch hang.
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e Mo hinh Overlay VPN
e Mo hinh Peer to Peer VPN

e Mo hinh Overlay VPN

Trong md hinh overlay VPN, nha cung cap dich vu cung cap mot két ndi
diém — diém hoidc kénh 4o tir bén ndy sang bén kia mang ctia ho giita cac bd
dinh tuyén cta khach hang. Nhu vdy, mo hinh Overlay VPN cung cip cho
khach hang cac mang riéng, nha cung cip khong thé tham gia vao viéc dinh
tuyén khach hang. Cac nha cung cip dich vu chi van chuyén dit liéu qua cac
két ndi point-to-point 4o. Néu mach 4o 1a cd dinh, sin sang cho khach hang
stt dung moi lic thi duoc goi 1a mach 4o ¢6 dinh PVC. Néu mach ao duoc
thiét 1ap theo yéu cau (on-demand) thi dugc goi 1a mach do chuyén doi. Han
ché chinh ctia md hinh Overlay 13 cic mach 4o ciia céc site khach hang két nbi
dang full mesh (ngoai trir trién khai dang hub-and-spoke hay partial hub-and-
spoke). Néu c¢6 N site khach hang thi tong s6 lwong mach 4o can thiét cho
viéc t6i uu dinh tuyén 13 N(N-1)/2.

Ban dau Overlay VPN dugc thuc thi boi SP dé cung cép cac két ndi 16p 1
(physical layer) nhu Ghép kénh phén chia theo thoi gian (TDM), El, E3,
SONET, va duong két ndi SDH, hay mach chuyén van 16p 2 (dir liéu dang
frame hodc cell) gitta cac site khach hang bang cach st dung cac thiét bi
Frame Relay hay ATM switch lam PE (vi du 16p 2 1a cac kénh 4o duogc tao
bai X.25, ATM hoidc Frame Relay). Do d6 nha cung cap dich vu khong thé
nhan biét dugc viéc dinh tuyén & phia khach hang.

Hinh 3-1 chi ra mot vi du vé mang overlay trén Frame Relay. Trong mang
ctia nha cung cap dich vu 1a nhiing bd chuyén mach Frame Relay ma thiét lap
nhirng kénh 4o giira nhirg bd dinh tuyén ctia khach hang trén bién ctia mang

Frame relay.
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Hinh 3- 1 M6 hinh mang Overlay trén Frame relay
Sau do, Overlay VPN thuc thi cac dich vu qua IP (16p 3) vdi cac giao thuc
dinh duong ham nhu L2TP, GRE, va IPSec. Tuy nhién, du trong truong hop
nao thi mang cta nha cung cap van trong sudt di v4i khach hang, va cac giao

thirc dinh tuyén chay truc tiép giita cac router ctia khach hang.
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Phéan 16n nhitng duong ham (tunnel) hay duoc str dung dé xdy dung mang
overlay trén IP 13 nhiing dudng ham déng goi dinh tuyén chung (GRE -
generic routing encapsulation). Nhimg duong ham doéng géi luu luong véi
header GRE va header IP. Header GRE va mot sb chi tiéu khac chi ra giao
thirc van chuyén nao dang duogc sir dung. Header IP thudng duogc sir dung dé
dinh tuyén géi qua mang nha cung cap dich vu. Hinh 3-3 chi ra vi du vé mang
overlay voi dudng ham GRE, mdt trong nhiing vu diém cta dudng him GRE

13 n6 c6 thé dinh tuyén luu luong khac hon luu luong IP.

\
r
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Hinh 3- 3 Puvong him GRE trén mang overlay
e MO hinh Peer — to — Peer

Mo hinh ngang cép (peer-to-peer) dugc phat trién dé khac phuc nhugc
diém ctia m6 hinh Overlay va cung cdp cho khach hang co ché van chuyén t6i
wu qua SP backbone. Trong mé hinh nay, nhirg bd dinh tuyén cua nha cung
cap dich vu van chuyén dir liéu cia khach hang qua mang, nhung né ciing
tham gia vao viéc dinh tuyén cta khach hang. N6i mot cach khac, nhitng bo
dinh tuyén cua nha cung cap dich vu s& ngang hang v6i bo dinh tuyén cua

khach hang tai Lop 3. Trong md hinh peer-to-peer, thong tin dinh tuyén duoc
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trao doi giira cac router khach hang va cac router ctia nha cung cp dich vu,
dir liéu cua khach hang duoc van chuyén qua mang 15i ctia nha cung cp.
Thong tin dinh tuyén cua khach hang dugc mang giira cac router trong mang
ctia nha cung cp (P va PE), va mang khach hang (cac CE router). M6 hinh
nay khéng yéu cau tao ra mach ao. Quan sat hinh trén ta thiy, cac CE router
trao d6i tuyén véi cac router PE trong SP domain. Thong tin dinh tuyén cua
khach hang dugc quang ba qua SP backbone gifta cac PE va P va xac dinh
dugc duong di tdi wu tir mot site khach hang dén mot site khac. Viée phat
hién cac thong tin dinh tuyén riéng cua khac hang dat duoc bang cach thuc
hién loc gdi tai cac router két ndi véi mang khach hang. Dia chi IP cua khach
hang do nha cung cdp kiém soat. Tién trinh nady xem nhu 1a thuc thi cac PE

peer-topeer chia sé (shared PE peer-to-peer).

VPN A
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e Edge Router
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Provider
Edge Router
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| ' Network
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Edge Router. Provider
= Edge Router
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v
lzclated Routing
VPN B Between VPNs
Site1 e
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Hinh 3- 4 Dwa ra khai niém cia m6 hinh VPN ngang hang.
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Trude khi MPLS ra doi, mé hinh peer — to — peer VPN c6 thé thiét lap
bang cach tao ra dinh tuyén ngang cap IP giira bd dinh tuyén cta khach hang
va ctia nha cung cap. M6 hinh VPN ciing yéu ciu tinh ca nhan (riéng biét) va
cach ly giita cac khach hang khac nhau. Ta ciing c6 thé thiét 1ap bang cach
céu hinh b loc gbi (danh sach truy nhap) dé diéu khién dir liéu t6i va di tir bo
dinh tuyén cua khach hang. Mot cach khac dé thuc hién duoc dinh hinh thice
c4 nhan 13 cAu hinh nhimg b6 loc dinh tuyén dé thong béo dinh tuyén hoic
dirng dinh tuyén tir viéc thong béo tdi bo dinh tuyén cua khach hang. Hoic ta
c6 thé thuc hién tat ca cac phuong thirc trén cting mot lic.

Trude khi MPLS trd nén phd bién, mo hinh trung lip overlay VPN da
duoc trién khai nhiéu hon mé hinh peer — to — peer VPN. M6 hinh peer — to —
peer VPN yéu cau nhiéu tir phia nha cung cip béi vi khi thém mot khach hang
yéu cau rat nhiéu su thay d6i c4u hinh tai rat nhiéu site. MPLS VPN 1a mét
tmg dung ctia MPLS ma né tao ra mo hinh peer — to — peer VPN dé dang hon
dé thuc hién. Bay gio viéc thém vao hodc bo ra mot diém cudi khach hang dé
dang hon trong viéc cau hinh va do d6 yéu cau it thoi gian va su ¢b ging hon.
Vé6i MPLS VPN, mot bo dinh tuyén khach hang (dwoc goi 1a bo dinh tuyén
khach hang bién - CE) ngang cip v6i Lop IP véi it nhat mot bo dinh tuyén
ctia nha cung cap dich vu (duoc goi 1 bo dinh tuyén nha cung cép bién - PE).

Tinh ca nhan (private) trong mang MPLS VPN dat dugc boi viée st dung
khai niém cua chuyén tiép dinh tuyén ao (VRF) va thuc té dir liéu duoc
chuyén tiép trong mang duong truc nhu 1a nhitng gbéi dugc dan nhin. VRF
dam bao rang thong tin dinh tuyén tir cac khach hang khac nhau dugc giir
riéng biét, va MPLS trén mang duong truc dam bao nhimng gbi dugce chuyén
tiép dya trén thong tin nhan va khong phai 1a thong tin trén mao dau IP. Hinh
3-5 dua ra khai niém vé VRF va goi dan nhin chuyén tiép trén mang dudng

truc ma dang st dung cong nghé MPLS VPN.
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Hinh 3- 6 Pinh nghia mo hinh peer to peer &rng dung trong MPLS VPN
Viéc thém mot két cudi khach hang c6 nghia 1a trén b dinh tuyén PE, chi
ngang hang v6i bo dinh tuyén CE, phai duoc thém vao. Ta khong gip nhiéu
rac r6i trong viéc tao ra nhiéu kénh ao nhu véi mo hinh overlay (overlay)
hodc v&i nhitng cdu hinh b6 loc g61 hodc nhiing bd loc dinh tuyén vO1 mo
hinh peer — to — peer VPN qua mang IP. Pay chinh 14 vu diém cua MPLS
VPN cho nha cung cép dich vu.
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Phan 16n nha cung cép dich vu sir dung mang hub — and — spoke, mot s6
lai str dung mang meshed day du quanh mang duong truc cua nha cung cip.
S6 con lai st dung mot vai tinh nang cda ca 2. Khach hang s€ duoc nhiéu loi
ich nhat cia MPLS VPN khi khach hang sir dung mang Mesh day du. Hinh 3-
1 chi ra mang mesh ddy du cua khach hang quanh mang Frame Relay, va so
sanh vé1 cung khach hang ma sit dung MPLS VPN trong hinh 3-6. Trong hinh
3-1 mdi bo dinh tuyén bién khach hang twong duong (ngang hang) voi n-1 bd
dinh tuyén bién cua cac khach hang khac — trong d6 n 1a tong sb cac bd dinh
tuyén bién khach hang. Mot loi ich khach ciia nha cung cap dich vu 1a chi can
cung cip dudng két ndi gitra bo dinh tuyén PE va CE. Vi md hinh overlay,
nha cung cip dich vu can phai cung cip duong két ndi hodc nhitng kénh o
giita cac diém (site). Piéu nay d& du doan luu lwong hon va bang thong yéu
cau tai mdi diém (site) hon 13 du doan mé hinh luu lugng hoan chinh gitra tat
ca cac diém cudi khach hang.

Nhitng nhuoc diém ciia mo hinh peer — to — peer VPN so véi mé hinh
overlay VPN.:

e Khach hang phai chia sé trach nhiém dinh tuyén v6i nha cung cap
dich vu.
e Yéu cau phai c6 thém thiét bi bién cua nha cung cap.

Nhuge diém dau tién 1a khach hang phai ¢6 mot dinh tuyén ngang hang
v6i nha cung cdp dich vu. Khach hang khong thé kiém soét (diéu khién) mang
end to end trén 16p 3 va theo dinh tuyén IP, nhu véi mé hinh overlay. Nhuoc
diém thr hai 14 ctia nha cung cép dich vu. Ganh ning cua nha cung cip dich
vu chinh 1a viéc phai trang bi thém thiét bi bién — bo dinh tuyén PE. Nha cung
cap dich vu phai c6 trach nhiém va dinh tuyén hoi tu ciia mang khach hang
boi vi cac bo dinh tuyén PE phai c6 kha ning mang tit ca bo dinh tuyén cua

nhiéu khach hang trong khi cung cép dinh tuyén hoi tu kip thoi.
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3.1.3 Mo hinh mang MPLS VPN
Nha cung cdp dich vu dang cung cip ha tang cong cong chung cho khach

hang.

VPN VPN
Customer 1 - - \ Customer 1
Service Provider
5] =d 5]
c = P = c
i vd Ld i
CE PET L PE CE
] od 7
c N MPLS VPN c
Site A Site B

Hinh 3- 7 Biéu do tong quan vé MPLS VPN

PE 1a bo dinh tuyén bién cua nha cung cp. Bo PE két ndi truc tiép véi bd
dinh tuyén bién CE ctia khach hang tai 16p 3. B dinh tuyén P 1a bo dinh
tuyén khong két ndi truc tiép véi bd dinh tuyén cua khach hang. Trong khi
thue hién, ca hai bo dinh tuyén P va PE déu chay MPLS. Diéu nay c6 nghia 1a
ching phai c¢6 kha ning phan phdi nhin gitta chiing va chuyén tiép nhirng goi
dugc gan nhan.

Bo dinh tuyén CE ciing két ndi truc tiép v6i PE tai 16p 3. Bo dinh tuyén
khach hang C khong két ndi truc tiép véi PE. Bo dinh tuyén CE khong can
thiét phai chay MPLS. Boi vi ca CE va PE déu tuong tac tai 16p 3, giira chiing
phai c6 mot giao thirc dinh tuyén (hodc dinh tuyén tinh). B6 dinh tuyén CE
chi ngang hang v&i mét PE. Néu CE 1a multihomed (da diém), n6 c6 thé
ngang hang véi nhiéu PE. BO dinh tuyén CE khong thé ngang hang véi bat ky
bd dinh tuyén CE cua cac site khac qua mang nha cung cap dich vu, nhu voi
mo hinh overlay. Tén md hinh peer to peer xuat phat tir thyuc té 1a CE va PE 1a

ngang hang véi nhau & 16p 3.
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Chit P trong VPN viét tit cta Private. Theo d6, khach hang cta nha cung
cap dich vu duoc phép ¢o luoc do dia chi IP cta chinh ho. Cé nghia 13 ho ¢6
thé dang ky dia chi IP nhung ciing 1a dia chi IP danh riéng hodc tham chi 1a
dia chi IP ma n6 ciling dugc st dung boi khach hang khac ma nhitng khach
hang nay dang két ndi toi cing nha cung cip dich vu (nhu 14 dja chi IP tring
lap). Néu géi duoc chuyén tiép nhu géi IP trong mang ciia nha cung cap, nd
c6 thé gy ra 151, boi vi bd dinh tuyén P c6 thé bj nham 1an. Néu luoc do dia
chi IP c4 nhan va dja chi IP trung lap khong dugc cho phép, thi tit ca khach
hang phai sir dung mot dai dia chi duy nhat. Trong truong hop ndy, goi co thé
duoc chuyén tiép qua mang bai viée tim kiém dia chi IP dich trén mdi bo dinh
tuyén trong mang cia nha cung cip dich vy. Diéu ndy c6 nghia 13 P va PE
phai c6 bang dinh tuyén hoan chinh cia tit ca khach hang. N6 s& 1a mot bang
dinh tuyén rat 16n. Giao thirc dinh tuyén ma c6 dung luong 16n c6 kha ning
mang sd luong 16n tuyén 14 Giao thire cong bién (BGP). Tét ca cac P va PE
déu chay BGP trong (i BGP) giita chung. Tuy nhién, diy khong phai 1a luoc
dd VPN, boi vi n6 khong riéng biét téi khach hang.

Mot giai phap khac d6 13 cac P va PE c6 mot bang dinh tuyén riéng cho
moi khach hang. Mot vai qua trinh ctia mot giao thie dinh tuyén (mot thuc thi
trén VPN) co6 thé dang chay trén tit ca bo dinh tuyén dé phan phdi tuyén
VPN. Mbi 1an mot VPN duoc thém vao trong mang, mot quy trinh dinh tuyén
moéi phai duoc thém vao trong mdi bd dinh tuyén P. Hon nita, néu géi IP di
vao mot mot bo dinh tuyén P, 1am thé nao dé P xac dinh duoc goi do thude
VPN nio c6 thé tim ra bang dinh tuyén riéng cho géi d6 dé chuyén tiép ding
g6i. Néu gbi 1a mot goi IP, diéu nay 1a khong thé. Ta co thé thém vao mot
truong trong goi IP dé chi ra rang goi IP nay thudc VPN ndo. Sau d6 bd dinh

tuyén P c6 thé chuyén tiép goi IP nay bang cach xem truong thém vao ndy va
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dia chi IP dich. M6t 1an nita, tit ca bo dinh tuyén P phai c6 thém céc kién thire
vé truong thém vao nay.

Mot giai phép nita 12 bd dinh tuyén P hoan toan khong c6 kién thirc vé
VPN. Sau d6 P khong can c6 thém ganh nang vé viéc ¢ phai cé cac thong tin
cta tuyén VPN. Ta c6 thé thyc hién diéu ndy bang viéc sit dung MPLS. G6i
IP cua khach hang dugc gin nhan trong mang ciia nha cung cap dich vu dé
dat dugc VPN riéng dbi voi mdi khach hang. Hon nita, bo dinh tuyén P khong
can phai c6 bang dinh tuyén cua khach hang nita bang viéc st dung hai nhan
MPLS. Do d6, P khong can thiét chay BGP. Xem thém phan BGP Free core
dé hiéu thém. Tuyén VPN chi dugc biét tai cic PE. Thong thudng, nhitng
hiéu biét VPN chi duoc thé hién trén bo dinh tuyén bién cua mang MPLS
VPN.

Hinh 3-8 dua ra mo hinh cia MPLS VPN: goi chuyén mach nhan trong

mang cua nha cung cp dich vu va bo dinh tuyén PE.
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Hinh 3- 8 M6 hinh MPLS VPN
Trong kién traic mang MPLS VPN, cic router bién mang thong tin dinh

tuyén khach hang, cung cap dinh tuyén t6i wu cho luu lugng gitta cac site cua
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khach hang. M6 hinh MPLS-based VPN ciing gitip cho khach hang sir dung
khong gian dia chi tring lip (overlapping address spaces), khong giéng nhu
mo hinh peer-to-peer truyén thong trong viéc dinh tuyén luu luong khach
hang yéu cau nha cung cdp phai gan dia chi IP riéng cho mdi khach hang
(hodc khach hang phai thuc hién NAT) dé tranh tring ldp khong gian dia chi.
MPLS VPN Ia mdt dang thuc thi dﬁy du ctia mo hinh peer-to-peer; MPLS
VPN backbone va céc site khach hang trao d6i thong tin dinh tuyén 16p 3, va
dir liéu duoc chuyén tiép giira cac site khach hang sir dung MPLS-enable SP
IP backbone. Mién (domain) MPLS VPN, giéng nhu VPN truyén théng, gdm
mang ctia khach hang va mang cia nha cung cip. M6 hinh MPLS VPN gibng
v&1 mo hinh router PE danh riéng (dedicated PE router model) trong cac dang
thuc thi VPN ngang cip peer-to-peer VPN. Tuy nhién, thay vi trién khai cac
router PE khac nhau cho tirng khach hang, luu lugng khach hang dugc tach
riéng trén cung router PE nhdm cung cap kha ning két ndi vao mang ctia nha
cung cdp cho nhiéu khach hang. Cac thanh phan cia mot MPLS VPN duoc
trinh bay trong hinh sau:
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Provider Edge Router l ' ‘ Provider Edge Router
.l‘ N - N
£
Customer B . Yo Customer B
Site 1 S ", Site 2
e W . /" "“\__
“ ! y ‘ /
T~——~"CE1-B MPLS VPN Service CE2-B
CE Router Provider Network GCE Router

Hinh 3- 9 Cic thanh phin cia MPLS VPN
e  Mang khich hang — thuong 1a mién diéu khién ciia khach hang gom

cac thiét bi hay cac router trai rong trén nhiéu site cua cung mdt khach

hang. Cac router CE — la nhitng router trong mang khach hang giao
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tiép v6i mang ctia nha cung cap. O hinh trén, mang khach hang cua
CustomerA gém céac router CE1-A, CE2-A va cac thiét bi trong Site 1
va Site 2 cua CustomerA. Cac router CE ctuia Customer A 1a CE1-A va
CE2-A, va router CE cua Customer B 1a CE1-B va CE2-B.

e  Mang ciia nha cung cip — mién thudc diéu khién cua nha cung cap
gdm céc router bién (edge) va 13i (core) dé két ndi cac site thudc vao
cac khach hang trong mot ha ting mang chia sé. Cac router PE — 1a
cac router trong mang cua nha cung cip giao tiép voi router bién cua
khach hang. Cac router P — router trong 15i ctia mang, giao tiép voi
cac router 1861 khac hodc router bién cua nha cung cip. Trong hinh
trén, mang cua nha cung cép gém cac router PE1, PE2, P1, P2, P3, va
P4. PE1 va PE2 1a router bién clia nha cung cdp trong mién MPLS
VPN cho khach hang A va B. Router P1, P2, P3 va P4 1a cac router
nha cung cip (provider router).

M4 hinh dinh tuyén MPLS VPN

MPLS VPN gidng nhu mé hinh mang ngang cap voi router danh riéng. Tir
mot router CE, chi cdp nhat [Pv4, dit li¢u dugc chuyén tiép dén router PE. CE
khong can bat ky mot cau hinh riéng biét nao cho phép né tham gia vao mién
MPLS VPN. Yéu cau duy nhit trén CE 1a mét giao thic dinh tuyén (hay
tuyén tinh(static)/tuyén ngdm dinh (default)) cho phép no trao ddi thong tin
dinh tuyén IPv4 véi cac router PE. Trong mé hinh MPLS VPN, router PE
thue hién rat nhiéu chirc ning. Trudc tién néd phai phan tach luu luong khach
hang néu c6 nhiéu hon mot khach hang két ndi téi nd. Vi thé, mdi khach hang
duoc gén vo1 mot bang dinh tuyén doc 1ap. Pinh tuyén qua SP backbone thuc
hién bang mét tién trinh dinh tuyén trong bang dinh tuyén toan cuc.

Router P cung cip chuyén mach nhén giita cac router bién cua nha cung

cap va khong biét dén cac tuyén VPN. Cac router CE trong mang khach hang
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khong nhan biét dugc cac router P va do d6 cau tric mang ndi by cia mang

SP trong sudt ddi v6i khach hang. Hinh sau mé ta chirc ning cta router PE.

Customer A Customer A
Site 1 CustomerA[———————————— ; s _C;usf-?;ne' A Site 2
e IPva Routes - ) et Rolie s
( ‘_/-f -5 - -~ Global Routing Table Global Routing Table . ——a -,f -\‘”\
- -~ 4 4 ” | -
L N 9 )
~ / s
AY
A~ Yoron \ £ SS) T - T S

Customer Edge b e F"' i Wil

A Physical or +  Physical or

Router (CE) Logical Interface || Virtual Flouting Table Virtual Routing Table L Logical Interface
Custormer A P P Customer A |
Physical or Virtual Routing Table Virtual Routing Table Physical or
Customer B Logical -n[errace,_, Customer B k - = Customer B | Logical Intarfaca Customer B
Site 1 i [ : i '.:-'*il,} e~ S Site 2
Fats I € \ LR
|8 i .
— '/ A Provider Edge = P Provider Edge 5 ‘.\ ,-_‘_}r
- - Router (PE) Router (PE) g | ‘
- b 4
o~ Customer B Custorner B

o Pvd Rou
Customer Edge IPv4 Routes |Pvd Routes

Router (CE)

Hinh 3- 10 Chirc nang cia router PE
3.2 Cac thanh phan chinh ciia kién tric MPLS VPN
Pé thyc hién dugc MPLS VPN, ta can xay dung mot s6 khdi co ban trén
PE. Nhitng khéi nay 1a: VRF, RD — route Distinguisher (bd phan biét tuyén),
RT - route targets (tuyén dich), su 4nh xa tuyén qua MP-BGP va chuyén tiép

g61 dugc gan nhan.

3.2.1 VRF - Virtual Routing and Forwarding Table
Khach hang duoc phan biét trén router PE biang cac bang dinh tuyén ao

(virtual routing tables) hodc cac instance, con dugc goi 1a VRF. Thuc chit no
gidng nhu duy tri nhiéu router riéng biét cho cac khach hang két ndi vao mang
ctia nha cung cip. Chirc ning ciia VRF gidng nhu mot ban dinh tuyén toan
cuc, ngoai trir viéc né chira moi tuyén lién quan dén mot VPN cu thé. VRF
cling chira mot bang chuyén tiép CEF cho VRF riéng biét (VRE- specific CEF
forwarding table) twong tng véi bang CEF toan cuc xac dinh cac yéu cau két
nbi va cac giao thirc cho mdi site khach hang két n6i trén mot router PE. VRF
xac dinh bi canh (context) giao thirc dinh tuyén tham gia vao mdt VPN cu

thé ciing nhu giao tiép trén router PE cuc bd tham gia vao VPN, nghia 1a sir
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dung VRE. Giao tiép tham gia vao VRF phai hd tro chuyén mach CEF.Mot
VRF c6 thé gdbm mét giao tiép (logical hay physical) hodc nhiéu giao tiép trén
mot router. VRF chira mot bang dinh tuyén IP tuong tng véi bang dinh tuyén
IP toan cuc, mdt bang CEF, liét ké cac giao tiép tham gia vao VRF, va mot
tap hop cac nguyén tic xac dinh giao thirc dinh tuyén trao ddi véi cac router
CE (routing protocol contexts). VRF con chtra cac dinh danh VPN (VPN
identifier) nhu thong tin thanh vién VPN (RD va RT). Hinh sau cho thiy chirc

nang ctia VRF trén mot router PE thyc hién tach tuyén khach hang.

-.CE1-A
TN
I — -
r’ | - "-. - Cs; Global Routing Table
\ ‘n.,“__ ‘4’9%;
N 6 T,
Customer A Site 1 ElGree Rys S = .
'BG V“:’.O -
P o CSPET =~ o
M og,’ | VRF for
g f Customer A
B VRF for
e /4 Customer B
o
CE1-B 12 o :
- - d?:'; =0 Provider Edge
—— - 0
—_— N Router (PE
LW e =)
E:‘G
Customer B Site 1 Physical or

Logical Interface
Hinh 3- 11 Chirc nang cia VRF

Cisco I0S hd trg cac giao thire dinh tuyén khac nhau nhu nhiing tién trinh
dinh tuyén riéng biét (OSPF, EIGRP,...) trén router. Tuy nhién, mot ) giao
thirc nhu RIP va BGP, I0S chi hd tro mot instance cua giao thirc dinh tuyén.
Do d6, thuc thi dinh tuyén VRF bang cac giao thirc nay phai tach riéng hoan
toan cac VRF voi nhau. Béi canh dinh tuyén (routing context) duogc thiét ké
dé hd tro cac ban sao cua cung giao thire dinh tuyén VPN PE-CE. Céc boi anh
dinh tuyén nay co thé duge thuc thi nhu céc tién trinh riéng biét (OSPF), hay
nhu nhiéu instance cta cung mdt giao thirc dinh tuyén (BGP, RIP, ...). Néu

nhi€u instance cua cung mot giao thuc dinh tuyén dugc st dung thi moi
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instance c6 mot tap cac tham s cua riéng no.

Hién tai, Cisco I0S hd trg RIPv2, EIGRP, BGPv4 (nhiéu instance),
va OSPFv2 (nhiéu tién trinh) dugc dung cho VRF dé trao ddi thong tin dinh
tuyén giira CE va PE.

Chu y: cac giao tiép VRF co thé 1a luan 1y (logical) hodc vat 1y (physical)
nhung mdi giao tiép chi dugc gan véi mot VRF.

Trong md hinh MPLS VPN, router PE phan biét cic khich hang bang
VRF. Tuy nhién, thong tin ndy can dugc mang theo giita cac router PE dé cho
phép truyén dir liéu gitta cac site khach hang qua MPLS VPN backbone.
Router PE phai c6 kha ning thuc thi cac tién trinh cho phép cic mang khach
hang két ndi vao c6 khong gian dia chi trang lp (overlapping address spaces).
Router PE hoc cic tuyén ndy tir cac mang khach hang va quang ba thong tin
nay bang mang truc chia sé ciia nha cung cap (shared provider backbone).
Diéu nay thuc hién bang viéc két hop v6i RD trong bang dinh tuyén ao
(virtual routing table) trén mdt router PE. Ta c6 thé tao VRF trén PE véi 1énh
ip vrf .Ta st dung 1énh ip vrf forwarding dé gin mot giao dién PE — CE trén
PE t6i VRF. Ta ciing c6 thé gan mot giao dién téi mot VRF duy nhat, nhung
cling c6 thé gan nhiéu giao dién t6i cing mot VRF. Sau d6 PE sé& ti dong tao
mot bang VRF va CEF. Bang dinh tuyén VRF khong gidng v6i bang dinh
tuyén thong thuong trong Cisco IOS trir khi n6 dugc sir dung cho mot tap
VPN site duy nhat va hoan toan riéng biét vai tat ca cac bang dinh tuyén khac.

Sau day 1a vi du cdu hinh VRF cho VRF cust-one.
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!
ip vrf cust-one
rd 1:1
route-target export 1:1
route-target import 1:1
!
Interface Seriall5/1
ip vrf forwarding cust-one
ip address 10.10.4.1 255.255.255.0
!
sydney#show ip route vrf cust-one
Routing Table: cust-one
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
1 - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 9 subnets, 2 masks
10.10.2.0/24 [200/0] via 10.200.254.2, 00:31:04
10.10.4.0/24 1s directly connected, Serial5/1
10.10.4.2/32 1s directly connected, Serial5/1
10.10.100.1/32 [200/1] via 10.200.254.2, 00:31:04

w OO w
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B 10.10.100.3/32 [20/0] via 10.10.4.2, 00:13:29

sydney#show ip cef vrf cust-one

Prefix Next Hop Interface
0.0.0.0/0 no route

0.0.0.0/32 receive

10.10.2.0/24 10.200.214.1 POS0/1/0
10.10.4.0/24 attached Serial5/1

10.10.4.0/32 receive

10.10.4.1/32 receive

10.10.4.2/32 attached Serial5/1
10.10.4.255/32  receive

10.10.100.1/32 10.200.214.1 POS0/1/0

Chu y: trong Cisco 10S, CEF chi 1a phuong thirc chuyén mach hd tro cho
chuyén tiép goi IP tir giao dién VRF. Thong thuong, CEF phai dugc cho phép

toan cuc trén tat ca PE va tat ca cac giao dién VREF.

3.2.2 RD - Route Distinguisher
La mot dinh danh 64-bit duy nhat, thém vao trudc 32-bit dia chi tuyén

duoc hoc tir router CE tao thanh dia chi 96-bit duy nhat c6 thé duoc chuyén
van giita cac router PE trong mién MPLS. Do d6 chi duy nhat mét RD dugc
c4u hinh cho 1 VRF trén router PE. Pia chi 96 bit cudi ciing (tong hop cta 32-
bit dia chi khach hang va 64-bit RD) dugc goi 1a mot dia chi VPNv4.

Dja chi VPNv4 trao d6i giita cac router PE trong mang nha cung cap. RD c6
thé ¢6 hai dinh dang: dang dia chi IP hodc chi s6 AS. Gia tri 64 bit co thé c6 2
dinh dang: ASN:nn hoic IP-address:nn (& day nn 1a mét s6). Trong d6 dinh
dang ASN:nn dugc st dung nhiéu hon (& ddy ASN viét tit cua sb hé thong tu
tri - autonomous system number). RD dugc st dung dé tranh truong hop
tuyén IPv4 ciia mot khach hang trung véi tuyén IPv4 cua khach hang khac.
Néu tién t6 IPv4 10.1.1.0/24 va RD 1:1, tién td vpnv4 sé& 1a 1:1:10.1.1.0/24.
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Mot khach hang c6 thé sir dung cac RD khac nhau cho ciing mot tuyén IPv4.
Khi mot VPN site dugc két ndi t6i 2 PE, tuyén tir VPN c6 thé c6 2 RD khéc
nhau, phu thuoc vao PE nao ma tuyén nhan dugc. M6i tuyén IPv4 c6 thé co 2
RD khac nhau va c6 2 tuyén vpnv4 hoan toan khac nhau. Diéu nay cho phép
BGP nhin thay chung nhu 1a cac tuyén khac nhau va ap dung mot chinh sach
khac nhau cho mdi tuyén. Hinh bén dudi cho thiy hai khach hang co dia chi
mang giéng nhau, 172.16.10.0/24, dugc phan biét nho vao cac gia tri RD khac
nhau, 1:100 va 1:101, uu tién quang ba dia chi VPNv4 trén router PE.

Route Distinguisher IPv4 Address — VPNv4
(8 Bytes) (4 Bytes) — Address
AS Number VPN Identifier
Route Distinguisher (RD)
Formats
IP Address VPN Identifier
CE1-A 96-bit VPMv4 Prefix CE2-A

P Mo [ RO:1100:172.16.10.0024 g >
"’3_-':&- ~J;&ﬁ | Global Routing | ’i__‘/ — | Global Routing "‘33:--.
| '.5 Lo, [ bl | | Table J ‘
S.l "% -4 RE1A01:172.16,10.0/24 - - = "
=T ! -
- “-*

s4 Prefi: L
Customer A Site 1 T~ el VP4 Prefix i Customer A Site 2
S~. || vmRFfor | | VAF For ‘
~ o] Customera | | Customers [
| Rd=1:100 | | Rd=1:100
L " | —_— | S————
e —
; VRF for T L—] '1 | VRFFor
I |=| Customer B | CustomerB p
oA . - Rd = 1:101 Provider | Rd=1:d01 |7,
N . _ o Router (P} e A )
CE1-B .\~ . _ < CE2B
P - Provider Edge Provider Edge | ™, T
| E-da"y Router (PE) MPLS VPN Service Provider Router (PE) "l e —
‘ AS 1
Customer B Site 1 Customer B Site 2

~ Hinh3-12 Vidu vé RD
Giao thuc dung dé trao doi cac tuyén VPNv4 gitra cac PE 1a multiprotocol

BGP (MP- BGP). IGP yéu cau duy tri iBGP (internal BGP) khi thuc thi
MPLS VPN. Do d6, PE phai chay mot IGP cung cap théng tin NLRI cho
iBGP néu ca hai PE cung trong mot AS. Hién tai, Cisco hd trg ca OSPFv2 va
ISIS trong mang nha cung cdp nhu 13 IGP. MP-BGP ciing chiu trach nhiém
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chi dinh nhan VPN. Kha nang m¢ rong 1a 1y do chinh chon BGP lam giao
thirc mang thong tin dinh tuyén khach hang. Hon nita, BGP cho phép sir dung
dia chi VPNv4 trong moéi trudong MPLS VPN véi ddy dia chi trang ldp cho
nhiéu khach hang.

Mot phién lam vi¢c MP-BGP gitta cac PE trong mdt BGP AS duoc goi la
MP-iBGP session va kém theo cac nguyén tac thyc thi ciia iBGP lién quan
dén thudc tinh ciia BGP (BGP attributes). Néu VPN mé rong ra khoi pham vi
mot AS, cac VPNv4 sé trao dbi giita cac AS tai bién bang MP-eBGP session.
Cau hinh mot RD

sydney#conf t
Enter configuration commands, one per line. End with CNTL/Z.
sydney(config)#ip vrf ?

WORD VPN Routing/Forwarding instance name
sydney(config)#ip vrf cust-one
sydney(config-vr)#rd ?
ASN:nn or IP-address:nn VPN Route Distinguisher
sydney(config-vri)#rd 1:1

3.2.3 RT - Route targets
Néu RD chi duoc st dung cho riéng mot VPN, viéc giao tiép giira cac

site cia cac VPN khac nhau tré nén khé giai quyét. Mot site ciia cong ty A
khong co kha ning trao doi két nbi voi mot site cia Cong ty B bai vi RD
khong nbi v6i nhau (khéng khép nhau). Khai niém nhiéu site ciia Cong ty A
c¢6 kha nang két néi trao ddi v6i nhiéu Site ciia Cong ty B dugc goi 1a extranet
VPN. Va viéc két ndi trao ddi gitra cac site trong cing Cong ty A dugc goi 1a
Intranet VPN. Viéc giao tiép giita cac site duoc diéu khién bi mot chire ning
khac cua MPLS VPN goi la RT — route target. RT 1a mdt thudc tinh mé rong
ctia BGP, né chi ra nhiing tuyén nao nén duoc nhap tir MP-BGP trong VRF.

RT duoc thuc thi bdi cac thudc tinh moé rong BGP sur dung 16 bit cao cua
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BGP ecxtended community (64 bit) ma hdéa véi mot gia tri twong ung voi
thanh vién VPN cua site cu thé. Khi mot tuyén VPN hoc tir mot CE chén vao
VPNv4 BGP, mot danh sach cac thude tinh community mo rong cho VPN
router target duoc két hop véi né.

e Export RT dung dé xac dinh thanh vién VPN va duogc két 16p voi mdi
VRF. Export RT dugc néi thém vao dia chi khach hang khi chuyén
thanh dia chi VPNv4 boi PE va quang ba trong cac cap nhat MP-BGP.
Export RT c6 nghia 1a tuyén vpnv4 xuit nhan mot thudc tinh mo rong —
d6 chinh 1a RT — dugc ciu hinh dudi ip vrf trén PE, khi tuyén duoc
phén phdi lai tir bang dinh tuyén VRF trong MP-BGP.

e Import RT két hop voi mdi VRF va xéac dinh cac tuyén VPNv4 duoc
thém vao VRF cho khach hang cy thé. Pinh dang cua RT gidng nhu gia
tri RD. Import RT ¢6 nhia 1a tuyén vpnv4 nhan dugc tir MP-BGP duoc
kiém tra lai khép thudc tinh mé rong — dé 1a RT — voi mot cai khac
trong viéc cau hinh. Néu két qua 1a khép, tién t6 nay dugc dit vao bang
dinh tuyén VRF nhu mot tuyén IPv4. Néu két qua khong khop, tién t6
nay sé bi day ra.

Su tuong tac cia RT va gid tri RD trong MPLS VPN domain khi cép nhat

duoc chuyén thanh cap nhat MP-BGP nhu hinh sau.
Cau l1énh dé cau hinh RT trong VRF 13 route-target{import | export | both}
route-target-ext-community. T khéa both duoc ding dé chi ca import va

export.
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MP-iBGP Updates

1:100:172.16.10.0032
T 1:100
NH : 10.10.10.101 (PE1-A51)
VPN Label : V1

1:101:192.168.10.0/32
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~ Hinh3-13 Vidu vé RT
Khi thuc thi cac cau tric mang VPN phtic tap (nhu: extranet VPN, Internet

access VPNs, network management VPN,...) st dung cong ngh¢ MPLS VPN
thi RT gitr vai trdo nong cbt. Mot dia chi mang co thé duoc két hop véi mot
hozc nhiéu export RT khi quang ba qua mang MPLS VPN. Nhu vdy, RT ¢6
thé két hop v6i nhiéu site thanh vién cta nhiéu VPN.

Céc tién trinh xay ra trong sudt qua trinh quing ba tuyén & hinh trén nhu
sau: Mang 172.16.10.0/24 dugc nhan tu CEIl-A, tham gia vao VRF
CustomerA trén PE1- AS1. PE1 két hop mét gia tri RD 1:100 va mot gia tri
export RT 1:100 khi cau hinh cho VREF trén router PE1-AS1. Cac tuyén hoc tir
CE1-A duoc phan phdi vao tién trinh MP-BGP trén PE1-AS1 véi prefix
172.16.10.0/24 va thém vao dau gia tri RD 1:100 va ndi thém export RT
1:100 d@é guri di dia chi VPNv4 khi tham gia cip nhat MP- iBGP giita cac
PE. Nhin VPN (3 byte) dugc gan cho mdi dia chi hoc tir cac tién trinh cia CE
két ndi trong mot VRF tir tién trinh MP-BGP ctia PE. MP-BGP chay trong
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mién MPLS cua nha cung cip dich vu nén mang theo dja chi VPNv4 (Ipv4 +
RD) va BGP RT.

Luu y: RT la cau hinh bat budc trong mot MPLS VPN cho moi VRF trén
mot router, gia tri RT c6 thé duoc dung dé thuc thi trén cau trac mang VPN
phtec tap, trong d6 mét site c6 thé tham gia vao nhiéu VPN. Gi4 tri RT con ¢6
thé dung dé chon tuyén nhdp vao VRF khi cac tuyén VPNv4 duoc hoc trong
cac cap nhat MP-iBGP. Nhan VPN chi duoc hiéu bdi egress PE (mit phang
dir liéu) két ndi truc tiép v6i CE quang ba mang d6. Cac tram ké (next hop)
phai dugc hoc tir IGP khi thuc thi MPLS VPN chir khong phai quang cao tu
tién trinh BGP. Trong hinh trén nhan VPN dugc mé ta bang truong V1 va V2.
Cap nhat MP-BGP duoc nhan boi PE2 va tuyén duoc luu trir trong bang VRF
tuong (mg cho Customer A dya trén nhian VPN. Céac tuyén MP-BGP nhin
duge dugc phan phdi vao cac tién trinh dinh tuyén VRF PE-CE, va tuyén
duogc quang ba té1 CE2-A. Céc thude tinh commynity BGP mé rong khéac nhu
So0 (site of origin) ¢ thé dung chu yéu trong quang ba cap nhat MP-iBGP.
Thudc tinh SoO dugce dung dé xac dinh site cu thé tir tuyén hoc dugc cia PE
va tng dung trong viéc chdng vong lip tuyén (routing loop) vi nd xac dinh
duoc ngudn cia site nén cé thé ngin viée quang cao lai mang cho site da giri
quang cao do. SoO xac dinh duy nhat mot site tir mot tuyén ma PE hoc duoc.
SoO cho phép loc luu luong dya trén site ma lwu lugng d6 xuét phat. Kha
nang loc ciia SoO gitip quan tri luu lwong MPLS VPN va chong vong lap
tuyén xay ra trong cdu trac mang hdn hop va phuc tap, cac site khach hang
trong d6 c6 thé xu 1y cac két ndi qua MPLS VPN backbone nhu cac két ndi
cua sau (backdoor link) gitra cac site.

Khi thuc thi mgt MPLS VPN, moi VPN site thudc vao mot khach hang cé
thé lién lac véi moi site trong cung mién cua khach hang dé dugc goi la VPN

don gian hay intranet VPN. RT c6 thé duoc sir dung dé thuc hién ciu tric
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VPN phirc tap, céc site cia mot khach hang c6 thé truy cip dén site ctia cac
khach hang khac. Dang thuc thi nay duoc goi 1a extranet VPN. Cac bién thé
cua extranet VPN nhu network management VPN, central services VPN va
Internet access VPN c6 thé duoc trién khai.

Address family 1a mot khéai niém quan trong trong hoat dong ctia MP-
BGP cho phép chuyén van cac tuyén VPNv4 véi cac thudc tinh community
m¢& rong. Theo RFC 2283 “Multiprotocol Extensions for BGP-4”, BGPv4 chi
c6 kha ning mang thong tin dinh tuyén thudc vao IPv4. BGP-4 ¢ thé mang
thong tin cta nhiéu giao thic 16p mang. BGP-4 hd tro dinh tuyén cho nhiéu
giao thuc 16p mang, BGP-4 phai dang ky (account) mot giao thuc 16p mang
cu thé lién quan dé mot tram ké (next hop) nhu NLRI (network layer
reachability information). Hai thudc tinh méi duge thém vao cia BGP la
MP_REACH_NLRI (Multiprotocol Reachable NLRI) va
MP_UNREACH_NLRI (Multiprotocol Unreachable NLRI).
MP_REACH NLRI mang mdt tap cic dich dén duoc (reachable destination)
v6i thong tin tram ké dwoc dung dé chuyén tiép cho cac dich dén nay.
MP _UNEACH NLRI mang mdt tap cac dich khong dén duoc. Ca hai thudc
tinh nay la optional va nontransitive. Vi thé, mot BGP speaker khong hd tro
tinh nang da giao thirc nay s€ bo qua thong tin dugc mang trong cac thudc tinh
nay va s& khong chuyén nd dén cac BGP speaker khac.

Mot address family la mdt giao thirc 16p mang dugc dinh nghia. Mgt dinh
danh ho dia chi (AFI — address family identifier) mang mot dinh danh cuia
giao thuc 16p mang két hop véi dia chi mang trong thudc tinh da giao thirc ctia
BGP. AFI cho cac giao thuc 16p mang dugc xac dinh trong RFC 1700,
‘Assigned Numbers’.

PE thuc chit 1a mot LER bién (Edge LSR) va thuc hién tit ca chuc ning
cia mot Edge LSR. PE yéu cau LDP cho viéc gan va phan phdi nhin ciing
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nhu chuyén tiép cic goi dugc gan nhin. Cong thém cac chirc ning cta mot
Edge LSR, PE thuc thi mot giao thirc dinh tuyén (hay dinh tuyén tinh) véi cac
EC trong mdt bang dinh tuyén 4o (virtual routing table) va yéu cau MP-BGP
quang ba cac mang hoc dugc tir CE nhu cac VPNv4 trong MP-iBGP dén cac
PE khac bang nhan VPN.

Router P can chay mot IGP (OSPF hoic ISIS) khi MPLS cho phép chuyén
tiép cac goi duge gan nhin (mat phang dir liéu — data plane) giita cac PE. IGP
quang ba cac NLRI dén cac P va PE dé thuc thi mot MP—iBGP session giita
cac PE (mit phang diéu khién — control plane). LDP chay trén céc router P dé

gan va phan phdi nhan.

3.2.4 Hoat dong ciia mit phing diéu khién MPLS VPN
Mit phang diéu khién trong MPLS VPN chita moi thong tin dinh tuyén
16p 3 va céc tién trinh trao d6i théng tin cua cac IP prefix duoc gan va phan
phéi nhan bang LDP. Mit phang dit liéu thyuc hién chirc ning chuyén tiép cac
g6i IP duoc gan nhan dén tram ké dé vé dich. Hinh sau cho thay su tuong tac

clia cac giao thirc trong mit phang diéu khién cia MPLS VPN,

Gustomer Edge Customer Edge
Router CE Router CE

MPLS VPN Backbone
Service Provider
-

Provider
Router P

Provider Edge Provider Edge

Router PE e Router PE
I
I
-——————— ' >
IGP/BGP/Static e > » |GP/BGP/Static

IGP/LDP IGP/LDP

MP-BGP

Hinh 3- 14 Sy twong téc giira cac giao thirc trong mit phing diéu khién
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Céac router CE dugc két ndi véi cac PE, va mot IGP, BGP, hay myén tinh
(static route) duoc yéu cau trén cac CE cing voi cac PE dé thu thap va quang
céo thong tin NLRI. Trong MPLS VPN backbone gdm céc router P va PE,
mot IGP két hop v6i LDP dugce sir dung giita cac PE va P. LDP dung dé phan
phéi nhan trong mot MPLS domain. IGP dung dé trao d6i thong tin NLRI,
anh xa (map) cac NLRI nay vao MP- BGP. MP-BGP dugc duy tri gifta cac PE
trong mot mién MPLS VPN va trao d6i cap nhat MP-BGP.

Céc goi tir CE dén PE luén duoc quang ba nhu cac goi Ipv4. Hoat dong
ctia mat phang diéu khién MPLS VPN nhu hinh sau:

1100:172.16.10.0/32

________ 3> AT 1:100 LY o __MN___
NH: 10.10.10.101 (PE1-AS1) Er:
VPN Label: V1

-- Control Plane--»

! 10.10.10.101/32 \
| Label: L1 1
: 10.10.10.101/32 10.10.3230-’32 ‘IU.‘IU.‘IU.2U‘-‘U2'1[].10.10.1:1:3? :
1| Label: Imp-Mul __IE|_ > Label: L2 |
Lo 0 ! — ~ 7. ) !
P I v - N Lo 0
0.10.10.101 Ym 10.10.102
e P1-AS1 P2-AS1 E-—-,-_;__’:.__
D @
Customer A Site 1 '® . PE2-AS1 “& Customer A Site 2
CE1-A ° PE1-AS1 MPLS VPN Backbone CE2-A —
f_/_é_:';— VAF Customerh Service Provider AS #1 VRF CustomerA - \—\
—— Rd=1:100 Rd=1:100 - T— L\
& | ' Export RT=1:100 Export RT=1:100 I ' /
Impart RT=1:100 Impon BT=1:100
"\_\_\_'_/‘-\.\_/ mj m Tl M
172.16.10.0/24 172.16.20.0/24

Hinh 3- 15 Hoat dong ciia mit phiang diéu khién MPLS VPN

Sau day 1a cac budc hoat dong cua mit phang diéu khién MPLS VPN
(minh hoa béng hinh trén): Cap nhat Ipv4 cho mang 172.16.10.0 dugc nhéan
boi egress PE (mit phing dir liéu). PE1-AS1 nhéan va van chuyén tuyén Ipv4,
172.16.10.0/24, &én mot tuyén VPNv4 gin voi RD 1:100, SoO, va RT 1:100
dua trén cdu hinh VRF trén PE1-AS1. N6 dinh vi mot nhan VPNv4 V1 téi cap
nhat 172.16.10.0/24 va viét lai thudc tinh tram ké cho dja chi 10.10.10.101
cua loopbackO trén PE1-AS1. Sy quang ba nhan cho 10.10.10.101/32 tu PE1-
AS1 t6i PE2-AS2 nhanh chéng duoc thay thé ngay khi mang MPLS VPN ciia

nha cung cap duoc thiét 1ap va thuc hién quang ba VPNv4 trong mang. Cac
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budc sau thuc hién tién trinh quang ba nhan cho 10.10.10.101/32:

Router PE2-AS1 yéu cau mot nhan cho 10.10.10.101/32 sir dung
LDP anh xa nhdn yéu cdu tir lang giéng xudi dong (downstream
neighbor) cia no, P1- AS1. PE1-AS1 xdc dinh mdt nhan implicit-
null cho 10.10.10.101/32, chinh stra mirc trong LFIB lién quan dén
10.10.10.101/32, va giri &én P1-AS1 bang LDP reply.

P1-AS1 st dung nhan implicit-null nhan dugce tr PE1-AS1 lam gia
trj nhin xuat (outbound label) ctia né, xac dinh mot nhan (L1) cho
10.10.10.101/32, va stra muc trong LFIB cho 10.10.10.101/32. Sau
d6 P1-AS1 giri gid tri nhdn nay dén P2-AS1 bang LDP reply.
P2-AS1 dung nhan L1 lam gia tri nhan xuét, xac dinh nhin L2 cho
10.10.10.101/32, va stra mac trong LFIB cho 10.10.10.101/32. Sau
do P2-AS1 giri gia tri nhin nay dén PE2-AS1 bang LDP reply. PE1-
AS1 c¢6 cau hinh VRF dé nhan céac tuyén v6i RT 1:100 nén chuyén
cap nhat VPNv4 thanh Ipv4 va chén tuyén trong VRF cho Customer
A. Sau d6 né quang ba tuyén nay t6i CE2-A.

3.2.5 Hoat dong ciia mit phang dir liéu MPLS VPN

Viéc chuyén tiép trong mang MPLS VPN doi hoi phai dung chong nhin

(label stack). Nhin trén (top lable) duoc gan va hoan d6i (swap) dé chuyén
tiép goi dir liéu di trong 16i MPLS. Nhan thtr hai (nhdn VPN) duoc két hop

v6i VRF & router PE dé chuyén tiép goi dén cac CE. Hinh sau mo ta cac budc

trong chuyén tiép dir liéu khach hang cia miat phang dir liéu tir mét site khach

hang CE2-A t¢i CE1-A trong ha ting mang cua SP.
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-~
1A0172.16.10.0/32
AT 1:100

Y S A NH: 10.10,10.101 (PE1-AST) [~ 7T TN T »
VPN Label: V1

Control Plane
______________ -

10.10.10.101/32
Label: L1

2
]
LoD
104040102
L1 .V1 101010101

Customer A Site 1 ‘,z" PE1-AS1 10.1 l'«‘.\'r1 1010.10.101) PE2-AS1 “n‘CusmmerASile 2
(J —CE1-A - . Data Plane . CE2-A—
— ‘.@ S @
&l\ l = ’ F1-AS1 pops top label )
before sending it to
R — PE1-AS1
172.16.10.0/24

172.16.20.0/24

MPLS VPN Backbone
Service Provider AS #1

Hinh 3- 16 Cac buée chuyén tiép trong mit phang dix liéu

Khi dir liéu duoc chuyén tiép toi mot mang cu thé doc theo mang VPN qua
161 MPLS, chi c6 nhan trén (top lable) trong chéng nhin bi hoan d6i (swap)
khi géi di qua backbone. Nhin VPN van giit nguyén va dugc boc ra khi dén
router PE ngd ra (egress)/xudi dong(downstream). Mang gan véi mot giao tiép
ngd ra thudc vao mdt VRE cu thé trén router phu thudc vao gia tri cta nhin
VPN.

Sau day 13 nhitng budc trong viéc chuyén tiép ctia mat phang dir liéu minh
hoa cho hinh trén: CE2-A tao ra mot goi dir lidu v6i dia chi ngudn
172.16.20.1 va dich 1a 172.16.10.1. PE2-AS1 nhén g6i dir li€u, thém vao nhan
VPN V1 va nhin LDP L2 rdi chuyén tiép goi dén P2-AS1. P2-AS1 nhan g6i
dir liéu va chuyén doi (swap) nhan LDP L2 thanh L1. P1-AS1 nhan goi dir
liéu va bdc (pop) nhan trén (top label) ra vi né nhan mot anh xa nhan implicit-
null cho 10.10.10.101/32 tr PE1-AS1. Két qua, g6i duoc gan nhan (nhin
VPN la V1) dugc chuyén tiép dén PE1-AS1. PE1-ASI béc nhin VPN V1 ra
va chuyén tiép goi dir liéu dén CE1-A noi c¢6 dia chi mang 172.16.10.0 duoc

dinh vi.
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3.2.6 Pinh tuyén VPNv4 trong mang MPLS VPN
VREF tach riéng khach hang trén bo dinh tuyén PE, nhung lam thé nao dé tién
td duoc van chuyén qua mang cua nha cung cép dich vu? bai vi, nhiéu kha
ning, sd luong 16n cac tuyén — c6 thé 12 mot trim nghin — duoc van chuyén
qua. BGP 1a mét ting cir vién bdi vi né 1a giao thire dinh tuyén tinh va proven
c6 thé mang rat nhiéu tuyén. Chi thiy rang BGP 1a giao thirc dinh tuyén co
ban dé mang bang dinh tuyén Internet hoan chinh. Béi vi tuyén VPN cua
khach hang dugc thuc hién duy nhit bang cach thém RD vao mdi tuyén IPv4
— chuyén né thanh tuyén VPNv4 — tit ca cac tuyén khach hang c6 thé duoc

van chuyén an toan qua mang MPLS VPN.

-

VPN 1 - S VPN 1
U'IGP or eBGP | I’iééﬁ’l&’ﬁﬁéﬁg’iﬁg’f‘ﬁﬁ{{! VIGP or 2BGP |
1 Exchanging | | Routes and Labelz | i Exchanging |
L e [ ~
%] =y
arl | verfEe o e | Aa
e R | S
CE FE FE CE
o e
v o
c +
Site A L MPLS VPN Network Site B

Hinh 3- 17 Sy truyén tuyén trong mang MPLS VPN
Bo dinh tuyén PE nhan tuyén IPv4 tir by dinh tuyén CE qua giao thic cong
trong (IGP — Interior Gateway Protocol) hoac BGP ngoai (external BGP —
eBGP). Nhiing tuyén IPv4 tir site VPN duoc dit vao trong bang dinh tuyén
VRF. VRF duogc sir dung phu thuoc vao VRF ma dugc cAu hinh trén giao dién
trén bo dinh tuyén PE t&i bd dinh tuyén CE. Nhitng tuyén nay duoc ndi véi
RD ma duogc chi dinh t61 VRF. Do d6, ching tr¢ thanh tuyén VNPv4, tuyén
nay sau d6 duoc dua vio MP — BGP. BGP quan tdm dén sy phan phdi nhiing
tuyén VPNv4 t4i tt ca cac bo dinh tuyén PE trong mang MPLS VPN. Trén
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bo dinh tuyén PE, nhimng tuyén VPNv4 duogc tach RD va dua vao bang dinh
tuyén VRF nhu tuyén IPv4. Tuyén VNPv4, sau khi dugc tach bo RD, ¢ duge
dua vao bang VRF hay khong con phu thudc vao RT c6 cho phép truy nhap
vao VRF hay khong. Nhiing tuyén IPv4 sau d6 duoc quang ba ti cac b dinh
tuyén CE qua giao thirc IGP hodc eBGP (giao thirc chay giita bo dinh tuyén
PE va CE). Hinh sau md ta cac budc trong sy truyén tuyén tir CE dén CE
trong mang MPLS VPN.

T IPud route is redistibuted into MP-BGE. 1 cemememe e @ ___________________
| RDis added to IPvd route to make it a VPNwd route. | i ATs indicate to whizh VRF the outs is imported. |}
! ATz ar= added. ! ! AD is remaoved from VPNvd route. !
A N
L @ |/
L T 1 4
D I
VPN 1 | ooz e — - [ VPN
1 IGP or eBGF [y 0 1 BGF adwerfisas VPR | v [ IGP ar eBGR
| adertises || G | oroutewith MPLS abal 1 1 ¢ || advertises !
o Pedroute, T ] ard ATs. i Lo | Padroute, !
- = B EEEEESEEEE VI b S (e e
I ' i 1" l '
i~ [y F_—__'HH .
C //f [
i “1}"..._, "'}-f'.._‘ . |, =
I-.}-_. /RF S | g VRF _lv-q_.-..
y h y
CE F"E Pﬁ CE
L] L]
T — K * e ——
I ' o rr I| l ’
- II II. [y I:‘-
¥ ’ l.‘ .
i MPLS VPN Network Y &,
SiteA | fr . Site B
| IPd routs is inssrted | | IPwd route i inserted |
| intoVRF routing table. | | inkz VRF routing tablz. |

Hinh 3- 18 Sw truyén tuyén trong mang MPLS VPN step by step

Boi vi nha cung cap dich vu ma dang chay mang MPLS VPN chay BGP trong
hé théng tu tr1, iIBGP dang chay gitta cac bd dinh tuyén PE.

Su truyén tir eBGP — giao thtrc chay giita PE va CE — t6i MP —iBGP trong
mang MPLS VPN va nguoc lai 1a tw dong va khong can cau hinh thém. Tuy
nhién viéc phan phdi lai cia MP — iBGP trong IGP ma hién dang chay giira
PE va CE la khong tu dong. Ta phai cu hinh phan phéi lai 13n nhau giita MP-
iBGP va IGP.
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3.2.7 Chuyén tiép géi trong mang MPLS VPN

Nhu d4 néi trong phan trudce, nhimg gbi khong thé duoc chuyén tiép nhu
g6i IP don thuan giita cac site. B dinh tuyén P khong thé chuyén tiép chiing
boi vi n6 khong co thong tin VRF tir mdi site. MPLS khong thé giai quyét van
dé nay boi dan nhin vao goi. B dinh tuyén P sau d6 phai co thong tin chuyén
tiép dng cho nhan dé chuyén tiép goi. Cach chung nhat 1 ciu hinh giao thirc
phan phdi nhan (LDP) giira tat ca cac bo dinh tuyén P va PE nén tit ca cac luu
luong IP 14 chuyén mach nhin giira chung. Ta ciing c6 thé sir dung giao thirc
RSVP mé rong cho diéu khién luu luong (TE) khi thuc thi MPLS TE, nhung
LDP 13 phuong thirc chung nhat cho MPLS VPN. Géi IP sau d6 duoc chuyén
tiép nhan véi mot nhan tir bd dinh tuyén PE vao t61 by dinh tuyén PE ra. BO
dinh tuyén P khong bao gio phai thyc hién viéc tim kiém dia chi IP dich. Pay
1a cach dé cac goi dugce chuyén mach gitta cac bo dinh tuyén PE vao va ra.
Nhiing nhén nay dugc goi 1a nhan IGP, bai vi nd 1a nhin phai ¢6 trong tién t6
IPv4 trong bang dinh tuyén toan cuc cua b dinh tuyén P va PE, va IGP cia
mang nha cung cap dich vu quang ba né.

Lam thé nao dé bo dinh tuyén PE biét duoc g61 nao thuoc VRF nao. Thong
tin nay khong c6 trong mao dau IP, va n6 khong thé dugc nhan lay tir nhin
IGP, bai vi day chi duoc sir dung dé chuyén tiép gbi qua mang ciia nha cung
cap dich vu. Giai phap ¢ day 1a thém mot nhan khac trong chong nhan MPLS.
Nhin nay s& chi ra goi nao thuéc VRF. Do d6 tt ca cac gbi cta khach hang
duoc chuyén tiép véi 2 nhin: nhan IGP nhu 13 nhin trén cung va nhin VPN
nhu 1a nhan dudi cung. Nhan VPN phai dugc dét trén b dinh tuyén PE vao
dé chi ra bo dinh tuyén PE ra nao ma goi thuc VRF d6. Lam thé nao dé bo
dinh tuyén PE ra bao hiéu t61 by dinh tuyén PE vao ma nhan dugc st dung

cho tién t6 VRF? Béi MP — BGP thuc su duoc st dung dé quang ba tién to
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VPNv4, né cling bao hiéu nhan VPN (duoc biét dén nhan BGP) ma duogc két
noi véi tién t6 VPNv4.

Chu y: Thyc sy thi khai niém c6 mdt nhan VPN chi ra géi nao thuéc VRF

cling khong thuc su ding. N6 c6 thé ding trong vai trudng hop, nhung da s6
1a khong. Nhian VPN thudng chi ra nat tiép theo ma goi dugc chuyén tiép t6i
trén bo dinh tuyén PE ra. Do d6, muc dich ctia n6 1a dé chi bo dinh tuyén CE
dung nhu budc tiép theo cua goi.
No6i tom lai, luu lugng VRF — to — VRF ¢6 2 nhan trong mang MPLS VPN.
Nhan trén cing 13 nhan IGP va duoc phan phdi boi LDP hodc RSVP cho TE
giita tit ca cac bo dinh tuyén P va PE hop by hop. Nhian dudi cung 1a nhin
VPN ma dugc quang ba bai MP — iBGP tir PE dén PE. Nhiing bo dinh tuyén
P sir dung nhén IBG dé chuyén tiép goi t6i bo dinh tuyén PE ra twong Gng. Bo
dinh tuyén PE ra sir dung nhan VPN dé chuyén tiép goi IP téi bo dinh tuyén
CE tuong tng.

Hinh sau ddy mo ta viéc chuyén tiép goi trong mang MPLS VPN. Géi di
vao bd dinh tuyén PE trén giao dién VRF nhu 1a goi IPv4. N6 duoc chuyén
tiép qua mang MPLS VPN véi hai nhan. B6 dinh tuyén P chuyén tiép nhin
bang viéc tim kiém tai nhan trén cung. Nhin trén cing duoc trao ddi véi nhau
tai mdi bo dinh tuyén P. Nhing nhan nay dugc tach ra tai bo dinh tuyén PE va
g6i duge chuyén tiép nhu mot goi IPv4 trén giao dién VRF t6i bd dinh tuyén
CE. Bo dinh tuyén CE tuong tng dugc tim thay boi viéc tim kiém nhan VPN,
Trong phan nay ta s& xem xét vé su song cta goi IP vi nd di ngang qua mang
duong truc MPLS VPN tor moét dia diém cta khach hang t61 mot dia diém
khac. Pau tién phai xét dén nhimg khdi xay dung co ban cia MPLS VPN.
Gitra cac PE can c6 da giao thirc iBGP, giao thirc nay s& phan phdi tuyén
vpnv4 va nhin VPN két hop. Giita cac bd PE va P can thiét phai c6 mot giao
thirc phan phdi nhin. O day 1a gia thiét rang giao thirc phan phdi nhan nay 14
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LDP. Giira cac bo dinh tuyén PE va CE cén thiét phai c6 mot giao thirc dinh
tuyén dé chay va dit nhiing tuyén cua khach hang vao trong bang dinh tuyén
VREF trén PE. Cubi cing,nhiing bo dinh tuyén nay can duoc phan bd trong
MP-iBGP va nguoc lai. Hinh 3-19 va 3-20 gitp ta hiéu rd hon vé van dé nay.
Hinh 3-26 chi tuyén quang ba ciia vpnv4 va nhén tir PE ra téi PE vao va sy
quang ba cua tuyén IGP — biéu dién budc nhay tiép theo BGP cta PE ra — va
nhin téi PE vao. Pia chi budc nhay tiép theo BGP trén PE ra la
10.200.254.2/32, ma mot IGP quang ba t6i PE vao. Nhan cho tuyén IGP duoc
quang ba hop by hop boi LDP. Tuyén IPv4 cta khach hang 10.10.100.1/32
duoc quang ba boi giao thire dinh tuyén PE — CE tir CE t6i PE ra. PE ra thém
RD 1:1, chuyén né vao trong tuyén vpnv4 1:1:10.10.100/32, va gtri n6 dén PE

vao vo1 nhan 30 qua iBGP da giao thue.

MP-BGF Update
VPMwd Route 1:1:4210.1 0001032
Label 30

LDP Labsl Binding LDP Labsl Bindirg LDP Label Einding
Loopback o Label Irmplizit-rull For Label 23 Far Label 16 For

10200.254.2032  10.200.264.2/32 10,200.254,2132 10,200,254, 2132
VAF cust-one Ly L -
AD 1:1 -~ -,
[ ) ()
= r u-—_..,.l" = o ’.—.r
| smme | veA [ % e | F V=0 e | e |
T LS L. W L. L
L - EWAL A
| CE I Eqrass = Ingress | CE I
| 10.10.100.1/32 | PE PE | |
ll YRF cust-one ,J ll WAF cust-one )I
——— MPLS VPN —— :
.
Raute Update Route Update Route Updake Raute Update Roule Updats
10,10.100.1 /32 10.200.254.2/32 10,200.254.2132 10,200,264, 2132 10.10.100.1/32

Hinh 3- 19 Sy song ciia m(f)t g0i IPv4 qua mang dwong truc MPLS VPN
tuyén va quang ba nhan.
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Hinh 3-20 dua ra vi du vé mot géi véi dia chi IP dich 10.10.100.1 dang

duoc chuyén tiép voi 2 nhin nhu dugc quang ba trong hinh 3-26.

| Labal 33 | | Labsl 16 |
‘ Labal 30 ‘ | Labal 30 | | Labsl 30 |
IPvd Pac kst | IPwd Packst ‘ |Pv4 Packst | IPvd Packst | |Pv4 Packet
- -——— -—— - -
ll" TR T T ‘ oy by Ay, P 1 [—_ T T
N G R L =
! CE ! l - .'{\ | ': .'{"\ I ': .'{"'\ | ‘| "\. ! b C_E !
! I Egrass PE P P Ingress PE ! I
LoveE ] | owvAF |
L custone | | cust-ong |
MPLS VPN

Hinh 3- 20 Poi song ciia goi IPv4 qua mang dwong truc MPLS VPN:
chuyén tiép goi

Khi mot géi IP di vao ingress PE tur CE, PE vao s€ tim kiém dia chi IP
dich trong bang CEF, VRF cust-one. PE vao tim VRF diing bang viéc tim tai
giao dién goi vao bd dinh tuyén PE, va voi bang VRF ma giao dién nay lién
két t6i. Cac muc vao (entry) cu thé trong bang CEF VRF thudng thé hién rang
¢6 2 nhin can thiét dugc thém vao.
Chi y: Khi PE vao va PE ra dugc két ndi truc tiép, cac goi sé chi c6 mot nhan
duy nhit — nhdn VPN. Pau tién, PE vao gin nhian VPN 30 — nhu duoc quang
ba boi BGP cho tuyén vpnv4. N6 tré thanh nhan cudi. Sau do, PE vao gin
nhan IGP nhu nhin trén cung. Nhin nay 1a nhin ma lién két voi tuyén IGP
/32 cho dia chi IP budc nhay tiép theo BGP. Pay thudng 1a dia chi IP cua giao
dién loopback trén PE ra. Nhan nay dugc quang ba hop by hop gifta cac bd
dinh tuyén P cho t6i khi n6 t6i duoc PE ra. Mdi budc nhay thay doi gia tri cta
nhan. Nhin IGP ma duoc gin bai PE vao 1a nhin 16.

G061 IPv4 di ra khéi PE vao v6i 2 nhan trén ciia n6. Nhan trén cung — nhan

iGP cho PE ra — dugc hoan ddi tai mdi budc nhay. Nhin nay dit goi [Pv4
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VPN t6i dung PE ra. Thong thuong, boi vi day 1a hoat dong mac dinh trong
Cisco IOS — hoat dong PHP duogc dit gitra b dinh tuyén P cubi cung va PE
ra. Do d6, nhin IBP dugc g ra trén bo dinh tuyén P cudi cing va goi di vao
trong bo PE ra chi v6i mot nhan VPN trong ngan xép nhan. B PE ra tim
kiém nhian VPN trong LFIB va dua ra quyét dinh chuyén tiép. Béi vi nhan di
ra (outgoing label) 1a nhan s6 (No label), ngan xép nhan con lai bi g& bo va
g6i dugc chuyén tiép nhu goi IP t&i bd dinh tuyén CE. Bo PE ra khong phai
thuc hién viéc tra ctru dia chi IP dich trong mao dau IP néu nhan ra (outgoing
label) 1a nhan s6 (No label). Thong tin budc nhay dung tiép theo dugc tim
thay boi sy tim kiém nhin VPN trong LFIB. Chi khi nhén ra 1a Aggreate, bd
PE ra phai thuc hién viéc tra ctru IP trong bang CEF VRF sau khi tra ctru
nhan trong LFIB.

Céc vi du sau day cho thay nhan dugc quang ba bai LDP va MP-iBGP va
vi€éc su dung cua chung trong bang CEF VRF va LFIB. Nhitng nhan nay
tuong img voi nhitng nhan trong hinh 3-19 va 3-20.

Vi du: Bang VRF CEF Cust-one trén PE vao

Ingress-PE#show ip cef vrf cust-one 10.10.100.1 255.255.255.255 detail
10.10.100.1/32, epoch 0

recursive via 10.200.254.2 label 30

nexthop 10.200.214.1 POS0/1/0 label 16

Vi du: tuyén Vpnv4 trén PE vao

Ingress-PE#show ip bgp vpnv4 rd 1:1 10.10.100.1

BGP routing table entry for 1:1:10.10.100.1/32, version 81
Paths: (1 available, best #1, table cust-one)

Not advertised to any peer

Local

10.200.254.2 (metric 3) from 10.200.254.2 (10.200.254.2)
Origin incomplete, metric 1, localpref 100, valid, internal, best
Extended Community: RT:1:1,

mpls labels in/out nolabel/30
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Vi du: LFIB Entry trén PE ra

Egress-PE#show mpls forwarding-table labels 30

Local Outgoing Prefix Bytes Label Outgoing Next Hop
Label Label or VC or Tunnel Id Switched interface
30 No Label 10.10.100.1/32[V] 0O Et0/1/2 10.10.2.1
IGP Label
VPN 1 — VPN Labal —— VPN 1
ey vt Pkl o
e « « < e
C . . C
~aEi VRF [B5 S VRF i
L ", | -_;{\liﬂ "
CE FE FE CE
(=] (]
C c
Site A MPLS VPN Network Site B

Hinh 3- 21 Chuyén tiép géi trong mang MPLS VPN

Céong nghé MPLS va irng dung trong IP VPN
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CHUONG 4

UNG DUNG CUA MPLS TRONG VIEC CUNG CAP
DICH VU IPVPN CUA EVNTELECOM

Nam bat xu thé phat trién cta cong nghé théng tin va vién théng, luu
luong mang cong cong chay trén mang s& dan chuyén sang cac tng dung cta
giao thirc IP va c6 xu huéng chuyén vé mo hinh IP VPN. Tir nim 2004,
EVNTelecom di duwa mang NGN day du vao st dung véi hai tong dai dién
thoai tai Ha No1 va H6 Chi Minh. Mang NGN nay dua trén ha téng truyén dan
IP, duoc xay dung boi cac bo dinh tuyén Juniper.

EVNTelecom hién dang trién khai cac hé théng cung cip dich vu vién
thong cong cong nhu: dich vu VoIP — 179, dich vu Internet, dich vu cho thué
cong qudc té qua tram vé tinh, dich vu kénh thué riéng qudc té va trong nudc
va dic biét 1a dich vu dién thoai ¢ dinh khong diy dwa trén cong nghé
CDMA 2000 1x-450Mhz. Vi hé théng mang duong truc da sin sang cho két
nbi EVNTelecom dang dan chiém thi phan trong linh vuc cung cap dich vu
VoIP — 179 va dich vu thué kénh riéng. EVNTelecom da c6 2 mang dudng
truc Béc — Nam tdc d6 cao. Pay 1a nhitng duong truc quan trong, dé két nbi 3
khu vic Bac — Trung — Nam, sir dung cong nghé SDH véi bang thong 1én t6i
10Gbps (san sang nang cap 1én cong nghé DWDM).

Trong thoi gian toi, EVNTelecom sé& gidi thiéu hé théng duong truc thir
3 dua vao van hanh v6i dung lugng 1én té61 40Gbps st dung cong nghé
DWDM. Ngoai ra, EVNTelecom di thiét 1ap PoP tai hau hét cac tinh cua Viét
Nam. Sau d6 EVNTelecom s& tiép tuc xdy dung nhitng PoP mé&i nham cai
thién chét lugng cua dich vu.

Hién nay, EVNTelecom c6 mét trung tam van hanh mang dé diéu khién

mang truyén din va mang IP v6i chirc ning hd tro va xir Iy su cb 24/24. Bén
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canh d6, EVNTelecom ciing c6 nhitng trung tdm van hanh tai Bac, Trung va

Nam dé diéu hanh mang ndi hat. Cong nghé MPLS/VPN 13 mét su thay do6i

cia cong nghé IPoA truyén théng (IP over ATM). Do d6, mang IP cia

EVNTelecom co6 ca nhitng uu diém cua ky thuat ATM (nhu tbc d6 cao, mém

déo linh hoat, controllable current...) va nhitng tinh ndng médi cua cong nghé

IP trong nhitng nim qua. Mang IP ctia EVNTelecom c6 thé cung cép tat ca

cac dich vu: Internet (ISP,IXP), Internet CDMA, Intertnet qua CATV, mang
NGN, UIN (unified Intelligent Network)....

EVNTelecom di dua ra mé hinh cung cap dich vu MPLS/VPN cho

khach hang véi nhiing wu diém cia MPLS:

Riéng biét va bao mat

Doc 1ap voi mang khach hang

Linh hoat va 6n dinh

Kha nang quan ly hiéu qua, don gian.

Mang khach hang c6 thé sir dung dia chi IP private.

Chi phi thué kénh ré, nhét 1a trong viéc két ndi diém — da diém, hodc

da diém — da diém.

4.1 Ung dung MPLS trong mang IP core ciia EVNTelecom

Céc thiét bi BRAS, Edge, Core Router déu hd trg MPLS

Tat ca cac thiét bi BRAS, Edge, Core Router déu thudc mot hang.
Hién phan ha ting mang IP core di sir dung MPLS

C6 hé théng quan 1y VPN center

Khong can dau tu thém cho hé thong core.
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Hién tai cac thiét bi BRAS, Edge, Core Router déu 1a ctiia hing Juniper
va tat ca déu hd tro MPLS nén chiing déu c6 kha ning dap ung duoc dich vu
MPLS VPN. Mat khac toan bd cac thiét bi nay déu thudc mot hang nne ching
duoc quan 1y va huong mot giai phap chung dé cung cap dich vu VPN. Phan
mém c6 kha ning dap tng tinh ning VPN center giup viéc khai bao va quan
1y c4c site ctia khach hang mét cach dé dang hon.

Do céc thiét bi tir BRAS dén core déu hd trg MPLS nén ddi véi mang core
khong can phai dau tu thém thiét bi dd hoan toan c6 thé dap ung duoc viéc

cung cap dich vu MPLS VPN.

CAu triic mang ciia EVNTelecom 1a cdu tric Client — Server (chi - to).
Hién nay EVNTelecom dang s dung nén tang quan ly mang: hé thong
TNMS cua Siemens, hé théng ONMS cua Lucent, ZONME 300, hé théng
T2000 cua Huawei.

CAu trac IP cia EVNTelecom bao gém 3 16p: Core, Egde va Access.
Nhirng b dinh tuyén Core dugc thiét lap tai Ha Noi, ba Na:mg va Tp HO Chi
Minh. B¢ dinh tuyén Edge duogc thiét 1ap tai Ha Noi, Pa Ning, Can Tho va
Tp H6 Chi Minh. Con bd dinh tuyén Access dugc thiét 1ap tai cic vin phong
thong tin cia EVNTelecom (EVNTelecom’s Information Departments) tai tat

ca cac tinh. Nhu hinh 4.1sau day:

Cong nghé MPLS va wng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006
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Access

Core HN
Hinh 4- 1 M6 hinh mang IP ciaa EVNTE'&&E“

Trong d6 chirc ning chinh cua cac thanh phan nhu sau:
» CORE ¢6 nhiém vu két ndi va Forward data trén mang 10i.
= Edge la by dém giita access va core, gom tat ca cac luu lugng tir cac
access vé roi chuyén mach 1én core theo dung tuy@eE¥PN.
= Access thi két ndi truc tiép xuéng khach hang thong qua cac phuong
thirc ctia nha cung cép nhu ADSL, cable, FTTH hoac leasedline.
Access bao gém BRAS, DSLAM, CMTS. Router POP 1a access
BRAS (Broadband %\ecncl:oetg SAccess Server) 1a mdt phﬁitquﬁ_(hgé:é chtrc
nang tdp hop va diéu khién cac phién truy nhip cua thué bao. BRAS con c6
chtrc nang quan ly va tinh cudc céac thué bao truy nhép internet.
Access
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4.1.1 Dich vu kénh thué riéng leased line
Dich vu thué kénh riéng Lease Line cua EVNTelecom hay con goi 1a E-

Line cung cép cho khach hang tai Ha N1 dya trén mang truyén dan SDH noi
hat.

Dung luong cia mdi kénh E-Line thudng khong 16n hon 2Mb/s. Do d6
giai phap dugc lya chon 1a khach hang két nbi bang cic modem cép quang
hodc cap dong vao mang SDH cua EVNTelecom. Mdi khach hang s& duoc
cung cip mot kénh E1 trén mang SDH. Ddi véi nhitng khach hang thué mot
chum kénh thi s& dugc bo sung thém thiét bi ghép kénh DACS.

bdi véi nhiing khach hang thué kénh riéng tbc dd6 cao nhu STM1, STM4,
GE... thi giai phap duoc dwa ra 1a lip dat thiét bi truyén dan SDH tai khach

Khach hang

hang d¢€ két noi vao mang truyén dan.

Thiét b 4@7©

truyén dan SDH Modem Modem
Khach hang

Mang truyén dan
SDH

khach hang Thiét bi
truyén dan SDH
Cap dong

Modem
Khach hang

Router
khach hang

Hinh 4- 2 So @6 két ndi dich vu leased line
4.1.2 Dich vu IP VPN
Dé dap ting nhu cau cia cic doanh nghiép trong viéc xay dung hé thong
mang riéng c¢6 quy md 16n tai Viét Nam ciing nhu di quéc té, EVNTelecom

da cung cép dich vu mang IP VPN. Day 1a mét dich vu mang co thé dung cho
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cac tmg dung khac nhau, cho phép viéc trao d6i théng tin mot cach an toan
bang nhiéu lya chon két ndi v6i nhiéu tinh ning ndi tréi nhu: Két ndi truc tiép
giita cac diém bat ky (Any — to — Any Connectivity); nhiéu lua chon cong
nghé két ndi (Choice of Access Technology; tich hop dit lidu, thoai va video
(Data, Voice and Video Conver-gence); d0 bao mat cao (High Network
Privacy); dé sir dung (Easy of Operation).

Dich vu IP VPN cia EVNTelecom cung cap cho khach hang dua trén nén
ha tang mang IP chia sé¢ nhung van dam bao duoc tinh riéng tu cua dir lidu.
EVNTelecom d trién khai mang NNI véi dbi tac nudc ngoai nham muc dich
mo rong dich vu IP VPN di quoc té.

Dung luong ctia mdi kénh IP VPN thuong khong 16n hon 2Mbps. Do d6
giai phap duogc lya chon 1a khach hang két ndi bang cic modem cap quang
vao diém két ndi (Access) cia EVNTelecom. Hién nay EVNTelecom di trién
khai mang NNI v6i dung lugng ban dau 1a 2xEls véi ddi tic nude ngoai
nham muc dich cung cip dich vu IPVPN di qudc té. Trong thoi gian tdi,
EVNTelecom sé tang dung lugng 1én 4xE1s.

e Dich vu nhiéu wu diém

Str dung dich vu nay, tat ca cac dia diém trong mang co thé lién hé truc
tiép v6i nhau chi voi mot két ndi vat 1y duy nhat tai mdi diém, khong dung
Leased line hay PVC. Piéu nay lam cdu trac mang trd nén don gian va cho
phép cac doanh nghiép mod rong mang mot cach nhanh chong khong can thiét
ké lai mang hay lam gian doan hoat dong ctia mang.

Véi cac cong nghé quan 1y chit lvong dich vu (QoS) chudn, tat ca cac ing
dung dir li¢u, thoai va video co thé chay trén mdt mang IP riéng, khong can ¢6
cac mang riéng ré hay cac thiét bi chuyén dung. Hé théng bao mat co sin
trong mang st dung cong nghé chuyén mach nhin da giao thic (Multi-

Protocol Label Switching — MPLS) cho phép phan tach ludng dir liéu ctia mdi
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khach hang ra khoi Internet cling nhu cac khach hang khac. Muc do bao mat
tuong duong céac dich vu 16p 2 nhu X.25, frame relay va ATM. IP VPN con
han ché yéu cau d6i v6i nguoi dung trong viée thyc hién cac cong viée phirc
tap nhu thiét ké mang, cdu hinh bo dinh tuyén, do vay giam rat nhiéu chi phi
van hanh.

e Nhirng ing dung phu hop véi nhiéu d6i twong khach hang

Khi st dung dich vy, khach hang s¢€ truyén file, dich vu thu tin dién tu,
chia sé tai nguyén trén mang (file hodc may in), co s¢ dir 1li€u, Web ndi bd,
truyén anh, cac tng dung ERP, cac (mg dung thiét ké k¥ thuat; truy nhap
Internet va st dung cac dich vu trén nén mang ndy nhu mot khach hang
Internet truc tiép binh thuong; cdc ung dung vé am thanh, hinh anh trong
mang riéng cta khach hang (khach hang c6 kha ning thiét 1ap mot tong dai
PBX sir dung cong nghé IP va c6 thé goi trong pham vi mang ndi bd cua
minh).Ngoai ra khach hang c6 thé ing dung nhiéu dich vu cao hon nhu: Hoi
thdo qua mang MPLS VPN, hosting...

Dich vu VPN phu hop voi ddi tuong khach hang 1 cac don vi hoat dong
trong linh vuc ngan hang, bao hiém, hang hai...; cac van phong dai dién cac
cong ty nudc ngoai dat tai Viét Nam lién quan dén vién thong, tin hoc; céac
doanh nghiép san xuit c6 chi nhanh & nudc ngoai trong cac khu céng nghiép,
khu ché xuét, doanh nghiép san xuit; cac khu cong nghé phan mém, cac don
vi san xuét phﬁn mém; cac c4 nhan thudc mot trong cac don vi ké trén co nhu
cau st dung dich vu va cac co quan Chinh phu, cac B, cac Tong cong ty.

Dé sir dung duogc dich vu, khach hang can dap ung dy du cac thiét bi nhu:
Modem NTU, Router, dudng két néi truyén dan truc tiép v6i mang MPLS

VPN, modem gian tiép, line thoai, may tinh v&i cac truy nhap gian tiép.
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SOH Interprordcial
etk

IP VPN Networks To oversea
of EVNTelecom

Gold Danang

City

Class of Service

(Cos) o o

Hinh 4- 3 So' dd két ndi dich vu IPVPN )
EVNTelecom dam bao két no1 IP gitra cac site cua khach hang, ho trg

két noi diem — diém, diem — da diém, da diém — da diém.

4.2  Chit hrong dich vu mang EVNTelecom
Cic cdp dich vu (CoS — Classes of Services) truyén géi trong mang

o Géi Vang: 99.9% mot thang. Muc do wu tién cao nhat dung dé
truyén cac ing dung yéu cau do tré thap vi du nhu voice, video.

e Goi Bac: 99.5% mot thang. Luu lugng 6n dinh theo yéu cau voi do
tré va mat g6i theo cam két nhu céc dich vu SAP, ERP va nhirng
giao dich tai chinh khac.

o Goi Pong: 99.0% mot thang. Luu lugng khong 6n dinh ap dung cho

cac dich vu nhu Email, Intranet hodc luu lugng Internet.
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Tuy thude vao khach hang Iua chon goi dich vu nao ma mue do uu tién
trén dudng truyén sé khac nhau. Hinh 4-4 m6 ta mac d6 uu tién gitra cac goi

trong mang:

BERONZE

®» & @

Gia tri ToS |Class

0 Bronze
3 Silver
5 Gold

Hinh 4- 4 Mirc wu tién giira cac goi dich vu cia EVNTelecom

e Do tré gbi trong mang:

Do tré toan trinh “Delay”: tré qua muc tir dau cubi dén dau cudi khién
cudc dam thoai bat tién va mét tu nhién. Mdi thanh phan trong tuyén truyén
dan: may phat, mang ludi, may thu déu tham gia lam ting d¢ tré. ITU-TG.114
khuyén cdo do tré t6i da theo mot huong 1a 150ms dé dam béo thoai c6 chit
luong cao. Duéi ddy 1a thong s6 tré goi trong mang ma EVNTelecom cam két

cung cap cho khach hang ddi véi cac kénh cap trong khu vuyec.

Region Class of Service (CoS)
GOLD SILVER BRONZE
IP Precedence 5 3 0
Intra-Asia (Tierl) | <=110ms <= 120ms <= 130ms

Dé phén biét duoc cac 16p dich vu khac nhau thi bd CE chiu trach nhiém
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danh dau bit ToS/Differv cho céc 16p dich vu khac nhau cta luu lugng khi luu
luong di vao PE. Sau d6 PE s€ sao chép nhiing bit ToS/Differv tuong tng vao
bit EXP MPLS va chuyén tiép goi vao mang MPLS

e Kha ning cap dich vu - Service Availability
Kha ning cap dich vu dugc xac dinh nhu 1 kha ning cua trao d6i goi IP cua
mot khach hang véi mang EVNTelecom. Hién nay EVNTelecom cam két cép
cho khach hang 99.99% trong mot thang.

e Do tré pha “Titter”:

Dinh luong d6 tré trén mang ddi véi timg goi khi dén may thu. Cac goéi duoc
phat di mot cach déu din tir Gateway bén trai dén duoc Gateway bén phai ¢
cac thoi khoan khong déu Jitter qua 16n s& 1am cho cudc dam thoai dut quing
va kho hiéu. Jitter duoc tinh trén thoi gian dén cua cac goi ké tiép nhau. BO
dém jitter duoc dung dé giam tac dong “trdi sut” cia mang va tao ra dong goi
dén déu din hon & may thu.

e Do mat gbi “packet Loss™:

C6 thé xay ra theo cum hoic theo chu ky do mang bi nghén lién tuc. Mat
g6i theo chu ky dén 5-10% sb g6i phat ra c6 thé 1am chat luong thoai xuéng
cap dang ké. Ttng cum géi bi mat khong thudong xuyén ciing khién dam thoai
gap kho khan.

Cac thong s nay (do truyén goi - packet delivery, do tré, kha ning cap dich
vu - service availability) duoc do bang cach ldy trung binh cua nhitng mau do
trong mot thang gitta cac PoP VPN trong cung m¢t khu vuc hoac gitra cac khu
vuc.

Chu y: QoS co6 ap dung cho giao di¢n ngoai cua CE, EVNTelecom s€ ap dung
cac dang luu lugng cho luu lugng CoS va thong bao td1 CE thong lugng 16n
nhat ctia giao dién gitra PE va CE trong truong hop bang thong IPVPN yéu

cau cua khach hang khéng twong tmg voi két ndi vat 1y.
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Cadc dic trung yéu cdu

Tén tinh nang

Yeéu cau cua ANC

Kha ning hd trg cua

EVNTelecom

Phan doan noi1
hat cua giao

dién ho tro

Cac dang khac nhau cua

dich vu nay:

e nx 64k

e Kénh tring DS1, DS3
e SONET OC3 STM1
e SONET OC12STM4
e Fl

e E3

e ATM (DS-3/0C-3)
e Fast Ethernet

e (Gigabit Ethernet

e Others

Céc dang khéc nhau ctua
dich vu nay:

e nx 64k

e SDH STM1

e El

e E3

e Fast Ethernet

e Gigabit Ethernet

phuong  thirc | HO tro dong goi: Ho trg dong goi:
dong goi kénh | e Cisco HDLC e Cisco HDLC

e Frame Relay e PPP

e ATM e Ethernet

e PPP e PPP

e Ethernet

e Others
HO trg dinh | HO tro Layer-3 VPN : HO tro Layer-3 VPN:
tuyén Layer- | ¢ BGP-4 e BGP

VPNT gitta PE
va CE

e Static
e OSPF

e Static

e OSPF
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e RIPV2 e RIPvV2

e EIGRP e Others
e Others
Cudc phi Phi hang thang = cudc thué | Phi hang thang = cudc
cong + bang thong thuc su | phi ciia cong
st dung
CoS ANC dua ra 5 mac CoS EVNTel dua ra 4 muc

CoS

Internet Access | Kha ning truy nhap Internet | HO trg truy nhap Internet

stt dung duong két ndi vat | st dung duong két ndi

1y don. vat ly don.

Hinh 4-5 dudi day dua ra cac vi du vé viée cung cép dich vu IP VPN cho

éa Customer site 1
VS

A‘ ® 256Kk

i'n'I:L: 4 () o> éé Eusj;grger

LTS ' 512K
I:::.“ ‘ e " EVNTelecom \

EEEE ™ .o .> é Eustumer
. 384K
Headquarter
512K ‘ éa
i Customer site 4
"¢

Hinh 4- 5 Két néi IP VPN diém — da diém

khach hang két ndi theo kiéu diém — da diém.

Hinh 4-6 va 4-7 sau day dua ra vi du vé viéc két ndi gifra 4 dia diém khach

hang voi nhau va so sanh gitta dich vu IPVPN va IPLC trong truong hop yéu
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cau két noi nay.

iﬁu\ Headquarte Branch
oy

\*."liilliqh

Factor
IPLC Solution
Hinh 4- 6 Keét noi giira 4 diem khach hang dwa trén gidi phap cua IPLC
Dich vu IPLC két ndi giita 4 diém tao thanh mot mang full — mesh, gia
thanh cao hon rat nhiéu va khé van hanh quan 1y.

Véi dich vu IP VPN viéc két nbi giira 4 diém tré nén don gian va gia thanh re.

Branch
ﬁ\ Headquarte
Il!!\ - o
"lll, é %
iy Q.‘
.

Factory

IP-VPN Solution
Hinh 4- 7 Két néi giira 4 diém khach hang dwa trén giai phap cia IPVPN
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4.3 Giéi thiéu vé viéc cip kénh téi khach hang
Khach hang yéu cau kénh truyén tdc d6 256K tir Tp HO Chi Minh di Hong

Kong, voi CoS 1a Silver.

Access M20 tai HCM Diém cudi khach hang
Daynhay | S Day nhay
quang o quang
Z = Cap quang hién hiru 2 /
T _E1_© S @ g v.35-@
E Modem quang LJ 3 Modem quang Router
G.703 ODF ooF V.35 khach hang
15
g
@
Core HCM Core HN
[ T~ Router
Rout M20k Cx
z ,Sﬂoer MPLS MPLS bi quoc té
T e — EVNTelecom EVNTelecopn
E
~——

Hinh 4- 8 So’ d0 két ndi ciia khach hang két néi téi mang EVNTelecom

Subject: Fresenius IPVPN [HGC-EVN] (HK, Vietnam)

Date: 3 Sept 2008

Carrier EVN HGC

Order Number PM (M) 08-IP-VPN00254

HGC IB Ref No. PM (M) S00003261

Circuit ID VF800039Z005 VF800039W001
Fresenius- Fresenius Netcare

Customer Name Kabi Asia Pacific Ltd. Gmbh

PoP City Vietnam (EVN) Hong Kong

Local Loop Provider (if any) EVN HGC

Local Loop circuit ID (if any) (TBA) VF800039W001

Orer Type IPVPN IPVPN

Billing Type N/A N/A

Port No. PM (O) PM (O)

Port Speed 256K Tl

PE Router WAN IP Address 192.168.177.81 /30 192.168.230.1 /30

CE Router WAN IP Address 192.168.177.82 /30 192.168.230.2 / 30

PE-CE Routing Protocol BGP BGP

Cong nghé MPLS va wng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006



113

PE-CE Encapsulation PPP PPP

Customer LAN IP Prefix and Customer AS number : Customer AS

Subnet Mask 65141 number : 65205

HGC AS number :

EVN AS number : 24086 | 9304

QoS 100% Silver 100% Silver

Electrical Interface V.35 V.35

Order Issue Date 8-Aug-08 | 8-Aug-08

Customer Request Date 8-Sep-08 | 8-Sep-08

ITMC Test Date TBA TBA

End-2-End Test Date TBA TBA

4.4 Khoé khiin trong viéc cung cap MPLS VPN

Viéc cung cap dich vu MPLS VPN cua EVNTelecom ciing gip nhiéu kho

khan nhu:

e Cic thiét bi BRAS va mang Access khong thudc quyén quan 1y cia
EVNTelecom

e Vian dang xay dung quy trinh cung cap dich vu.

e Chua c6 chinh sach vé gia cudce dich vu day du.

e Nhan lyc chua du dé dap tmg dugc viéc cung cip dich vu dang ngay

cang duoc khach hang st dung nhiéu.

Khéng nhu dich vu Leased line 1 dich vu & Lop 1, ching ta chi cung cap
duong truyén vat Iy cho khach hang. Dich vu MPLS VPN dién ra & “lép 2.5”
va 16p 3 nén viéc cung cip dich vu sé& phirc tap va kho khan hon. Ngoai viéc
thiét 1ap dudng truyén vat 1y, con phai cdu hinh cac thiét bi Router trén mang

tor dau cudi dén dau cudi (cau hinh cac 16p trén) dé cung cap dich vu cho

khach hang.

Ngoai ra do MPLS van 1a cong nghé méi ddi véi khach hang, do d6 khach

hang van chua c6 sy hiéu biét nhat dinh nén viéc thuyét phuc st dung gip

nhiéu kho khan.

Céng nghé MPLS va wrng dung trong IP VPN

Nguyén Quynh Trang CHPTVT 2006




114

Chura ¢6 du nhéan luc 1am chu cong nghé dé co thé chuan doan, g& réi, tmg
ctru khi ¢ sy ¢6 d6i v6i khach hang (day 1a dich vu 16p cao nén viéc chuan
doan, g& rdi, tng ctiru khac hoan toan véi viée xur 1y thong tin cua leased line).

Trong boi canh EVNTelecom dang tham gia tich cuc va nhanh chong vao
thi truong vién thong cong cong, tan dung triét dé co s ha tﬁng vién thong
hién c6 ciia nganh dién dé nhanh chéng trién khai hang loat cac du an trudc
tién phuc vu ngay mot tét hon cho ndi bo nganh dién, tiép theo 1a cung cap
mot cach da dang cac loai hinh dich vu cho nguoi stir dung. Viéc trién khai
dich vu IPVPN véi 03 téng dai dat tai 3 vung, da thiét 1ap mot hé théng mang
16i dt manh tién dén muc tiéu dua EVNTelecom trd thanh mét trong 3 nha

cung cép dich vu vién thong manh tai Viét Nam.

Cong nghé MPLS va wng dung trong IP VPN Nguyén Quynh Trang CHPTVT 2006



115

KET LUAN VA KIEN NGHI

Cong nghé¢ MPLS (Multiprotocol Label Switching) 1a két qua phat
trién cua nhiéu céng nghé chuyén mach IP (IP Switching) sir dung co ché
hoan d6i nhan nhu cuia ATM dé ting toc do truyén goi tin ma khong can thay
d6i cac giao thic dinh tuyén IP. MPLS 1a mot cong nghé chuyén mach IP ¢6
nhiéu trién vong. Véi tinh chat co cdu dinh tuyén ctia minh, MPLS c6 kha
nang nang cao chat luong dich vu ctia mang IP truyén théng. Bén canh do,
thong luong clia mang s& duogc cai thién mot cach rd rét. Pay 1a xu hudng tat
yéu ctia mang truyén dan trong qua trinh trién khai va xdy dung mang NGN &
Viét Nam.

Hwéng phat trién cia dé tai

Trong cong nghé méi ngdy nay, mang truyén dan quang dang dan
chiém linh vi tri s6 mot. Mang truyén dan quang cé dung lugng cao, nhung dé
giam chi phi trén mot don vi bang thong thi can dén su két hop cia hai cong
nghé: mang Quang va IP. Su két hop ctia cong nghé IP va Quang s& mang lai
su phat trién vé dung lugng, kha ndng mo rong va sy linh hoat. Sy két hop IP
va Quang dap tmg yéu cau cho cac nha cung cép dich vu:

B sung cong nghé Quang cho nén tang IP.

Tiép tuc tich hop IP va dit li¢u trén nén tang Quang.

- Phat trién mot mirc quan 1y thong nhét, dva trén tiéu chuan dé day
manh hon nita viéc trién khai va ting cuong hiéu qua mang IP va
Quang

- Cung cb nhitng cong cu quan 1y mang st dung cho cac thanh phan
IP va Quang

Cung v6i chuyén mach IP, chuyén mach Quang ciing dang duoc cai

tién ciing voi sy phat trién cia MPLS tong quat (GMPLS — General MPLS)
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GMPLS mo rong sy anh hudng cua viée diéu khién MPLS vuot ngoai
thiét bi dinh tuyén va chuyén mach ATM, dén nhiing thiét bi 16p vat 1y nhu
thiét bi két nbi chéo quang va thiét bi TDM truyén théng nhu cic bd ghép
kénh xen k& SONET. GMPLS cung cap tin hi¢u thong minh va phan diéu
khién dinh tuyén dé cung tmg mot cach ning dong cic tai nguyén quang dé
cung cap tinh bén vimng cua hé thong sir dung cac k¥ thuat bao vé va phuc hoi.

Trong mdi truong quang, khai niém nhin dugc “tong quat hoa” dé bao
gdm cac dbi tuong trong cac moi trudng phan chia theo thoi gian, tan sb va
khong gian. Vi du, trong méi trudng chuyén mach TDM (SONET/SDH), céc
khe thoi gian déu c6 nhin. Trong chuyén mach khong gian (cong vao ingress
va cong ra egress) nhu trong ddu ndi chéo quang cac cong déu c6 nhin. Trong
ghép kénh phan chia theo budc song WDM, cac bude song déu c6 nhin. Do
1a Iy do m& rong MPLS trong moi truong quang duoc gan véi chit “Tong
quat”. Thay vi hoan chuyén cac nhian & mdi Router, STS (khe cia SONET),
budc song (quang) hodc soi cap quang, né dugc hoan chuyén tai mdi chd dau
ndi chéo quang. Nhu vdy, tuyén chuyén mach nhin trong GMPLS 13 mot
tuyén quang duoc thiét 1ap bang tha tuc tin hiéu GMPLS.

Mang thong minh dang dugc dinh nghia 1a mot tiéu chuan mé, theo cac
yéu cau dugc chi ra trong tiéu chuan Mang truyén tai chuyén mach ty dong
ASTN (Automatic Switched Transport Network) ciia ITU ma gan diy da
dugc chap nhan nhu G.807. Nhiing dich vu nay cho phép thay doi mang
quang tinh ngay nay thanh mang nang dong cho khach hang va giam chi phi
cung cép cho cac nha khai thac mang. GMPLS 1a co ché 1y tudng cho giao
dién chuyén tin hiéu ASTN giita khach hang va mang, trong pham vi mang
gilra cac mang quang.

Trong mang chuyén mach goéi hién nay, cau hinh bi gi6i han boi cac

lién két quang da duoc thiét lap tir trude. Lép mang goi khong thé thiét 1ap
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duoc cac tuyén quang mot cach doc lap dé dap tng duoc theo su yéu cau
bing rong. Néu nhitng yéu cau vé luu luong méi xuat hién, co thé dua ra yéu
cau cho nha cung cAp mang quang vé viéc bang rong bo sung ma diéu nay can
phai c¢6 ké hoach thuc hién trude (nhiéu ngay). Khi sir dung dich vu ASTN,
cac két ndi co thé tién hanh véi nhiéu muc do vé kha nang luu trix, pht hop
v6i mue chat lwong dich vu QoS mang goi.

Do nhiéu tinh ning khac biét, GMPLS lam cho mang Internet quang
nhanh hon va théng minh hon, giam thoi gian cung cdp hang thang xudng con
hang gidy cho dung lugng mang quang. Viéc st dung NUNI quang hd tro cac
khach hang IP va da dich vu, kha ning két ndi ning dong v6i 16p mang quang
dugc quan 1y ¢6 hi¢u nang cao hon va dem lai 191 nhuan cao cho mang VPN
quang. GMPLS 1a diém mau chdt cho viéc tich hop cia ca mang quang ciing
nhu mang toan quang sau nay.

Hwéng nghién ctu GMPLS 1a mt huéng mé cho cong nghé
chuyén mach nhin da giao thirc MPLS di dwoc dé cip trong bai luin

vin tot nghiép.
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