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L1 noi dau

VPN da duoc st dung rong rii trong cong nghé ndi mang ¢ cdc dang khdc nhau
trong nhiéu nim. Ung dung mdi nhat cia VPN 1a MVPN, tuy hdy con non tré va
con nhiéu van dé chua duoc giai quyét, ca vé k¥ thuét 1an kinh doanh. Nhung
chuong trinh khung di duoc dinh nghia rong rdi va ciing da c6 cdc trién khai o
nhiéu dang khéc nhau.

Dé dam bao ting trudong loi nhudn, cic nha cung cap dich vu di dong tim kiém
cdc cong nghé va phuong thirc méi dé dau tu. Trong nhitng nim gan ddy ho luu tim
rat nhiéu dén cdc dich vu Internet c6 tiém nang sinh ra nhitng lgi nhudn déng Kké.
Pay chinh 12 1y do cta nhitng dau tu tdn phd dat tién vao cdc cong nghé truy nhap
vo tuyén thé hé tiép theo c6 tiém niang hd tro toc do sd liéu cao cho cic dich vu
Internet: d6 1a hé thong théng tin di dong thé hé 3 (3G) GPRS, UMTS, va
CDMA2000. Su pha tron kha ning thoai di dong truyén théng véi céc dich vu
truyén ban tin va dya trén vi tri 12 céc dich vu hira hen nhit. Cdc hé thdng nay phai
cung cip cho nguoi sir dung kha ning truy nhdp cd nhan an ninh dén cic mang sb
liéu riéng, cdc cong ddng cling cong viéc hodc s thich ca vé kinh doanh 13n giai tri.

Yéu cau cao ddi voi dich vu nay dan dén nhu ciu cung cap két ndi mang riéng
4o di dong (MVPN) cua céc nha cung cép dich vu. MVPN duoc coi 1a chia khéa
trao doi thong tin kinh doanh gitra nguoi sir dung di dong va mang s lidu riéng an
ninh théng qua méi truong Internet. MVPN c¢6 thé dinh nghia nhu 12 sy m6 phong
clia mang s6 lidu di dong an ninh riéng dua trén cdc phuong tién vo tuyén va di
dong an ninh dung chung.

Tu cdc phan tich néu trén, luin van " CONG NGHE MANG RIENG AO DI PONG
VA KHA NANG UNG DUNG CHO MANG DI PONG GSM VA CDMA" nghién ctru cdc
giai phdp k¥ thuat, cong nghé¢ MVPN cho hé thong thong tin di dong va kha ning
mg dung trong san xuét va kinh doanh.

Luan vin chia thanh 5 chwong. Chuong 1 va 2 nghién ctu téng quan cdc hé

thdng théng tin di dong va co sé nén tang MVPN. Chuong 3 va 4 nghién cliu cic



vil

giai phap MVPN cho thong tin di dong (GSM/GPRS, UMTS va CDMA2000).
Chuong thir 5 nghién ctru thi truong, cdc kha niang trién khai va mo hinh dé xuat véi
Viét Nam.

Do noi dung cua dé tai lién quan dén rat nhiéu cong nghé va dé cap nhiéu van dé
nén modi myc duoc trinh bay mot cich tém lugc céc dic diém chinh va c6 chi thich
céc tiéu chuan kién nghi lién quan. Pong thoi ndi dung nghién ciru dé tai tuong ddi
rong nén chic chin khong tranh khoi han ché va thiéu sét. Rat mong dugc sy déng
26p ¥ kién cua thay co va cic ban.

Tbi xin gii 161 cam on chan thanh téi GS TS Nguyén Thic Hai da dinh huéng

nghién ctru va gidp do toi rat nhiéu trong qud trinh thuc hién luan van nay.

Ha No6i Thang 11 nam 2006



Chwong 1 Tong quan céc hé thong thong tin di dong

Cic hé thong thong tin di dong (con goi 14 cong nghé té bao) cung cap dich vy

s6 liéu dudi hai phuong thirc chuyén mach kénh va chuyén mach géi.

Trong mang s6 lidu chuyén mach kénh vd tuyén (CS), céc kénh danh riéng duoc
4n dinh cho céc thué bao di ho ¢6 st dung hay khong. Dich vu sb liéu dugc cung
cap théng qua mo hinh quay s6 vo tuyén (gidng truy nhap tir xa quay s hitu tuyén).
Nguoi stir dung quay s6 dién thoai lién két téi mot NAS (Network Access Server)
diing cho dich vu s6 liéu v6 tuyén dic thi. Khi két ndi vat 1y (kénh) duoc thiét 1ap
gitta MS (Mobile Station) va NAS, PPP (Point-to-Point Protocol) cung cép dich vu
lién két dau cubi-dau cudi. C6 thé d& dang két cudi phién PPP ngudi st dung, bang
cic k¥ thuat quay sé don gian dya trén ngin hang modem hay RAS (Remote Access
Server) ¢6 bd sung thém chuc ning IWF (InterWorking Function) v&i nang cip
phan mém phit hop véi méi trudng vo tuyén. IWF két cudi cic giao thirc truy nhap
v6 tuyén RLP (Radio Link Protocol) va tuong tic voi PSTN (Public Switched
Service Telephone Network) khi can. Trién khai VPN dua trén CS khong phai 1a

hudng chinh trong tuong lai, do vdy s& khéng duoc dé cap dén trong luan vin nay.

Cidc cong nghé mang sb liéu chuyén mach géi vo tuyén (PS) dua trén hd tro
mang truy nhap vo tuyén dé ghép kénh thong ké cic phién ngudi sir dung. N6 hd tro
truyén dan sé liéu dang cum (19,2kbps ; 38,4kbps ; 76,8kbps ; 153,6kbps), va cac
tai nguyén mang chi duoc sir dung trong thoi gian truyén sd liéu va khong st dung
trong thoi gian rdi. Do d6 gitp cho hé théng hoat dong hiéu qua hon. Piéu d6 ciing
c6 nghia 1a nguoi st dung trong cdc mang da phuong tién dung chung phai tranh
chap bang thong kha dung, nén doi khi din dén nghén, tré va hiéu suét théng luong

trén mot ngudi sir dung thap hon.

Tranh chip truy nhap céc tai nguyén dung chung 13 van dé dién hinh trong cic
hé thong thong tin di dong (TTDD) chuyén mach géi. Dé sir dung hiéu qua cic tai
nguyén, cdc kénh truy nhap vo tuyén chi duoc cip phét tam thoi cho ngudi st dung.

Sau mot khoang thoi gian khong tich cyc, MS chuyén vao ché d6 rdi (trong GPRS)



hay ché d6 ngii (trong CDMA2000). Ché d6 nay cho phép MS ludn duoc két ndi
bang cdch guri bdo hiéu va s liéu dén dia chi 16p mang ciia né thong qua céc thu tuc
cap nhat vi tri va tim goi, va khong tai nguyén danh riéng nao cho phép MS guri va
nhan s6 lidu ldc nay. Khi can nhan s6 lidu, MS dugc tim goi, né "tinh gidc" va phat
di yéu cau thiét 1ap kénh mang vo tuyén (radio bearer) dé duoc phép thu sd liéu. MS
phat di yéu ciu gidng nhu vay khi né can phat s6 lidu va khi khéng c¢6 kénh mang

v6 tuyén san sang thiét 1ap.

Mang
Internet/mang
IP ca nhan

: /d
2 -~ J = =esssee Tunnel dwoc lap trwéc day
Thiét b di ] Tunnel dwoc 1ap hién thoi
BSC Mang
dong khach 3 - Két néi vat ly

Mang truy nhap Mang I5i
Hinh 1.1 Co ché truyén tunnel s liéu go6i vo tuyén

Trong cdc hé théng thong tin di dong, vé khdi niém, cong nghé hd trg ndi mang
di dong s6 liéu PS nguoi str dung 13 giébng nhau. NG dua trén cic co ché truyén
tunnel khic nhau nhu MIP (trong CDMA2000) va GTP (trong GSM va UMTYS).
Cic tunnel duoc thiét 1ap dong gitra diém nhap mang vo tuyén tirc thoi cia MS va
mot "diém neo" tunnel hay mang nha, déng thoi déng vai trd nhu mot cong cho
mang sb liéu di dong ma tir d6 ngudi str dung nhan duoc dich vy truy nhap. Vi cic
MS thay d6i dong vi tri trong mang (di chuyén tir mot MSC (Mobile Switching
Center) nay dén mot MSC khéc hay dang ¢ bién MSC), nén céc tunnel dugc thiét

1ap dong giita mang nha ctia MS va mang truy nhdp vo tuyén khach.

Véi cong nghé mang sb liéu PS, do thiéu san xuat dau cudi hang loat va thi
nghiém ton kém nén thoi gian tiép nhan dich vu cham hon dy tinh. Nguoi sir dung
cling c6 thé két ndi thwong xuyén hay theo yéu cau dén mang Internet hay mang sb
liéu riéng. Tuy nhién né doi hoi cé cic quy dinh trude gitta mang sé liéu riéng va

nha khai thac.



Cong nghé thong tin di dong, hién nay da trai qua ba thé hé:

GENERATIONS 1G 2G 25G 3G
Systems NMT, TDMA IS-136, |GPRS, CDMA2000-3X,
TACS, GSM, CDMA |CDMA2000-1X, |(CDMA2000-1X EV-DO
AMPS IS-95, HSCSD, EDGE UMTS, Enhanced
CDPD EDGE
Voice/data Circuit voice, |Circuit voice, |Circuit voice, Circuit/packet voice,
technology circuit dial- |circuit dial-up |circuit/packet circuit data and
up data data data (Internet, IP |highspeed packet data
services) (multimedia, all IP
option)
Theoretical data |2.4-9.6 Kbps (9.6 -19.2 Kbps 9.6 -144 Kbps;  |144Kbps-2Mbps;
rate. 28.8 Kbps 70-473 Kbps 144Kbps-2Mbps;

256Kbps-2.4Mbps

Expected average [2.0-9.0 Kbps [9.0-19.0 Kbps 9.0-300 Kbps 60—-1000 Mbps;
data throughput

Radio Access FDMA TDMA, TDMA, CDMA |TDMA, CDMA, W-
Technology CDMA CDMA, TD-SCDMA

Bang 1 Céc dic tinh ciia cic hé thong thong tin di dong [4]
Thé hé thu nhét (1G) truyén tin hiéu thoai tuong tu dua trén FDMA (Frequency
Division Multiple Access) voi mang 161 dya trén TDM (time-division multiplexing).

1G dugc cdc nude Tay Au st dung trong thoi ky dau.

Thé hé tht hai (2G) dugc thiét ké cho trién khai qudc té (cung cap kha ning
chuyén viing qudc gia) véi cic dic tinh manh nhu tinh twong thich, kha ning
chuyén mang, va sir dung truyén tai thoai da duogc s6 héa trén giao dién vo tuyén.
Hé théng 2G dién hinh: GSM (Global System for Mobile Communications) va
cdmaOne (tiéu chuan TIA [IS95]). Cong nghé mang 16i cia 2G c6 thé 1a s6 liéu

chuyén mach kénh hodc chuyén mach géi.

Hé thdng 2,5G 1a budc dém tién trién tir 2G 1én 3G. N6 ¢ cong nghé truyén dan
vo tuyén ciia 2G va c6 toc do dir liéu dén 144kbps ciia 3G. Dién hinh 1a GPRS.

Mot hé théng TTDD thé hé thtr ba (3G) phai dép Gmg cic yéu cau cia ITU:

e Hoat dong tai mot trong cdc dai tan s6 da an dinh cho céc dich vu 3G.



e Phai cung cap dich vu s6 liéu méi cho ngudi sir dung, bao gdm multimedia,
doc 1ap v6i cong nghé giao dién vo tuyén.

e Phai hd tro truyén dan s6 lidu di dong tai 144kbps cho ngudi sir dung di dong
tdc d cao va dén 2Mbps (vé 1y thuyét) cho nguoi di dong tde do thap.

e Phai cung cap dich vu sb lidu géi.

e Phai dam béo tinh doc 14p mang 16i v6i giao dién truy nhap vo tuyén.

Hinh 1.1 cho thdy con dudng phat trién ciia cdc hé thong thong tin di dong.

3G
16— 2G 2,50zl ETSI UMTS,W-CDMA
‘ NMT Ié-,ﬁ GSM GSM + GPRS | \WCDMA/HSPA |
=r 7l /e e | TD-SCDMA |
‘ TAGS [\ ATPMA(S-136K7 W 15136 + GRS [\ | [ W-CDMATDD |
—— A T S [ W-CDMAFDD |
‘ AMPS  K—HCDMA (1595-A)_|. e
T 5 T 5 T \ T
EEL et |
= [ CDMA2000-3X (5MHz) |
VLt | - /| PDC/PDC-P [CDMAZ2000-1X (1.25MHz)|
I". N, , U T [ CDMA2000-1XEV-DO |

"/ /| [ CDMA2000-1XEV-DV |

ARIB W-CDMA (Japan) |

1985 1989 1995 2001 2003 2004+

>

Hinh 1.1 Con dwong phat trién ciia cac hé thong thong tin di dong [4]

1.1 S6 liéu chuyén mach géi trong CDMA 2000

Phan nay sé& trinh bay kién tric sb lidu géi lién két v6i giao dién vo tuyén
CDMA2000. Kién triic nay dugc mo ta trong khuyén nghi 3GPP2 va céc tiéu chuan
TIA [IS835] va [TS115], cho phép cic nha cung cip dich vu vo tuyén di dong
CDMA2000 dua ra dich vu sd liéu g6i hai chiéu st dung giao thuc IP. C6 hai
phuong phép dugc st dung: Simple IP (IP don gian) va MIP (IP di dong).

Trong IP don gian, nha cung cap phai 4n dinh cho nguoi sir dyng mot dia chi IP
dong. Dia chi nay giir nguyén khong d6i khi ngudi sir dung duy tri két nbi voi ciing
mdt mang trong mién nha khai thac di dong, nghia 12 ngudi sir dung van trong viing
phu cia mot PDSN (Packet Data Serving Node). Mot dia chi IP mai phai nhan duoc
khi nguoi st dung nhép vao mot mang IP khac (vung phu ciia PDSN khéc).



Uu diém ndi troi ciia IP don gian (so v6i MIP) 1a khong ddi hoi cai dit phan
mém dac biét trong MS. Tuy nhién IP don gidn chi hd tro di dong trong mdt vung

bién gidi dia ly nhét dinh (vung phu cia mdt PDSN).

Phuong phdp truy nhap MIP dua trén [RFC3220]. Trude hét MS duoc nhap vao
mot PDSN phuc vu ¢6 hd trg chiic ning FA (Té4c tir ngoai) va duoc 4n dinh dia chi
IP theo HA (Téc tir nha) cua n6. MIP cho phép MS duy tri dia chi IP cua minh trong
thoi gian phién khi di chuyén trong mang CDMA2000 hay sang mang khac hd trg
MIP.

Cac MS tuong thich véi tiéu chuin TIA/EIA [IS-2000] duoc két ndi vao mang
CDMA2000-1x, c6 thé thay doi tbc do sé liéu kha dung giira toc d6 co ban 9,6kbps
va toc d6 cum. Téc d6 cum nay dugc 4n dinh boi co s6 ha tﬁng, dua trén nhu ciu
ngudi sir dung va tinh kha dung ciia thi nguyén (ca bang thong vo tuyén 1an cic
phan tir ha tang). Ty thudc vao tai nguyén va tinh trang di dong dugc danh gid tai
mot thoi diém, téc d6 cum thich hop s€ dugc cép cho mdt MS. Cép phat cum duoc

thue hién doc 1ap voi dudng 18n va dudng xudng dir liéu ctia mot MS.
1.1.1 Kién tric hé théng s6 liéu géi CDMA 2000

Kién tric hé thong s liéu g6i CDMA2000 md ta ¢ hinh 1.2, gdm cic phan tir
sau:

e MS c6 dang mdy cam tay, PDA hay PCMCIA card trong mdy tinh xach

tay/cam tay hd trg Simple IP hay MIP client hay ca hai.

e CDMA2000-1x RAN (Mang truy nhap géi CDMA2000-1x).

¢ Chtrc ndng diéu khién g6i PCF (Packet Control Function).

e PDSN hé trg chirc niing tdc tir ngoai FA (phuong phap truy nhap MIP).

e Téic tir nha HA (phuong phédp truy nhap MIP).
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Hinh 1.2 Kién tric s6 li¢u géi CDMA2000
Khi MS két n6i dén tram BTS, céc budc thiét 1ap két nbi sb liéu trong trudng
hop MIP nhu sau:

1. MS thiét 1ap két ndi dén PDSN.

2. MS két néi dén HA phuc vu (mang nha) qua mot tunnel PDSN/FA va HA
(tunnel MIP) do PDSN thiét 1ap.

3. Xdc thuc va uy quyén dugc thuc hién tai PDSN va HA bang cich yéu cau
ha ting AAA.

4. HA 4n dinh dia chi IP (d6ng hodc tinh) tai ddu mdi phién cho MS tir
khong gian dia chi IP cia HA.

Khi MS két n6i dén tram BTS, céc budc thiét 1ap két nbi sb liéu trong trudng
hop IP don gian nhu sau:
1. MS thiét 1ap két ndi dén PDSN
PDSN xac thuc MS.
PDSN 4n dinh dia chi IP cho MS

PDSN két cudi lién két PPP ctia nguoi sir dung va chuyén tiép géi.

A

PDSN dp dung céc qui tic loc va chinh sdch khéc khi can.

Két nbi gitta MS va PDSN phuc vu doi hoi thiét 1ap mot két ndi thir hai cho
thong tin IP. Két nbi nay dugc dam bao boi giao thirc PPP va hd trg IPCP, LCP,
PAP va CHAP. PPP duoc khoi dau boi MS trong qud trinh dam phén két ndi va két
cubi boi PDSN. Giita mang v6 tuyén (MSC/PCF) va PDSN, luu lugng PPP dugc
dong g6i vao giao dién R-P (Radio-Packet).



PCF ¢6 cdc dic diém sau:

e La phan tir mang truy nhap v6 tuyén (CDMA2000 RAN), ¢6 vai trd nhu
mdt MSC va thyc hién nhu bd diéu khién mang RNC (Radio Network
Controller).

e Chiju trdch nhiém thiét lap giao dién R-P va xu ly.

e Chuyén tiép céc khung PPP giita MS va PDSN.

e Cho phép MS thay do6i PCF trong khi van gitt MS gin véi cting mot
PDSN va nhé dém sé lidu ciia ngudi str dung khi két ndi vo tuyén trang

thdi “ngu” dugc ket noi lai.

Vai trd ctia PDSN trong kién tric CDMA2000:

e Vai trd chinh: két cudi cdc phién PPP khoi xudng tir MS va cung cip
chic ning FA (khi MIP yéu cau) hay truyén céc géi IP dén ching tiép
theo (khi IP don gian dugc sir dung).

e Xic thuc ngudi sir dung va ity quyén cho ho str dung céc dich vu yéu ciu.
H6 trg tunnel nguoc dén HA.

e Thiét 1ap, duy tri va két cudi két ndi dua trén PPP dén MS.

e Hb trg AAA client dé xdc thuc MS boi AAA server dia phuong.

Vai tro cua giao dién R-P:
e La mot giao dién mé dua trén giao thirc truyén tunnel GRE (Generic
Routing Encapsulation).
e Két nbi mang v tuyén va PDSN.
e Tich PDSN ra khoi PCF, cho phép cdc hing vo tuyén dua ra cc giai
phéap PDSN da nha cung cap vao mang cia ho.

Bang céc chuyén giao PCF trong khi van git MS ndi vao (neo vio) cling mot
PDSN, cdc thiét bi di dong dya trén IP c¢6 thé di qua céc bién giéi MSC ma khong
anh huong dén tinh lién tuc cta phién nguoi sir dung. Thc 1a ngudi sir dung chuyén
dich vao viing pht MSC méi, phién nguoi sit dung khong bi cat, khong budc phai

két nbi lai dén MSC méi va khong nhéan dia chi IP méi.
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Hinh 1.3 Ngin xép giao thire dich vu gé6i CDMA2000

1.1.2 Thiét bi dau cudi di dong MS (Mobile station)
Trong CDMA2000, MS phai dam bao cic yéu cau sau:

e MS phai xédc thuc véi HLR(Home Location Register) ctia nha cung cép
dich vu cho truy nhéap vo tuyén, va xéc thuc voi PDSN va HA (st dung
cdc truy nhap IP don gian hay MIP) cho truy nhap mang s liéu.

¢ MS phai hd trg giao thirc néi mang PPP, va kha ning xdc thuc dua trén
CHAP (véi IP don gian), va hd trg MIP client (v6i MIP)

e MS ciing phéi hd trg chuyén trang thdi ngi/tich cuc trén dudng truyén vo

tuyén

Trang thai ngii (cic MS khong c6 két ndi lién két tich cuc dén PCF)
e Cho phép MS hodc MSC tam ngung két ndi dudng truyén vo tuyén tich
cuc sau mot khoang thoi gian khong tich cuc va giai phong giao dién vo

tuyén cling véi cdc tai nguyén BTS dang phuc vu.



e Néu hoic MS hoic PCF lién két c6 cdc géi can phét trong khi ngu, két
ndi duge tich cuc lai va truyén dan lai tiép tuc.
e Tat ca cdc MS (tich cuc hay ngt) duoc ding ky trong danh sich cua

PDSN va mot rang bugc véi HA tuong Uing.

Dbi v6i ché do MIP, PDSN/FA theo doi thoi gian con lai cua thoi han hiéu luc
dang ky cho tirng MS trong bang dinh tuyén ctia né va MS chiu trach nhiém lam
méi lai thoi han cta né véi HA. Néu MS khong dang ky lai trudc khi hét han ding
ky, PDSN s& cham dirt lién két voi PCF d6i voi MS (PDSN/FA sé& ding dinh tuyén
cic g6i dén MS) va két thic phién. HA ciing lam tuong ty néu MS khong dang ky
lai khi qua m¢t PDSN khéc.

Ddi véi cic lién két PPP mang luu lugng tich cuc, PDSN két cudi phién PPP véi
MS va chuyén tiép luu lugng IP dugc déng géi dén MS tir HA hay dén HA tir MS
qua truyén tunnel nguoc. Doi véi tit ca MS di dang ky, ton tai mot tunnel riéng duy
nhat t6i HA.

Cac kiéu MS

Tén tai hai kiéu cu hinh MS co ban: M6 hinh chuyén tiép va md hinh mang.

MS mé hinh chuyén tiép, dau cubi di dong duoc két ndi dén mot du cudi sb licu
cam tay khdc (nhu mdy tinh xdch tay, thiét bi tinh toan cam tay ,..). Mdy dién thoai
md hinh chuyén tiép khong két cudi bat ky 16p giao thirc nao trir 16p vat 1y (giao
dién vo tuyén) va 16p RLP. Con cic thiét bi dau cudi sb liéu di keém phai két cudi tat
ca cac giao thic 16p cao hon (PPP, 1P, TCP/UDP...).

MS mé hinh mang, ngoai giao dién vo tuyén két cudi tit ca cic giao thirc can
thiét, khong can bat ctr thiét bi dau cubi bo sung. Dién hinh 1a PDA, PC Pocket, ...
1.1.3 Cac mirc di dong cia CDMA2000

Kién tric s6 liéu g6i CDMA2000 dinh nghia ba mirc di dong cho MS (Hinh 1.4)
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Hinh 1.4. Phan cip di déng CDMA2000

Micc di déng thir nhat: tai 16p vat 1y boi chuyén giao mém hay ban mém giita céc

BTS, trong khi MS neo giit dén ciing mot PCF, va trong sudt d6i véi PCF va PDSN.

Micc di dong thir hai: tai giao dién R-P trén 16p lién két, miic nay cho phép chuyén
giao trong sudt tir PCF dén PCF trong khi van duy tri phién tai cing mot PDSN. Hai
trang théi s€ xdy ra: Ngu va tich cyc. Trong trang thdi tich cyc khi nguoi st dung di
qua bién gigi PCF, mot chuyén giao xay ra trong sudt d6i voi MS. MS tham gia vao
chuyén giao ban mém dén BSC (MSC) mdi, trong khi phién s liéu van neo dén
PCF gbc trong thoi gian cudc goi va MS nam trong trang thdi tich cuc. Tuc 1a khi

MS trong trang thdi tich cuc, khong xay ra thay d6i PCF phuc vu.

Khi MS trong trang théi ngu di qua bién gidi vung phuc vu cua mot PCF, MS s&
khoi dong tich cyc lai tai mot BSC (MSC) méi dé thiét 1ap mot két ndi PCF. Piéu
nay dan dén thay d6i PCF nhung khong nhat thiét thay d6i PDSN. PCF méi s& tim
cich an dinh MS cho PDSN dang phuc vu. Néu PCF méi c¢6 két ndi dén PDSN nay,
thi MS va PDSN hoan toan khong bi tac dong.

Micc di déng thir ba (I6p mang): 1a chuyén giao giita cdc PDSN dua trén sir dung
MIP. Gia sir MS di dang ky véi HA va PDSN (MS di dugc xdc thyc boi hai phan
tr nay) dé thiét 1ap IP tunnel cho luu luong can truyén. Khi MS chuyén dén vi tri

dugc phuc vu cia mot PCF két ndi dén PDSN méi, MS nhan dugc yéu cau dang ky
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v6i PDSN méi nay. Dang ky nay cip nhat cdc bang rang budc tai HA, vi thé tit ca
luu lugng tiép theo cho MS nay sé& dinh tuyén dén PDSN moi. Lién két PPP cuia MS
bi anh hudng boi sy thay dbi nay trong khi dia chi IP khong thay dbi, va tinh di

dong van giit nguyén trong sudt doi véi doi tac cia MS.

Ché do IP don gian chi thyc hién thong qua hai mic di dong dau. Con ché do

MIP thuc hién ca ba mic trén.

1.1.4 AAA(Authentication, Authorization and Accounting) di dong CDMA2000

Truée tién ta xem xét mot sd khdi niém trong CDMA2000.
Mang nha:

e  Most thué bao c¢6 tai khoan (ké toan) duoc thiét lap v61 mot nha khai thac vo
tuyén, nha khai thic s€ cung cép dich vu thoai va sb liéu cho nguoi st dung
va cung cap mang nha cho thué bao di dong.

e Luu ly lich va thong tin x4c thyc nguoi sir dung.

Mang khdch:

e Khi nguoi sir dung chuyén mang vao viing lanh thé ctia nha khai thac khac

e Nhan thong tin xdac thuc va ly lich dich vy tr mang nha cua MS chuyén
mang.

Ly lich dich vu: cic tai nguyén vo tuyén ngudi st dung duoc quyén st dung nhu:
bang thong cuc dai, mic wu tién truy nhap.
Trong CDMA2000 céc ly lich nguodi st dung dugce luu tai HLR mang nha va luu

tam thoi tai VLR mang nha.
Kién tric s6 liéu g6i CDMA2000 duoc mb ta trén hinh 1.5.



12

MSC/BSC
May di déng sé
liéu cdma2000 Mang khach

May tram

Hinh 1.5 Mang 16i CDMA2000 dién hinh cing véi cic h¢ thong AAA

Khi mot MS yéu cau dich vu s6 liéu, dau tién MS vio trong giai doan dang ky,
n6 sé& bi xdc thyc hai lan: Trén 16p vat Iy va trén 16p lién két. Xdc thiec 16p vat Iy
(truy nhap mang va thiét bi dau cudi ngudi st dung, chi xdc thuc MS) thyc hién boi
HLR va VLR, va dua trén IMSI (International Mobile Station Identifier) [IS2000]
ctia MS. Xdc thwc I6p lién két (tray nhap mang so lidu g6i) thuc hién boi cic AAA
server va cac client. Qué trinh nay dua trén $6 nhan dang NAI (Network Access
Identifier) [RFC2486] c6 dang user@homedomain. Ngoai ra, NAI cho phép phan
phat lién két an ninh MIP dic thit dé hd tro x4c thyc PDSN/HA trong thoi gian ding
ky di dong, an dinh HA va chuyén giao giita cic PDSN.

Sau khi hoan thanh giai doan dang ky, ngudi sir dung mudn truy nhap dén mang

s0 liéu cong cOng hay riéng, AAA mang s0 li€u s€ tién hanh xdc thyc nguoi si dung

Hé thdng s6 liéu CDMA2000 dam bao hai co ché xéc thuc khi sir dung phuong
phép truy nhép IP don gian va MIP nhu dinh nghia trong [IS835] va [RFC3141].

e Dbi voi truy nhap IP don gian: xdc thuc dwa trén CHAP cia giao thic PPP.

Trong CHAP, PDSN héi (guri challenge) MS bang mot gid tri ngiu nhién.

MS tra 15i (response) bang mot chit ky MD-5, tén/mat khau ngudi str dung.

PDSN chuyén cdp challenge/response dén AAA server nha dé xic thuc

nguoi st dung.
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e D6i voi truy nhap MIP: PDSN gui challenge téi MS. MS tra 10i response
bang mot chir ky va NAI (duoc kiém tra boi mang nha) ciing véi yéu cau

dang ky.

Ca hai co ché déu dua trén shared secrets lién két vi NAI (luu tai mang nha) va
duoc hd trg bai cung mot ha tﬁng AAA server. Trong ca hai truong hop, sb liéu ké
todn dugc thu thap boi PCF va PDSN dugc giri dén AAA server dia phuong. Trong
d6 PCF thu thap ban ghi ké todn truy nhap vo tuyén, va PDSN thu thap thong ké sb
liéu timg ngudi st dung. Véi MS chuyén mang, AAA server dia phuong chuyén

mot ban sao cac ban tin ké todn RADIUS dén AAA server nha.

Khi xay ra chuyén giao giita hai PDSN, PDSN duoc giai phéng giri ban tin
Accouting Stop (dimg ké todn) dén AAA server, va Accouting Start (bat dau ké
toan) duoc giri dén AAA server tir PDSN moi két ndi. Accounting Stop tir PDSN
gidi phéng doi khi c¢6 thé dén sau Accounting Start tir PDSN méi (PDSN c6 thé
khong biét rang MS da roi di, nhung van doi thoi han dang ky hay tam ngung
khong tich cuc PPP dé két thic phién). Piéu nay c6 nghia 12 server tinh cudc phai
tiép nhan nhiéu chudi dimg/khéi tao tir cic PDSN khdc nhau va xtr Iy ching nhu
mot phién duy nhét [IS 835]. Khi mdt b dinh thoi khong tich cuc PPP hay thoi han
MIP da hét hay MS két thic phién, lién két R-P dugc giai phéng va mot Accounting
Stop duogc giri dén AAA server.

1.2 S6 liéu chuyén mach géi trong GSM va UMTS: GPRS va mién UMTS
PS

Phan nay xem xét h¢ théng GPRS va mién UMTS PS, va cdc dich vu dugc cung
cap. Ta cling xem xét cic cich thic mot MS truy nhiap mang liéu s géi, cdc giao

thirc dugc sur dung va xdc thyc nguoi s dung.
1.2.1 Cac phin tir GPRS

H¢ théng GPRS mé rong ndi mang s6 liéu g6i cua h¢ théng GSM. GPRS h) tro
truyén dan s6 lidu géi trén giao dién v6 tuyén va kha nang di dong sé liéu géi trong

mang 16i.
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Dé trién khai GPRS doi hoi cap nhat phin mém BSS dé

e ghép cic dich vu s6 lidu 18n céc khe thoi gian khong bi cdc dich vu CS chiém

e diéu khién dong chdy va cdc co ché phat lai can thiét dé truyén so li€u goi

trén cong nghé truyén dan vo tuyén GSM.

DNS va mang thong minh (IN) 14 cdc phan tir bo sung va 1a bd phan cua dich vu
GPRS tién tién. Kién triic GPRS duoc ETSI dinh nghia va duy tri boi 3GPP.

MSC/VLR

Hﬂﬂﬂﬂﬂﬂﬂ

Internet

S6 liéu va bao hiéu
Bao hiéu

Hinh 1.6 Kién tric GPRS

Hé théng GPRS chu yéu dinh nghia hai phan tir: BSS (Base Station System) va
PLMN (Inter-PLMN Backbone Network). GPRS BSS va GSM BSS dugc ting
cuong PCU (Packet Control Unit) dé hd tro céc dich vu g6i. Buong truc PLMN bao
gdm hai nit mdi: SGSN (Serving GPRS Support Node) va GGSN (Gateway GPRS

Support Node). GGSN va SGSN duoc ndi voi nhau qua mot mang IP va tuong tic

v6i nhau qua giao dién Gn dua trén giao thie GTP.

Dic diém chinh cua SGSN (con goi 1a 2G SGSN):

Cung cip cic dich vu nén 16p mang, chirc ning phan doan va lap rdp lai.
Lap khung va ghép kénh 16p lién két,

Mat ma hoéa cling nhu xtr Iy bdo hi¢u MS va quan 1y di dong trong BSS,
gifra cac SGSN.

Quan 1y cdc GTP tunnel dugc thiét 1ap dén GGSN.

Tuong tdc voi HLR va IN, MSC va SMS-SC (SMS Service Center).

Thu thap sé liéu tinh cude va truyén né dén CGF trén giao dién Ga.
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Dic diém chinh ciia GGSN
e Neo giit cdc phién truyén sb liéu.
e Cung cép truy nhap dén cdc mang s6 liéu géi bang cich hd tro két cudi
cdc GTP tunnel tir SGSN ma MS hién thoi dang ndi dén.
e Cung cap nén tang va cong dén céc dich vy sb lidu géi tién tién nhu Web,
WAP, cic mang sé liéu riéng & xa.
Cic phién sé liéu géi trong GPRS va UMTS PS dugc thiét 1ap bang céch thiét
1ap va duy tri cdc GTP tunnel dén GGSN. Mot GTP tunnel 1a qué trinh déng géi cic
g6i gitta GGSN va SGSN trong GTP/UDP/IP.

Khi MS chuyén mang, MS nay néi dén mot SGSN trong mang khich va mot
GGSN mang nha hoac mang khéch. Néu GGSN mang nha, mang IP dugc sir dung
dé nbi SGSN khéch dén GGSN nha va duoc goi 12 mang duong truc giira cic
PLMN. Mang duong truc gitta cic PLMN thuong dugc goi la GRX (GPRS
Roaming Exchange). Nét dic biét cia GPRS lién quan dén GRX 1a SGSN mang
khach va GGSN mang nha tuong tic véi nhau trén mang GRX qua giao dién Gp.

1.2.2 Céc phan tir UMTS

Véi hé thbng UMTS, 3GPP dinh nghia mién CS cho dich vu chuyén mach kénh
va mién PS cho dich vu chuyén mach géi. Vi tinh di dong, UTRAN (UMTS
Terrestrial Radio Access Network) phai trong sudt ddi v6i mang 16i UMTS, nghia 1a

mang 16i khong biét MS & tai BTS nio.

Lo6i mién UMTS PS giéng 16i GPRS. Tir R99, ca hai ddc ta hé thong khong c6
cic khdc biét k¥ thuat lién quan dén mang 16i. Kién tric UMTS dugc cho trén hinh

1.7 giéng nhu kién tric GPRS.

Mot s6 diém khac biét gitta UMTS PS va GPRS:
e UMTS PS str dung GTPv1 (GPRS st dung GTPvO0).
e HO{ tro da phuong tién
e SGSN (3G SGSN): khéng cung cdp nén 16p mang hay mat mi héa; chi
chuyén tiép céc géi gitta GGSN va RNS trén GTP tunnel.
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e RNC (Radio Network Controller):
o Chuirc ning 16p lién két dugc chuyén tir SGSN sang RNC (dam bao
RAN trong sudt véi mang 161).
o C¢ vai tro nhu BSC trong GSM.
o Quan ly tinh di dong ctia MS gitra cac BTS.

HLR

MSC/VLR

I

“..Gc

G Internet

’/,"GGSN TE

S6 liéu va bao hiéu
................ Bzo hiéu

CGF

GGSN
Hinh 1.7 Kién tric UMTS

Hinh 1.8 trinh bay ngin xép giao thirc mit phang ngudi sir dung hé théng GPRS
va UMTS.

MS | BSS | 2G SGSN | 2G GGSN |
P : : : P |
| | ela | | 5 .
1 1
SNDCP[*T —>|SNDCP | | Mt phang
I I L | et | L2 | hguoisa
LLC 1 1 GTP : H dung GPRS
LLC
| ela | | |
RLC | RLC [BSSGP|( | ,lpsscp|UDP/IP|«——»{ UDP/IP |
MAC |« MAC | L2 Jei— L2 L1 |
Phy ; phy | FR ! FR L1 ; L1 !
Um Gb Gn Gi
UE | UTRAN | 3G SGSN | 3G GGSN |
| | | |
IP T T T IP |
| ela | ela | |
| | | | 2
Mat phang
PDCP | ! ! TP- L2 ! 3
C — pocP | GTP-U [~ aTP-U[GTP-U |« 1TV I nguwdi sir
| | | | o
RLC : RLC | UDP/IF«—t—>{ UDP/IP| UDP/IPl«—+—> UDP/IP ! dung UMTS
MAC ' MAC | AALS |« AAL5 | L2 " L2 L1 |
Phy |« Phy | ATM |« ATM L1 Je— L1 |
Uu Iu-PS Gn Gi

Hinh 1.8 Kién tric ngin xép giao thirc mit phing ngwoi sir dung GPRS va UMTS.
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1.2.3 Céc kha ning dich vu ciia GPRS va mién UMTS PS
Cic hé théng GPRS va mién UMTS PS vé nguyén tic 1a da giao thic va trung
lap d6i v6i 16p mang hay céc 16p lién két cia luu lwong ngudi st dung. Céc giao

thirc nguoi sir dung con dugc goi 1a PDP (Packet Data Protocol).

GPRS dam bao hd trg cho ca IPv4 va IPv6. N6 hd trg PDP kiéu PPP tir R98, tuy
nhién cic nha cung cip dau cudi van chua hiao hing hd tro kiéu PDP nay. Hién nay

con co rat nhiéu tranh luan vé PDP.

Cic hé théng GPRS va mién UMTS PS cung cép kénh giao van (transport)
khong tin cdy tir GGSN dén MS. Kénh nay duoc dic trung bdi mot sé thong sb
QoS. Cic thong s6 nay khac nhau dbi véi cac phién ban trudec R99 va sau R99. Sau
R99 c6 thé phan biét xir 1y céc géi thudc ciing mot phién ngudi sir dung, bang cich
thiét 1ap cdc kénh mang PDP contexts cho céc loai luu lugng khac nhau va 1y lich
QoS lién két v6i cing mot phién. Sau d6 truyén géi trén kénh mang twong tng dua
trén mot sd quy tic phan loai duoc thiét 1ap tai GGSN va MS. Kha ning nay dép
g yéu cau cung cip da dich vy thong qua hé théng UMTS. Trudc R99, chi c6 mot

muc QoS va chi mot PDP context lién két véi mot phién.

1.2.4 Piu cudi cho GPRS va mién UMTS PS
C6 ba loai GPRS MS khac nhau:
e Loai A: cho phép hd trg dong thoi cdc dich vu GSM va GPRS.
e Loai B: MS gidm sit céc kénh tim goi GSM va GPRS, mdi lan chi hd trg
mot dich vu.

e Loai C: MS chi hd tro dich vu GPRS.

Mot dau cudi di dong c6 kha nang truy nhap UMTS PS hay GPRS doi héi ¢6 hai
thanh phan logic: TE (Terminal Equipment) va MT (Mobile Termination). TE cung
cap kha ning tinh todn, MT hd tro cdc kha ning truy nhap s6 lidu vo tuyén. TE va
MT thuc hién nhu cdc phan tir doc 1ap, chiing c6 thé duge két ndi boi nhiéu cong
nghé (ndi tiép, hdng ngoai, Bluetooth, ...) vé&i 16p lién két dua trén PPP hay mot

giao dién riéng khac. Hinh 1.6 va 1.7 cho thdy hai phan tir MS phan cdch nhau boi
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giao dién R, 12 giao dién bén trong giira hai phan tr ctia mot géi vat 1y duy nhat chir
khong phai céc thyc thé vat 1y cach biét.
Yéu cau pho bién hién nay dbi véi thiét bi dau cudi 1a kha ning song song hai

ché do GPRS/GSM va UMTS.

1.3 Két luan
Trong chuong ndy chiing ta da dé cap dén mang sé liéu PS trong cdc hé thong
thong tin di dong. Céc khia canh dau cubi va mang 16i da duoc dé cip. Céc kién

thirc ctia chuong nay sé& 12 co s& dé nghién ciru MVPN trong cdc chuong sau.
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Chuwong 2 Co sé nén tang MVPN

VPN di duoc sir dung rong rdi trong cong nghé nbéi mang. Ung dung méi nhét
ciia VPN 1a MVPN, tuy hdy con non tré va con nhiéu van dé chua duogc giai quyét,
ca vé ky thudt 1an kinh doanh. Nhung chuong trinh khung cho MVPN da duoc dinh

nghia rong rai va dang c6 céc trién khai ¢ nhiéu dang khac nhau.

Chuong nay dé cap dén MVPN, phan tich cong nghé ciia né. Trude tién so lugc
vé cong nghé VPN s6 liéu truyén théng, sau d6 bd sung tinh di dong dé nhan duoc

btic tranh tong thé vé MVPN.

2.1 Dinh nghia VPN

VPN la su két hop hai khdi niém: Noi mang 4o va ndi mang sb liéu riéng, 1a md
phong cta cdc mang sb liéu riéng dam bao an ninh trén cdc phwong tién vién thong
cong cong chung khdng ddm bao an ninh.

Thuéc tinh VPN: gdm céc co ché bao vé s6 lidu va thiét 1ap mdi quan hé tin cay
giita cdc mdy tram trong mang 40. Pong thdi hop nhit cdc phuong thire khic nhau
dé dp dit, duy tri céc thoa thuan dich vu (SLA), va chat luong dich vu (QoS) cho
cdc thuc thé tao 18n mang riéng 4o.

Muc dich chinh cua VPN: cho phép lya chon va truy nhdp c6 ddm bao an ninh
dén tai nguyén nbi mang o xa.

2.2 C4c khdi co ban ciia VPN

Céc khdi co ban cia VPN bao gom:

e Diéu khién truy nhap (Access Control)

e Xic thuc (Authentication)

¢ An ninh (Security)

e Truyén tunnel

e (Céc thoa thuan mure dich vu (Service Level Agreements)
Cic khbi nay bao quit cic kiéu VPN s liéu dién hinh nhat, bao gdom ca MVPN.

Piéu khién truy nhap (AC)
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La tap cdc chinh sich va céc k¥ thuat diéu khién truy nhap dén cdc tai
nguyén ndi mang sd liéu riéng cho céc phia dugc ty quyén.
dinh nghia tai nguyén kha dung cho nguoi st dung sau khi da dugc xdc thuc.

Co ché AC hoat dong doc 1ap voi xdc thuc va an ninh.

Xac thuc (Authentication)

La chtrc ndng quan trong cua VPN.

Phuong phdp xac thuc phd bién 1a PKI (Pubplic Key Infrastructure). PKI xac
thuc dwa trén chirng nhdn (certificate), cdc bén tham du xdc thyc 1an nhau
thong qua trao d6i cdc chtg nhan cua ho.

Qué trinh xdc thuc lién quan dén cung cip thong tin xdc thuc dua trén
Shared Secret nhu: mat khau hay cdp challenge/response ctia CHAP cho
nguoi xac thuc; NAS (Network Access Server) tra ctru file cuc bg hay truy
van mdy chit RADIUS.

C6 hai kiéu xdc thuc trong VPN: xdc thuc client-cong va cong-cong.

Xdc thuc client-cong: xéc thuc trong méi trudng s liéu géi GPRS, 1a xédc
thuc dua trén RADIUS khi nguoi st dung truy nhap GGSN. Chi khi thanh
cong ho méi duoc sir dung IPSec tunnel ndi dén céng IPSec mang khéch.
Xdc thiee cong-cong: thuong gap khi két ndi site-site dwoc thiét 1ap, hay khi
cdc mang quay sb 4o duogc st dung, va khi d6 xdc thyc thiét 1ap LTP2 tunnel
duoc yéu cau gitta LAC (L2TP Access Concentrator) va LNS (L2TP

Network Server)..

An ninh (Security)

VPN duogc xay dung trén cic phuong tién cong cong dung chung khong an
toan, vi thé tinh toan ven va mat ma héa 1a yéu cau tat yéu.

C6 thé dam bao an ninh cho VPN dua trén phuong phdp mat mi héa di cé
hay cdc co ché mat ma héa két hop véi cc hé thong phan bd khéa an ninh.
An ninh khong chi gigi han & mat ma héa Iuu lugng VPN, ma con lién quan
dén cdc thu tyc phtic tap ciia nha khai thic va nha cung cép (chang han SIM

card vdi cdc gidi thuat va kiém tra khéa bi mat).
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Truyén tunnel

¢ Khdi niém truyén tunnel dugc dp dung cho ndi mang ri€ng do. La nén tang

i

cua VPN.
Truyén tunnel 1a cong nghé quan trong xay dung céc IP VPN. Truyén tunnel
bao gom déng géi (encapsulation) mot s6 g6i tin vao cdc géi khac theo mot
tap quy tic dugc dp dung cho ca hai dau cudi cua tunnel. Két qua 12 ndi dung
dugc déng g6i trong tunnel khong thé nhin thdy dbi véi mang cong cong
khong an ninh noi cdc géi tin duoc truyén qua.
C6 thé dinh nghia tunnel boi: cdc diém cudi, cdc thyc thé mang noi mé géi
(decapsulation), va giao thitc déng géi dugc sir dung. Cac ky thuat truyén
tunnel hd trg VPN nhu L2TP hay PPTP dugc st dung dé déng g6i cdc khung
s6 lidu 16p lién két (PPP). Tuong tu cdc k¥ thuat truyén tunnel nhu IP trong
IP va céc ché do IPSec dugc str dung dé déng géi cdc géi tin 10p mang.
Truyén tunnel thuc hién ba nhi€ém vu chinh sau:
o Dobng gbi (Encapsulation).
o Tinh trong sudt danh dia chi riéng: cho phép sir dung dia chi IP riéng
trén ha tang dia chi IP cong cong.
o Béo vé tinh toan ven s6 ligu ddu cudi-dau cudi va tinh bi mat: dam
bao rang mot ngudi khong duge phép khong thé thay ddi cic géi

truyén tunnel va do vdy ndi dung géi duoc bao vé chdng truy nhap

trai phép.

Mang riéng
Pl =

Mang riéng
[ 1

Bia chiriéng Dia chi cong cong Bia chiriéng

Hinh 2.1 Che diy dia chi IP riéng bing tunnel

e Khi dp dung truyén tunnel dé tao 1ap moét MVPN, ba chtc niang (déng géi,

trong sudt danh dia chi ri€ng, toan ven so li¢u dau cuodi-dau cuodi va bao mat)
phai di kem v&i mot tap cic co ché dam bdo chuyén mach tunnel dong hay

thiét 1ap lai nham hd tro tinh di dong cta nguoi st dung VPN,
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e (Céc tunnel di dong dya trén cic h¢ théng sb lidu g6i GPRS/UMTS va
CDMA2000 méc ndi véi tunnel tinh tai bién mang v6 tuyén sé& cho cic kién

tric MVPN khac nhau.

Cac thoa thuan mirc dich vu SLA (Service Level Agreements)

e (Cac thuc thé tham du vao ndi mang ao (cdc hang vo tuyén, ISP, doanh
nghiép va nguodi su dung tur xa) bi rang budc boi céc thoa thuadn dé dat duogc
cdc muc dich vu yéu clu cling nhu cic lgi nhuan mong mubn ddi véi cdc
dich vu dugc cung cép. Céc thoda thuan nay dugc du thdo gitra cdc bén quan
tdm va cdc dbi tic cia ho dé dinh nghia cdc muc cho phép dinh lwong va
danh gid dich vu dugc goi la cdc SLA. Cic SLA st dung & nhiéu dang, va
dic biét quan trong d6i véi MVPN dura trén ha tang diing chung hay nhiéu ha
tang diing chung.

e Cic mang sé liéu di dong sir dung céc quan hé dong cap, can nhidu SLA dé
hd tro tat ca céc dich vu va thuc thé lién quan dén phia nha cung cip hoic
khéach hang.

e Cic van dé lién quan dén SLA trong mdi truong di dong (MVPN SLA):

o MVPN SLA dic biét phtic tap vi bao gdm ca phan vo tuyén va hitu
tuyén.
o Ciéc yéu tb chinh tic dong dén chat lugng dich vu dau cudi-dau cubi:
= Khong thé dam bao duoc hiéu ning phan vé tuyén phit hop (vi
ban chat khong du dodn duoc cia giao dién v tuyén).
= Nguoi st dung c6 thé chuyén dén mot mang bén ngoai mién

quan 1y ctia nha cung cip dich vu mang nha

o Cdc van dé can xem xét khi soan thio mot MVPN SLA dién hinh la:
= Tunnel cb dinh: tinh kha dung, dam bao bing thong, do tré.
= Tbc do té bao/géi dinh va chip nhan duoc; Ty 1€ g6i tin mat.
= (Céc dam bao lién tuc phién (giéi han vé thoi gian ky vong ma
phién c6 thé bi mat trong mot s6 viing pha va trong mot s diéu

kién di dong ctia ving phu ¢ do rong gidi han.
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= Cic thoi gian tam ngung cta cdc phién ri (c6 thé khéc véi thoi
gian tam ngung thuong budc thi hanh bdi server truy nhap
mang, do nhu cau tiét kiém tai nguyén phia mang v tuyén).

= Céc ving duoc phép chuyén mang va hiéu ning khi chuyén

mang.

2.3 Phan loai cong nghé VPN

C6 hai cdch tiép can dé phan loai cong nghé VPN:

e Phan logi theo kién triic: Xét dén céch trién khai kién triic.

e Phaén logi theo truyén tunnel: Xét dén thuc thi céc k¥ thuat truyén tunnel.

vé mat lich su, phan loai theo kién tric duoc sir dung nhiéu hon trong cdc tai

liéu nbéi mang VPN sd lidu hitu tuyén, con phan loai theo truyén tunnel dugc sir
dung trong cic tai liéu vé cdc hé thong thong tin di dong. Phan nay chi dé cap dén
Phan logi theo truyén tunnel.

Dbi voi cidc VPN dya trén truyén tunnel ta ¢ thé phan loai ching nhu sau:

e Pau cudi - dau cudi, hay r y (voluntary).

e Dua trén mang, hay bar buéc (compulsory).

e Cic tunnel méc ndi hay trung gian (Chained or mediated tunnels).

VPN tu y ’ ‘ ,

e Cho phép nguoi st dung ¢ xa tao 1ap tunnel tir cac thiét bi dau cuoi ciia minh
(nhu mdy dién thoai di dong, PDA,...) dén mot diém két cudi tunnel (nhu
mot cong VPN dit trong mang s6 lidu riéng). PDA ngudi str dung c6 thé thiét
1ap mot IPSec tunnel c6 ESP dén mang doanh nghiép bang cich sir dung
khod phan tin dua trén PKI (phuong phép khéa khong dbi xtng) hay khéa
shared secret phan tn truéc (phwong phap khéa ddi xing).

e Nguodi sir dung & xa mo "ty y" kénh thong tin dén mang s6 liéu riéng khi can.

e Truyén tunnel chi ton tai trong thoi gian cia phién va bi ngat két néi khi
ngudi sir dung tir xa khdng con yéu cdu truy nhap mang sd liéu riéng hoic
ngudi sir dung tir xa bi ngat két ndi khi gdp mot tap cic su kién dinh nghia

truée (nhu khoang thoi gian phién, cdc gidi han quyén truy nhap).
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e (Cic VPN tu y yéu cau 4n dinh céc dia chi IP cong cong ding theo cAu hinh
topo cho thiét bi ngudi st dung & xa.

e Do s lugng IPv4 kha dung v&i cdc nha khai thac TTDD c6 han (vi phai
cung cdp ndi mang IP "thuong xuyén" cho khach hang), nén dé tiét kiém
khong gian dia chi IP, nhiéu k¥ thuét da dugc két hop véi nhau: so do danh
dia chi riéng (private), subnet, NAT, ....

e Mot sb vu diém cua VPN 1 y:

o La c4ch don gian nhét dé thiét 1ap két ndi truy nhap VPN tir xa.

o Nha quan 1y mang s6 liéu riéng chi can cung cip cong VPN két ndi
dén mang Internet (hay mang IP), c6 kha ning két cudi truyén tunnel,
thiét lap mat tap cac chinh séach, va céc thu tuc an ninh.

o Khong doi hoi moi quan hé duoc thiét 1ap trudc giita cdc doanh
nghiép (mang s6 liéu riéng) va nha cung cip dich vu. Vi thé s& khong
6 cdc SLA va céc thoa thuan quy dinh vé bao mat s liéu.

e Nhuoc diém cua VPN v

o Chit lwong dich vu thép va that thudng (do khdng c6 cic SLA).

o Khi cic MVPN thyc hién trong méi trudng TTDP, truyén tunnel ty ¥
s& thém mot tang déng g6i trén duong truyén vo tuyén ching cudi
cling, 1am tiéu tén hon céc tai nguyén vo tuyén dat tién va qui hiém.

o Mat ma hoa va céc giai thuat an ninh phtrc tap khong phu hop cho cac
thiét bi v6 tuyén nho do kha nang xir 1y va ngudn acqui ¢ han.

o Cic diéu kién vo tuyén dé thay doi, mdi truong vo tuyén gy ton hao
khong thuan loi cho viéc thiét 1ap va duy tri cdc IPSec tunnel. Diéu
nay lam cho thoi gian thiét 1ap tunnel dai, din dén sy c¢6 hoan toan va

ddi hoi phai chuyén dén viing phu séng tét hon.
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Hinh 2.3 VPN tu y trén mang TTDD 2G

Vi cic ly do trén, du truyén tunnel ty y ddm bdo giai phdp dau cudi-dau cudi an

ninh va trong sudt truy nhap dén mang so li¢u riéng, nhung hi¢u suat VPN va céic

dich vu lai chi ¢6 thé dat dugc khi c6 sy tham ra cua cdc nha cung cap dich vu.

VPN bit budc

Dich vu VPN bdt budc cung cip bang cich mée nbi nhiu tunnel, hay cung
cAp mot tunnel duy nhat cho ting doan dudng di s6 liéu giita hai diém cubi
tham du.
Ngudi str dung & xa khong can tham du vao qué trinh thiét 1ap VPN. Ho bi
"budc" st dung dich vu dugc cung cép mdi khi can truy nhap mang.
Yéu cau co sé ha ting mang nha khai thic c¢6 tinh ning thong minh va cic
churc nang can thiét dé hd tro cdc dich vu VPN dua trén mot tunnel (hay tap
céc tunnel) duoc cung cap giita mang sb liéu riéng va mang cta nha cung cap
dich vy (hon 12 téc dong dén nguoi st dung dau cudi).
Doanh nghiép (mang sd liéu riéng) phai thiét 1ap SLA vé6i nha cung cép dich
vu VPN, phai tin tuong nha cung cap dich vu trong viéc xu 1y sb lidu voi
trach nhiém va bi mat can thiét.
Nha cung cip dich vu VPN tham du vao diéu khién truy nhap mang, thyc thi
chinh sach truy nhap mang s6 liéu riéng do nha quan 1y mang sé liéu riéng
dua ra.
Céc uu diém:

o VPN bat buéc sit dung tot hon giao dién v6 tuyén do khéng can chi

phi déng géi trén giao dién vo tuyén.
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o Thiét bi dau cudi khong phai hd tro bat ky mot VPN client nao (cédc
VPN client doi hoi CPU xir Iy manh va tiéu thu ngudn nhiéu).

o Nguoi str dung khong tham gia vao viéc tao 1ap VPN, chi can yéu cau
dich vu khi truy nhap mang cua nha cung cép dich vu.

o Nha cung cip dich vu khong tham du vao qud trinh cung cdp, tham
chi ciing khong biét vé su ton tai luu lugng dwoc déng géi va dugc
mat ma hoa.

o Céc nha cung cdp dich vy kiém soét ngudi str dung nhiéu hon: tham
du vao qué trinh xdc thyc va gan dia chi IP. Céc dia chi IP dugc an
dinh dén nguoi sir dung & xa tir khong gian dia chi riéng mang
(private) khach hang, vi thé tiét kiém duoc cdc dia chi IP dinh tuyén
cong cong tir phia nha cung cap.

e Nhuoc diém: C6 mot doan tuyén sb liéu riéng khong duge bao vé (gitta MS
va RAN, Iuu luong duge phit trén kénh vo tuyén khé dam bao an ninh). Phai
tin vao nha cung cdp dich vu. Thiét 1ap cdc SLA va cic thoa thuin bao mat

s6 liéu phuc tap.

Hinh 2.4 cho thay kich ban 4p dung VPN bit budc, s6 liéu ngudi sir dung déng

g6i vao MIP tunnel giita PDSN nha cung cip dich vu va HA mang s liéu riéng.

omet

Cac tunnel bat bugc (MIP)

Luu lwgng khéng dwoc bao vé

Hinh 2.4 VPN bit budc trong CDMA2000

VPN tunnel méc ndi (Chained Tunnel VPN)

e VPN nay bao gdm mét tap cédc tunnel méc ndi kéo dai toan bd dudng truyén
dén thiét bi dau cudi. VPN tunnel méc ndi c6 nhiéu dang, va nhiéu cdch méc
nbi tunnel trong mang GPRS.

e VPN tunnel méc ndi dam bao bao vé s6 liéu dau cudi-dau cudi ngudi sir

dung va ngudi st dung tham gia vao khai dau tunnel (Gidng VPN ty ¥).
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e Nha cung cap dich vy tham dy vao cung cdp va céu triic VPN tunnel méc
nbi, dé dang 4p dung QoS, va tao dang luu lugng tai cic diém méc ndi tunnel
(gidng VPN bit budc). Sy tham gia nay khong can SLA va céc thoa thuan xir

1y s6 liéu.

GTP/IPSec (Gp) ()I( MPLS (X IPSec (j
I I

GTP (Gp) ( IXL2TP/| PSec(X L2TP ( ):
' |
|

|
|
= - "l”' Internet/
i PLMN khac

May di SGSN GGSN ay
dong tram

Hinh 2.5 Mt s6 tity chon VPN tunnel méc néi trong méi truong GPRS.

I
i Q: GTP (Gn) ( ):( PPTP (j
N

Tat ca cic dang VPN néi trén déu c6 cac uu va nhugc diém cia ri€éng minh.Céc
nha cung cap dich vu c6 thé chao hang ching tuy thudc vao cong ngh¢ kha dung,

kha ndng phu hop véi tirng nhiém vu va moi trudong kinh doanh.

2.4 VPN trong méi trwrong sé liéu goéi vo tuyén di dong

Phén nay dé cap dén hd tro VPN trong mang s lidu géi vo tuyén 2,5G va 3G.

Cong nghé s6 lidu géi TTDD dya trén khdi niém truyén tunnel dong, trong dé
céc tunnel lién tiép dugc tao lap va rd bo gitra cic mang ngoai va mang nha. Tinh
phuc tap khi cung cdp dich vu VPN trong moi trudng nay 13 ¢ cach két hop k¥ thuat
nay véi cau hinh tunnel ¢é dinh hay "tya cé dinh" can thiét & phia mang hitu tuyén
dé cho phép ngudi sir dung di dong c6 thé truy nhap mang sd liéu riéng an ninh.
Nhiém vu nay dac bi¢t phuc tap khi can dich vu VPN bit budc. Nha khai thac phai
6 thiét bi c6 kha nang khong chi hd tro truyén tunnel dong ma ca chuyén mach
tunnel dong gitta cdc phan cb dinh va dong trong ha tang ctia ho. Hinh 2.6 cho thay
kién trdc minh hoa yéu ciu nay. Trong truong hgp VPN tu ¥, nhiém vu nay don
gian hon, vi dia chi IP cia diém cubi gitr c¢6 dinh. Cac so dd di dong sb liéu sir dung

trong GPRS va CDMA?2000 phai giai quyét yéu ciu nay.
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Hinh 2.6. VPN trong cic mdi truwong vo tuyén

Hb tro MVPN doi hoi céc nit mang ¢6 kha ning chuyén mach cdc tunnel phirc
tap va céc thiét bi di dong. Trong sd liéu géi vo tuyén, cic co ché 16p mang cho
phép cic MS thay d6i vi tri va diém nbi mang cua ching trong khi van duy tri két
ndi dén mang nha. Khi MS di chuyén dén mot mang khdc thudc mét nha khai thac
khdc v6i nha khai théc ban ddu, MS van giit két ndi dén mang nha thong qua s
dung céc so do truyén tunnel hd trg di dong nhu GTP (trong GSM va UMTS) hay
MIP (trong CDMA2000). Trong cdc moi trudng nay, khong thé thiét 1ap moi két ndi
kénh cd dinh kiéu quay s gitta MS va mang s liéu riéng. Vi né s& lam hong muc

dich chuyén tir méi truong chuyén mach kénh sang chuyén mach géi.

Cong nghé t6t nhat cho truy nhap mang sb liéu riéng trong méi trudng nay 1a
MVPN, hoic bit budc hodc tu ¥ dua trén cic giao thirc truyén tunnel di dong phu
hop, it nhét 12 trén mot doan cia tuyén sé liéu dau cubi-dau cudi. Vi thé MVPN
trong cic hé thong sb liéu géi khong chi don gian 12 mot tiy chon truy nhap (so véi
cic kiéu truy nhap khdc nhu quay sb truc tiép, cic duong thué riéng, ATM va
Frame Relay trong n6i mang hitu tuyén) ma 12 can thiét. Sau khi da xem xét tim

quan trong cta cic MVPN, by gio ta xét chi tiét hon céc kiéu MVPN chinh.

MVPN tu y
MVPN dya trén truyén tunnel tu ¥ d4p dung gan giébng nhu VPN hitu tuyén.
Ciing nhu véi VPN hitu tuyén, cn xét xem nha cung cip dich vu st dung so dd

danh dia chi IP riéng hay cong cong va NAT nao (néu can) duoc st dung. Mot cach
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xem xét khdc riéng cho mdi truong vo tuyén 1 tinh 6n dinh cua dia chi IP dugc an
dinh cho thiét bi di dong. Tong quit, cdc giao thirc truyén tunnel hd trg di dong
trong céc hé thong sb liéu géi tién tién cho phép giir nguyén cdc dia chi IP an dinh
cho MS. M6t s6 tham chi con cho phép cung cap trudc céc dia chi IP ¢ dinh, ddy Ia
diéu kién tdt dé céc tunnel diu cudi-dau cudi on dinh tao thanh nén tang cho VPN

tuy on dinh.

Tuy nhién trong mot s6 hé théng vo tuyén, mot s ché do truy nhap chi cung cap
di dong IP han ché. Thi du trong CDMA2000, ché d6 truy nhap IP don gian chi dam
bao di dong trong bién gidi cia mot PDSN/FA. O day khong thé duy tri céc tunnel
dau cudi-dau cudi khi thay doi PDSN phuc vu, vi kénh mang s liéu g6i can duoc
thiét 1ap lai d&én PDSN mai va MS phai nhan dugc dia chi IP méi. Doi hoi MS client
phai khoi dong lai phién véi dia chi IP méi. Didu nay c6 thé khong phai 12 van dé
quan trong khi cho ring mot PDSN dién hinh c6 thé phu véi dién tinh 16n, nhung
d6i voi nguoi sir dung di chuyén doc bién gidi thi ddy s& 12 mot thach thirc. Sir dung
VPN bit budc v6i ché do truy nhap IP don gian s& khong cai thién tinh trang nay, vi
két ndi dau cudi-dau cubi bi mat va can phai thiét 1ap lai truy nhap mang tir xa mdi
khi MS chuyén vao PDSN méi. Diéu nay s& thay ddi néu sir dung ché do truy nhap
MIP theo hai céch: Cung cép truy nhap truc tiép dén mang ma ngudi sir dung can
truy nhap nhung van dam bao di dong; Hodc nha khai thic c¢6 thé cung cip truy
nhap khong gidn doan, va nguoi sir dung chon thiét 13p ty y mot tunnel dau cudi-

dau cudi bang cdch st dung VPN client chung.

Mot dic diém ddng quan tim khéc cia tinh truy nhap MVPN ty y: do dic tinh
truy nhap MVPN tu y dé dang cho MS, nén loi nhudn trén mot thué bao tir khach
hang truy nhap mang sd liéu riéng st dung VPN client 16n hon rat nhiéu so vdi truy
nhip nguoi tiéu dung thong thuong.

MVPN bit budc

MVPN bdt buc dua trén cic nguyén tic giéng nhu VPN hitu tuyén. Tuy nhién

VPN hiru tuyén dya trén mot tunnel ¢ dinh duy nhét (hay mot it cic tunnel moc ndi

¢ dinh), thi MVPN 4p dung trong mdi trudng di dong dya trén to hop cic tunnel
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dong hd trg di dong va cdc tunnel ¢d dinh & phia hitu tuyén, goi 1a chuyén mach
truyén tunnel déng. Poi hoi cdc nha khai thdc vo tuyén phai trién khai cdc phan tir

ha tang thong minh c6 kha ning hd trg nhiéu loai k¥ thuat truyén tunnel.

Chuyén mach tunnel 12 mot khdi niém khd méi, dau tién duoc cdc nha cung cap
thong tin s6 liéu hitu tuyén dua ra dé canh tranh trong thi truong cic dich vu IP. Cac
thiét bi hd tro kha nang chuyén mach tunnel phai dinh tuyén sb lidu di qua cdc tap
tunnel bang cdch két cubi cic tunnel mang sb liéu va khoi dau cdc tunnel déng géi
s6 liéu ra. Didu nay thuong dugc xay dung trén mot tip cdc chinh sich duoc cung
cip trong mang hay trong céc thiét bi don 1é boi cdc nha khai thic vo tuyén dai dién

cho cdc khich hang kinh doanh.

MVPN bit budc c6 thé dp dung theo cdc cach khic nhau, phu thudc vio mé hinh
di dong trién khai. Chang han, khi di chuyén cta ngudi st dung bi han ché, c¢6 thé
xdy dung mot dich vy bét budc trong ché do truy nhap IP don gian cia CDMA2000.
Pay 1a trudng hop thudng xay ra dbi véi cdc doanh nhan khi truy nhap mang riéng
tir cdc diém néng (nhu nha chd san bay hay khich san). Dich vu nay doi hoi thiét
lap dong mot L2TP tunnel gitta PDSN phuc vu va mang khach hang. Thuc chit,
khong thé phan bd mdt PDSN cu thé, noi ¢6 thé dinh nghia mdt tunnel bt budc ¢
dinh gitta doanh nghiép va nha khai thac vd tuyén, vi thué bao c6 thé sir dung moi
PDSN lam mang truy nhap v6 tuyén noi né di chuyén dén.

Vé mat kién tric, c6 thé dp dung dich vu bét budc trong ciac hé théng
CDMA2000 hay GPRS bang cdch cho phép thiét bi 1a diém cudi cia cic giao thirc
hd trg di dong (nhu PDSN hay HA hay GGSN) ciing 1a diém khoi dau trao doi luu
lugng véi cdc mang khich hang thong qua mot tap cdc tunnel c¢b dinh.

Thi truong va nhu cu khach hang s€ quyét dinh lya chon nao trong céc lya chon

MVPN dé cap dén o trén.
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2.5 Két luan

Chuong nay nghién ctru cong nghé VPN ndéi chung, phan loai cdc thuat ngir va
sau d6 bo sung tinh di dong dé gidi thiéu MVPN. Hinh 2.7 tao 1én mot phan cap
VPN 13 rang. Phan cap nay sé& 1a nén tang t6t cho cdc nghién ctru trong cdc chuong

sau ddi vé6i MVPN.

IP VPN

/\

Di déng Cé dinh

Truy nhap tir xa Site-to-Site

ZANERIVAN

Quay sb | | Truc tiép Extranet | | Intranet

[N,

Bt budc Tu nguyén Tunnel méc néi

Hinh 2.7. Cay pha hé VPN
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Chwong 3 Giai phap VPN trén CDMA2000

Chuong nay phan tich cic kiéu dich vu VPN chinh ma hé théng CDMA2000 c6
thé cung cip. Pau chuong phén tich cdc thu tuc va truyén an ninh giita PDSN
(Packet Data Serving Node) va cdc mang sb liéu riéng khi cdc phuong phap MIP va
IP don gian dugc su dung. Sau dé xét dén céc chién luge trién khai HA khdc nhau
khi chuyén sang 4n dinh dia chi IP cho CDMA2000 va céc vin dé¢ AAA. Cudi ciing

trinh bay thi dy vé trién khai thyc té dich vu s6 liéu.

Hau hét chuong nay tap trung vao phuong phap VPN bit budc cia CDMA2000
duoc xdy dung trén co sd truyén tunnel dau cudi-dau cudi va doc 1ap véi cdc cong
nghé co s& muc thip hon. Cdc VPN nay khong thay ddi qud nhiéu gitra cdc hé
thong thong tin khac nhau, va CDMA2000 khéng phai 1a ngoai 1¢ khi cung cip dia
chi IP cong cong cho thiét bi ngudi st dung, hodc st dung dia chi IP riéng két hop
v6i co ché truyén IPSec NAT-T. Phan "quan 1y dia chi IP" s& chi tiét hon van dé

nay.

3.1 Truy nhap mang sé liéu riéng CDMA2000

Hé¢ théng ndi mang ) liéu ctia mang 161 CDMA2000 dugc xay dung trén co s&
cdc dich vu cta 16p lién két, cung cap boi PPP két hop voi so d6 di dong da 16p
phtrc tap bao gdm ca MIP. Dich vu VPN cung cap trong hé théng nay dua trén déng
g6i PPP két hop v6i L2TP, cho phép xdc thuc nguoi st dung va lap cdu hinh dau
cudi bang cach ty minh két cubi cdc phién PPP va LNS. Thém vao d6, giao thirc
MIP ciing duoc sir dung va 16p lién két PPP dugc két cudi tai mang ctia nha khai
thac. Trong ciu hinh ndy, cédc tinh ning tién tién cuia MIP nhu xdc thyc va 1ap cau
hinh dia chi IP dong, dugc cong ddong CDMA2000 st dung dé chuyén mang nguoi
str dyng. Tinh ning nay dic biét quan trong trong hd tro MVPN, va duoc phan tir ha
tang PDSN cta CDMA2000 hd trg. PDSN xur 1y céc phién PPP duoc khoi xudng
boi MS va déng g6i luu lwong ngudi st dung dé truyén qua mang 18i cta nha khai
thiac hay qua mang IP cong cong nhu Internet. PDSN két cudi tunnel dugc khoi

xudng trong cdc mang sO li¢u riéng va hudng cic géi dén MS.
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Maic du muc d6 an ninh cho luu lugng sb lieu trong CDMA2000 dugc cho la du,
nhung viéc truyén tunnel bat budc khong thé bao vé an ninh dau cubi-dau cudi nhu
cic phuong phép tu y. Lic ndy dé dam bao an ninh du cudi-dau cudi, cdc nha khai
thdc mang phai bao v¢ an ninh cho doan truyén sb liéu khong dugc bao vé (phﬁn
giao dién vo tuyén va cic doan truyén bén trong mang nha khai thac) bang tunnel
bat budc an ninh. Théng thudng nha khai thic vo tuyén cung cép cho khich hang
mirc do dam bao cao vé an ninh trong mang cta ho, coi nhu diéu kién kién quyét dé
thiét lap quan hé tin cay can thiét cho thuc thi dich vu VPN bit budc. Déi voi MS
chuyén mang, cic d6i tic chuyén mang (mang khach) phai dam bao mirc an ninh

tuong dwong khi cung cip dich vu chuyén mang.

Trong CDMA2000, VPN duya trén IP don gian va MIP ciing khong thé tranh
duoc su can thiét phai cé quan h¢ tin cay trong dich vu VPN bt budc. Mic di cdc
tiéu chuan cb ging tranh cho nha khai thic tham gia vao lién két an ninh gitta MS
va mang s6 liéu riéng, sé liéu truyén qua mang truy nhap vo tuyén van ludn nhay
cam voi cdc truy nhap trdi phép tai PDSN. PDSN trong mang nha khai thic vo
tuyén 1a diém két cudi PPP ciing nhu diém khoi tao MIP hodc L2TP, nén cic géi IP
d& bi nghe trom. Vi thé PDSN 1a mot mit xich yéu trong chudi céc thiét bi tham gia

vao truyén luu lugng nguoi sir dung khi sir dung ché dd VPN bit budc.

3.2 IP don gian

Nhu hinh 1.4 & chuong mot dé cap md hinh di dong sb liéu ba 16p CDMA2000.
MIP cung cdp mét trong ba muc di dong, trong khi van gilt nguyén dia chi IP cia
MS khi MS thay d6i PDSN phuc vu. Khi khong c6 dich vu MIP (vi bat ctr mét 1y do
nao), dich vu IP don gian duoc st dung. Trong IP don gian, cic phién PPP do MS
khoi xudng dugc két cudi tai PDSN theo cdch gidng nhu MIP. Tuy nhién néu MS
thay d6i PDSN phuc vy, phién PPP bi két thic va MS phai nhan dia chi IP méi khi
vao vung phuc vu PDSN méi.

Céc nha cung cip thiét bj ha tang CDMA2000 di rat cb gang giai quyét van dé
nay trén cédc 16p vat 1y va lién két. Mot giai phdp thong dung (hinh 3.1) 12 két ndi
hai hoa cidc PCF (Packet Control Function) va PDSN. Giai phdp nay dam bao MS
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1udn neo tai mot PDSN ngay ca khi PCF phuc vu né thay d6i, vi két ndi PPP dugc
thiét 1ap gitta MS va PDSN, va néu mang co s& giit nguyén su ton tai két ndi nay thi
phién PPP van duoc bao toan. Bang cich d6, dia chi IP cia MS khong d6i va tham
chi giit nguyén khi chuyén qua bién giéi MSC. Mic di1 phai tén kém dudng tryc va
cic han ché 4n dinh dia chi IP, giai phap nay chi hoat dong trong thdi gian phién.
N6i cdch khdc, sau khi mat phién, can phai ¢ dia chi IP dong méi va sau d6 MS
khoi phuc lai. Diéu nay cang hay xay ra khi viing pha séng hep. Vi thé IP don gian
khong dugc coi 12 phuong phép truy nhap chi yéu cung cap cho khic hang, khi ho
ddi hoi dich vu chit lugng cao trong yéu cau sir dung dich vu. Do céc han ché nay,
cic thué bao sir dung cdc mdy di dong 1am viéc ¢ ché do IP don gian thuong khong
thé nhan duoc dich vu MVPN thuc su. Trong nhiéu truong hop MS két ndi trong
ché @6 IP don gian khong thé duy tri cdc két ndi bat budc 13n ty nguyén, néu PDSN
phuc vu thay d6i. Péi v6i nguoi sir dung "khong may man" ndy, cé thé md phong
cam gidc MVPN bang cdc tng dung duoc thiét ké dic biét hay cdc ting cuong ha
tﬁng dic biét, nhung khong bao gio duoc hd tro thuc su tai 16p mang. Ngoai tro
ngai trén, viéc chuyén dén cdc mang st dung cdc cong nghé khac ciing s& 1a cdc van
dé 16n. Tém lai, truy nhap IP don gian chi t6i wu cho truy nhap dén cic mang doi

hoi di dong han ché hoic khong di dong.

3.2.1 Kién triic VPN dua trén IP don giin

Ta di xét mo hinh kién tric IP don gian hinh 3.1. Gidng nhu cdc mang truy nhap
tir xa hiru tuyén, phién PPP do MS khoi xudéng duoc két cudi boi NAS (trong
truong hop nay NAS duogc hd trg boi PDSN) va sau d6 duoc chuyén tiép qua tunnel
dén diém cubi tunnel phia xa ndm sau firewall trong mang s6 liéu riéng. Giao thirc
truyén L2TP tunnel duoc khuyén nghi bsi IS 835. Chirc nang LAC (L2TP Access
Concentrator) do PDSN hd trg s& déng géi phién PPP ctia MS va mang né trén mot
mang [P dén LNS (L2TP Network Server) phia xa. bén Iugt minh LNS két cudi

lién két PPP trong mang s6 liéu riéng.
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! |
Thiétbjss €dma2000 I PDSN/LAC |
S MEL OIS PCF |
liéu di dong RAN "™

Mang khach

Mang nha

Hinh 3.1 M6 hinh kién tric IP VPN don giin

VPN v6 tuyén dya trén IP don gian v6i L2TP khai dau tir PDSN duoc coi 12 loai
truyén tunnel bat budc. Lién két PPP ciia ngudi sir dung di dong duoc chuyén tiép
qua mot L2TP tunnel dén mot LNS & xa noi két cudi lién két PPP. LNS két hop véi
AAA Server nha dam béao cdc chirc ning xédc thuc so cdp va an dinh dia chi, cho
phép ngudi quan 1y mang s liéu riéng didu khién xdc thuc va an dinh dia chi IP cho
MS (vi thé nha khai thdc cung cép dich vu ma khong can lo dén cédc cong viéc nay).
PDSN va AAA Server khac lién két v6i né chi can hoan thién cic dam phan CHAP
dé phat hién dia chi ciia LNS riéng. Khéc v6i MIP, phuong phdp truy nhap IP don
gian khong yéu cau HA (Home Agent) nhung van dya trén ha ting AAA phan b
dua trén bd moi gidi (Brocker) dé truy nhap AAA Server ¢ xa lién két véi LNS
trong cic mang so liéu riéng. Chi tiét vé hé théng con AAA va céc tiry chon an dinh
dia chi IP s€ dugc xét mudn hon trong chuong nay. Néu dich vu VPN khong duoc
yéu cau trong giai doan dam phan IP, PDSN trd thanh mot phan ti chiu trach nhiém

cho 4n dinh dia chi IP va xdc thuc nguoi st dung.

Mo hinh giao thuc IP VPN don gian dugc cho trén hinh 3.2. Trén hinh nay,
L2TP duoc ting cudng boi IPSec tiy chon. Céc nha khai thic vo tuyén thuong wa
thich tity chon nay. Truyén L2TP tunnel 1a phuong thitc mém déo, duoc st dung dé
dam bao céc dich vy dic biét nhu truy nhap tir xa bang phuong tién ctia hing khéc,

truy nhap IP dién rong v.v.. dén céc ddi tac thir ba: ISP va ASP.
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Hinh 3.2 M6 hinh giao thirc IP VPN don gian

3.2.2 Kich ban VPN duva trén IP don gidn
Xét chudi thiét 1ap két ndi IP VPN don gian md ta trén hinh 3.3. Kich ban nay
coi MS dugc nhap vao mang nha, noi dia chi IP ban dau duoc an dinh.

AAA server AAA server
khach ) nha

Thiét bi s& LNS May tram

ligu di dong PDSN/LAC

S o @
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tuyén
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» 6) Yéu cau truy nhap
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Truyén sé liéu ngudi sti dung

Hinh 3.3 Thiét 1ap két ndi IP VPN don gian

Ton tai hai giai doan thiét 1ap két ndi VPN: Giita MS va PDSN phuc vy va thiét
lap phién L2TP déng g6i luu lugng PPP gitra chiic nang LAC va LNS trong mang
s6 liéu riéng. Do cdc nha cung cdp thiét bi ngiy cang c¢6 xu thé két hop cic chuc
ning cia PDSN va LAC trén ciing mot nén tang duy nhét va dé don gian ta s& ndi

vé két hop nay & dang PDSN/LAC trong chuong niy.
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Giai doan dau, duong truyén vo tuyén duogc thiét 1ap gitta MS va BSS va sau d6
16p lién két duoc thiét 1ap gitra MS va PCF. Dé xdc thyc ngudi st dung, PDSN yéu
ciu xdc thuc dén AAA Server dia phuong. AAA Server gui tra 101 xdc thuc rang
yéu cau c6 duoc tiép nhan hay khong. Ban tin tir AAA Server ciing chtra kiéu tunnel
(L2TP) va dia chi IP noi nhan cia LNS trong mang s6 lieu riéng. Néu nguoi st
dung duoc xdc thuc diing, truy nhdp mang sd lidu riéng dugc phép va lién két PPP

duoc thiét 1ap.

Trong giai doan sau, PDSN/LAC tao 1ap mot tunel L2TP dén LNS trong mang
s6 lidu riéng (néu trude khi sy kién nay xay ra né chua c6) dé tao ra mot phién duy
nhat cho luu lwong cta nguoi sir dung. Sau khi ¢am phdn bang LCP b sung va xdc
thuc, LNS 4n dinh dia chi IP cho MS tir khong gian dia chi mang s6 liéu riéng thong
qua RADIUS va DCHP hay céc co ché 4n dinh dia chi dong khéc tai giai doan thiét
1ap NCP. Tiép theo, LNS tich ra cc hearder va dinh tuyén géi tin IP d¢én mdy tram
noi nhan trong mang s6 liéu riéng cia né. Tai hudng nguoc lai cdc g6i IP tir may
tram can guri dén MS s& dén LNS. O ddy ching duoc déng géi vao cic khung PPP
va dugc giri dén PDSN/LAC, noi neo giit MS thong qua L2TP tunnel. PDSN/LAC
loai bo hearder ctia L2TP va chuyén cdc khung PPP dén MS. IPSec ting cudng bao
vé an ninh cho cac L2TP tunnel béng ESP. Néu MS thay ddi vi tri va dén mot
PDSN khdc, can phai 1am lai toan b¢ thi tuc néi trén va cdc dia chi IP méi dugc an

dinh, diéu nay gy bt tién cho thué bao sir dung dich vu MVPN.

3.3 VPN dva trén MIP
Dich vu MIP VPN duoc tiéu chuan héa béi TIA/EIA, 3GPP2 va IETF. N6 giai

quyét nhidu nhuoc diém cua giai phap VPN dya trén IP don gian. N6 duy tri dia chi
MIP khong dbi khi MS di chuyén trong viing duoc phuc vu boi nhiéu PDSN. MIP
VPN duogc coi 1a dich vu thyc su di dong. Trong cic h¢ théng CDMA2000, MIP
VPN thuc hién theo hai céch: Cdch thi nhat (HA VPN cong cong tur xa) coi HA
duoc dat trong mang s6 liéu riéng khiac v&i mang nha khai thiac va duoc két ndi voi
mot PDSN dit trong mang mién ctia nha khai thac théng qua mot MIP tunnel thong

minh; Céch tht hai (HA VPN riéng dia phwong) coi HA dugc ddt trong clung
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intranet nhu PDSN va thudc s¢ hitu cting nhu dugc bao tri boi nha khai thiac vo
tuyén. Cac dich vu VPN trong trudng hop nay s& dugc hd tro boi két hop cua cic
MIP tunnel va cic tiy chon (chang han chudi cdc tunnel khéc nhau, cic duong thué

riéng hay cdc ATM PVC). Trong phan tiép theo ta s& xét ca hai phuong phdp nay.

HA VPi\l coéng céng

Cac tunnel MIP

Mang ctia nha e

; khai thac vé
tuyén X
oy =
PDSN/FA
Mang sé liéu riéng
Mang

internet/IP.
PDSN/FA HA ing chu

~
S~ - -

Cac MI\P_tTJ;neI S~ .

Cac tunnel bat ky, cac | C6ng VPN

dwong thué riéng, cac
ATM PVC

Mang sé liéu riéng

+
HA VPN riéng

Hinh 3.4 Cac phwong phap MIP VPN

3.3.1 Phwong phap HA VPN cong cong

Trong phuong phap nay tit ca céc luu lugng duong xudng (dén MS) khoi dau
trong mang sd liéu riéng s& truyén tunnel dén HA dit trong mang s liéu riéng, sau
d6 dén PDSN nam trong mang nha khai thac vo tuyén. Luu luong duong 1én (khoi
xuéng tir MS) dugc truyén tunnel dén PDSN trong mang nha khai thic v6 tuyén,
sau d6 dén HA trong mang khach hang. Dé nhu vay, PDSN thiét 1ap tunnel nguoc
tuy chon [RFC3220]. Ca tunnel thuan va ngugc déu dya trén cac giao thuc IP trong
IP hay GRE va két hop véi ty chon IPSec.

Dia chi IP cia MS duoc an dinh tir khong gian dia chi mang sb lidu riéng, dua
trén so d6 danh dia chi IP céng cong hodc riéng dé giam nhe cong viéc quan ly dia
chi IP cua nha cung cip dich vu truy nhap vo tuyén (gibng VPN dya trén IP don
gian). Theo IS835, dia chi HA trong mang sé liéu riéng dwoc phét hién bang céch
st dung NAI trong RRQ khi HA duogc 4n dinh tinh (4n dinh HA dong s& dugc xét
cubi chuong nay). Trong trudng hop d6, MS phai ding ky véi ca AAA server khich
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va nha va trai qua mot thu tuc AAA vd6i su tham gia cia cic AAA client trong ca

PDSN va HA.

Mang khach Mang nha

B e
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MIP/IPSec

Thiét bi s6 ©dma2000

liéu di ddng RAN J Cac tunnel thuan va |

ngwoc T TTTTT7

Hinh 3.5 Kién triic HA VPN cong cong

An ninh VPN cua HA cong cong

Cdc MIP tunnel dén va tir cdc mang sb liéu riéng (dugc thiét 1ap théng qua cic
mang IP nhu Internet) thuong khong an ninh va doi héi bao vé an ninh gidong nhu
truong hop d6i véi cac L2TP tunnel trong truong hop IP don gian. C6 thé cung cap
bao vé an ninh nay bang IPSec ciing véi mot co ché phan phdi céc khéa nhu IKE
(Internet Key Exchange). Hinh 3.6 cho thdy md hinh tham khao giao thirc cho
phuong phap VPN nay. HA can phai kiém tra nhan dang PDSN nha khai thic v6
tuyén vi chiing s& truy nhap dén s6 liéu ngudi sir dung khdng dugc bao vé trong thoi
gian phién. PDSN ciing can phai kiém tra nhan dang cia HA dé luu luong ngudi sir
dung khong bi chuyén sai dén mot vi tri khong an toan chua biét truéc. Trong
truong hop HA VPN cong cong, HA thudc s hiru va dugc khai thic boi mang sb
liéu riéng, va HA s& quan 1y ca an ninh va di dong ctia ngudi sir dung bang cach tao

ra cdc lién két an ninh dong véi cdc PDSN phuc vu thay doi.

Thong thudng cdc nha khai thic vo tuyén trién khai an ninh IP dé truyén thong
lién ving va dé bao vé bdo hiéu MIP. PDSN c6 thé quyét dinh dp dung chinh sich
nao dya trén tham s6 cia RADIUS vé mirc an ninh [IS825]. Trong qud trinh thiét
lap tunnel an ninh gitra PDSN va HA, IKE dugc st dung kiém tra nhan dang cua
PDSN va HA. Khéa lién két an ninh c6 thé la:
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e Mot s6 bi mat dugc 1ap cau hinh tinh cho mo rong xac thyc MIP HA-FA.
e Mot sb secret shared IKE duogc 1ap ciu hinh dong.
e Mot s secret shared IKE dong duoc AAA nha phan phdi.

e PKI véi céc chiing chi.

IP/MIP i« > IP/MIP | IP/MIP [« — —»{ IP/MIP
pPPp | (s 1P/ 1P/
< AL AL » AL | GRE |« GRE | o = [~ psec
RLP € RLP LL » LL 1P «—> 1P
1S2000 [€—> 152000 | 1S2000 {«—» PL PL |« PL PL | > PL
(Mobill\gNNode) Mang vo tuyén PCF PDSN/FA HA
Cac mang cdma2000 __Céac mang IP hiru tuyén

<

AL: L&p thich tng
LL: L&p lién ket
PL: L&p vat ly

Hinh 3.6 Ngin xép giao thirc HA VPN cong cong
Theo thtr ty uu tién du tién 12 mé rong xdc thyc MIP HA-FA, sau d6 1a sb bi
mat IKE tinh, r0i dén sb secret shared dugc phan phéi dong va cudi ciing 1a ching
chi PKI. Tiéu chuan [IS835] hién nay chi phéi hau hét cic yéu ciu ha tang 16i
CDMA2000 doi hoi cung cp trudc khod ding chung MN-HA. Thong tin 1ap khéa
duoc phan phdi trong qué trinh ding ky AAA phai dugc bao vé chdng nghe trom.
Bao vé nay dugc cung cap trén ting ching, chang han st dung IPSec giita cic AAA

server khdch v&i phan con lai ctia ha ting AAA.

Khi sur dung lién két khoa secret shared, trao ddi giai doan dau duoc xédc thuc
bang cdc mi xdc thuc ban tin. Str dung céc secret shared don gian khi khai théc,
trdanh duoc can thiét xir Iy va x4c nhan chimg chi. Tuy nhién cdc lién két nay c6 thé
dua vao tai bd sung vi phai thiét 1ap chiing trong cdc cip PDSN-HA. Vi thé, IS835
cung cip co ché cho phan phdi secret shared dong thong qua ha ting AAA trong
quéd trinh dang ky MS. Trong khi AAA mang nha xuo ly va xdc nhé@n cap
challenge/response, né tao ra secret shared va phan phdi bang tra 1oi cia AAA dén
PDSN. PDSN str dung bi mat nay ciing voi mot nhan dang dugc cdu tric tir tra 10i
dé thuc hién dam phéan véi HA. Diéu nay cho phép thiét 1ap IPSec giita PDSN va

HA vi cau hinh ty dong cho cdc khéa gifra tat ca cac cap co thé cé.
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Néu tunnel nguoc dugc hd trg boi HA theo chi thi cia AAA Server trong tham
sd ctia RADIUS & dac ta tunnel nguoc [IS835], IPSec duogc st dung véi sb liéu
truyén tunnel. Céc tunnel nguoc duogc thiét 1ap khi MS thiét 1ap bit "T" trong yéu
cau ding ky cta né, cdc géi g di tir MS duoc déng g6i va chuyén dén HA boi
PDSN. Ciéc tunnel niy cho phép MS st dung céc dia chi riéng khong duy nhét, va
tuy theo yéu cAu mién nha cdc tunnel ngugc (cling nhu cic tunnel thuédn) s€ duoc

bao vé badi IPSec.

3.3.2 HA VPN riéng

Cic nha khai thac khong mudn mé rong ¥ tuong chia sé ha ting sb liéu voi phan
con lai ciia thé gidi nhu md hinh HA VPN c6ng cong. Didu nay c6 thé dic biét giy
ling ting khi mot s6 phan tir ha ting nhu HA thudc sé hitu phia thir ba duoc ndi
dén mang 16i ctia ho qua mang IP cdng cong. Ngoai ra cdc nha khai thic khong
mudn tir bo kiém sodt quan 1y thué bao ctia minh va do dy trd thanh chi 1 nha cung
cap truy nhap so liéu vo tuyén. Cic nha khai thic CDMA2000 dang trién khai tiy
chon HA VPN riéng ciing s& hiru PDSN va céc phan tir ha tang HA.

Trong khi can dam bao khdi lwong 16n dung lugng HA trong mang nha khai thac
vo tuyén cho cong viéc khong phai VPN, thi viéc sir dung HA ciia nha khai thac cho
céc dich vu VPN van chua duoc cic tiéu chuin dé cap va vi thé can phan tich mdt
cich ky ludng. Puong truyén s liéu thué bao CDMA2000 gdom ca PDSN va HA.
Luu luong sb liéu dudng xubng phai di qua HA trong mang nha ciia MS va PDSN
phuc vu. Luu lugng duong 18n (tir MS) phéi di qua PDSN chi khi MS yéu cau truy
nhap Internet thong thuong va qua cip PDSN/HA duge két ndi bsi MIP tunnel
nguoc néu MS yéu cau truy nhap mang sb liéu riéng. Dé thoa man cic yéu ciu niy,
cdc nha khai thac vo tuyén phai trién khai di dung lwong HA dé hd trg cidc MS sir
dung MIP mdi khi chiing yéu cau truy nhap mang s6 liéu riéng hay chi yéu cau truy
nhap Internet thong thuong.

Chi khi da c6 co sé ha tang HA da 16n nhu vay, cdc nha khai thic vo tuyén
muén diéu khién t6i da viéc hd trg thué bao méi ¢6 thé hoan toan cAm truy nhap dén

cac HA trong cdc mang s0 li¢u ri€ng, bang cach budc tat ca luu lugng dén va tur cic
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mang s6 liéu riéng di qua cdc HA ciia minh sau d6 chuyén chiing giita cdc mang sb
liéu riéng thong qua cong nghé khac nhu hinh 3.7. Trong truong hop nay, cdc mang
s6 liéu riéng khong can duy tri HA va két cudi cic MIP tunnel. Thay vao d6, nha
khai thic vo tuyén va mang s6 liéu riéng phai dya trén mot tap cic tunnel (hay cic
cong nghé khic) méc ndi nhau tai HA thudc s¢ hitu cua minh, két hop véi cac thoa

thuén dong cap riéng va cdc SLA dé cung cap VPN an ninh.

AAA Server AAA Server
khach nha

e ——

; I
—internet - !
<R > ; 2 Cac tunnel bat ky |
- I

} Cdng |

By |

Thiét bi s&
liéu di dong

cdma2000 a x
RAN PCF Mang 16i cdma2000  ong dugde ho trg
TCP/ TCP/ TCP/
P T2 > P
IP/MIP| IP/MIP |« — —» IP/MIP P P
PPP PPP PPP
1P/ 1P/
GRE | |psec [~ IPsec | Tunnel |« —————— » Tunnel
P IPSec IPSec
PL PL («--» PL PL le-—-——-- » PL
PDSN/FA HA

Hinh 3.7 Kién triic HA VPN riéng va ngin xép

Cic quy tac trién khai HA VPN riéng hoan toan khic vdi cdc quy tic HA VPN
cong cong va din dén mot sé hé qua dbi véi nha khai thac. HA VPN riéng c6 thé
don gian viéc 4n dinh dia chi IP cho MS béi chi c¢6 mét thuc thé (nha khai thac vo
tuyén) thuc hién diéu khién thu tuc nay. Ngoai ra (it nhat vé mit ly thuyét) cac nha
khai thdc nay c6 thé két hop qu4 trinh 4n dinh dia chi vao mot vi tri: Mot té hop HA
gia dinh két hop vdéi kho dia chi IP va DHCP va AAA server si€u cd. Cadc nha khai
thac v6 tuyén van duoc quyén diéu khién cung cip cho ngudi sir dung va ca an ninh
luu lugng bdo hiéu 1an tai tin, vi thé giam thiéu cdc nguy hiém vi pham an ninh
mang 161 cua ho.

Trach nhiém 4n dinh dia chi IP dat nha khai thic CDMA2000 vao tinh thé khé
xtr. C4c nha khai thac phai quyét dinh c6 cung cap cho thué bao cta ho dia chi IP

cong cong hodc riéng "khong ding theo cdu hinh topo" hay ca hai. Ca hai truong
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hop déu c6 cdc van dé nhu nhau. Cic dia chi IPv4 cong cong quy va sb lugng han
ché. Péanh dia chi riéng 1a cach giai quyét dé hon, nhung céch nay s& ngan chin cic
thué bao di dong truy nhdp cdc mang s liéu riéng st dung VPN tu nguyén dya trén
truyén tunnel dau cubi-dau cudi, vi né doi hoi cdc dia chi IP dinh tuyén cong cong
(trr khi st dung céc so dd NAT-T phuc tap va chua dugc dinh nghia thich hop).
Trong moi truong hop, khach hang s€ c¢6 cam gidc budc phai st dung HA VPN
riéng va kéo theo cdc thoa thudn bat budc gitra khdch hang va nha khai thic ring

day chi la tuy chon cho truy nhép intranet ri€éng.

Mot théch thirc quan trong khéc lién quan dén HA VPN riéng 12 can tao lap ha
tang chuyén mach tunnel xung quanh HA. Tinh trang nay khong dugc dé cap trong
cic tiéu chuan va s& doi hoi mot khung kién triic méi lién quan dén cic nha khai
thic v6 tuyén 1an khich hang cua ho. Viéc tao khung nhu vay khong phai 1a mot
cong viéc d& vi n6 lién quan dén cdc SLA mdi, tinh cude, cic yéu cau méi ddi véi
cdc nén tang HA dé hd tro chuyén mach tunnel, va cdc cong nghé WAN trén pham

vi nha khai thac cuing vé1 cdc nhi€ém vu khéc.

Kién tric mau trén hinh 3.7 duoc trién khai trong ché d6 tunnel. Trong kich ban
nay, cidc MIP tunnel dén va di tir cdc PDSN phan bd theo 1anh thd phai két cubi tai
HA riéng trong mang nha khai thac va sau d6 méc néi véi IPSec tunnel dugce tao 1ap
cho hing véi gia thiét dd c6 cdc quan hé quy dinh trude véi nha khai thic. Kich ban
nay coi rang khong chi an dinh dia chi IP ma ca xé4c thyc cdc MS déu dugc thuc

hién trong mang nha khai théc.

3.4 Cip phat HA trong mang CDMA2000
Trong phan ndy ta sé& xét cac phuwong phép trién khai HA trong ndi mang 16i

CDMA2000 ciing nhu anh huéng ciia né dén kién triic va cung cadp MVPN.

3.4.1 Méi quan hé giira cAp phat HA va PDSN

Nhu da dé cap, PDSN phii mot ving dia 1y nhat dinh, va PDSN phan biét ro
phuc vu ngudi sir dung tai mang nha hay chuyén mang. Trong khi ¢6 HA dai dién
cho mang nha cia MS va phuc vy nhu mot diém neo cho céc phién sb liéu. HA ludn

phuc vu mét tap ngudi sir dung duoc cung cip dich vu khéng phu thudc vao ho
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dugc ndi dén mang nha hay chuyén mang. V& mit nay, c6 hai kich ban cp phat HA
chinh: HA dong vi trf va HA tap trung.
HA dong vi tri

Trong kich ban HA d@)ng vi tri, s& c6 nhiéu vi tri HA trong mang. Vi luu lugng
ngudi st dung MIP (it nhét trén duong 18n) phai di qua cip PDSN/HA, cic cira
PDSN va HA trong céc hé théng phai rat gan nhau dic biét 1a khi phwong phap HA
VPN riéng duogc thuc hién. Thong thudng cic chirc ning nay duge hd trg trong
cling mot nén tang, vi thé dat ching chung (thanh cum) tai mét vi tri dia 1y dé tiet

kiém khong gian.

Uu diém chinh cta phuong phdp nay 13 kha ning thay d6i dong cic cum
PDSN/HA néu ty 1¢ khach hang chuyén mang va mang nha thay d6i. Chang han
trong thoi gian trién 1dm thwong mai 16n tap trung nhiéu nhém 16n nguoi str dung di
dong duoc 4n dinh dén cac HA phuc vu céc vi tri dia 1y khic, cdc PDSN dia phuong
phai phuc vu nhiéu nguoi str dung di dong hon thuong 1€, nén ching phai truyén
tunnel luu luong dén cdc HA trén toan thé gidi. Dé giai quyét tinh trang ndy, cic
nha khai thac trién khai cac HA dong vi tri dé dé dang thay d6i cdc cum PDSN/HA
dia phuong cho dung lwong PDSN cao hon. Sau khi su kién két thiic, cic cum thay

ddi tro vé ty 18 thong thudng.

Mot uu diém khic ciia phuong phdp nay 1 di véi cdc nha khai thic du dinh
phuc vu s6 lugng 16n nguodi st dung ¢ dinh tai cdc dia phuong khic nhau. Néu di
dong trong cdc mang nay khong cao do nguodi st dung thuong & lai trong cdc vung
duoc phuc vu bai cic HA dia phuong, nén cdc nha khai thic c6 thé giam thiéu
mang duong tryc cua hg. Cidc muc tdi wu duong truc ciing dat duoc ddi véi céc

mang v6i cha yéu 1a ngudi st dung chuyén mang khi c6 cap phat HA dong.

Cubi ciing, khi HA ddng vi tri duoc stir dung, mdi cum PDSN/HA str dung hiéu
qua hon kha ning quan 1y dia chi cia minh nho viée cép phét cic dia chi IP dén cic
MS tir cdc kho dia chi IP ¢6 tai chd (trong khi cdc kho dia chi cach biét c6 thé dan

dén kém hiéu suét). Kich c& cdc cac PDSN/HA phai du d¢é dam bao st dung tét cho
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truong hop trung binh. Céc dia chi riéng va NAT hd tro giai quyét cdc van dé lién
quan dén khong gian dia chi.
HA tap trung

Trong kich ban nay, cdc HA phuc vu tat ca ngudi st dung MIP trong mang duoc
dat tai mot trung tim duy nhat. Giai phap nay c6 mot s6 vu diém (khi khéng c6 cap
phat HA dong), nhat 12 dbi v6i cdc nha khai thdc phuc vu ngudi st dung ma phan
16n trong sé ho thuong xuyén di dong va thay d6i PDSN va vi thé phai két cudi tro
lai HA gbc cua minh. Cdc trung tdm s6 liéu HA cho phép dé dang quan 1y hon nhu
cung cap dich vu, bao dudng va nang cap ddi véi cdc nha khai thac. Ngoai ra vi cic
tai nguyén dy phong va cac ban luu lam cho viéc khoi phuc lai sau tham hoa ciing
dé dang hon so véi trudng hop HA dong vi tri. Mot wu diém khdc 12 kha ning cn
bang tai HA bao gdm toan bd dung luong cua cdc HA trong mang so véi cin bang

tai pham vi nho trong cum HA dia phuong & HA ddng vi tri.

Phuong phdp HA tap trung danh cho cdc nha khai thidc mudn tai mot vi tri trung
tam quan 1y kho dia chi IP dé gdn dia chi cho ngudi sir dung di dong trén toan mang
mot cdch hiéu qua hon.

Do tin cay HA

D4 tin cay HA tré 1€n dac biét quan trong trong mo6 hinh HA tép trung. Mot MS
dugc phuc vu boi mot PDSN dia phuong bat ky. Trong truong hop su ¢ PDSN,
MS phan g lai bién cd nay bang cich thiét 1ap lai PDSN véi viéc phét di cic
quang cdo moi chao cho dén khi mot PDSN dy phong di vao phuc vu. Cé tunnel tir
¥ va bit budc déu khong bi anh hudng cia bién c¢b nay, néu bo dinh thoi khéng tich
cuc va cdc thong sd khdc cia MS duogc 1ap cdu hinh ding. Vi thé sy ¢6 PDSN
khong phai 12 mot bién ¢ tham hoa va dugc giai quyét ém dep nhd cic tinh chat
cua MIP.

Cic anh huong cia sy cd HA 1én MS (ca trong trudng hop HA VPN riéng va
cong cong) 16n hon va cé thé gy cdc hau qua nghiém trong dbi véi két ndi sb licu
ciia MS. Trong CDMA2000, mdi MIP MS duoc 1ap trinh dé truy nhap dén mot HA

dic thi. Diéu nay c6 nghia rang néu HA chua dia chi IP cia mot nhém MS nao d6
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bi su cb, tit ca cac MS lién két véi HA nay s& khong thé nhan dugc dich vu s6 lidu
g6i. Pé giai quyét tinh trang nay, nén tang HA phai c6 cic tiy chon giai quyét
nhanh su ¢d nodi b, chéng han ty dong lién két céc dija chi gén véi HA bi su cb dén

phan tir phan cing khéc trong cum HA tai chd.

Cac mo hinh trién khai HA riéng trong thuc té bao gdbm ca hai mé hinh cép phat
trén, cdc nha khai thic CDMA2000 s& c6 nhiéu lya chon dé cip phat tai nguyén

mang 16 mot cach linh hoat va dong khi cdc diéu kién kinh doanh thay doi.

3.4.2 Cép phat HA dong

Céc phén trén dya trén gia thiét raing HA trong mang 161 CDMA2000 chi ¢6 thé
dugc cép phét tinh. S& di nhu vay vi cho dén nay viéc tiéu chuan héa cip phat HA
dong van chua hoan thanh. Cdc nhém tiéu chuin nhu IETF, 3GPP2 va TIA hién
dang nghién cru mé rong cdc tiéu chuan mang 16i CDMA2000 b sung cho cic
IETF RFC hién c6 bang cich bo sung hd trg cau hinh dong dia chi nha MS hay ban
than HA.

Trong kién tric hién thoi, MS dugc méd héa cing véi mot dia chi ctia mot HA,
dia chi nay c6 trong yéu ciu dang ky cua né trong thi tuc ding ky PDSN. Mot HA
tinh chi don gian ho tro, vi dia chi IP ctia HA da dugc lap cAu hinh trong MS va
secret shared c6 thé dugc st dung dé mo rong xac thyc MN-HA. Tuy nhién HA an
dinh dong dat cung PDSN c¢6 thé t6i uu héa khai théc t6t hon, do tinh kha dung dich
vu cao hon va nhiéu tuyén tdi wu hon khi MS di chuyén khd xa mang nha dan dén
chi phi dudng truc cao. Chéng han $6 liéu tr mot PDSN tai Ha Noi khong can
chuyén dén va di tir mot HA tai TP H5 Chi Minh mdi khi ngudi st dung mudn doc
mot email tr mdt mail server dat tai Hai Phong, néu c6 thé an dinh dong HA cho
mot tdc tir nha & gan. Céc tinh nang nay ddi hoi to chic an ninh phire tap vi thé qué
trinh tiéu chuan hod tiy chon nay doi hoi thoi gian. Piéu gi can c6 khi hd trg cap
phit HA dong an ninh trong mang 161 CDMA2000. Hinh 3.8 (theo dy thao cac tiéu

chuan hién nay) cho thdy cdc budc can thiét dé cap phat dong mot HA.
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AAA server

khach AAA server
o nha HA
Thiét bi s6 doéng

lieu di dong PDSN/LAC

1)Thiét Iap kénh vo
tuyén

2) Yéu cau

4) Dong bo RLP [« 3) Tra I8i

5) Thiét Jap PPP

Quang caoltac nhan

Yéu cau dang ky MIP 8) Yéu cau truy nhap
(MN-HA, MN-AAA, MN-NAI) Bia chi HA-0 9) Tra I8i truy nhap

10) Tra I8i nhan thuc
GOm ca dia chi HA
12) Yéu cau dang ky MIP

Ban|tin ti€p nhan truy nhap

13) Trd I18i dang ky MIP

14) Tra I8i|dang ky MIP (Kh&u 1énh MN-FA)

(Gia tri mé|rong MN-FA)

11) Tra 18i nhan thuc

Hinh 3.8 Thiét 1ap HA dong

Thiét 1ap HA dong doi hoi nghién ciru khéa secret shared giita MS va HA dé cdc
dang ky di dong tiép theo dwoc xdc thyc khi MS thay ddi cdc PDSN khéc. Trong
truong hop cip phat HA dong, dia chi HA duogc xdc dinh boi mot AAA cht khong
phai MIP RRQ (Registration Request) nhu véi 4n dinh HA tinh. Mot AAA server
nha cip phat dong mot HA trong mang nha cung cap dich vu hay mang s liéu riéng
O xa, va tra 101 dia chi cta no dén AAA server khac va PDSN. Cung vdi secret
shared, MN-HA dugc phan bd dong cho ca MS va HA dé xdc thuc mudn hon. Céc
bi mat nay duoc bao vé bang mat ma héa boi mang AAA qud giang. PDSN sau d6
tra 101 cdc gid tri nay cho MS va MS bat dau sir dung dia chi nha méi cia né.

Dé hd tro cap phét dong mot dia chi nha, MS phai cung cip NAI trong yéu cau
dang ky MIP ctia minh. Pay 12 mot tén duy nhat c¢6 dang user@domain dé nhan
dang ngudi st dung yéu cau dich vu tir mang. Tén nay hoat dong nhu mdt nhan
dang va khong lién két voi dia chi IP cia thiét bi. NAI cho phép mang phuc vy tim
kiém mang nha (c6 thé dugc dit trong mang sb liéu riéng) thong qua mot ha tang
AAA, bang cdch sir dung cic mo rong MIP Challenge/Response, "gidy ty nhiém"
cua nguoi st dung dugc xdc thyc boi mién nha. Sau khi nguoi su dung dugc xdc
thuc va dugc uy quyén dé nhan duoc dich vu trén mang khiach, MS dang ky véi HA
(NAI chir khong phai dia chi IP nha xuét hién trong yéu cau diang ky), sau d6 HA

cAp phat dia chi nha cho MS va giri tra 101 n6 trong tra 10i dang ky nha.
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Phién ban hé thong tiép theo s& gdm ca tinh nang an dinh HA dong véi phan b
cic khéa dong tir AAA server nha dén HA. Phién ban nay gia thiét rang cic HA
ludn duoc cip phét trong mang nha va cé lién két an ninh véi AAA server nha.
[1S835] C3 ciing dinh nghia mot co ché dwa trén RADIUS méi cho HA dé yéu cau
RADIUS AAA server nha cung cdp khéa, sau khi da cap phat HA va sau khi né
nhan duogc yéu cau diang ky tir MS. Déi véi hoat dong binh thudng, MS s& huy ding
ky v6i HA khi né chuan bi roi mang so liéu g6i CDMA2000. Néu MS chi tam thoi
roi va lai Xuét hién tai mot PDSN khéc, thi MS s€ budc phai dam phén lai PPP va
dang ky lai véi HA cii. Néu khong xay ra dang ky lai, thi rang budc MIP s& ton tai
trén HA cho dén khi hét han MIP va céc tai nguyén ciia HA duoc giai phéng.

3.5 Quan ly dia chi IP trong CDMA2000

Phéan nay xem xét quan 1y dia chi IP tir c4 phia nha khai thac v6 tuyén 1in mang
s6 lidu riéng. Khi mot MS két ndi dén mang sb liéu riéng trong ché d6 IP don gian
hodc MIP, né dugc 4n dinh dia chi IP riéng tor khong gian dia chi mang s6 liéu
riéng. Vi khong thé 4n dinh toan ciu céc dia chi nhu vay, nén cdc dia chi nay khong
thé dinh tuyén toan cau hay tham chi duy nhét, va ching s& khong giy ra tro ngai
déng ké d6i v6i hang (mang sd liéu riéng) hay nha khai thic vo tuyén. Khi dé
PDSN phii c¢6 kha nang dinh tuyén cdc géi dén va di tir HA ngay ca khi chiing c6
céc dia chi riéng chong 1an. Bé thyc hién diéu nay, PDSN st dung dia chi HA trong
hearder cta IP cic g6i duoc truyén tunnel va thong tin nhan dang 16p lién két & phia
mang truy nhap (giao dién R-P) cia PDSN dé giai quyét cdc xung dot tiém an trong

cac dia chi duoc an dinh cho cac MS khac nhau.

Trong khi cdc dia chi riéng c6 thé tiép nhan dugc hoan hao trong méi trudng
VPN cua CDMA2000, thi ciac dia chi cong cong danh cho MVPN ty nguyén dem
lai céac loi ich bod sung cho cdc thué bao str dung dich vu CDMA2000. Chéng han,
bd sung cdc mirc an ninh khic nhau dugc cung cap boi nha khai thac vo tuyén cho
cic khach hang khéc nhau, ¢6 yéu cdu dam bao an ninh dau cudi-dau cubi dé bao vé

céc s6 liéu quan trong nhu thong tin mat.
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Mot cich khéc, v6i cdc nha khai thac vo tuyén sir dung dia chi IP riéng trong
mang 16i, NAT 1a cich cho hiéu qua cao khi cdc dia chi IP cong cong khan hiém.
MVPN ty y ciing duoc hd tro (v6i mic d6 khé khian hon) khi mot trong sb céc co

ché NAT-T duoc thuc hién bdi nha khai thac.

3.5.1 An dinh dia chi VPN caa IP don gian

Trong CDMA2000, an dinh dia chi IP don gian dugc thyc hién boi PDSN néu
dich vu VPN khong duoc yéu cau. Khdc véi MIP, phuong phép truy nhap IP don
gian khong cho phép cung cip trudc dia chi IP tinh cho MS. Trdi lai, dia chi IP phai
dugc an dinh dong cho MS thong qua mot trong cic co ché 4n dinh dja chi kha
dung, trong thoi gian khoi diu PPP khi MS dau tién ding ky véi PDSN va gui di
mdt dia chi IP 0.0.0.0 trong giai doan IPCP dé yéu ciu dia chi IP dong. Luu ¥ ring

dia chi dugc 4n dinh cho MS ¢6 thé 1a mot dia chi IP riéng hay dia chi cong cong.

Cic tiy chon 4n dinh dia chi IP ddi vé6i IP don gian:

e An dinh tr kho dia chi dugc lap cAu hinh trong PDSN hay trong mt cum
PDSN. Khong gian nay c6 thé lién két tinh v6i nguoi sir dung thong qua
bang chuyén d6i c6 trong timg PDSN, hay tén cua khong gian dia chi c6 thé
dugc giri nguoc lai PDSN trong ban tin chap nhan truy nhiap RADIUS
(RADIUS Access Accept) boi AAA server.

e An dinh thong qua sir dung AAA server nhu RADIUS hay DIAMETER khi
thuc hién xac thuc MS. Giéng nhu truong hop kho dia chi dia phuong, dia
chi tir AAA server dugc truyén dén client trong qud trinh ¢am phan PPP.

e An dinh qua DHCP dbi héi hd trg DHCP client trong PDSN.

Khi yéu cau dich vu VPN bit budc trong ché do IP don gian, trach nhiém 4an
dinh dia chi IP cho di dong dwoc chuyén giao cho mang s liéu riéng. Trong trudng
hop nay lién két PPP duoc két cudi va sau d6 dugc déng géi vao L2TP tunnel va
duoc chuyén dén LNS trong mang s6 liéu riéng noi ma sau d6 an dinh dia chi duoc

thuc hién.
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3.5.2 An dinh dia chi VPN cia MIP

Gidng nhu IP don gian, qud trinh 4n dinh dia chi cho dich vu MIP c6 thé thuc
hién bang nhiéu cich. Khong giéng nhu IP don gian, cic MS yéu cau dich vu MIP
4n dinh dia chi IP cb dinh cho MS, dia chi nay s€ dugc dua dén PDSN trong qua
trinh dam phan PPP (4n dinh dia chi IP cho dich vu MIP néi chung ludn dugc thyc
hién béi HA). Diéu nay 1am HA (trong ca cong cong 1an riéng) tré thanh phan tir

quan trong nhét trong qu4 trinh an dinh dia chi trong MIP VPN.

Sau khi MS duogc xédc thuc véi PDSN, né c6 thé yéu ciu dia chi IP tinh hoic
dong tr HA cta n6. HA tra 101 dia chi IP s€ dugc MS st dung trong ban tin tra 10i
dang ky MIP ( MIP Registration Reply) duoc PDSN chuyén dén MS. Nhu da néi ¢
trén dia chi nay c6 thé 1a dinh tuyén cong cong hoic duoc cung cap tir khong gian
dia chi riéng theo quyét dinh ctia nha khai thac vo tuyén (truong hop tuy chon HA
VPN riéng) hay mot mang s6 liéu riéng (truong hop tuy chon HA VPN cong). Tiéu
chuan TIA [IS835] PDSN hd tro nhiéu dia chi riéng chong 14n, mién 1a cdc dia chi
tir cdc HA don 1¢ 12 duy nhat va khong chong 1an. Mot tiy chon hitu ich khac dé
phan biét cdc kha nang 4n dinh dia chi MIP so véi IP don gian 12 kha nang hd tro
nhiéu dia chi trong MS dé hd tro nhiéu phién thong tin gitra MS va mang sd liéu
riéng cua no.

Néu MS yéu cau truy nhap dén mot dia chi nha riéng, né phai dam phén truyén
tunnel nguoc [RFC2344]. Két qua PDSN tao ra mot lién két logic chtra nhan dang
phién R-P (R-P Session ID), dia chi nha cua MS va dia chi HA. Khi PDSN nhan
duoc mot géi tir HA cho MS di ding ky, PDSN chuyén dja chi HA ctua MS va dia
chi nha thanh mot lién két va truyén géi nay dén két nbi R-P duoc chi ra boi nhan

dang phién R-P cua lién két.

3.6 Xdc thuc, iy quyén va ké toan cho dich va MVPN

Ca MIP 1an L2TP ty minh déu khéng cung cp cdc co ché ¢6 kha ning thay doi
kich ¢& dé diéu khién truy nhap hay ké toan. MIP co s¢ khong dic ta cic md rong
c6 thé st dung dé xdc thuc MS véi FA hay FA v6i HA, nhung cdc mé rong nay

khong bat budc va ching coi rang da cé cdc secret shared dugc 1ap cau hinh trudc
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giita cdc thuc thé nay. Py 1a vin dé, vi mang CDMA2000 cong cong toan cau s&
bao gdm nhiéu mang con hay cdc mién thudc s hitu ctia nhiéu hing, nha khai théc,
ISP hitu tuyén va ASP. Céc mang cta nha khai thic vo tuyén khach hd tro cic
PDSN sé tra tién cho céc dich vu s6 lidu vo tuyén tir MS hay mién nha ctia nguoi sir
dung. Pé duoc sy dam bao tra tién, kién tric mang 161 CDMA2000 phai hd tro
mang AAA kha niang dinh c¢& bao gém cdc AAA server cung cip nhiéu dich vu
duoc két nbi v6i nhau chtr khong phai mot nhém cdc AAA server khong két ndi

cling nhu lién lac v4i nhau.

3.6.1 Kién triic AAA trong CDMA2000
AAA trong mdi trutong CDMA2000 dya rat nhiéu vao viée sir dung RADIUS va

céc giao thirc khac nhu PAP va CHAP. Trong phan nay ta s& phan tich chi tiét hon
kién tric AAA va anh huéng cua né 1én MVPN. D¢ dam bao hoat dong AAA bén
virng cho truy nhap mang sd liéu riéng, can mé rong thém mot bude khdi niém ha
tang AAA khéch-nha phin bd. Dé thoa mén tot hon yéu cau ddi véi cdc phuong
phép truy nhap mang sb liéu riéng khdc nhau va giam nhe trao d6i dong cip ma
khong can thiét 1ap trudc cic thoa thuan, can phét trién kién tric ¢ dang kién tric
AAA khéch-mdi gi6i-nha nhu thay ¢ hinh 3.9, giam nhe kién triic mang duoc chia
sé boi nhiéu thyc thé riéng dong cap nhu ISP, ASP, cdc mang hing va cdc nha khai

thac di dong.

| Mang méi gi&i
RADIUS RADIUS RADIUS
server khach server chu

cdma200 I
RAN

HA hay LNS/

RADIUS client RADIUS client
Mang khach Mang nha
PDSN VAAA Moi gidi AAA HAAA

Jop u{/DP U\?P ur(SP UD?’ UI}‘)P
P P |f= |ﬂr ||7{ uF
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Hinh 3.9 Kién triic AAA trén CDMA2000 RADIUS va mé hinh tham khio giao thirc
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MS truy nhap mang s6 liéu riéng qua mang truy nhap do mot ddi tac tht ba cung
cép can duoc xéc thuc boi ca hai mang. MS s& dugc nhdn dang ddi véi mang truy
nhap boi ID cia minh (IMSI chang han), va dbi voi mang s6 liéu riéng bai NAL
Nhu hinh 3.9, nhan dang nay doi hoi chirc ning AAA tai cd mang khéch 1an mang
nha. Trong CDMA2000, chtic nang nay dugc thuc hién boi RADIUS AAA client
(dugc dat trong PDSN) va server mang khich, va RADIUS AAA client (dugc dat
trong HA d6i voi MIP va LNS d6i v6i IP VPN don gian) va server mang nha.

Ngoai xdc thuc va trao quyén MS trong CDMA2000 khi can truy nhap mang sb
liéu riéng, cdc yéu cau xdc thuc duoc gui di tir AAA server khich lién két voéi
PDSN dén AAA server nha lién két voi HA va tra 101 Gy quyén duogc giri theo phia
nguoc lai. Thong tin ké todn khi nay ciing dugc Iuu trong AAA server khéch va tiry
chon dugc giri dén AAA nha bang cich str dung giao thirc AAA tin cdy va sau d6
dugc giri dén hé théng tinh cudc. Péi voi dich vu VPN, thong tin ké todn c6 thé
gdm céc thong sé: NAIL QoS, nhan dang phién dbi v6i dich vu IP don gian va dia
chi noi nhan. Thong tin AAA nha-khach (dugc xdy dung trén mdt co ché giao van
tin cdy) c6 thé duoc thy chon bao vé boi IPSec va c¢6 kha ning phan phdi secret

shared cho IKE.

Mo hinh nay cin ban nhu nhau déi véi ca IP VPN don gian 1an MIP VPN va c6
thé bao g@)m ca cac phﬁn tir tuy chon nhu server dai dién RADIUS va cic bd mdi
gidi AAA. Péi v6i ca hai kidu VPN nay, truyén thong co sd giita cdc RADIUS
client va cac server tuan theo [RFC2865] va [RFC2866]. Tuy chon, truyén thong tin
nay ciing duoc dam bao an ninh boi IPSec dé cung cAp mot lién két an ninh giira
MS, PDSN va HA (hay LNS trong truong hop IP don gian) va hd trg phan phdi
khoéa dong sir dung IKE.

3.6.2 Moi giéi AAA trong CDMA2000

Ha ting AAA nha/khéch vira dugc trinh bay duogc thiét ké dé phuc vu mang nha
va mang khéch v6i quan hé duoc thiét 13p trude qua SLA. Trong cic trudng hop cic
quan hé nay khong duoc thiét 1ap, nhung MS khdch yéu cau dichvuy sé liéu, can sir

dung moi gidi AAA. Ta s& xét k§ hon vé mdi gidi nay. Céc server nha va khach cé
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thé c6 quan hé hai chiéu truc tiép. Tuy nhién kién tric TTDD c6 mit trong hang
nghin mién vé&i rat nhiéu mang s6 liéu riéng thudc so hitu cua cdc cong ty, hing yéu
cau dich vu sd liéu vo tuyén cho MS ctia ho. Néu sb mién nho, céc mang dang phuc
vu va mang nha cé cic quan hé trudc (dugc dam bao an ninh qua céc lién két an
ninh IP). Tuy nhién day khong phai 12 mot giai phap kha thi, né s& doi hoi qua nhiéu
cdc quan hé hai chiéu duoc thiét 1ap trudc timg doi mot.

Ciac bo mdi gidi AAA cho phép cic yéu cidu AAA duoc dinh tuyén dua trén NAI
dén cdc mang nha hay cac by moi gidi khac biét duoc vi tri cua mang nha. Cidc moi
gidi ¢6 vai trd tai chinh trong viéc thiét 1ap ké todn giita cdc mién va xu 1y céc ban
tin ké todn cho cdc yéu ciu truy nhap mang ma ching cho phép. Do mang khéch s&
khong cung cap dich vu néu né khong nhan duoc xdc thuc tir mang nha ctia nguoi
st dung di dong hay tir mdt bd moi gidi nhan trach nhi€m tai chinh, kién tric AAA
phai 1a kién trdc tin cay. Diéu nay c6 nghia 12 cdc server phai pht lai cdc yéu cau va

chuyén mach sang cdc server du phong khi xdy ra su co cua khoi so cap.

Theo [TSB115], mang AAA phai ho tro ba ché do hoat dong ctia b modi gidi:

o Ché dj khong trong suot (khong dai dién): khi bo mdi gi6i két cudi céc yéu
cau dén va di tir AAA server khach va nha, va khoi xuéng céc yéu cau méi
thay mit cho ching. Trong ché d6 nay, bo mdi gidi dugc phép thay ddi noi
dung va cdc thong sb cta cdc ban tin, duoc sir dung khi bd méi gisi duoc
phép hoat dong tai chinh thay mét cho cdc mang khach.

e Ché dj trong suot: bd moi gidi khong duge iy quyén thay doi ban tin AAA
va chi dugc phép chuyén huéng ching dén cc diém twong tmg noi nhan.

o Ché d chuyén hudng: trong d6 cdc AAA server gidi thiéu nha cung cip dich
vu dén mot AAA server khéc.

Mot nhiém vy quan trong khic cuia b moi gidi AAA 1a giam nhe cic dich vu

chuyén mang.
3.6.3 Nhin tir phia MIP VPN
Trong truong hop MIP VPN, khi MS truy nhip HA trong mang sb liéu riéng,

nha cung cip truy nhdp vo tuyén (ngudi sd hiru PDSN) khong duoc tham gia vao
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lién két an ninh gita MS va mang nha cia né. Dy 1a yéu cau ma kién tric AAA
phai tuan thi. Bang thong s6 mirc an ninh TIA trong ban tin tiép nhan truy nhap,
AAA server nha uy quyén PDSN trén co so ting nguoi st dung dé tily chon sir

dung IPSec trén cdc ban tin ding ky va s6 liéu truyén tunnel.

Néu AAA server nha chi ra rang can st dung lién két IP an ninh gitta PDSN va
HA, PDSN s€ cung cép cac dich vu IPSec theo [IS835] dua trén mirc an ninh duoc
dinh nghia boi 3GPP2. Néu khong c6 lién két an ninh ndo, PDSN s& tim cich thiét
lap lién két an ninh bang cich sir dung chimg chi HA X.509. Néu khong ton tai
ching chi X.509, nhung chimg chi gdc ton tai, PDSN tim cach thiét 1ap lién két an
ninh ma né nhan dugc trong giai doan mot IKE, PDSN tim c4ch sir dung secret
shared phan bd dong nhan dugc trong ban tin chap nhan truy nhap. Néu khong
secret shared nao duoc giri, PDSN tim cdch sir dung secret shared thiét 1ap trudc
duoc lap cAu hinh tinh, néu c6. Néu PDSN khong nhan dugc thong s6 mirc an ninh
3GPP2 tir RADIUS server nha, né tiép tuc sir dung lién két an ninh cii. Néu khong
tdn tai lién két an ninh, PDSN s& tudn theo chinh sdch an ninh duogc lap cAu hinh tai
chd.

3.6.4 Nhin tir phia VPN IP don gidn

Dbi voi ché do truy nhap IP VPN don gian, kién triic AAA khong chira HA. Tréi
lai hoat dong ctia né duoc hd trg boi LNS, nhu di trinh bay trudc ddy. AAA server
phai dinh vi dugc LNS cung cap truy nhap dén mang nha nguoi sir dung. Vi thé cic
AAA server dai dién trong cdc mang nha cung cdp dich vy lién quan phai duoc thiét
lap dé dinh vi LNS. Sau khi LNS duoc xdc dinh vi tri, L2TP tunnel duoc thiét lap
gitta LNS va PDSN (noi ma MS yéu cau dich vu). Pia chi IP ctia MS dugc an dinh
bai LNS sau khi tunnel dwoc thiét 1ap. Vi MS khong tham gia vao cdc quyét dinh
dinh tuyén gifra cdc diém cudi tunnel, cdc dia chi c6 ding ky 1an khong dang ky déu
c6 thé dugc an dinh cho MS. AAA server khach ghi lai ban ghi ké todn va giri ban

tin yéu cau ke todn dén AAA server nha néu xdy ra chuyén mang.

Chudi céc sy kién AAA xay ra khi khoi dau mang s6 liéu riéng IP don gian: Khi

mot MS (sir dung phuong phép IP don gian) khéi dau két ni ¢én PDSN, PDSN tao
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ra mot ban tin yéu cau truy nhap va giri né6 dén AAA server nha dé xéc thuc. Yéu
cau duge xdc thuc thanh cong va ban tin chép thuan truy nhap chua kiéu truyén
tunnel "L2TP" dugc guri nguoc tré lai dén AAA server khach. PDSN khoi dau
L2TP tunnel néu né chua dugc thiét 1ap va gii ban tin yéu ciu ké todn (Accounting
Request) cho muyc dich tinh cudc dé ghi lai thoi diém bat ddu dich vu. Khi dich vu
khong con dugc yéu ciu nira, phién nguoi sir dung L2TP va tunnel két thic. Cudi

cuing PDSN giri ban tin yéu cau ké todn khic dé ghi lai thoi gian ding dich vu.

3.7 Kich ban trién khai

Vé mat lich s, CDMA phit trién theo cdc quy tic khic véi GSM va
CDMA2000 c6 mirc do khdc biét 16n hon ddi vé6i UMTS mic du cdc giao dién vo
tuyén cta chiing lién quan mat thiét v6i nhau. Viing phit CDMA2000 van tap trung
& Bic My va Pong A. Cho dén nay, CDMA chu yéu thong tri boi mot sd it cdc
héng khai thac rat 1on cting véi mot sd cdc hing nho tap trung 1én céc thi trudng nho
va cédc viing néng thon. Trong phan nay ta s& phan tich mot mang CDMA2000 (két
hop v6i mang IS-95) dugc thanh 14p tai My béi mot hang 16n, goi 1a hang USA.

Nha khai thic nay dugc cung cdp tai chinh t6t va cb gang cung cip cho cic
khach hang Bac My nhiéu dich vy gidng nhu hodc tham chi vuot trdi cdc dich vu
duoc dong nghiép ctua minh cung cip tai chdu Au. Chang han hiéu suat tan sb cia
giao dién vd tuyén CDMA2000 c6 thé cao hon GSM GPRS va bang thong di 16n
dam bao cung cdp cho ngudi sir dung sb lidu cic dich vu tién tién hon. Trong khi
cdc nha khai thic GPRS, dic biét 1a & cédc trung tam thanh phd nhu London, phai
vat 16n dé cung cap cho cic khach hang nhiéu khe thoi gian thi van dé nay duogc giai

quyét d& dang hon v6i mang vo tuyén trai phd hiéu sut cao CDMA2000.

Hang USA da cung cép dich vu sb liéu kénh mét s6 nam. Mang sb liéu 16i cua
n6 dua trén cdc IWF tap trung tai sdu trung tim s liéu va phi dong déu dia 1y nudce
MY, céc trung tim nay chta cdc server ung dung va thiét bi khdc. Mic dit mang da
trién khai toan qudc ngay tir dau, nhung téc d6 khong ddp tmg mong doi dan dén loi
nhuén thip, bao dudng ndi mang sb lidu kém va chi phi hd trg ciing nhu giam tdc

d6 mo rong dugc quy hoach ban dau. Vi thé tat ca cdc IWF duogc tap trung trong
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mot vi tri & giam céc chi phi bao dudng. Mot trong s6 cac tinh ning mai 12 "Quick
VPN" nhim vao cdc nguoi st dung kinh doanh dya trén kién tric Quick Net
Connect duoc dé nghi boi nha san xuit IWF cho phép truy nhap nhanh mang sé liéu
riéng bang cich sir dung truyén tunnel L2TP dén mang sb liéu riéng thay cho thu

tuc quay s6 modem truyén théng.

Hing USA gn day quyét dinh ning cap mang 1én CDMA2000 vdi trién khai lic
dau dich vu g6i thi diém toan quéc. Theo ké hoach nay, cic trung tam sb liéu hién
c6 s€ dugc su dung dé chira cdc PDSN va HA cho dich vu internet thong thuong
(hinh 3.10). Dé nang cap thanh cong thiét bi vd tuyén cin nang cap ca phan mém
14n phan ctng. Cdc MSC phéi duoc ting cudng cdc PCF duogc thuc hién trén mot
nén tang cach biét va phai lap dat cic PDSN va HA. Cic cdn bo k§y thuat va tiép thi
ctia hang USA thuc hién danh gid toan dién IP don gian so véi MIP va két luan rang
trude hét nén trién khai IP don gian ciing v6i chién dich tiép thi tap trung 1én MIP vi
dich vu nay s& duoc dua vao sau mot thoi gian ngan. Ly do 1a vi chua ¢6 cdc may
cam tay c6 kha ning MIP va chua chin mudi cdc MIP client cho ca hé diéu hanh
Windows 13n Linux. Phén tich cling cho thdy ring mang truy nhap IP don gian duoc
thiét ké va cung cp boi nha cung cép thiét bi dugc chon gan gidong nhu MIP.

B6 moi gioi

AAA server AAA server

khach chu

RAN két hop 1S95/ IWF
cdma2000 Mang 16i IS95/cdma2000

Hinh 3.10 Mang 16i két hgp IS95/CDMA2000 ciia ACME USA
Giai phap dugc nha cung cap dwa ra dé giai quyét cic han ché cua IP don gian
bao gdm mot mang hdn hop cic PCF va cdc PDSN, mang nay s& cho phép céc thué

bao IP don gian giir nguyén két ndi dén cting mot PDSN ngay ca khi cidc PCF phuc
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vu thay d6i. Diéu nay s& dam bao rang céc dia chi an dinh cho cdc mdy di dong giit
nguyén khong d6i trong thoi gian phién dé cho phép truyén tunnel tu ¥ va céc ng
dung nhay cam dia chi IP khdc. Cting véi mang s6 liéu g6i, nha khai théc trién khai
mot mang AAA phan bd va quyét dinh dat dich vu méi gidi AAA & mot trong cic
trung tAm sd liéu ctia minh. Nha khai théc ciing du dinh khoi dau tiép thi dich vu
mdi gidi dén cdc nha khai thac khic dong thoi véi viéc trién khai dich vy MIP.
Hing USA quyét dinh hd trg mot so dd danh dia chi IP cong cong va riéng két
hop dé giam nhe vi¢c da dang hda cung cép céc dich vu IP tién tién bao g@)m ca dich

vu MIP VPN sip t6i.

Nhan thtc dugc tinh phuc tap va su chua chin mudi cta thi truong MIP VPN,
hang USA quyét dinh thir nghiém thi truong v6i nhiéu tiy chon VPN gdm ca cic
dich vu tu y va bt budc. bé nghi dich vy cta hang USA cho nguoi st dung VPN
bat budc bao gdm ca dia chi IP dinh tuyén cong cong két hop véi cdc dam bao mirc
dich vu, céc tuy chon quan ly bang thong va cdc muc an ninh khic nhau. Dich vu
IPSec tiy chon ciing sin sang va duoc tiép thi cho cdc khach hang kinh doanh &
dang mot by phéan cua dich vu tao nguén truy nhap vo tuyén ¢ xa. Chuong trinh
CPE (Customer Premise Equipment) cho cdc khach hang VPN tu y bao gdm IPSec

va céc client phan mém PPTP két hop v6i hd trg va céc dich vy dinh vi.

Dich vu VPN bit budc cling dugc dé nghi trong mdt goi hép dan két hop cac
dich vu cht va dai dién, 4n dinh dia chi boi hang khiac va chuong trinh CPE mo
rong (cic phan ctng va phan mém) cho cic xi nghiép bao gom cdc LNS, cédc cong
IPSec va thiét bi HA (cho dich vu MIP s& trién khai sip t6i). Mot tily chon IPSec
duoc cung cap cling véi firewall va quan 1y bang thong loai g6i gid cao danh cho
cdc hang 16n va céc co quan nha nude. Ca hai dich vy IP don gian va MIP VPN déu
dugc cung cip trong dang tiéu chuan va dya trén truyén tunnel L2TP va MIP, moi

gidi RADIUS AAA va cic SLA thtr nghiém véi cdc khach hang cao cip.
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Chwong 4 Giai phap VPN trén GSM/GPRS va UMTS

Ca hai hé théng GSM/GPRS va UMTS cung cap céc kha ning s liéu géi. Hé
thdng GSM trudc ddy duoc thiét ké va tdi wu héa hd trg dich vu thoai va sé liéu
kénh. GPRS duoc thiét ké nham muc dich ting cuong kha ning s6 liéu g6i cho hé
thdng GSM. Vi thé hé thong GPRS khéng cung cap truyén dan tdi wu hay cdc dich
vu s6 lidu c6 hiéu nang va thong luong cao. UMTS duoc thiét ké ngay tir dau dé hd
trg cdc dich vu géi s6 lidu thong qua mién géi PS ciia minh, nén ¢ hiéu ning va tdc
d6 s6 lidu cao hon GPRS. Chuong trudc da trinh bay cic kha nang dich vu s6 liéu
g6i cia GPRS va mién UMTS PS. Céc khdc biét vé dich vu VPN giita hé thong
GPRS va UMTS hau nhu khong ddng ké v6i hau hét céc truong hop. Mot sd ngoai
1¢ 1a:

e Mot sb tinh ning méi dugc dua vao cic tieu chuan 3GPP R99 khong c6

trong céc hé théng GPRS R99, nhu: Nhiéu muc QoS trén mdi phién s liéu.

e Chuyén tiép DHCP tai GGSN va MIP FA dugc hd tro tai GGSN.

Cic tinh nang nay mo rong ddng ké dai dich vu ciia cdc nha cung cdp dich vu va
chiing s& 1a chung cho ci hé thong GPRS va UMTS tir R99 try di. Tuy nhién sau
céc dich vu s lidu géi R99, cic mang s& khong duoc tap trung quanh GSM/GPRS
va vi thé cdc kha ning nay s& phd bién hon ¢ cdc hé thong UMTS (trir viée trién
khai EDGE). Vi céc 1y do trén, chuong nay s& chi néi vé cac VPN chung ctia GPRS
va mién UMTS PS.

4.1 Céc giai phap cong nghé sb liéu géi

Truée hét ta tap trung vao nut hd trg GPRS phuc vu GGSN (Serving GPRS
Support Node). GGSN duoc dat giita mang vo tuyén va cdc mang hitu tuyén giao
tiép voi né. GGSN 1a chung cho ca cdc hé thing GPRS va UMTS, va la phén tur
mang quan trong dam bdo cic dich vu s6 liéu tién tién nhu MVPN. HLR (Home
Location Register), hé thong AAA, cic SGSN, 1y lich nguoi sir dung va cdc hé
thdng con quan 1y quan hé khich hang 1a céc phén tir quan trong trong cung cap cic
dich vu IP. Nhung “tri tu¢” cua cac dich vu IP duogc tap trung tai GGSN, va day la

diém xir 1y cdc g6i ciia nguoi sir dung tai 16p mang va & cdc 16p cao hon. GGSN 1a
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phan tir mang két cudi cic GTP tunnel. GTP tunnel dugc thiét 1ap tir SGSN. SGSN
dinh vi ngudi st dung khi ho di chuyén trong mang truy nhap vo tuyén. GGSN
cung cép cdc diém truy nhap dén cdc mang s liéu géi. Mbi diém truy nhap duoc
nhan dang thong qua mot tén logic hay APN (Access Point Name). Khudn dang cua
APN duoc dic ta trong [3GPP TS23.003]. Tai thoi diém thiét 1ap phién, SGSN phan
gidi APN thong qua DNS thanh dia chi IP (hay mét danh séch céc dia chi IP) truc
thudc mot hay nhiéu GGSN dé cung cap diém truy nhip mong mudn. Thuc chat, dé
dam bao tinh kha dung dich vy, dé c6 thé dinh c& hay chia sé tai, can cho phép phan
) mot diém truy nhap dich vy trén nhiéu GGSN. Piéu nay dan dén viéc chon Iya
dia chi IP str dung dé thiét 1ap GTP tunnel. Giai thuat chon dia chi IP tir mot danh
sdch dia chi IP phan giai boi DNS do nha cung cép quyét dinh. N6 ¢6 thé don gian
1a quay tron hay "chon IP dau tién trong danh sich va duyét danh sich thay cho viéc
¢ ging str dung lai dia chi khi khong c6 tra 11 tir GGSN".

Thiét 1ap GPRS tunnel 12 chia khod dé cung cap cdc dich vu VPN, dudi day ta s&
giai thich k§ qua trinh nay. Ban tin dau tién dugc sir dung dé thiét 1ap GTP tunnel
chtra cac thong tin sau:

¢ Chtra nhan dang ngudi st dung nhan dugc to IMSI va MSISDN ([3GPP

TS23.003] dinh nghia IMSI va MSISDN).
® Mang hai thong tin quan trong: nhan dang mang NI (Network Identifier) cuia
APN va ché do chon (Selection Mode).

C6 thé xdc thuc ngudi st dung dua trén IMSI hay MSISDN. Khi chuyén IMSI
hay MSISDN va APN dén AAA server, AAA server s& kiém tra théng tin nhan
dang dén tir mdi trudng vo tuyén nay cé dang tin cdy hay khong. La mot bo phan
cua qua trinh nay, GGSN thu nhan thdng tin 1y lich cua nguoi st dung trong cac ban
tin tra 16i nhan duoc tir hé thong con AAA. Sau d6 thong tin nay c6 thé duoc sir
dung tai GGSN dé nhan céc tham sb va chinh sich lién quan dén dich vu tir cdc co
s6 dit liéu bén ngoai nhu cdc danh muc ctia LDAP va COPS, dé c6 thé thyc hién céc
chinh sich phu hop véi nguoi st dung.

NI (Network Identifier) cia APN dugc sir dung tai GGSN dé lién két phién véi

mot mang ngoai twong tng va quyét dinh: phuwong phdp xac thuc ngudi sir dung,
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giao thtc s& dugc st dung (IPv4, IPv6 hay PPP), va c6 can thiét xir 1y phién PPP tai
GGSN hay khong, hay chi don gian chuyén tiép dén mot LNS qua mot L2TP tunnel
(GGSN s€ hoat dong nhu mot LAC). Cling nhu vay, cich thirc xtr Iy géi, chinh
sdch, dia chi IP cua server bén ngoai, thong tin ciu hinh mdy tram va cdc thong tin
khic c6 thé duoc lién két véi APN. Vi thé mot GGSN manh cho phép 1ap cau hinh
mdt khéi luong thong tin ddng ké trén mot APN dé quyét dinh céch xtr 1y céc phién
dén cho timg nhu cau cia APN. C6 nhiéu phuong phép chon dich vu va lap cau
hinh nhu 14y thong tin cdu hinh tr mién ma dic ta nguoi sir dung gdp cling véi tén
ctia ngudi sir dung tai thoi diém ding nhap. Ta s& xét cdc van dé nay mudn hon
trong chuong nay.

Phén ttr thong tin vé ché dd chon (Selection Mode) dugc mang trong yéu cau tao
1ap ngit canh PDP (Create PDP Context) s& quyét dinh cdch truyén phién nguoi sir
dung dén mot diém truy nhap dic thi, nghia 12 mang (SGSN) cho phép ngudi sir
dung sur dung APN theo tiéu chi nao. Thyc ra, APN c6 thé do MS dic ta hoic mang
dac ta (mac dinh SGSN dac td APN), hay 1a mét bd phan cua 1y lich dang ky thué
bao va dugc tao ra boi MS hay boi mang.

Dua trén thu nhan thong tin APN va tra clru thong tin xir Iy phién duogc 1ap cu
hinh cho APN, céc dich vu truy nhap mang khédc nhau cé thé duoc cung cip tai
GGSN. Cic dich vu nay c6 thé duoc phan loai thanh:

e Kiéu IP PDP.

o Simple IP (IP don gian).
o IP véi céc tiy chon cAu hinh giao thirc (IP PCO).

e Kiéu PPP PDP (bét dau c6 tir R98).

o Chuyén tiép PPP.
o PPP két cudi tai GGSN.

Trong cdc tiéu chuén, truy nhdp trong suét dugc dinh nghia khi GGSN khéng
tham gia vao xdc thuc ngudi st dung. GGSN khong yéu ciu truy van dén server
ngoai dé xédc thuc nguoi str dung, va xdc thuc nguoi sir dung cho truy nhap mang

chi don gian dya trén x4c thuc mang truy nhap vé tuyén. Xac thyc mang truy nhap
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vO tuyén chi thyc hién khi ngudi st dung ding nhap PMM (Packet Mobility
Management) tai SGSN, hay ngudi sir dung thay d6i SGSN khi di chuyén (dya trén
sy tin tuwong vao thong tin nhan dugc tir SGSN cii hay dya trén sy xac thyc lai ctua
MS tai SGSN méi). Phuong phdp truy nhap nay thudc vé ché do IP don gian. Trong
ché @6 truy nhap IP don gian, cdc server ngoai c6 thé duoc st dung va GGSN van

c6 thé tham ra vao xac thuc nguoi str dung.

Chi c6 thé SIM (hay USIM) trong MS dugc xac thuc chir khong phai nguoi sur
dung SIM (PIN). PIN trén MS dam bao nhan dang nguoi st dung tai mirc ngudi st
dung. Mang ngoai (mang khach) khong thé xdc thuc ngudi st dung thong qua sir
dung PIN xic thyc truy nhap vo tuyén. Vi thé mang ngoai cung cép dich vu truy

nhap trong sudt dya trén quan hé tin cdy véi nha khai thac di dong.

Trong cdc tiéu chuan, truy nhdp khong trong suét dé cap dén tat ca cic phuong
phédp truy nhip khac khi GGSN tham gia vao xac thuc ngudi st dung. Tuy nhién
van con nhiéu van dé khong ro rang lién quan dén thé nao 1a trong sudt va khong
trong sudt. Thuc chét, PPP Relay trén cdc L2TP tunnel ¢6 vé theo phan loai 1a truy
nhip khong trong sudt, tuy nhién xdc thyc nguoi st dung dugc thyc hién tai LNS

khong dit tai GGSN. Vi thé, theo dinh nghia, dy 1a ché d6 truy nhép trong sudt.
4.2 Dich vu truy cip mang kiéu IP PDP

Kiéu IP PDP cho phép cung cép cic dich vu truy nhap mang IP cho ca IPv4 va
IPv6 bang cich cung cip két ndi 16p IP va céc dich vu cho MS. Chuong nay chi duy
nhat xét IPv4, vi trong mot vai nam t6i né van s& 1a xu thé cung cip céc dich vu truy

nhap mang doanh nghiép va céc dich vu IP tién tién.

Cic giai phdp dua trén loai PDP nay bao gdm cdc cich khac nhau cho phép cap
dia chi IP, 1ap cu hinh m4y tram, va két ndi 16p thap hon dén mang IP. Gi4 tri phan
nhan dang mang cua APN (NI) dugc gui dén GGSN trong yéu ciu Create PDP
context (tao 1ap ngir canh PDP) s& quyét dinh t6 hop ndo trong cdc khdi co so cua
dich vu néi trén cho céc phién dua trén cdu hinh cia GGSN. Ngoai ra, c6 thé cung

cap thong tin khic tai GGSN trén co s& ANP-NI nhu ching tiép theo cho géi dudng
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1én, gitp dinh tuyén cdc géi dén cdc noi nhan phit hop trén co s APN (trong trudng
hop mot ISP hay mang khac lién két véi cdc APN khac nhau).
Kiéu IP don giin

Mot APN duoc lap cu hinh cho ché d6 truy nhap kiéu ché do IP don gidn dam
béo cdc kiéu dich vu sau:

e Kétnbi dua trén 16p 2 (ATM, MPLS, Frame Relay, PPP,...) hay trén tunnel

(ché d6 TPSec tunnel, IP/IP, GRE,...) dén mang ngoai.
e Kha ning giao tiép voi server AAA dé thuc hién xdc thuc IMSI hay
MSISDN hay 4n dinh dia chi IP dua trén RADIUS.

¢ Su dung RADIUS accounting (ké todn Radius) dé thong tin cdc su kién lién

quan dén phién cho céc server ké todn hay céc server ing dung.

e An dinh dia chi IP tinh hodc dong.

e Tich cuc PDP context khoi tao béi mang

Khi PDP context khoi tao bdi mang duoc hd trg, dia chi IP can dugc lién két cb
dinh vgi IMSI cia MS. Dia chi IP nay dugc cép tr cac dai dia chi cuc bo tai GGSN
hay RADIUS hay DHCP client, va sau d6 dia chi nay dugc thong bdo cho MS trong
IE dia chi nguoi st dung dau cudi cua tra 16i GTP Create PDP context va céc ban
tin chép nhan kich hoat PDP Context cua RIL3 [3GPP TS24.008].

Han ché 16n nhét cta ché d6 truy nhap nay 12 md hinh tin cy cta né. Trong md
hinh niy mang ngoai hoan toan dya vao mang vo tuyén dé dam bao xdc thuc nguoi
str dung. Khong c6 ca mat khau 1dn xdc thuc hai yéu t6 (bi mat do con ngudi dam
bdo cdng voi ma do thé tao ra tai mot thoi diém) dé ngan chdn ngudi nao dé biét
dugc bi mat cta dau cudi (tinh co hodc dung y xAu), va rdi c6 thé truy nhap mang
lién két véi APN. Vi thé ché do nay thich hop nhat dé cung cép truy nhap dén cic
g dung va cdc dich vu khong yéu cu xdc thuc ngudi st dung.

Mit khdc ché d6 truy nhap nay thich hop nhit cho cic dich vu doi héi tuong tic
t6i thiéu gitra ngudi sir dung va dau cudi dé thiét 1ap két ndi. Néu két hop voi st
dung xéc thyc va ké todn RADIUS, ché d6 nay ciing c6 thé dugc st dung dé dam
bao ky giao kéo don 1é bang cich truyén thong tin lién quan dén phién cho mot 16p

truy nhap céc dich vu c6 nhi¢m vu phan phéi nhén dang nguoi st dung va dia chi IP
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dugc ding dé sap dat cic tng dung. Thyc chat, 16p truy nhap dich vu c6 thé "biét"
cach chuyén dbi dia chi IP thanh IMSI hay MSISDN théng qua an dinh dia chi IP
dua trén RADIUS hay qué trinh bdo cdo vé chuyén ddi dia chi IP vao nhan dang
ngudi st dung (IMSI hay MSISDN) thong qua céc ban tin ké todn ciia RADIUS.
Hién nay qud trinh chuyén doi dia chi IP vao ID ctia ngudi sir dung chu yéu duogc st
dung trong cdc cong WAP hay HTTP proxy dé cung cép céc tinh ning tinh cudc va
quy dinh ndi dung tién tién.

Binh thuong, IP don gidn s€ dugc sur dung cho cdc tng dung trinh duyét dua
trén Web hoic WAP. Kha ning tung dung khéc ciia ché do truy nhap mang nay 1a
VPN déu cudi-dau cudi, nghia Ia truy nhap mang tir xa dya trén client. Tuy nhién né
doi hdi céc dia chi IP cong cong. Moi day, dé xuét IPSec NAT traversals (NAT-T)
v6i IETF sir dung cic dia chi riéng cho hoat dong ché d6 IPSec tunnel, nho vay
gidm bdt dp luc phai stir dung céc dia chi IP cong cOng.

Trong IP don gian, néu thudc tinh cua ché do chon (Selection Mode) dugc thiét
lap gid tri 0, phan tir thong tin IE (Information Element) ctia ché do chon trong yéu
ciu Create PDP context s& cung cdp cho GGSN bang ching vé quyén truy nhap
APN cua thué bao. Diéu nay c6 nghia la "MS hay mang da duoc cung cip APN,
dang ky da duoc kiém tra". Tat nhién néu sy tin nhiém vé thong tin nay 1a nén tang
co ban cho hoat dong cua dich vu, thi can bao vé bdo hiéu GTP béng céc bién phép
an ninh dé bao toan tinh toan ven. Mot cich khac, GGSN truy van AAA server bang
RADIUS Access Accept, loan bao MSISDN cua nguoi st dung hay IMSI RADIUS
3GPP VSA ([3GPP TS29.061]), dé thuc hién xac thuc nguoi st dung dya trén
thong tin tin cdy IMSI hay MSISDN do mang cung cap. Trong trudng hop niy, tén
va mét khiu ngudi st dung trong Access Request phai duoc chira trong mot s gid
tri gia. Ngoai ra ciing can bao vé thong tin vé IMSI hay MSISDN mang trong béo
hiéu GTP, d¢ c6 thé bao toan tinh toan ven ciia né (néu can ca tinh bao mat cia né).
Thong thudng diéu nay dat duoc bang cach sir dung GTP duoc bao vé boi IPSec.

Vi IP don gian, lap ciu hinh host khong manh nhu céc giai phap khac. Nguoi

st dung phai 1p cau hinh bang tay cho MS (hodc bang mdt sé céng cu phan mém
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trang bi cung vdi thué bao trén CD-ROM) dia chi IP cta cic NetBIOS (Network
Basic Input-Output System) server hay cic server DNS.

Tém lai ché d6 truy nhap nay phit hop cho cdc ddu cudi don gian, truy nhap dén
cic ung dung c6 thé giai quyét van d& xdc thuc nguoi sir dung chat ché theo céch
thirc doc 1ap véi xdc thyc truy nhdp mang.

IP véi cac tuy chon c?iu’ hinh giao thirc (PCO)
Hinh 4.1 md td kién tric IP v&i truy nhdp PCO (Protocol Configuration

Options).

AAA server clia
mang khach hang

RADIU

)

GGSN

A
Y
A
A\ 4

PPP Kénh mang mang vé tuyén va Moi dich vu kénh- >
truyén trong suét nhan thuc PPP mang thich hop dé
va thong tin cau hinh bdng PCO  cung cép két néi dén
mang khach hang
Hinh 4.1 Kién triic IP véi ché d9 truy nhip dwa trén PCO
Ban tin Create PDP context c¢6 thé chita PCO IE (Information Element - phan tir
thong tin). IE nay chira cdu hinh mdy tram va thong tin xdc thyuc trong sudt duoc
trao ddi gitta cdc phan tir TE (Terminal Equipment) va MT (Mobile Terminal) ctia
MS. TE c6 thé s& 1a mdy tinh dé ban hay mot thiét bi khic giao tiép véi MT qua lién
két dya trén PPP. Giai doan xdc thuc PPP dya trén PAP (Password Authentication
Protocol) hay CHAP (Challenge Handshake Authentication Protocol). MT lu6n
ludn xéc thuc thanh cong TE, thu thap tu lidu xédc thuc tir TE va chuyén vao giai
doan IPCP (Internet Protocol Control Protocol). Tu li€u x4c thyc nay va yéu cu lap
cAu hinh IPCP sau d6 duoc dit vao PCO IE trong yéu cau Activate PDP context gui
dén SGSN, sau d6 yéu cau nay lai dugc gui tiép dén GGSN trong ban tin yéu cau
Create PDP Context. GGSN st dung thong tin nay dé xdc thyc MS. Sau khi MS

duoc xéc thuc, GGSN quyét dinh nén giri thong tin ciu hinh mdy tram nao dén MS
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(bao g@)m dia chi IP cho MS, dia chi IP cua server DNS so cép hodc th cép hay dia
chi IP ciia server tén ctia NetBIOS so hodc thir cip) bang cch st dung mot PCO IE
trong tra 161 Create PDP context.

Ché @6 truy nhap dua trén kiéu IP PDP cho phép hai 16p ciing mirc két ndi theo
tunnel dén mang lién két v6i APN nhu trong trudng hop IP don gian. N6 bo sung
thém kha nang thuc hién xdc thuc nguoi st dung ddi véi truy nhap mang dua trén
secret shared giita thyc thé quan 1y mang ngoai va ngudi st dung dau cudi, vi thé
cho phép mirc an ninh chit ch& hon ché d6 IP don gian. Diém yéu duy nhat trong
md hinh nay 13 hacker ¢6 y dd x4u c6 thé tim ra cip challenge/response dugc gl
trong PCO IE va sau d6 sir dung lai né dé truy nhap mang. Thuc chat, ché do truy
nhap mang nay khong cho phép GGSN (hay hé théng AAA) tao ra challenge ddi
v6i MS, vi thé khong bi cdc tan cong kiéu phdt lai xay ra, va ddy khong phai 1a mot
viéc don gidn cho hacker khi mang duogc thiét ké tét.

Trong [RFC2486], khai niém NAI (Network Access Identifier) dugc dua ra dé
dinh nghia tén nguoi sir dung véi khudn dang "user@domain”. IP véi ché do truy
nhap PCO cho phép sir dung GGSN trong mdt mang khich, cung cdp kha ning
chuyén mang mirc AAA (nhu iPass va GRIC 1a céc ISP cung cap truy nhéap Internet
toan cau dua trén thoa thuan chuyén mang voi ISP nudc khic). Ngoai ra béng cach
thay doi phan tir mién, nhiéu nén tang dich vu IP thong minh c6 thé dugc cau hinh
tra vé:

e T&n cua dich vu cho thudc tinh ID b Igc hay cac thudc tinh RADIUS khiéc,

e Cic chinh s4ch truy nhap mang, nhan dugc tir mot LDAP hay kho luu s6 liéu

c4u hinh vé céc chinh sich dich vu tuong dwong.

Cic chinh sich dich vy khic nhau cho phép GGSN dinh lai tuyén cdc géi dén
cdc mang khédc nhau tiy thudc vao phan tor mién cua tén nguoi st dung, rdi cho
phép thué bao chon mang dic thi va dich vu ma mang cung cép dya trén gia tri nay.

Bang cdch b sung thém thudc tinh "3GPP-GGSN-MCC-MNC" RADIUS
Vendor-Specific ([3GPP TS29.061]) cho cic ban tin RADIUS, khi moét GGSN
trong mang khach str dung AAA server nha, ta c6 thé dp dung céc chinh sich phy

thuoc mang khach. Hé théng con AAA ciing c¢6 thé khoi dong cdc ing dung trong
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mang nha dé giri dén MS noi dung push dic ta mang khéch, nhu tin tic hay canh
bdo trong mang khach. AAA server trong mang nha c6 thé 1énh cho céc push server
trong mang nha khoi tao cdc phién push véi MS bang cach sir dung dia chi ¢ trong
Accouting Request START (bat dau yéu cau ké todn) nhan duoc tir GGSN. Mot cach
khac, néu GGSN nam trong mang nha, mdt chirc nang tuong duong s& duoc cung
cdp bang cich st dung thudc tinh "3GPP-SGSN-IP address” RADIUS 3GPP
Vendor-Specific dé x4c dinh xem hién nguoi su dung dang tai mang nha hay
chuyén mang. Béng céch tra cttu DNS nguogc cling cé thé nhan duogc thong tin bd

sung va nhan dang nha cung cép hién thoi hay xdc dinh théng tin vi tri dia 1y.

Chuyén tiép DHCP va MIPv4

3GPP R99 di ting cuong cic dic ta GPRS, cho phép 1ap cau hinh APN hd tro
dich vu chuyén tiép DHCP (DHCP Relay) hay chirc ning FA (Foreign Agent) cta
MIP. Hinh sau mé ta kich ban phuong phdp truy nhap DHCP Relay dién hinh.

Khi mét yéu cau Create PDP context dugc phat dén GGSN dé 1ap cdu hinh APN
nham hd tro DHCP hay MIP FA, mét tra 16i Create PDP context dugc giri nguoc
lai SGSN ngay lap tirc ma khong c6 bét cir xéc thuc nguoi st dung nao khic voi &
ché @6 truy nhap IP don gian. Tra 15i nay dinh nghia mot GTP tunnel va mot kénh
mang dén mot MS ma khong c6 bt ctr dia chi IP cia MS nao lién két vé6i né.
Tunnel nay c6 thé duoc st dung dé trao d6i cdc ban tin ciu hinh DHCP hay cdc ban
tin quang cdo va cdc dang ky MIP. Sau d6 MS sé& duoc 4n dinh mot dia chi IP bang
céach st dung DCHP hay cdc phuong phap MIP (Mobile IP). Truy nhdp mang tir xa
s& nhan dugc bang cdch sir dung cdc phuong phdp déng géi géi boi MIP, hay bang
cach sir dung 16p lién két va céc cong nghé truyén tunnel duge dinh nghia cho IP
don gian khi DHCP di duoc 1ap cau hinh.

Ché @6 truy nhap DHCP Relay dugc sir dung khi cdc phuong phap 1ap cdu hinh
mdy tram va khi ché do truy nhap "gidng LAN" dugc yéu cau. Ché do truy nhap
giéng LAN dac biét thich hgp cho cic thiét bi vo tuyén doi hoéi phat hi¢n nhiéu
thong tin lién quan dén dich vu nhu HTTP hay dia chi SIP proxy IP. Néi chung, xic

thuc ngudi str dung trong phuong phdp nay ciing gip phai cdc nhuge diém giéng
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nhu trong ché do IP don gian. Tuy nhién ¢ diy xdc thuc ngudi st dung duoc ting
cuong béng cach st dung xac thuc DHCP [RFC3118].

DHCP

MS SGSN GGSN
Server

SGSN kiém tra dang ky APN

1). Yéu cau tich cuc PDP context >IN KIEm
¢6 kha nang DHCP relay

cho APN cd kha nang DHCP relay

GGSN kiém tra dang ky APN
L R Thdng qua GTP |E cua thé do
2). Yéu cau tao lap PDP context chon

»
»

3). Tra Idi tao 1ap PDP context

€
<

_4).Tiép nhan tich cuc PDP context

5). Bam phan DHCP

6). Cap nhéat yéu cau PDP context
vdi dia chi &n dinh cho MS

<

€
<

Bay gid MS ¢ thé st dung

7). Cap nhéat tra 16i PDP context
dia chi IP mdi dudc an dinh

3|

Hinh 4.2 DHCPv4 trong cac h¢ thong GPRS
Ché d6 truy nhap MIPv4 ciing phit hgp cho ché do truy nhap giéng LAN, vi né
hd trg sudn sé chuyén giao gitta GPRS/UMTS va céc cong nghé truy nhap khac nhu
WLAN. Cic mang GPRS/UMTS/WLAN két hop dya trén MIP c6 thé dugc trién
khai rong rdi trong twong lai, sau khi d giai quyét céc van dé tiéu chuan va an ninh

va khi xuét hién céc thiét bi nguoi sir dung c6 kha nang va cho phép twong hop.

4.3 Dich vu truy cip mang kiéu PPP PDP

Kiéu PPP PDP dugc bo sung cho GPRS bit dau tir R98. Pay 1a mot bd sung rat
quan trong cho cdc kha ning ma hé thong GPRS cung cap vi né cho phép thich mg
t6t hon co so di duoc thiét 1ap cua ha ting truy nhap mang hitu tuyén chu yéu dua
trén PPP. NG ciing giai quyét cdc yéu diém cia thyc thi CHAP dya trén IP véi ché
d6 truy nhap PCO (céc tiy chon céu hinh giao thirc) nhu di trinh bay & trén. PPP
PDP cho phép st dung mat ma PPP va nén PPP, cling nhu st dung cdc giao thurc
16p mang khic ngoai IP. PPP ciing dinh nghia EAP (Extensible Authentication
Protocol - [RFC2284]) cho phép dam phan LCP dé két cudi ma khong can xédc dinh

giao thic xédc thyc, giao thirc nay trong sudt ddi voi NAS va chi duge xédc dinh tai
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giai doan xdc thuc. Diéu nay cho phép phit trién cdc giao thirc x4c thuc ma khong
can thay d6i NAS va ha taing AAA. N6 ciing cho phép str dung céc giai thuat xdc
thuc tién tién s& dugc phat trién trong twong lai (nhu céc thé thong minh,..), khong
str dung lai PAP va CHAP lam phuong phédp xéac thuec.

PPP dinh ky kiém tra tinh kha dung cua lién két dau cubi-dau cudi bang cach sir
dung ban tin echo request/response (yéu cau/dap tmg hoi am) caa LCP. Diéu nay c6
thé dan dén mot loat van dé lién quan dén cip phat cdc dudng truyén vo tuyén tham
chi ca khi khong can truyén sd liéu hiru ich. Ca GGSN va MT déu c6 céc thong tin
tinh kha dung vé cdc kénh mang GPRS/UMTS. Vi thé ca hai thuc thé déu trdnh
chuyén tiép cdc yéu cau LCP echo (hoéi am LCP) va vi thé tu tra 151 cdc yéu cau
echo. Trong truong hop chuyén tiép PPP (PPP Relay), ca hai GGSN va MT s& hoat
dong nhu cic dai di¢n ban tin LCP echo (GGSN t61 cdc NAS ngoai, MT téi TE).
Khi PPP két cudi tai GGSN, GGSN s& khong phit cic yéu cau LCP echo va MT
phai hoat dong nhu mot LCP proxy. Thiét 1ap nay dam bao hiéu ning téi wu cta
kiéu PPP PDP dua trén MVPN va né khong thé hién bat cir han ché thuc té nao
trong viéc phat hién trang thdi lién két.

Mot s céc thuc hién MVPN client, nhu cdc VPN client dua trén L2TP va céc
IPSec VPN client, thuong trao d6i cic ban tin keep-alive v6i cong VPN. Trong
truong hop nay mang khong diéu khién ching ciing nhu khong hoat dong nhu 1a
mot proxy dé trdnh str dung khong hiéu qua cdc tai nguyén vo tuyén. Vi thé diéu
nay c6 thé anh hudng tiéu cuc dén st dung cdc tai nguyén vo tuyén va nguoi sir
dung phai tra cudc nhidu hon mot cach khong mong mubn. Ngoai ra, kiéu PPP PDP
dua trén giai phdp LCP proxy sé cho phép kénh mang ddu cudi-dau cudi dugc thiét
1ap chirng nao kénh mang v tuyén con duoc thiét 1ap, trong khi mot lién két VPN
client-VPN cong c6 thé bi xéa tham chi ca khi kénh mang vo tuyén khong c6
(chéng han vi cdc ban tin keep-alive VPN tunnel bi mét trén vo tuyén). Vi cac
khiém khuyét nay va cac mot sé khiém khuyét khdc, nén céc giai phap dau cudi-dau
cudi dya trén VPN client thudng c¢6 thé khong tdi wu trong méi truong TTDD, ca
nhin tir phia nha khai thdc 1an thué bao. Vi thé giai phdp MVPN bit budc c6 kha

nang thanh cong cao hon trong moi truong TTDD.
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Loi ich bd sung cua kiéu PPP PDP dya trén MVPN 1a & truong hop chuyén tiép
PPP, nha cung cip dich vu c6 thé cho phép nha quan 1y mang sd liéu riéng thyc hién
quan 1y dia chi va AAA, nho vdy giam thiéu anh hudng 1én quan 1y mang vo tuyén
va su phtic tap. Mat khdc cdc nha khai théc, c¢6 thé cung cAp phuong tién cho dich
vu ndy va ciing hop nhat trén mot nén tang chung két cudi cac L2TP tunnel tir ca
CSD va truy nhap dya trén PS va tham chi ca truy nhdp quay sb, bang rong va

WLAN.

Chuyén tiép PPP

Trong kiéu truy nhap PPP PDP c6 thé 1ap cau hinh mot APN dé chuyén tiép cic
khung PPP dén mot thiét bi NAS bén ngdai. Cong nghé thuc té duoc st dung trong
truong hop nay 1a L2TP. L2TP ¢6 thé dugc chuyén tiép trén Frame Relay, ATM va
UDP/IP. APN tai GGSN phai dugc 1ap cdu hinh bang dia chi L2 (Frame Relay hay
ATM) hay dia chi IP ctia LNS ciing v&i tén ctia tunnel L2TP va mat khau. Thong tin
lién két véi APN dé xdc dinh khung PPP cua mang tir xa nay s& duoc chuyén tiép,
vi thé chi can GGSN thiét 1ap tunnel va cdc cudc goi L2TP trong tunnel. Pay 1a mot
qud trinh thiét 1ap don gian va c6 thé dam bao di mirc an ninh dau cubi-dau cudi khi
cac L2TP tunnel duoc dam bao an ninh béng ché do giao van IPSec va mat ma PPP
dugc dam phan. Ngoai ra trong kich ban nay GGSN c6 thé hoat dong nhu mot LCP
echo Proxy. Hinh 4.3 cho thdy ngin xép giao thirc lién quan dén cdu hinh PPP
Relay sur dung L2TP giao van trén UDP/IP.

PPP Relay

GTP L2TP

UDP UDP

IP IP

GGSN
Hinh 4.3 PPP Relay st dung L2TP
GGSN thiét 1ap trong sudt cdc cudc goi dén LNS dugc 1ap ciu hinh cho PPP
Relay APN, va khuyén cdo gop APN vao trong tip ndi dung thong tin PDP context
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luu trong HLR. Theo cédch nay, IE ciia ché do chon trong yéu cdu Create PDP
context dugc thiét 1ap gia tri "0" hay APN, hay con goi “MS hay mang di cung cap
APN, da duoc dang ky, da duogc kiém tra", va cdc thué bao khong xé4c thyc dugc ma
b ging thiét 1ap L2TP tunnel sé& bi tir chdi ngay khi thuc hién thiét 1ap L2TP. Tinh
nang nay hd tro bao vé chéng lai cac tan cong DoS (Tu chdi phuc vu). Ngoai ra cdp
gid tri thudc tinh sé chu goi L2TP AVP (Attribute-Value Pair) s& dugc thiét 1ap t6i
MSISDN ctia MS. Khi d6 LNS c6 thé duoc 1ap ciu hinh tir chdi cdc cude goi vao tir
cdc sb chu goi khong thudc tap danh sich cdc sé cho phép quy dinh trude. Nha quan
1y LNS ¢6 thé sir dung tity chon nay dé phat hién MSISDN cua ngudi st dung tim
cich truy nhap LNS trdi phép khi can thiét dé dam bao an ninh. Ngoai ra viéc gui
AVP can thiét dé LNS chuyén tiép thong tin MSISDN dén hé thong con AAA hay
dén cdc cong WAP thong qua giao dién dya trén RADIUS (¢ ddy thudc tinh
RADIUS dugc st dung la Calling Station ID: Nhan dang tram chu goi).
PPP két cudi tai GGSN

Phuong phdp truy nhap PPP két cudi tai GGSN bd sung thém cic tinh nang xic
thuc va lap cAu hinh mdy tram dya trén PPP dé dugc mot bién thé truy nhap mang
rat linh hoat cho mét loat cdc dich vu IP tién tién. Ching han khi nguoi str dung da
dugc xdc thyc, AAA server gui tr¢ lai nguoi su dung tén cia dich vu s€ dugc cung
cip (da dugc trinh bay trong phan trudc, "IP véi PCO") hay c6 thé giri dén mot
LNS théng tin can thiét cho cdc khung PPP cua tunnel. GGSN ciing hd tro nén PPP
(thudng 12 LZC va MPPC) dé ning cao hiéu suét str dung giao dién vo tuyén.

Trén cing mot nén tang GGSN duoc st dung dé két cudi cdc GTP tunnel kiéu
PPP PDP thuong cé thé két cudi/khoi tao cac tunnel L2TP, vi thé c6 thé lién két
nhiéu céng nghé truy nhap c hiru tuyén 13n vo tuyén. Hinh 4.4 minh hoa cdc ngin

xép giao thuc cu thé duoc hd tro boi PPP két cudi GGSN.
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Binh tuyén giao
thuc L3

PPP

cTP Cac 16p
thap hon

UbDP

GGSN

Hinh 4.4 PPP két cudi tai GGSN

Khi so sdnh giita cdc ché d6 truy nhap PPP két cudi tai GGSN va IP PCO s& cho
ta hiéu duoc céc diém yéu va manh cua ting phuong phap. Ché do PPP két cudi tai
GGSN than thién hon d6i véi hoat dong cua giao thic GTP, vi trong truong hop
nay c6 thé thiét 1ap GTP tunnel ngay 1ap tirc ma khong cin GGSN doi hoan thanh
cdc qud trinh AAA ngudi st dung va ciu hinh, va c¢6 thé thiét 1ap L2TP tunnel khi
cdc thudc tinh tunnel dugc gui trd 101 trong ban tin RADIUS Acccess Accept.

Trong mot s6 thuc thi GGSN, ¢6 thé ciu hinh GGSN dé thiét 1ap ngay tirc thi
cudc goi L2TP khi ban tin Create PDP context kiéu IP PDP 1a ban tin cho APN ché
d6 truy nhap "IP v6i PCO" dic thi. Tuy nhién thiét 1ap nay sé& tao nén mot str dung
L2TP khéng tiéu chuan va 1am cho phién dau cudi-dau cudi dé bi ton thuong do cic
tan cong kiéu replay-based tdc dong lén ché d6 IP PCO. Viéc thiét lap L2TP va qua
trinh AAA d6i nguoi str dung doi hoi nhiéu thoi gian dan dén khé khin cho cic bd
xtr 1y giao thirc GTP tai SGSN. V& nguyén tac, nha khai thic c6 thé diéu chinh cic
bd dinh thoi GTP va céc phat lai cdc yéu cau tao 1ap PDP context dé dam bao tré
lién két v6i "IP véi PCO" trong qué trinh thiét 1ap cdc tunnel. Nhung néi chung day
khong phai 1a bién phédp an toan va ciing khong du dam bao cam két SLA (thoa
thuan murc dich vy) khi nguoi sir dung chuyén sang cdc mang khong str dung ciing
phuong phép diéu chinh twong tu cho cc tham s6 GTP.

Nhu vay, giai phdp nay giai quyét duoc viée thiéu cdc dau cudi GPRS c6 kha
nang hd tro PPP, trong khi vin dam bao tinh linh hoat cta dich vy biang phuong

phép khéc. Cubi ciing, kiéu PPP PDP cho phép sir dung va dam phan cdc giao thirc
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nén PPP (nhu STAC LZC va MPPC) ma IP khong thé cho phép. Diéu nay lam cho
van dé chi phi bo sung boi PPP (2 byte trén g6i) khong con ddng ké nita.

Tém lai, IP véi PCO bj kiéu PPP PDP két cubi tai GGSN vuot troi, nhung né s&
ton tai mot thoi gian nira it nhét 1a cho dén khi hd tro kiéu PPP PDP trong cac dau
cubi s& pho bién.

4.4 Cac théa thuan mirc dich vu (Service Level Agreements)

Céac SLA dugc dinh nghia boi cdc nha cung cép dich vu UMTS MVPN cho
khach hang, né bao gém ca céc sap dat kinh doanh, diéu khoan phdp 1y va tai chinh,
khong lién quan dén cong nghé. Thong thuong, cdc SLA chira céc s6 liéu vé su kha
dung, mat g6i trén mat loai dich vy, cdc chinh sich thay thé cdc khdi bi hong trong
mang cua khic hang néu nha khai thic ciing cung cap ca céc thiét bi dat tai khach
hang, sira chita hd tro bd phan tro gitip cho cic nha quan ly, ddo tao k¥ thuét cho
cdc ngudi quan 1y, thong tin danh dia chi IP va pham vi c4c bién nay ma khach hang
c6 thé diéu khién tir xa.

Céc cam két kha dung va hd trg duoc thoa thuan trong SLA c6 thé duoc biéu thi
¢ thuat ngit MTBF (Mean Time Between Failure), MTTR (Mean Time to Repair)
va kha nang nhan dugc su hd tro ky thuat hay su san sang cua cdc linh kién du
phong dé thay thé cho céc cau kién bi hong. Ching han, c6 thé c6 cdc cude phi khic
nhau dugc dp dung tiy thudc vao viéc dam ban hd tro thudng xuyén hay han ché.

Céac mtrc dam bdo QoS ciing 1a mot bd phan cua SLA, cling v&i mot thoa thuén
diéu kién luyu lugng theo md hinh DiffServ bao gdm ca: mét 1y lich Iuu lugng ma
khach hang phai tudn thil va cdc quy tic kiém séat va luu ¥ ma nha cung cép dich
vu thi hanh tai bi€én v6i mang khach hang cho luu lugng tuan thu va khong tuan thu
1y lich luu luong. SLA ciing dic ta cdch thirc ma IPSec thiét 1ap cic tinh ning an
ninh va bao mat, nhu:

e (Céc gidi thuat mat ma va xdc thuc hearder ban tin nao s€ dugc str dung.

e Lap ciu hinh nhan cong hay ha ting PKI dugc sir dung dé phan phdi cic

khéa xac thuc.

e Chédo giao van hay tunnel dugc st dung.
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e Cic chinh sdch IPSec cu thé.

e Cic dia chi IP ciia céc cong an ninh.

Cic tiéu chuan quan 1y mat khau cho cdc L2TP tunnel ciing c6 trong SLA.
Trong phan lién quan dén cédc théng sd-an ninh nay cua SLA, can trinh bay qué
trinh xr 1y cdc 1y lich cua thué bao va sb liéu. Ngoai ra quan hé tin tudng giira
khéch hang va nha cung cdp thudng phu thudc vao cic diéu khoan rat dic thi va
cdc dam bao s& duoc trinh bay trong phan nay.

Cidc phuong phdp thiét 1ap tai khoan va dang ky dich vu cho céc thué bao lién
két véi mang khich hang phai 1a mdt bo phan cta thod thuan. Nha cung cép dich vu
¢6 thé cung cip mot trang Web diang ky dich vu cho muc dich nay. Kiéu thong tin
xéc thyc thué bao ma khach hang c6 thé yéu cau vé sira chira, hd trg hay quyén loi
dbi voi dich vu cham séc khach hang ciing phai ¢6 va cach xu 1y sb liéu ddi hoi
riéng tu va bao mat ciing can duoc dé cap.

Cic dic ta khic ctiia SLA bao gdm:

e Phuong phép truy nhap AAA server (qua dai dién hay truy nhép truc tiép hay
mang mdi gioi) cling nhu thong tin danh dia chi cho cdc server chtra thong
tin cAu hinh mdy tram va cdc phuong phép truy nhap mang duoc phép (IP
vop PCO, PPP Relay, PPP két cudi), ciing v6i tinh kha dung, an ninh va cic
thudc tinh ban tin AAA can thiét dé cung cip dich vu.

e S liéu tinh cudc va cdc phuong phdp tra tién, tai liéu s lidu vé sy st dung
va cdc van d& khéc vé tinh cudc va tai chinh.

e Tinh kha dung ctia dich vu MVPN khi chuyén mang va phi chuyén mang.

O day ta khong c¢6 y dinh cung cdp mot danh sich day di vé mot SLA cho
MVPN phai gdm cdi gi md mudn nhan manh tdm quan trong ciia né. Ngoai nhiing
van dé vé luat va kinh doanh, con dua ra cdc ky vong ctia khach hang va dinh nghia
dich vy ma khich hang cudi ciing nhan dugc. Nhu vy diéu quan trong 1a ca nha
cung cip dich vu 1an khach hang nhan thiy ddy 12 mot cong cu hitu ich dé twong tic
v6i nhau: dinh nghia dich vu va thyc hién.

Yéu cau mang khach hang 1a mot tap rat hop 16n, mic d6 khach hang héa SLA

s€ phu thudc rat 16n vao kich ¢ MVPN khéch hang. N6 cling phu thudc vao viéc
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li¢u nha cung cap c6 mudn chuan hod dich vu hay nha cung cap nay mudn su dung

tinh linh hoat ciia mang minh dé dép tmg céc nhu cau khdc nhau khéach hang.

4.5 Tinh cwéc

Néu du tinh cdc dich vu MVPN s& 1a mot trong nguén doanh thu chinh cho cac
nha cung cép dich vu tr¢ thanh hién thuc, viéc thu thap s6 liéu ké todn va thong tin
tinh cudc tré thanh mot van dé quan trong nhat dé cung cdp cic dich vu MVPN.
Céc nha khai thc c¢6 thé dinh nghia ké hoach tinh cudc theo thoi gian, theo ngudng
khéi lugng luu luong, theo vi tri, hay theo cdc thong s khac nhu thong tin vé mirc
g dung duoc riit ra tir kiém tra géi cu thé.

Tinh cuéc GPRS dua trén CDR (Charging Data Record: Ban ghi s liéu tinh
cudc) duoc thu thap dé ké todn sy sir dung truy nhap vo tuyén. Tuy nhién, truyén ké
toan RADIUS ciing duoc sir dung dé ké toan thoi gian phién va c6 thé giao tiép véi
ha tang ké todn do mang ddi tic van hanh. Chang han RADIUS duogc st dung khi
mang khich hang yéu cau thu thap sb liéu ké todn dé phén tich xu thé va 1ap ho so
mirc do sir dung va cé thé sur dung dé tinh cude cho chinh truy nhap mang mdt ciach
doc lap véi tinh cude dugce thyc hién boi nha cung cép dich vu vo tuyén. Cac tiéu
chuin ciing dinh nghia viéc hd trg cdc dich vu tra trudc trong GPRS. Tiéu chuin
nay la CAMEL giai doan 3 ({3GPP TS23.078], hinh 4.5). CAMEL giai doan 3 dinh
nghia tuong tic gitta SGSN véi GSM SCF dé cung cap dich vu tra trudc. Giao thirc
dugc str dung cho tuong tic nay dugc goi la CAMEL Application Part hay CAP

dugc dinh nghia trong [3GPP TS29.078].

GSM
SCF

CAP

Internet -

--'E’/' Mang khach

Hinh 4.5 Kién triic h¢ théng tra truéc theo CAMEL giai doan 3
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4.6 Chuyén mang (Roaming)

Mot diém manh cia céc hé thong GSM/GPRS va UMTS la kha niang chuyén
mang (chuyén viing) xudn sé gitra cdc nudc va cdc mang nha khai thic khac nhau.

H) tro chuyén mang 12 nguyén nhan vi sao hiép hoi GSM dugc thanh 1ap dau
tién. Nhiéu nha khai thic da thoa thuin cung cap dich vu cho cédc thué bao di
chuyén vao mang ciia minh tir mang HPMLN (Home PLMN) khéc theo tap céc quy
tac dugc dinh nghia o rang dugc dua ra trong GSM MoU (bién ban ghi nhd GSM).
Bién ban nay da khuyén khich nhiéu hoat dong trong hiép hoi nhu Nhém chuyén
gia chuyén mang quc té IREG ( International Roaming Expert Group) dé hd trg chi
tiét héa k¥ thuat khi cung cip chuyén mang cho céc thué bao di chuyén dén cic
mang hodc cic nudc khac cho cdc dich vu khac nhau.

Mot trong cdc nguyén tic chi dao cia GSM MoU 1a VPLMN (visited PLMN —
PLMN, mang khéch) khong thé cung cép nhiéu dich vu hon cdc dich vu ma thué
bao di ding ky & HPLMN. Céc mang tham dy thoa thuén chuyén mang can dic ta
cic dich vu ma nguoi chuyén mang dwoc quyén nhan khi ¢ ché do 1am khich va
cling phai thoa thuan cédc quy tic diéu khién cdch thirc c¢6 thé tir chdi cic dich vu
nay. Nha khai thdc mang nha c6 thé ludn ludén dinh nghia céc loai nguoi sir dung
duoc phép phuc vy chuyén mang bdi VPLMN bang cdch dinh nghia thong tin cim
tat ca hay mot bd phan cic dich vu kha dung trong mang VPLMN. Thong tin nay
duoc luu trong HLR va duoc tai xuéng nit phuc vu ciia mang khach tai thoi diém
nhdp mang cua nguoi st dung hodc né dugc chuyén dén nut phuc vu khi mot nguoi
st dung thyc hién thu tuc cap nhat vi trl’/chuyén giao. Khi MS hay thiét bi nguoi su
dung tim cich nhdp mang ma né mudn chuyén dén nhung khéng dugc quyén
chuyén mang, mang nay c6 thé thong bdo diéu nay va MS s& khong cb ging nhap
mang nay nua.

Vi tAm quan trong ciia chuyén mang, phan con lai ciia chuong s& tap trung 1én
kha ning cho phép chuyén mang d6i véi cic dich vy sé liéu. Ngoai ra cdc tiéu
chuan cho CAMEL van con ¢6 mot sé diém chua ro rang, cha yéu do céc van dé

tuwong hop, 1am cho thué bao tra trudc chuyén mang khé khan.
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Chuyén mang s6 liéu GPRS/UMTS chiu sy diéu khién cta ca céc tiéu chuin va
céc tai lieu cia conxoocxium cong nghiép nhu [PRD IR34] tir GSM Association
IREG. Céc tiéu chuan GPRS cho phép ngudi st dung chuyén vao mang khach va sir
dung GGSN mang nha hay str dung GGSN mang khéch. Giao dién gitra GGSN
mang nha va SGSN mang khach dugc goi la Gp. GTP tunnel (khi GGSN mang nha
dugc sir dung) xuyén qua mang dugc cung cdp boi mot nha cung cip mang qui
giang, goi 12 mang (GPRS Roaming Exchange). Theo IREG, GRX la mdt mang s6

liéu riéng duoc xay dung trén so d6 danh dia chi cong cOng.

chuyén mang GPRS
Mang
GPRS Cbng bién i

giGi

Hinh 4.6 Kién tric chuyén mang GPRS.

Truy nhap dén GRX c6 thé xay ra tai céc diém cia tong dai trung tdm giéng nhu
truy nhap dén IXC (Internet Exchange) hay cdc diém truy nhap tong dai Internet noi
ma nhiéu nha khai thac c¢6 thé trao doi luu lwong chuyén mang va thiét 1ap lién két
ddng cap BGP4 trén mot ha ting L2 do nha cung cdp GRX cung cip. Céc tuyén
BGP (Border Gateway Protocol) duoc quang cdo trén GRX khong duoc phan b
bén ngoai GRX va ciing khong c6 tuyén Internet dugc phan bd trén GRX. Vi thé
khong c6 két nbi twong hd 16p mang giita Internet vi GRX. Céc thanh vién IREG
cho rang khéng thé diéu phdi stir dung khong gian dia chi riéng giira cdc nha khai
thdc, va vi vay ddy 1a chon lua tSt nhat. Tuy nhién, hoat dong cia mot mang GPRS
ddi hoi khd nhiéu cédc dia chi cong cong va cic co quan dang ky dia chi Internet
khong cip nhiéu dia chi IP trong thoi gian gan day, vi thé day 1a rao can trong hoat
dong cua mang.

Thong thuong mot GRX ciing cung cdp dich vu DNS cho GPRS, vi thé mang
GPRS c6 thé phan giai tén diém truy nhap thanh dia chi IP trong cdc mang & xa.
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Dich vu MVPN trén GPRS duogc cung cép dua vao GGSN mang nha: danh mot
APN cho mang khach hang va APN nay dugc phan giai thanh mdt dia chi hay mot
danh séch céc dia chi tryc thuoc GGSN trong mang nha. Phuong phédp nay doi hoi
cdc GTP tunnel gitra cic SGSN va cac GGSN phai dugc bao vé boi ché dd giao van
IPSec, vi thé khong can quan hé tin cdy gitta nha khai thdc mang khach va mang
nha. Khong can phai mé rong trén toan bd cdc nha cung cip mang ma GTP tunnel
di qua. Tuy nhién ciing c¢6 thé sir dung mot GGSN trong mang khach bang cdch
dinh nghia mot APN phé dung cé thé bién dich duoc tai SGSN cua mang khéach vao
mot APN va chuyén d6i APN nay vao mot hay nhiéu dja chi IP truc thuéc GGSN
trong mang khach. Piéu nay doi hoi mot APN kiéu PPP PDP hay mot APN hd tro
kiéu IP PDP véi ché do truy nhap PCO va kha ning GGSN an dinh dong yéu cau
dén tir ngudi st dung téi mot mang VPN phit hop va thiét 1ap két ndi néu khong c6
két nbi nao duoc thiét 1ap tinh. An dinh ngudi sir dung dén mot VPN thuong dua
trén thong tin vé 1y lich nguoi str dung nhan dugc tir hé thdng con AAA (chang han
thong qua Filter ID RADIUS hay cdc thuoc tinh cta "thong tin RADIUS L2TP
tunnel”. Céc giai phdp khéc c6 thé doi hoi khach hang héa nit GGSN nhiéu hon
(chang han cdc bang tra ctru).

Khi nguoi str dung chuyén mang st dung GGSN, can c6 thong tin ké todn tai
GGSN dé ¢ghi lai sb lidu dugc sur dung trong mang nha mot cach doc 1ap voi mang
khach. Ngoai ra, GGSN nha, nhu di néi & trén, c6 thé str dung ké toan RADIUS dé
dam bao cdc nhu ciu cia mang khach hang. Xdac thuc nguoi sit dung & GGSN nha
dugc thuc hién gidng hét nhu kich ban xdc thyc khéng chuyén mang. Ddi véi cic
truong hop sir dung sb liéu dang ky thué bao dé xdc thuc nguoi sir dung, can phai
dam bao tinh toan ven bdo hiéu tir SGSN khach dén GGSN nha (IE ché d6 chon
khong bi thay d6i), boi mang khéach c6 quan hé tin tuéng véi mang nha. Vi 1a mot
bd phan cua thoa thuan chuyén mang, can dam phan va dinh nghia cich thirc dam
bao bao tinh toan ven bdo hiéu GTP. Cac kiém sodt IPSec ddi véi cdc VPN c6 thé
duoc dinh nghia 1a mét bo phan cia théa thuan chuyén mang.

Xéc thuc ngudi st dung trong GGSN mang khach thuong dugc diéu khién boi
thoa thuan chuyén mang AAA, trong d6 GGSN khach c6 thé hoat dong nhu AAA
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client d6i voi mot ha ting AAA dya trén RADIUS proxy va c6 thé c6 ca RADIUS
moi gidi (hinh 4.7). Tuy nhién cdch to chirc nay khong pho bién trong GPRS, trong
khi cdc mang CDMA2000 chu yéu dua trén cich nay.

AN
N

AAA server it

\\ HLR mang X
mang nha -

~

~o nha

AAA server mang
khach hoat dong
nhw mét dai dién

Cac mang dich vu
cua mang
Internet/khach

Hinh 4.7 Chuyén mang GPRS véi GGSN trong mang khach

4.7 Kich ban trién khai MVPN

Trong phan niy ta s& phan tich mot hang 16n tai Chau Au, ¢6 tiém luc tai chinh,
tam goi 12 hang EU. Hang EU cung cép cic dich vu dua trén CSD nhiéu nim nhu
dich vu truy nhap Internet va WAP. Ho ciing di trién khai GPRS va dang lap ké

hoach hd trg nhiéu dich vu so liéu tién tién hon va tién dén 3G.

Su phat trién mang chuyén dén mot mang s6 liéu va thoai dua trén IP théng
nhat. Giao van s& dua trén MPLS. V6 tuyén quy hoach trén co sé tdi st dung mang
ATM bang cich két ndi véi MPLS va 16p ATM tai céc nit bién cia ATM dé str
dung lai tbi da co s& lép dat hién c6. Trao ddi luu lugng véi hang dya trén L2TP
tunnel dugc dam bao an ninh béi ché do giao van IPSec hay trén co sé cac ché do
tunnel. Piéu nay dam bao hing EU linh hoat tdi da khi chon lya quan hé ddi tic
cung cip POP cho céc khich hang. Thuc chat, cdc tunnel an ninh tich riéng kién
tric cung cip VPN ra khoi cong nghé truy nhap 16p lién két va ra khoi sy tin tudng
tuong hd gitra nha khai thic truy nhap vo tuyén va nha khai thic hang EU.

Néu khéch hang truy nhap theo phuong tién hang khac tir xa dén mot nha cung
cap truy nhap toan bd nao d6, thi hing EU c6 thé dam bao nhu ciu tir phia vo tuyén

thong qua két cubi PPP tai GGSN hay bang cach sir dung phuong phép truy nhap IP
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v6p PCO. Hang EU khuyén khach hang rang ché @6 truy nhap IP PCO c6 thé bi tan
cong bang cdch phét lai va rang truy nhap dya trén PPP 1a tot nhat cho an ninh.
Trong truong hop mang khich hang st dung truy nhap tr xa qua L2TP, hang EU
cung cip chirc nang LAC béng cich cho phép GGSN khoi dau cic L2TP tunnel va
quan 1y tit ca cdc dam phdn va cdu hinh PPP véi sir dung s6 liéu truyén dén GGSN
qua GTP. Hang EU khong tin day la gidi phap dich, nhung ho van dua ra lya chon
nay cho khich hang khong cé cic dau cudi hd tro PPP PDP (giai doan dau cua
GPRS va UMTS, ki¢u PPP PDP chua pho bién do ha tang chua phat trién). Hang
EU khong tiép nhan dé xuét tir mot sé nha cung cép thiét bi bd trf hd trg toan bd
MVPN dua trén cidc VPN client & cdc ddu cudi, vi ddy 1a phuong phdp it 1oi nhuan
nhit va khéng cho phép diéu khién cung cip dich vu giéng nhu céc phuong phép
dua trén mang. Chang han, nha cung cip c6 thé diéu khién PPP LCP echo qua dai
dién tai GGSN hay cdm n6 tai GGSN khi PPP két cudi tai GGSN. Céc ban tin Keep
Alive do cdc client VPN tao ra khong thé diéu khién duoc, vi ha ting s& cam nhan
n6 nhu luu lugng thong thudong cia nguoi st dung. Ngoai ra, cdc gidi phdp VPN
dua trén mang khong tao ra dinh ky cic ban tin Keep Alive trén giao dién vo tuyén.
Diéu nay cho phép cdc chu ky khong tich cuc dai dé khong phai cip phét céc kénh
mang v6 tuyén cd dinh cho nguoi str dung vo tuyén. Vi thé hang EU chi quy hoach

theo cdc giai phdp dua trén mang.

Hing EU nhan thay rang ty chon quan 1y céc cong IPSec VPN thudc hing khic
1a dat tién, ma khong c6 loi ro rang. Ngoai ra né doi hoi cic VPN GW/VPN client
phai dugc chuan hod cho mang, vi céc van dé twong hop chung gitta cdc VPN client

va cac GW tir cac nha san xuat khac nhau.

Hang EU cling bao vé dau tu tién bac trong cic dich vu sb liéu va co sé khéch
hang. Thong thudong diéu nay thé hién béi nguoi sir dung dich vu WAP dua trén
CSD. Trong thuc té truy nhap tir xa don gian khong ddi hoi cic hang thiét 1ap bat cir
mdt thoa thuan nao véi hang, vi sb quay truy nhap giéng nhu sé quay dugc sir dung
dé truy nhap hiru tuyén. Tbc d6 thép va st dung dich vu han ché hau nhu dan dén

khong khach hang nao sir dung dich vu truy nhap dua trén L2TP thyc hi¢n béng
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céch str dung IWF nhu LAC. Piéu lo ngai thuc té 12 1am sao ha tﬁng WAP tré 1én
chung nhét giita cdc mién CS va PS. Piéu nay kha dé do cich gibng nhau dé truy
nhép céc dich vu WAP tir GPRS va CSD béng céch tai st dung WAP GW va céc
thi tuc twong tic WAP GW thong qua truy nhap L2TP dén LNS bang cdch twong
tic véi WAP GW.

Tir géc 6 quan 1y mang va cung cap dich vy, tich hop cic tmg dung véi 14p cau
hinh cdc phan tir mang duoc thyc hién theo luu d6 qua trinh cung cip (hinh 4.10) va
c6 thé c6 cic kich ban phirc tap hon. Piéu nay cho phép nguoi st dung bat dau
phién bang mot APN duy nhit dé truy nhap mang dich vu va sau d6 ndi dén mang
hing hay mot mang trd choi trong d6 mot cong déng ngudi c6 thé chia sé thong tin

va trao doi cdc phuong tién trén mot mang cé mirc QoS dac thu va dy bdo dugc.

Tai ting giai doan, gid truy nhap mang s& thay doi nhd vay thich ing dong phi
truy nhap mang dbi v4i Gmg dung duoc st dung, va dem lai uu viét cho khach hang
mang EU va ban than nha khai thdc mang nay. Céc khach hang phai tra tién ¢ gid ca
hop 1y cho tung hoat dong ma ho thuc hién, trong khi nha khai thiac gilt dugc cac
khach hang va thu hit c4c khdch hang méi bang gid cudc hop 1y dong thoi cung cap
mot mdi truong ung dung cd thé du béo trudc va nhan duoc loi nhuan phu hgp cho
ting dich vu truy nhip mang cung cip.

Tinh cudc

ID ngudi st dung, Ly lich va lap biéu

va kho sb liéu phién Céc dich

vu vi tri

Cbng truy nhap
DDDDD | cac dich vu mang

Trang trai Web clia nha

RADIUS ung¢ap &ng dung

[E==l—]—]

Hinh 4.9 Kién triic quéin Iy nhin dang ngudi sir dung
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Khai dau I:‘I>

Ngudi st dung déang nhap dén mét
APN

JL

Ngudi su dung dudgc trinh bay trang
dang ky céng chinh captive

JL

Ngudi su dung dat s6 liéu vao trang
dang nhap va nhan dugc nhan
thudc. M6t trang tai nha ca nhan hoa
xudt hién cung véi cac tay chon
dang ky dich vu dudc phép

JL

Ngudi su dung chon dich vu mong
mudén

JL

Mang va thiét bi ngudi su dung
dudc cap nhat sé liéu can thiét dé
phan anh cac dich vu mdi dugc
dang ky

JL

Bay gid ngudi st dung coé thé truy
nhéap cac mang dich vu va ndi
dung cua chuang

Hinh 4.10 Luu dd cung cip dich vu
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Chuwong 5 Thi trudng va kha ning trién khai MVPN
5.1 Thj truong MVPN

Cic nha kinh doanh da lam viéc hiéu qua v&i VPN hitu tuyén hién nay dang cho
cdc nha khai thic v tuyén mé rong cdc dich vu niy vao méi truong vo tuyén.
Trong vai ndm t&i ddy, khi cdc thé hé méi nhat ctia cdc hé théng TTDD va cdc cong
nghé vo tuyén maéi phat trién, co hoi thi truong to 16n cho doi cic nha khai thic c6

kha ning ddp tng nhu cu cho cdc dich vy ddi hoi truy nhap mang sd liéu riéng.

Hon nira, cdc cong ty va co quan 16n mudn tan dung cdc dich vu MVPN cua cic
nha khai thac vo tuyén dé tr& thanh mot bd phan cua co sé ha tﬁng IT cua ho. Do

vay MVPN la dich vu rét c6 tuong lai.

Céc dong luc dé phit trién MVPN:

Tang nang suat nhd 4p dung cong nghé IT va ting trudng Internet.
Nhu cau di dong rong khap.

Phat trién thiét bi di dong moi.

Tién bd cta céc hé théng TTDD (mang s6 liéu géi trong 2G va 3G).

Loi song va vi tri cong tac di dong.

A O

Tang truong VPN hitu tuyén.

Thi truong MVPN (nhu moi thi truong khac), bao gém cac loai hanh héa (dich
vu) ma nguoi mua s€ nhén dugc, nguodi mua (khac hang truy nhap mang ) liéu
riéng) va nguoi ban (cdc nha khai thic vo tuyén va cdc nha cung cip dich vu) tham
gia céc giao dich lién quan dén mot san pham hay loai san pham (truy nhap mang s
liéu riéng & méi truong di dong) va cudi ciing 13 hop dong hay cam két gitta nguoi

ban va nguodi mua.

MVPN c6 mét danh séch cic dich vu da dang c6 thé bao quat kha rong cic nhu
cau cia khach hang. Ty theo SLA duoc thoa thuan giira khach hang va nha cung
cap dich vu, khach hang c6 thé dugc hudng cdc mirc an ninh khac nhau. Cic dich

vu ma MVPN c¢6 thé cung cép cho khach hang I
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Cac dich vu dua trén cac mo hinh truyén tunnel nhu:
e Paiu cudi diu cudi, hay tr ¥
e Duya trén mang hay bt budc
e Kénh hay céc tunnel trung gian
Trén GPRS/UMTS céc dich vu nay la:
* KiéuIP PDP.
e Simple IP (IP don gian).
e IP véi cic tiry chon c4u hinh giao thirc.
e Kiéu PPP PDP (bét dau c6 tir R98).
e Chuyén tiép PPP.
 PPP két cudi tai GGSN.
Trén CDMA2000 cic dich vu nay la:
e [P don gian
e MIP

Déi v6i cdc nha khai thac dang trién khai céc hé thong thong tin di dong thé hé

méi nhu UMTS va CDMA2000, MVPN khéng chi 12 mot trong cdc cong nghé can

thiét dé truy nhap mang s6 liéu riéng ctiia khach hang ma con 1a nén tang twong tic

vOi cdc mang sO liéu riéng. Lot ich trién khai MVPN bao gom:

Kha nang két ndi khong gidn doan, doc 1ap vi tri dén mang sé liéu riéng.
Kha ning di dong truy nhap mang sd liéu riéng sudn sé.

Kha nang két ndi dén mot ISP hay ASP.

Céc kha nang truy nhép di dong tur xa.

Cho phép thuong mai di dong an ninh.

Chi phi co hoi (do thoi gian ddp ing nhanh).

Céc ich loi trién khai MVPN c6 y nghia d6i voi ca khach hang va nha cung cép

dich vu. MVPN cho phép cdn bo cong tic xa két ndi thuong xuyén, doc 1ap phuong

tién dén mang s liéu riéng hay dén cdc ISP va cic ASP. MVPN cho phép khich

hang str dung thiét bi ctia hing khac dé truy nhap tir xa va trong mot sd trudng hop

c6 thé thay thé hoan toan cdc co s& ha tang truy nhap tir xa hitu tuyén, nhd vay tranh
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dugc cdc chi phi mua va hd tro thiét bi truy nhap tir xa trong khi van cho phép cic
mang s0 liéu riéng duy tri didu khién hoan toan viéc an dinh dia chi IP cho nguoi st
dung, x4c thyc va an ninh. C4c khdch hang sir dung MVPN tiém ning I

¢ (C4c nha kinh doanh nho.

e (Céc xi nghiép 16n.

e (Céc cong s6 nha nudc, cac hoc vién.

e Cic nha cung cap tng dung (ASP).

5.2 M6 hinh MVPN tham khao dé xuit cho Viét Nam

Vi¢t nam hién nay c6 6 nha cung cap, vdi du dai dién ctia 2 nén cong nghé dang

c6 hién nay trén thé giéi 12 GSM/GPRS va CDMA2000. Bang 5.1 cho thiy 13 cic

dic diém co ban ciia cdc nha cung cip nay (dén 10/2006).

Nhi cung cip | Cong nghé sir dung | Tinh trang mang | S6 lwong thué bao
VMS-MobiFone GSM/GPRS; Trién khai nim 1993 | 5,8 triéu
4/2005 thu nghiém
thanh cong 3G.
VinaPhone GSM/GPRS Trién khai nim 1996 5,9 triéu
Viettel GSM/GPRS Trién khai nim 2004 | 5,0 triéu
S-Fone CDMA-3x Trién khai nim 2003 0,7 triéu
EVN CDMA-1x Trién khai nam 2006 | Chua c6 s ligu
HaNoi Telecom CDMA-3x Chua trién khai Chua c6 s liéu

Bing 5.1 Céc nha cung cip TTDD tai Viét Nam [ngudn trén mang Internet]

POng luc phat trién MVPN tai Viét Nam:

1. Muc ti€u chinh phu dién tr cia nha nudc Viét Nam

2. S6 lugng doanh nghiép thanh 1ap ngay cang 16n. Qui mé va mang ludi

cic doanh nghiép rong 16n. Dan dén mang ludi VPN hitu tuyén gia ting

manh me.

3. Pau tu CNTT dé ting cudng sirc canh tranh dang 1a trao luu va duoc chi

trong trong cdc doanh nghiép. Nhat 1a trong céc nghanh ngan hang, bao

hiém, vién thong, ...;
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4. Bung nd vé Internet bang thong rong (ADSL, SHDSL, .. ) va cic {ng
dung trén mang;

5. Lan séng dau tu 16n, moi cia cdc cong ty da qudc gia dang dién ra vao
Viét Nam.

6. S6 lugng thué bao di dong 16n (17 triéu hi¢n nay), tdc do tang trudng
binh quan tir 25 dén 35 % nam.

7. Céc doanh nghiép vién thong cé du tiém lyc va kinh nghiém ddp ung.

Tir cdc phan tich trén, md hinh tham khiao MVPN tong quat dé xuat ung dung
vao Viét Nam, hinh 5.1:

Cac nha cung Nha khai thé(; mang Nha khai Nha khai th;éc IP
cép dich vu riéng 4o thudn tay thac di dong hitu tuyén
MNPN i i l
[Cam két gitra nha khai thac véi khach hang dua trén SLA]i
Cac khach // / \.\A
hang Céc nha kinh [ | Cac nhém ngudi Cong so Cac hang va Céc co s¢ han Nha cung cap
MVPN doanh nho cung so thich nha nude xinghiép 1on| [ 1am va bénh vién g dung
\ ] m\ /
Cac dich vu , A
MVPN Tuy Bat bude
Cong ngh¢ L2TP IPsec MIP GRE GTP MPLS
tunnel
Dva trén GPRS/UMTS: 5 2000
Céng nghé tru 1. 1P PDP wa trén cdma :
gnh%p. v 2. |P don gian 1. IP don gian
* 6. IP v&i PCO 2. MIP
3. PPP PDP :
4. PPP Relay |
5. PPP ket cu6i tai GGSN
5. MIPv6 (dang nghién ctru)
Cong nghé an IPsec AAA PKI
ninh mang

Hinh 5.1 M6 hinh tham khao MVPN tham khao

M6 hinh nay chia thanh céc 16p sau:

e Céc nha cung cip dich vu.

¢ Céc khéch hang.
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e Cac dich vu.
¢ Cong nghé tunnel.
¢ Cong nghé truy nhap.
¢ Cong nghé an ninh mang.
Lép cac nha cung cip dich va MVPN bao gdm:
e Cdc nha khai thdc thong tin di dong: 1a nhém cung cap dich vu MVPN
16n nhét vi ho ¢6 gidy phép pho tan 14n ha ting vo tuyén.
e Cdc nha khai thdc mang riéng do thudn tiy: cung cap dich va MVPN
dua trén céc phuong tién truyén thong ciia cdc nha khai thac thong tin di
dong va hitu tuyén.
e Cdc nha cung cdp dich vu Internet hitu tuyén: tham gia cung cap dich
vu MVPN thong qua cdc théa thuan véi céc hing khai thic vo tuyén.
Cung cép dich vu MVPN khong phai 12 kha ning tao loi nhuan méi ma
chi don thuin mé rong dong san pham, nghia 12 ting thém cic dich vu
hiru tuyén bang cic tiy chon MVPN mdi. Piéu nay cho phép céc ISP
hitu tuyén trd thanh nha cung cip dich vu duy nhét cho cdc khich hang
truyén théng khong phu thudc vao phuong phédp truy nhap mang (vo
tuyén hay hiru tuyén).
Viét Nam chua ton tai phuong thirc kinh doanh bang céch cho thué lai co s6 ha tang
vo tuyén, do vay Cdc nha khai thdc thong tin di dong 1a kha thi nhat.
Lép cac khach hang: ’
Viét Nam hién nay hdi du cdc khach hang trén. Tuy nhién cdc khach hang 16n nhat
1a cdc khach hang c6 tiém lyc tai chinh, ¢6 nhu cau trao doi thong tin, giao luu, va
nhu cau di chuyén cao nhu cdc doanh nghiép 10n, cdc nha cung cap ng dung, cic
ho kinh doanh vtra va nhd, cac nhém cung s¢ thich.
Lép dich vu
e MVPN tyy
e Rt thich hop cho cac hd kinh doanh vira va nho, cdc nhém cung s¢ thich, va

cdc nha cung cap ung dung.
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* MVPN bat bugc
e Rét thich hop cho cdc doanh nghiép 16n ¢6 nhu cau sir dung cao nhu vién
thong, ngan hang, bao hiém,... Cic doanh nghiép nay c6 mang ludi rong 16n,
nhu cau dap ting san xuét kinh doanh moi ldc moi noi. Khi str dung dich vu
nay, doanh nghiép phai thiét 1ap SLA chi tiét v6i nha cung cip dich vu va
phai tin twong nha cung cap dich vu trong viéc xir 1y s lidu gid tri vé6i trach
nhiém va bi mat can thiét. Tuy nhién luat phdp hién nay con c6 nhiéu han ché
trong van dé nay, gy ra nhiéu lo ngai cho doanh nghiép sir dung dich vu.
Lép cong nghé truyén tunnel va cong nghé truy nhap
Céc cong ngh¢ tunnel nhu L2TP, IPSec, GRE, .. déu duoc hau hét cdc thiét bi trén
mang ludi hd tro (ca cung va mém). Riéng MPLS chua phé bién, vi du nhu cac
Cisco router c6 phién ban IOS tir 12.x méi hd trg.
Lép cong nghé truy nhap
Cic hé thong GSM/GPRS va CDMA?2000-1x da san sang hd tro IP don gidn, MIP
va PPP két cudi tai GGSN. Chi can thuc hién mot s6 budc 1a ciu hinh va khai bdo
thich hop dé cung cép dich vu.
Lép cong nghé an ninh mang
IPSec, AAA, PKI di tr¢ 1én quen thudc va phd bién trén thi trudng. Trong cdc mang
vién thong, né dang dan tré thanh cdc chuan bat budc thong qua céc dich vu méi
dua vao.

Véi cic phan tich trén, viéc trién khai MPVN tai Viét Nam vé mat k¥ thuat 1a
hoan toan kha thi, véi cic dich vu san pham phit hop. Trién khai mang NGN gan
day 1a budc thic day quan trong trong viéc thiét 1ap mang IP hd multimedia.

Tuy nhién, Vi nhiéu 1y do khac nhau, nén cdc nha cung cap dich vu hién chua
min ma ldm cho trién khai MVPN nhu: Do chinh sdch tim vi mé (nha nuéc) chua
thich hop, canh tranh giita cdc nha cung cip dang ¢ thoi ky cao diém va dang chu

trong dén mo rong ving phu séng ciing nhu nang cp chat lvong mang ludi,....
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Két luan

Luan van da dat duoc cac muc tiéu sau:

e Nghién ctru tng quan céc hé thdng thong tin di dong trén thé giGi
e Nghién ctru Co so nén ting MVPN

® Nghién ctru céc gidi phdp VPN tréen CDMA2000

e Nghién ctru cdc giai phdp VPN trén GMS/GPRS/UMTS

e Thi truong va kha nang trién khai MVPN

Trén co s¢ cac nghién ctru dat dugc dé xuat:

e Pé phat trién cdc dich vu MVPN cling nhu céc dich vu di dong moi, can
nhanh chéng trién khai thir nghiém va dua vao khai thac cdc hé théng théng
tin di dong thé hé ba

e Nha nudc ciing can dua ra cic quy dinh phdp 1y dé bao vé khach hang khi
SLA cua ho bi vi pham dé ho tin tudng hon vao dich vu MVPN

MVPN khong chi méi & Viét Nam ma con ca & trén thé gidi, nhung su phat trién
clia n6 trong twong lai 1 tat yéu. Tuy nhién MVPN con dang trong giai doan nghién

ctru va hoan thién, va chua c6 trién khai dp dung thuc té.

Han ché cta dé tai 1a chua dé cap dén cdc van dé lién quan dén MVPN nhu :
QoS, chua c6 cac budc va 10 trinh chuyén ddi cu thé cho céc hé théng TTDD hién
nay nhu thé nao khi tng dung MVPN, ... Vi thé cdc nhan dinh ciing nhu dé xuét chi

mang tinh khoi ddu va can theo d&i su phat trién MVPN trong nhitng nam toi.
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