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MO DAU

Thoi gian gan day, cic nha cung cép dich vu mang Vién thong ¢ nudc ta dang ngay
cang cha y dén chat luong dich vu ciing nhu ddy manh viéc cham soc khach hang ctia minh
ngay mot tot hon. Cung véi didu do, Internet ciing dang ngay cang phat trién ¢ nudc ta, moi

dit liéu déu co thé duoc s6 hoa va truyén tai va luu trit dé dang trén mang.

Trudce day viée thé hién cac loai cudc trén an phém in chi tiét cua Vién thong Ha Noi
1a rat nhiéu, cong in va cac chi phi danh cho in an 1a rat 16n. Nham tiét giam chi phi in, ban
ké chi tiét theo dinh dang HTM d3 duogc dua vao hé thong portal ciia Vién thong Ha Noi va
gitp cho khach hang chu dong duoc viéc tra ctru cling nhu luu trir dugc cac ban ké hang
thang. Loi ich nay dugc thé hién rd rét khi giam duoc rat nhiéu kinh phi danh cho in an,
giam duogc dén hon 2/3 chi phi danh cho in an phrflm. Viéc trién khai héa don dién tur tai
VNPT Ha Noi s& gitup giam chi phi quan 1y, luu trit, tim kiém hoéa don di sir dung va giam
chi phi phat hanh bo ching tir thu cude: hoa don in, thong bao cude, bang ké chi tiét ... Dé
tai luan van “Nghién cou vé chir ki sb va ung dung trong hoa don dién tir tai VNPT Ha Noi
tap trung nghién ctru k¥ thuat ki sb, sau d6 xay dung mot chwong trinh ¢ ap dung ki thuat
ki s6 qua TOKEN dé ki 1én file héa don PDF ciia Vién thong Ha Noi.

Chuwong 1: Tong quan vé chir ky so

Chuong ndy tap trung nghién ctru khai quat 1y thuyét chit ki sd. Trong d6 s& c6 cai nhin tong
quan vé chit ki sd va cac thuat toan ma hoa khoa cong khai. Sau khi c¢6 duoc Iy thuyét co
ban vé chit ki sb, luan vin s& néu ra phuong phéap tiép can va thuc hién.

Chwong 2: Co sé chir Ky sb

Chuong nay nghién ciru cu thé vé co s ha tdng co ban dé tao chit ky sd. Trong d6 nghién
ctru cu thé vé ma hoa khoa cong khai ding trong tao chir ky sb - tir d6 danh gia dé chon ra
giai thuat t6i uvu hon, ha ting khoa cong khai PKI, ham bam, k§y thuat tao chit ky sd, PDF
v6i chir ky sd.

Chwong 3: Ap dung chir ky s6 cho bai toan in héa don VTO01 tai Vién thong Ha Noi
Chuong nay s€ xay dung mét ing dung cu thé, cai dat mot ung dung chir ky s6 cho tai liéu
PDF hoa don VTO1 tai Vién thong Ha Noi.
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CHUONG 1: KHAI QUAT VE CHU Ki SO

Chuong nay tip trung nghién ciru khai quat 1y thuyét chir ki s. Trong d6 s& co cai
nhin tong quan vé chit ki s6 va cac thuat toan ma hoa khoa cong khai. Sau khi c6 dugc 1y
thuyét co ban veé chit ki sb, luan van s& néu ra phuong phap tiép can va thuc hién.

1.1 Tong quan chir ki so
1.1.1 Thudt toan khoa cong khai

Mai hoa bat d6i xtng thuong duoc hiéu 1a ma hod str dung khoa cong khai [1]. Ma
héa bat d6i xtng st dung mot cap khoa: khoa bi mat va khoda cong khai, dugc miéu ta nhu
hinh 1.1. Mi qua trinh truyén tin sir dung mot cip khéa duy nhat va co thé sir dung linh
hoat. Khéa bi mat can phai luu trir riéng va dam bao tinh bao mat, khong dugc truyén trén
mang. Khoa cong khai c6 thé dugc cung cp mién phi va cong bd t6i moi ngudi.

M hoa si dung khoa cong khai Gidi mi sl dung khéa ribng

Hinh 1.1 H¢ théng sir dung mi hoa khéa cong Kkhai [1]
Tuong tu nhu ma hoa khoa bi mat, phuong phap nay ciing c¢6 cac thanh phan chinh
nhu sau:
e Plaintext: ban tin gdc.
e Encryption Algorithm: phép bién d6i xudi, thuc hién bién d6i ban tin gdc.
e Public/Private keys: cdp khoa cong khai/bi mat.
e Ciphertext: ban tin d& bién doi.
e Decryption Algorithm: phép bién d6i nguoc, khdi phuc ban tin gdc.
Qua trinh str dung ma hoa khoa cong khai:
e Bén nhan sinh cdp khoa.
e Khoa cong khai thuong dugc chimg thuc bdi mot bén thi ba tin cdy va chuyén cho
ngudi giri theo cac phuong thire truyén thong thong thuong.
e Bén gri nhan dugc khoa cong khai, kiém tra cac thong tin ching thuc khoa va ding
khéa nay dé ma hoa thong diép va gui cho bén nhan.
e Bén nhan sir dung khoa bi mat dé giai ma thong diép. D(Kd(E(Ke,M)) = M
e Thong diép co thé bi bén thir ba léy trom, nhung khong thé doc dugc noi dung.



1.1.2 Chir ky sé
Chir ky s6 : La mot thé ching thuc duoc ma hoa boi khod bi mat ciia ngudi giri. Chit
ky s6 1a thong tin di kém theo dit liéu (van ban, hinh anh, video...) nham muc dich x4c dinh

chu thé cua dit liéu do. Qua trinh tao va xéc thuc chir ky s6 duge md ta nhu Hinh 1.2.
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1.1.2.1 Vai trd cta chit ky s6

Chit ky s dung cho cac van ban sd, cho biét toan bo vin ban da duoc ky boi nguoi
ky. Va nguoi khic c¢6 thé xac minh diéu nay. Chir ky s6 twong tu nhu chir ky thong thuong,
dam bao noi dung tai liéu 1a dang tin cdy, chinh xac, khong hé thay ddi trén duong truyén va
cho biét ngudi tao ra tai lidu 13 ai. Tuy nhién, chir ky sb khac chir ky thuong, vi né tuy thudc
vao van ban. Chit ky s6 s& thay d6i theo van ban con chit ky thuong thi khong hé thay doi.

Chir ky sb dugc st dung dé cung cép chirng thuc chu s¢ hitu, tinh toan ven dit li¢u va
chdng chdi bo ngudn gde trong rat nhiéu cac linh vuc.
1.1.2.2 Ung dung cua chit ky sd

Giai phap dung chir ky s6 13 t6i wu vi n6 ¢6 hiéu lyc phap luat, do ¢ khong can in 4n
tai liéu ma van co thé xac nhan duge tai liéu, dam bao tinh toan ven va khong chdi bo. Chix
ky s6 duge phat hanh boi bén thir ba 1a co quan ching thyc c6 tham quyén cap phat, thu hoi,
quan 1y chimg chi s6 cho cac thyuc thé thyuc hién cac giao dich an toan ( Certificate Authority
hoidc CA) nén dam bao tinh khach quan. Nhu vay, qua trinh tao chit ky sb, xac nhan cac yéu
cau phép 1y, bao gém xac thyc nguoi ky, xac thuc tin nhén, 1a thanh cong va hi¢u qua.

Chinh vi nhimg wu diém cta chit ky sd, ndé dugc dung trong nhiéu tmg dung: Dam
bao an ninh truyén thong, ngan hang truc tuyén, thwong mai dién tir, dam bao an ninh cho
thu dién tu, ...



1.2 Chir ky kép

Chir ky kép dugc s dung dé xac minh khi dir liéu duoc tao thanh tir cac phan khac
nhau cta cac don vi logic don 1é. Chir ky kép két ndi hai ban tin mot cach an toan, nhung
mdi bén chi c6 thé doc duoc thong tin danh riéng cho minh [9].

Trong thuong mai dién tir, truong hop khach hang mudn giri mot thong tin dat hang
(OI — Order Information) t&i nha cung cip va thong tin thanh toan (Payment Information -
PI) t&i ngan hang. Nha cung cap khong can biét ma sb thé tin dung cta khach hang va ngan
hang ciing khong can thiét chi tiét dat hang cua khach hang. Khach hang duoc cung cap su
bao v¢ tinh riéng tu béng viéc gitt hai muc tach ro1 nhau. Tuy nhién, hai muc phai dugc lién
két voi nhau theo cach ma c6 thé dugc sir dung dé giai quyét cac van dé tranh cai khi can.
Lién két dugc yéu cau dé khach hang c6 thé chimg minh rang thanh toan nay danh cho dat
hang nay ma khong phai 1 cho cac mat hang hodc dich vu khac. C6 thé tham khao hinh 1.3

Sau:

D — [ (2[5 S

Hinh 1.3 Cu tric chir ky kép [9]
1.3 Hién trang thuc té d6i véi van dé in 4n héa don tai Vién thong Ha Noi
1.3.1 Hién trang in hoa don VT01

Hién nay tai Vién thong Ha Noi, viéc in héa don VTO1 theo mau ctia B Tai Chinh

van duoc in theo quy trinh nhu sau:

- Dir liéu cuéc hang thang sau khi dugc tinh s& dugc tong hop lai theo timg ma

khéch hang trén co s¢ dir liéu Oracle.

- In hoa don cho cac mé khach hang theo timg khu vuc va dugce sip xép theo thir tu
nhat dinh: Pon vi, Ma dudng thu, S6 héa don

- Tao file text hoa don (*.txt) c6 ciu tric theo timg khu vuc (vi du:
VTITHKO04.TXT; VIT2CHKO04.TXT; VT3PCG04.TXT; ...

- Ban giao dir liéu hoa don VTO1 dang text cho nha may in
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- Sau khi in, hoa don s& duoc tra vé cho timg don vi quan Iy ban hang va duoc
chuyén dén tay cac dai 1y thu thué dé di thu tién cua khach hang.

1.3.2 M{jt 56 vin dé sai sot cé thé mdc phdi

Do s lugng héa don hang thang in 1a 16n, 1én dén gan mot triéu khach hang trong
mot thang, viéc phat sinh sai sot 1a kho tranh khoi:

- Tinh cudc sai cho khach hang

- Téng hop cude sai cho khach hang

- Ban giao dir liéu in hoa don VTO1 sai thang can in

Nhiing sai sét nay lai thuong chi dugc phat hién khi hoa don VTO1 da dén duoc tay
khach hang. Diéu nay s& 1am ton rat nhiéu chi phi cong in an, gidy muc ciing nhu nhan cong
dé di thu hoi lai cac 4n pham d4 in sai
1.5 Tong két chuong

Chir ky s6 ¢o vai tro quan trong trong cac giao dich dién tr. Chir ky s6 tao ra mot
budc tién 10n trong cac giao dich thuong mai dién tir, dam bao tinh an toan va tin cdy trong
truyén thong trén mang. Cac thong tin khi truyén trén mang trd nén nhanh chéng, tin ciy
hon. Chir ky s6 ciing giup cho qua trinh 1am viéc trén mang nhanh chéng va hiéu quéa hon,

giam thiéu céc chi phi lién quan nhu khi dung chir ky thong thuong.
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CHUONG 2: CO SO CHU KY SO

Chuong niy nghién ciru cu thé vé co so ha ting co ban dé tao chir ky sb. Trong d6
nghién ciru cu thé vé mi hod khoa cong khai ding trong tao chir ky sb - tir 46 danh gia dé
chon ra giai thuat t8i wu hon, ha téng khod cong khai PKI, ham bam, k¥ thuat tao chir ky $0,
PDF véi chit ky so.

2.1 Thuit toan ma hoa khéa cong khai RSA

Thuat toan RSA duoc phat minh nam 1978, st dung ché d6 ma hoa khéi. RSA 1a mot
thuat todn ma hoa khoa cong khai [5]. Pay 1a thuat toan dau tién phu hop véi viée tao ra chit
ky dién tu déng thoi voi viée ma hoa. N6 danh diu mét sy tién bd vuot bac caa linh vuc mét
ma hoc trong viéc sir dung khda cong cong. Thuat todn RSA cé hai khoa: khda cong khai
(hay khoa cong cong) va khoa bi mat (hay khoa ca nhan). Mdi khoa 1a nhiing sb ¢d dinh sir
dung trong qua trinh ma héa va giai ma. Khoa cong khai duge cong bd rong rii cho moi
ngudi va duge ding dé ma héa. Nhiing thong tin dugc ma héa bang khoa cong khai chi c¢6
thé duoc giai ma bang khoa bi mat twong ung. Noi cach khac, moi ngudi déu co thé ma hoa

nhung chi c6 ngudi biét khoa ca nhan (bi mat) méi cé thé giai ma duoc.
2.1.1 Sinh cap khoa
Céc tham s6
1. Chon hai sé nguyén tb 16n pva q. Tinhn=px qvam=o(n)=(p=1) x (q-1).
2.Chone, 1<e <m -1, sao cho gcd (e, m) = 1.
3. Tim d sao cho e x d = 1 (mod m), tic 1a tinh d = e-1 (mod m.
Khoa cong khai (Public key) 1a (e, n)
Khoa bi mat (Private key) la d, p, q).
2.1.2 Ma hoa va giai ma
Véi M, C 1a mot s nguyén e (0, n) va 1a biéu dién dang s6 nguyén ctia ban 13 va ban
ma tuong ung. Ta co:
C=Epy (M) : ma héa ban rd vo1 khéa PU
M = Dpr(Epy (M)) : gidi ma ban ma véi khoa PR (ko cho phép tinh dugc PR tir PU)
Dang ma hoa / giai ma:
C=M"modn
M =c'mod n= M mod n

PU = {e, u} -> Public



PR = {d, n} -> Private
2.1.3 Bio mat cia RSA

Dd an toan cua hé théng RSA dua trén van dé cua toan hoc: bai toan phan tich ra
thira s nguyén to cac s6 nguyén 16n. Néu bai toan trén 1a khé (khong tim duogc thuat toan
hiéu qua dé giai chung) thi khong thé thuc hién dugc viéc pha ma toan bo ddi voi RSA. Pha

méa mot phan phai dugc ngin chin bang cac phuong phép chuyén doi ban 16 an toan.

Bai toan RSA 14 bai toan tinh cin bic e médun n (véi n 13 hop s6): tim sb m sao cho
¢ =m° mod n , trong d6 (e, n) chinh 1a khoa céng khai va c¢ 1a ban ma. Hién nay phuong
phap trién vong nhat giai bai toan nay 13 phan tich n ra thira s6 nguyén t6. Khi thuc hién
duogc didu nay, ké tin cong s& tim ra s6 mii bi mat d tir khoa cong khai va c6 thé giai ma
theo ding quy trinh cua thudt toan. Néu ké tin cong tim dugc 2 sé nguyén td p va q sao cho:
n = pq thi c6 thé d& dang tim duoc gia tri (p-1)(q-1) va qua d6 xac dinh d tir e. Chua c6 mot
phuong phap nao duoc tim ra trén may tinh dé giai bai todn ndy trong thoi gian da thuc
(polynomial-time). Tuy nhién nguoi ta ciing chua chimg minh dugc diéu nguoc lai (su
khong t6n tai ctia thudt toan). C6 thé tham chiéu bang sau dé thiy sb thao tac va thoi gian
thyc hién phan tich s6 n thanh sé nguyén té theo phuwong phap General Number Field Sieve
(GNES):

1
3

64 2
0| exp (glogn) (loglogn)3

Béng 2.1 Thir nghiém do bao mat ciia RSA

S6 bit ctia n S6 thao tac Thoi gian
100 9,6x 10° 16 phut
200 33 x 10”7 [38 ngay
300 1,3 x 10" 41 nim
400 1,7 x 10" 5313 nam
500 1,1 x 10" 3,5 x 10° ndm
1024 1,3 x 10°° 42 x 107 nam
2048 1,5 107 4.9 x 107 nam




2.2 Co sé ha tang ciia khéa cong khai

PKI ha ting co sé khoa cong khai 1a mot co ché dé cho mét bén thir 3 (thuong 1a
nha cung cép chimg thuc sb) cung cap va xac thuc dinh danh cic bén tham gia vao qua trinh
trao ddi thong tin. Co ché nay ciing cho phép gan cho mdi ngudi sir dung trong hé thong
mot cap khoa cong khai/khda bi mat.

Duya trén céch sir dung cua khoa cong khai va chir ky di¢n tr, PKI chinh 1a bo
khung cta cac chinh sach, dich vu va phin mém ma héa, dap tng nhu cdu bao mat cia
ngudi sir dung. PKI cung cp mot cap khoa, trong d6 c6 mot khoa 1a khoa cong khai (Public
key), khoa con lai 1a khoa bi mat (Private key) ma nguoi su dung phai gitr bi mat. Hai khoa
nay co6 lién quan mat thiét dén nhau, sao cho mot thong di¢p dugc ma hoa bdi mot khoa
cong khai thi chi giai ma dugc boi mot khoa bi mat twong tng.

2.2.1 Mé hinh PKI
2.2.1.1 Mo hinh phén tang ctia ha tang co sé khoa cong khai

Mb hinh nay tuong tng vdi cau triic phan cap véi CA gbe va cac CA cap dudi. CA
gdc xac nhan cac CA cp dudi, cac CA nay lai xac nhan cac CA cép thap hon. Cac CA cap
dudi khong can xac nhan cac CA cap trén.

Trong md hinh nay, mdi thuc thé s& giit ban sao khoa cong khai ciia root CA va kiém
tra duong dan cia ching thu bat du tir chir ky cia CA gbc.

Mic du ¢ nhitng nhuoc diém, song md hinh niy van thich hop véi yéu ciu ctia cac
t6 chue chinh phu vi cdu trac phan cép tu nhién sin co.
2.2.1.2 M hinh CA ciu

Mo hinh nay hoat dong quanh mét CA trung tdm v6i nhiéu CA khac. Trong mé hinh
nay, cac CA c6 thé cong tac v6i nhau. Pay 1a mot mo hinh két hop hai mé hinh CA-gdc va
Cross-CA. DPiéu nay cung cap cach don gian dé quan 1y CA gbc, boi vi né chi yéu cau mot

cdp chung chi chéo cho mdi CA, so sanh véi n2 chimg chi trong hé théng hoan thanh.
2.2.2 Ching chi s6 X.509

X.509 1a mot chuan cho chimg chi s6 qudc t& duogc s dung dé ching thuc cho thong
tin chu thé va khoa cong khai cta cac to chic, ca nhan. Khuon dang chimg chi X509 c6 cac
thanh phan co ban nhu sau:

- Phién ban (Version): Chi ra dang phién ban.

- S6 hiéu (Serial Number): S6 hiéu nhan dang duy nhit cua ching chi nay. N6 duoc
CA phat hanh gan cho.
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- Tén thuat toan ky (Signature): Tén thuét toan ky duoc CA st dung dé ky chimg chi.

- Nguoi phat hanh (Issuer): Tén theo chuan X.509 ciia CA phat hanh (dugc trinh bay
chi tiét hon trong muc “Tén trong X.509”).

0] Tén t6 chitc CA phat hanh gidy ching nhan: Tén phan biét theo chuan X.500
(X.500 Distinguised Name — X.500 DN)

o] Hai CA khong dugc sir dung cung mot tén phat hanh.

- Thoi gian hop 18 (Validity): Ngay/ gio c6 hiéu lyc va hét han cia 1 ching chi.

o Not — before: Thoi gian chiing nhan bét dau c6 hiéu luc.

o Not — after: Thoi gian chiing nhan hét hiéu luc.

o] Cac gia trj thoi gian nay duoc do theo chuan thoi gian qudc té, chinh xac dén
tung gidy.

- Chu thé (Subject): Tén X.509 ciia dbi tugng nim giit khoa riéng (Tuong ung véi
khoé cong khai dugc chirng thuc).

- Théng tin vé khoa cong khai cua chi thé (Subject Public-key Information): Gom c¢6
kho4 cong khai ctia chu thé cing voi mét tén thuat toan sir dung khoa cong khai nay.

- Tén duy nhét ciia nguoi phat hanh (Issuer unique identifier): La mot chudi bit tuy
chon, dugc sir dung dé chi ra tén rd rang cua CA phat hanh, trong truong hop cing
mot tén duoc gan cho thyc thé khac nhau trong cung thoi gian.

- Tén duy nhét cua chu thé (Subject unique indentifier): La mot chudi bit tuy chon,
duogc sir dung dé chi ra tén 10 rang cuia chu thé, trong truong hop cung mot tén duoc
gan cho céc thuc thé khac nhau trong cting thoi gian.

- Extensions: Chtra cac thong tin bd sung can thiét ma nguoi thao tic CA mudn dit

vao ching nhan. Pugc dua ra trong X.509 phién ban ba.
- Signature:

o) Chir ky dién tir duoc t6 chirc CA ap dung.

o] Tb chirc CA str dung khoa bi mat c6 kiéu quy dinh trong trudng thuét toan chit
ky.
o] Chir ky bao gdm tat ca cac phan khac trong gidy ching nhan.

= CA chiig nhan cho tit ca cac thong tin khac trong gidy chirng nhan chir khong
chi cho tén chu thé va khoa cong cong.
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2.3 Cac ham bam (Hash Functions)

Ham bam tiép nhén cac dau vao voi kich thuée bat ky, va dau ra 1a mot khéi dit liéu
¢6 kich thudc ¢ dinh [5]. Tir van ban M, ta co thé d& dang tinh ra ban bam ctia M 1a H(M),
nhung tir H(M) khong thé tim ra M. Va mét tinh chét quan trong nhét cia ham bam 13 voi
nhitng van ban khac biét nhau du la rat nho, thi sau khi qua ham bam két quéa nhan dugc
cling phai khac nhau, ta c6 thé goi 1a do nhay cam cua ham bam véi sy thay ddi cta van

ban.
2.3.1 Co so ham bam

Dinh nghia: Mot ham bam H s& liy ¢ dau vao mét thong tin X co kich thudc bién

thién va sinh két qua c6 do dai c¢d dinh, duge goi la cdt cua thong diép.
2.3.2 Mgt 56 diic tinh ciia bim
Tinh chdt 1:

Mot ham bam h co tinh phi dung do cao khi voi mot buc dién x cho trudc, khong thé
tim ra mot buce dién x” #x ma h(x’) = h (x). [10]

Tinh chat 2:

Mot ham bam h co tinh dung do cao khi khong thé tim ra nhitng birc dién x va x’ sao
chox #x’va h(x’) = h(x). [10]

Tinh chdt 3:

Mot ham bam h ¢é tinh mét chiéu khi véi cot ciia mét bire dién z cho trude khéng thé
tim dwoc buc dién x sao cho h(x) ==z . [10]
Mot cach tong quat, gia sir mot ham bam cé n gia tri bam khac nhau, néu ching ta c6

k gia tri bam tir k thong tin khac nhau duoc chon ngiu nhién, thi xac sudt dé khong xay ra

dung do la:
k-1
1 2 k—1 i
(-2 -2~ (-=)=110-3)
n n n n
i=1
k-1 k-1
i i =i —k(k-1)
Va’i—<<1,thz‘1_[<1——)z 6T = e 5m
n . n .
i=1 i=1
—k(k-1)

Do do, xac suat d¢ xay ra dung d¢ it nhatla 1 - e 2n . Gid sir goi xac suat trén la
epsilo, ta co:

—k(k-1)
1—e 2n = g(*)
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Suy ra: kz—kZanog 1T1£ Suyra k= f2nlog 1T18

Theo cong thic nay khi gia tri e gan voi 1 thi log 1T1£ van kha nhé nén k 1a ti 1& véi
Vn.Véie=0.5tacok=1.1774/n.

2.4 Chix ky sb

2.4.1 Qud trinh tao va kiém tra chir ky sé

Qua trinh st dung chit ky s6 duoc thuc hién theo 2 giai doan: Tao chir ky va kiém tra
chir ky sd. C6 thé dung khoa cong khai hodc khoa bi mat dé thyc hién cac khau trén. Hai

qua trinh tao va kiém tra s& duoc trinh bay cu thé tiép sau day.

Cac budrc tao chir ky:

e Dung giai thuat bam dé tinh message digest ctia thong diép can truyén di. Két qua ta

dugc mot message digest.

e St dung khoa bi mat ciia nguoi giri dé ma héa message digest thu duge & bude 1. Thong
thuong ¢ bude nay ta ding giai thuat RSA. Két qua thu dugc goi 1a digital signature ctia
thong diép ban dau. Cong viéc nay goi 1a “ky” vao thong diép. Sau khi da ky vao thong
di€p, moi sy thay ddi trén thong diép s€ bi phat hién trong giai doan kiém tra. Ngoai ra,
viéc ky ndy dam bao nguoi nhan tin tudng thong diép nay xuit phat tir nguoi gui chi
khong phai 1a ai khéc.

e Gop digital signature vao thong diép ban dau va giri dén nguoi nhan.

Cac buwéc kiém tra:

e Tach message ban dau va chit ky sd.

e Dung khoa cong khai ciia ngudi giri (khoa nay dwoc thong bao dén moi nguoi) dé giai
ma chir ky s6 cua thong diép.

e Dung giai thuat (MD5 hodc SHA) bam thong diép ban dau.

e So sanh 2 chudi bam két qua thu dugc & 2 bude trén. Néu tring nhau, ta két luan thong
diép nay khong bi thay doi trong qua trinh truyén va thong diép nay 13 cia ngudi guri.

2.4.2 Cic logi hé chir ky
2.4.2.1 Hé chit kyy RSA

Dua vao uu diém cua hé ma RSA, néu thiét l1ap duoc so dd chir ky dua trén bai toan

phan tich ra thira s6 nguyén t6 thi do an toan cua chit ky sé& rat cao. Viéc thiét lap so dd xac
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thuc chit ky RSA rat don gian, ta chi cin d4ao nguoc ham mé hoa va giai mi. Sau déy 1a so
do chit ky RSA:
Cho n = p*q trong dé p,q la cdc s6 nguyén t6. Pt p = A = Z, va dinh nghia:
K ={(mpqab):n=p*q placdc sé nguyén té, ab = I (mod @ (n))).
Cdc gia tri n va b la cong khai, con p,q,a la bi mat.
Voi K = (n, p, q, a, b) ta xac dinh:
Sigi(x) = x“ mod n
Va
Veryx,y) = TRUE < x Eyb (mod n) véix, y €7, .[10]
2.4.2.2 H¢ chit ky DSA

Hé chit ky DSA dua vao thuét toan chir ky s (DSA) - 1a chudn cua chinh phu lién
bang hoa ky hodc FIPS dé ra cho chit ky sé [7].

Sinh khoéa

Viéc tao khoa gém hai budc. Bude thir nhét 1a luya chon cac tham sd cho thuat toan

dugc chia sé gitta cac ngudi sir dung khac nhau trong cing hé thong:
e Chon mdt ham bam ma hoa H.

e Chon kich thudc khoa L. Pay 1a thudc do chinh quyét dinh sttc manh ma hoa ctia khoa.
DSS chuan rang budc L 13 boi s6 ctia 64 va 512<1.<1024. Sau d6, FIPS 186-2 xéac dinh L
ludn 1 1024. Khong 1au sau, NIST 800-57 dé nghi d6 dai khoa 1a 2048 (hoic 3072) dé
thoi gian an toan dén nam 2010 (hodc 2030), sir dung twong ng voi cac gia tri bam va q
dai hon.

e Chon moét sd nguyén td q cung sd bit v6i dau ra ctia H.

e Chon mét s6 nguyén td p d6 dai L bit sao cho p—1 1a bdi cua q. Ttc 1a p=qz—1 vdi s6
nguyén z nao do.

e Chon g = h(p-1)/q mod p vé6i h bat ky (1<h<p-1), va chon lai néu két qua 1a 1. Hau hét
cach chon h déu nhéan duoc gco thé sir dung, thong thuong chon h=2.

Céc tham sb thuat toan (p,q,g) c6 thé chia sé giita nhitng ngudi khac nhau trong hé
théng. Budc thir hai tinh cac khoa bi mat va khoa cong khai cta timg nguoi :

e Chon x ngau nhién sao cho 0<x<q.

e Tinh y=g* mod p
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Khoa cong khai 1a (p,q,g,y), khoa bi mat 1a x

Ky va Kkiém tra chir ky

Pé ky mot thong diép m, nguoi ky thuc hién cac budce sau:

Phat sinh mot s6 ngiu nhiéu k (0<k<q) cho mdi thong diép.

Tinh r=(g" mod p) mod q.

Tinh s = k' (h(m) + xr) mod q.

Tinh toan lai chit ky trong trudng hop khong chic chin r=0 hoic s=0.

Chir ky 1a (1,s)

bé kiém tra chit ky, ngudi nhan thyc hién cac budc sau:

Loai b6 chir ky néu 0<r<q hoic 0<s<q khong thoa man.

Tinh w=s ' mod q.

Tinh u,=(#(m)*xw) mod q.

Tinh u, =(rxw) mod q.

Tinh v=( (g" xy" )mod p) mod q

Chtr ky ¢6 hiéu lyc néu v=r.

2.4.2.3 Danh gia céc thuat toan tao chir ky RSA va DSA

Pé so sanh téc do cua hai thuat toan chir ky s6 RSA va DSA. Thtr nghiém dudi day
da dugce tién hanh va ghi nhan : B§ dai khoa dugc thir nghiém cho cd RSA va DSA 1a 576,
640, 704, 768, 832, 896, 960, 1024, 2048, 3072 (bit). Ung v6i mdi d6 dai khoa, 1an lugt cho
ca RSA va DSA phat sinh khoa, ky van ban ngau nhién (kich thudc 2 MB) va kiém tra chi
ky tao dugc. Ham bam ma héa SHA-1 duogc chon dé su dung cho cad RSA va DSA. Thu

nghiém duoc 1dp lai 50.000 lan. Két qua nhan dugc nhu sau:

Bang 2.3 So sanh thai gian tao khéa, tao chir ky va xac nhén chir ky ciia RSA véi DSA

Kich
thwoc
(bit)

Tao khoéa (gidy)

Tao chir ky (giay)

Xdac nhan chir ky
(giay)
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RSA DSA | DSA/| RSA | DSA |RSA/| RSA | DSA | RSA/

RSA DSA DSA

512 | 0,0408 | 0,5676 |13,93|0,0351 |0,0011 | 32,60 |0,0320 | 0,0017 | 19,32

576 | 0,0568 | 0,8030 | 14,14 |0,0361 | 0,0013 | 27,24 |0,0321 | 0,0022 | 14,60

640 | 0,0757 | 1,2464 | 16,47 |0,0371|0,0015 | 24,53 | 0,0319 | 0,0025 | 12,57

704 | 0,0994 | 1,7948 | 18,06 | 0,0387|0,0019 | 20,25 | 0,0320 | 0,0031 | 10,16
768 | 0,1278 | 2,3668 | 18,52 |0,0408 | 0,0016 | 25,29 | 0,0321 | 0,0040 | 7,94
832 | 0,1609 | 3,0526 |18,97|0,0428 | 0,0021 | 20,31 | 0,0322 | 0,0044 | 7,34
896 | 0,2026 | 4,2369 |20,92|0,0454 |0,0027 | 16,58 | 0,0321 | 0,0050 | 6,36
960 | 0,2446 | 5,4622 |22,33 10,0480 | 0,0026 | 18,45 | 0,0321 | 0,0061 | 5,29
1024 | 0,2734 | 7,1210 | 26,05 |0,0515 | 0,0035 | 14,86 | 0,0318 | 0,0068 | 4,69
2048 | 2,4876 |103,1124 | 41,45 |0,1749 | 0,0124 | 14,16 | 0,0325 | 0,0240 | 1,35
3072 | 11,1882 | 508,2395 | 45,43 | 0,5056 | 0,0278 | 18,19 | 0,0341 | 0,0539 | 0,63

Thur nghi€m trén moi truong Windows XP, b xtr 1y Pentium 4 3.00 GHz, bo nhé 512 MB.

Két qua thir nghiém ciing cho thy toc do xac nhan chit ky ciia RSA khong thay doi

dang ké khi kich thudc khoa ting do sb mii cong khai e dugc st dung ludn 1a mot sé di 16n

(gia tri phd bién hién nay 13 65537) va téc do thuc hién phép liy thira modulo (phép toan

chinh trong quy trinh x4c nhan chit ky) s& taing khong nhiéu. Nguoc lai, toc d6 xac nhan chir

ky ctia DSA mic du thdp hon RSA nhung s& ngay cang tang khi kich thudc khéa ting l1én.

Nguyén nhan 1a do quy trinh x4c nhan chit ky cia DSA gdm rat nhiéu phép tinh ton chi phi

cao (phép lity thira modulo va phép nhan) nén khi kich thudc khéa ting dan thi diéu nay s&

tro thanh ganh nang. Mac khac, néu kich thude L duoc chon 16n hon thi téc d6 xac nhan

chit ky s€ cham hon nira.
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2.4.2.4 H¢ chir ky ElGammal

H¢ chir ky ElGammal dugc thiét ké riéng biét cho muc dich chir ky, trai ngugc véi
RSA thuong dugc sir dung cho cd ma hda cong khai va chir ky. H¢ chir ky ElGammal la
khong xac dinh, nghia 13 c6 rat nhidu gia tri chit ky cho ciing mét théng diép cho trude [7].
Thuat toan xac minh phai c6 kha nang nhan bét ky gia tri chit ky nao nhu 1a viéc xéc thyc.
So db chit ky ElGammal dugc miéu ta nhu sau:
Cho p la mét s6 nguyén to nhw bdi toan logarit roi rac trong Z, o € Zp* la mot phan tir
nguyén tirva p = Zp*, a =(Zp*)*Zp_1 va dinh nghia:
K={(p. o a p):p=o’(nodp)}
Trong do gia tri p, a, p la cong khai con a la bi mat

Véi K = {(p, a, a, B) va chon mdt so ngau nhién k €Z*p_1, dinh nghia:

Sigi(x, k) = (y, 9)
Trong d6y = o* mod p

o=(x-a p)k”’ mod (p-1)
Voix, y €Z*p va o € Z,., dinh nghia:
Ver(x, y, ) = TRUE < B = o* (mod p)
Néu chit ky la ding thi viéc xdc nhdn thanh céng khi:
,Byya = oo™ (mod p) = o* (mod p)
Trong do ay + ko =x (mod p—1). [10]
B s€ tinh toan chir ky béng viéc st dung cd gia tri bi mat a (mot phé‘in cua khoa) va s6 bi mat
ngau nhién k (gia tri dé ky buc dién). Viéc xac minh c6 thé thuc hién duoc chi véi cac thong
tin dugc cong khai.
2.4.2.5 Chuan chit ky sb

Chuan chir ky dién tir (DSS) duoc sira ddi tir hé chit ky ElGammal. DSS str dung mot
khoéa cong khai dé kiém tra tinh toan ven cua dir liéu nhan duoc va déng nhét véi dir liéu
ctia nguoi gui. DSS ciing ¢6 thé st dung boi nguoi thir ba dé xac dinh tinh xac thuc cta chir
ky va dir li¢u cua no.

DSS di stra d6i hé chit ky ElGamma cho phu hop theo cach nay mot khac khéo 1éo,

dé mdi 160 bit birc dién duoc ky st dung mét chit ky 320 bit, nhung vi¢c tinh toan duogc

thuc hién véi 512 bit modulo p. Cach nay dugc thuc hién nho viéc chia nho Zp* thanh cac

160
2

truon c6 kich thudce 2'%. Viéc thay d6i nay s& lam thay doi gia tri &:
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d=(x + ay)k” mod (p— 1)
Diéu nay ciing 1am cho gia tri kiém tra ciing thay doi:
A'B'=7’ (mod p)
Néu UCLN (x + ary, p -1) = 1 thi s& ton tai 5 mod (p-1), do dé ta co
AR =y (mod p)

Pay chinh 14 sy d6i méi ciia DSS. Chiing ta cho q 13 mét s6 nguyén té 160 bit sao cho q | (p
— 1) va o 1a mot s6 thir q ctia 1 mod p, thi B va y ciing 1a s6 thi q cia 1 mod p.
Do d6, a, P va y co thé dugc tdi gian trong modulo p ma khong anh hudng gi dén viée xac

minh chir ky. So d6 thuat toan:

Cho p la mét s6 nguyén t6 512 — bit trong truong logarit roi rac Z,; q la mét s6 nguyén t6
160 — bit va q chia hét (p-1). Cho o thugc Z,; p = Zp*, A =7,*Z,va dinh nghia:

K={(p. q aa p):p=a’(modp)}
Trong do gid tri p, q, a, f la cong khai, con a la bi mat.
Vi K = (p, a, a, ) va chon mét sé ngau nhién k (1 <=k <= g-1) va dinh nghia:
Sigi(x, k) = (7, 0)
Trong do y = (ak mod p) mod q
§=(x+ayk' modq
Voi x thuoc Z*p vay, o thuoc Z,, viéc xac minh duoc thyc hién bcfng cach tinh:
E; =x0" mod q
E>=v5"mod g
Ver(x, y, §) = TRUE < (o' % mod p) mod q = y [10]
Chu ¥ rang, vi DSS thi & # 0 (mod q) vi gia tri ' mod q can cho viéc xac minh chir ky .
Khi B tinh mot gia tri 6=0 (mod q) trong thuat todn ky, anh ta nén bo néd di va chon médt so6
ngau nhién k mai.
2.5 PDF va chir ki sb

PDF (Viét tat tir tén tiéng Anh Portable Document Format, Pinh dang Tai li¢u Di
dong) 1a mdt dinh dang tap tin van ban kha phé bién cua hang Adobe System. Tuong tu nhu
dinh dang Word (.doc), PDF hd tro vin ban tho (text) cung voi phong chit, hinh anh d6 hoa,
am thanh va nhiéu hiéu Gmg khac. Tuy nhién, viéc hién thi vin ban PDF khong phu thudc

vao moi truong lam vi¢e cia nguodi st dung (cau hinh may, phan mém va hé di€u hanh).
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Khong nhu van ban Word, mét vin ban PDF, trong hau hét cac trudng hop s& dugc hién thi
gidng nhau trén nhitg moi truong lam viéc khac nhau. Chinh vi vu diém nay, dinh dang
PDF di tré nén phd bién cho viéc phat hanh sach, bao hay cac tai liéu khac qua mang

Internet.

Pé doc duge tap tin PDF trén may vi tinh, ngudi ding phai ¢6 mot phan mém hd trg
dinh dang nay. Phan mém pho bién hién nay 1a Adobe Reader hay Foxit Reader. [6]

2.6 Tong két chwong

Chuong nay da cung cip mdt cai nhin toan ven va tong quéat nhat vé thuat toan RSA,
ham bam, chit ky s, co s¢ ha tang tao khoa va dinh dang PDF. Chuong ndy ciing cung cép
mot cai nhin tdng quat nhat vé cic hé chit ky sb, danh gia gitra cac hé chit ky sb. Nhiing
thudt toan nay chinh 1a chia khoa dé tao ra mot chit ky s6 hop 18 va tin cdy dung cho ky va

xac thuc van ban.
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CHUONG 3: AP DUNG CHU KY SO CHO BAI TOAN IN HOA
PON VTO01 TAI VIEN THONG HA NOI

Chuong nay s& xay dung Gng dung cu thé, cai dit mot ing dung chir ky sd cho tai
liéu PDF hoa don VTO1 tai Vién thong Ha Noi.
3.1 Yéu ciu chung ciia bai toan

V61 mét lugng khach hang 16n, hang thang dir li¢u in héa don VTO01 cua VNPT Ha
Noi 1én toi gan mot triéu khach hang, nhitng rui ro sai sét trong khau in ciing nhu khau cung
cap dir liéu dung cho in 4n 13 khé tranh khoi. Yéu cau cap thiét 1a dya trén file text van ding
dé in hoa don VTO1 hang thang (file text c6 cau truc), thong qua chuong trinh s& chuyén doi
tao thanh file VTO1 ctia khach hang theo dinh dang PDF, giup viéc luu giit, in 4n va tra ctru
dé dang hon.

e Tao ra file hoa don VTOI cua tirng ma khach hang, thuan tién cho viéc luu trit va tim
kiém.

e Lay s hoa don cho timg khach hang thong qua Web Service cua Trung Tam Tin
Hoc

e Giam thiéu viéc in 4n, tranh duoc cac sai sot khong dang co.

e Sir dung USB TOKEN dé ki

e File PDF sau khi tao xong duoc luu giit va 1a ddu vao cho bai toan Thanh Toan ciia
VNPH Ha Noi.

Bai toan la tao ra file hoa don VTO1 theo dinh dang PDF duya trén file text VTO1 co cAu
tric. Chirc ndng co ban cua ung dung la: Nguoi su dung ky tai liéu dung chiig chi cua ho
hodc ching chi duogc cho phép ki (USB TOKEN do VNPT Ha Noi cung cip) dé tao ra file

héa don PDF dua trén file text ¢6 cau tric.
3.2 Cai dat - Thir nghiém

3.2.1 M6 td chi tiét File dau vao

Tén file: VTxxxxmm.TXT

Béng 3.1 M6 ta d¢ rong cac truong trong file text héa don VTO01

Do rong
STT Truong Mo ta
(Ky tw)
Ma co quan 8 .
1 Theo yéu cau cua DVKH tu thang 042009.
Ma duong thu 6
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Ma duodng thu phu 2
86 hoé don 4
2 | Téndonvinhantién | 60
3 MST DV nhén tién 120
4 Ma Vach 14 xxxxxxxmmyyVT (8 ky tu dau 1a ma KH)
5 Tén KH1 30 Tén khach hang (phan th nhat)
6 Tén KH2 90 (Tén khach hang day da = Tén KHI1 + Tén KH2)
7 Mi s6 thué 2 15 Mi s6 thué cua khach hang
8 bia chi 1 70 Dia chi khach hang (phan thi nhat)
9 Dia chi 2 50 bia chi khach hang dﬁy du=Diachi 1 + Diachi?2
10 | S6 may 25 S6 may dai dién cia khach hang
11 | Ma buu dién 30 La mot chudi gom ma khach hang, ma duong thu,
duong thu phu va thir tu hoa don cua khach hang.
12 | Thang cude 20 Cudc thang MM/YYYY
13 | Cac khoan chiu thué 25 Chudi text khoan muc
14 | Khoan tién chiu thué | 20 Khoan tién chiu thué
15 | Cac khoan khong chiu | 45 Chudi text khoan muc
thué va thu khac
16 | Khoan tién khong chiu | 20 Khoan tién khong chiu thué va thu khac
thué va thu khac
17 |Khuyén mai (khong | 30 Chudi text khoan muc
thu tién)
18 | Tién khuyén mai 20 Tién khuyén mai
19 | Cac khoan truy thu, | 30 Chudi text khoan muc
giam tru
20 | Tién truy thu, giam trir | 20 Tién truy thu, giam trir
21 | Cong tién dich vu 20 Cong tién dich vu (total)
22 | Tién thué GTGT 20 Tién thué GTGT
23 | Tong tién 20 Tong tién
24 | Tién chit 1 70 S tién bang chit phan thir nhat
25 | Tién chit 2 90 S tién bang chit phan thir hai
26 | SO thir tw dé dém 7 S thir tw dé dém s khach hang thyc té in ra

3.2.2 Mgt s6 tién trinh chinh ciia chwong trinh
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Chuong trinh duoc xay dung trén moi truong Visual C# trong bd ung dung Microsoft
Visual Studio 2010.

Doc thong tin cia USB TOKEN, luu vao bién nho.
Poc file Text c6 ciu tric (mdi dong 1a mot ma thanh toan), chuyén thanh d6i

tuong thanh toan, dua ddi twong vao hang doi.

Goi cac tién trinh (ludng) in dong thoi.

Céc tién trinh nay vao hang doi ly dit liéu thanh toan rdi mang ra tao VTO1.
Lay ma s6 hoa don tir Trung Tam Tin Hoc théng qua Web Service.

Thyc hién ky héa don.

Ghi dir li¢u héa don ra dia cung.

3.3 Mt so yéu cau vé phan cirng va phan mém

Dé xuat:

CPU: Intel® Core ™ 2 Duo E7400
RAM: 2GB

HDD: 500 GB

OS: Microsoft Windows XP

Mouse, Key Board, Moniter

May cai dat Microsoft NET Framework 4 Maintenance, dung lugng dia ctiing con
trong it nhat 20MB.

3.4 Mt s6 hinh anh ciia chwong trinh

e Man hinh chinh cua chuong trinh.

T
Es|
=]

%

Hinh 3.1 Man hinh chinh cia chwong trinh
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e Duyét thu muc chira file text va duong dan file dich
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Hinh 3.2 Duyét thu muc file
e Chon nguoi ky
e Nhap PIN TOKEN
e Chuong trinh chay

e File két qua nhan duoc

n
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Hinh 3.6 Két qua

3.5 Toéng két chwong

Chuong nay trinh bay bai toan in hoa don VTO1 tai Vién thong Ha Noi. Vi dau vao
1a dit liéu file text VTOI c6 ciu triic, ngudi dung théng qua chuong trinh sé tao ra nhing file
dau ra 1a hoa don PDF da duoc ky bang USB TOKEN do VNPT Ha Néi cung cip.
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KET LUAN
Két qua dat dwoc:

Luan van tap trung xem xét mot so van de ve ky thuat tao chir ky so, voi mot s6 ky

thuat di kém nhu RSA, cac ham bam, ... Mot s6 két qua luan van di dat duoc:

e Nhiing khéi niém, dac diém co ban cta mot hé théng PKI. Ung dung cua ha tﬁng
khoa cong khai trong thuong mai dién tir. Tu tudng cta thudt toan cap phat khoa, sinh va
kiém tra chit ky ) (RSA, DSA,...), vé wu nhuoc diém cua tung thudt todn, dinh nghia va
dac tinh cua ham bam.

e Xay dung mot ing dung chuyén d6i file dir lidu text c6 cau trac hién dang dung dé in
trén gidy hoa don VTO1 cta Vién thong Ha Noi sang file PDF. Nham phuc vu cho nhu
cau luu trit, tra ciru, tiét giam chi phi in 4n. Piéu nay di ddy nhanh thoi gian dai 1y thu
thué phai di thu hdi va phat lai hoa don VTO1 trong trudng hop néu c6 xay ra sai sot

trong khau in an va rat thiét thuc trong viéc bao v¢ moi truong.
Huéng phat trién:

e Chuong trinh hién nay méi chi chay trén dit liéu text hoa don c6 san ctia Vién thong
Ha Noi. Hudng phat trién tiép theo 13 cai tién chuwong trinh dé c6 thé chay truc tiép luon
trén co so dit lidu Oracle ma khong phai qua khau trung gian 12 file text c6 cau triic.

e Chuong trinh méi chi cé phan tao, ki héa don ma chua c6 phan xac nhan tir phia
ngudi nhan va bén co quan ching thyc (CA) dé kiém tra chung chi sé c6 hop 1& hay

khong.



