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MO DAU

Tir nhitng thoi gian ddu vao nhimg nim 70 va 80 cta Internet va cho dén
ngay nay, Internet da tao 14p cho minh mét vi tri thong tri trong truyén thong
toan cau cho phép tao ra mot sb luong rat da dang cac ing dung may tinh.
Céc mg dung Internet hién nhién 14 hét strc can thiét xét tir goc do Internet,
nhung tat ca cac du bao déu cho thy cac tmg dung ndy cling trdé nén can
thiét voi hau hét cac mang vo tuyén trong tuwong lai. Nganh cong nghiép nay
cling da nhén thic dugc rt rd cac han ché cua giao thuc [Pv4, cac nha cung
cAp mang di dong thé hé sau ciing nhu cac nha cung cap thiét bi cho biét ho
can s lugng dia chi IP cho hang tri¢u thiét bi. Mot trong nhiing ti€u chi
chinh cia cac nha khai thac mang di dong tuong lai 1a kha nang ludn luon
két n6i v6i mang cua nguoi sir dung. Diéu nay doi hoi mot sé lugng 16n dia
chi IP. IPv6 cung cap thém nhiéu kha ning trong d6 dang chu y nhét 1a sy
mo rong vé khong gian dia chi, IPv6 c6 khong gian dia chi 1a 128 bit trong
khi IPv4 chi stir dung 32 bit.

Viéc t6 hop IPv6 va cac hé thong di dong (nhu GSM/GPRS va UMTS) sé&
giam thiéu dugc cac van dé hién tai vé su thiéu hut cua ca hai bén IP va mang
di dong: thiéu dia chi IP, chit lvong dich vu va bao mat trong IP va sy thiéu
hut pho tan trong mang di dong. Bang cach t6 hop hai cong nghé nay, c6 thé
dam bao cung cip loi ich t6t nhat cho nguoi str dung di dong dau cubi.

Trong ludn van ndy trinh bay cac van dé can thiét khi dwa IPv6 vao mang
di dong twong lai. Chwong 1 trinh bay tong quan vé mang 3G, chuong 2 gi6i
thiéu vé mobile IP, chuong 3 trinh bay vé IPv6 va chuong 4 dua ra cac giai

phap thyc hién IPv6 trén nén IPv4.



CHUONG 1. TONG QUAN VE MANG 3G

1.1. Lich sir phat trién.

Nhitng hé théng thong tin di dong dau tién, nay dugc goi la thé hé thir
nhat (1G), str dung cong nghé analog goi 1 da truy nhap phan chia theo tan sd
(FDMA) dé truyén kénh thoai trén song vo tuyén dén thué bao dién thoai di
dong. Nhuoc diém cta cic hé thong nay 1a chat lwong thap, ving phu song
hep va dung luong nhé. Vao cudi thap nién 1980, cac hé thong thé hé thir hai
(2G) duoc dua vao khai thac sir dung cong nghé sé da truy nhap phéan chia
theo thoi gian (TDMA). Pén dau thap nién 1990, céng nghé TDMA duoc
dung cho hé thong thong tin di dong toan cau GSM & Chau Au. Pén giita thap
ky 1990, da truy nhap phan chia theo ma (CDMA) tro thanh loai hé thong 2G
thr hai khi nguoi My dua ra Ti€u chuan noi dia - 95 (IS-95), nay goi la
cdmaOne.

T4t ca cac hé théng 2G déu c6 kha ning cung cip chat luong va dung
luong cao hon. Chuyén ving trd thanh mot phan cua dich vu va ving phi
song ciing ngdy mot rong hon, nhung van phai ddi mit véi cac van dé han ché
vé dung luong trén nhiéu thi truong. Thong tin di dong ngay nay dang tién t6i
mot hé thong thé hé thir ba hira hen dung luong thoai 16n hon, két ndi dit liéu
di dong toc dd cao hon va st dung cac tng dung da phuong tién. Cac hé
théng vo6 tuyén thé hé thir 3 (3G) can cung cap dich vu thoai voi chét lugng
tuong duong cac hé théng htru tuyén va dich vu truyén s6 liéu c6 tdc do tur
144kbit/s dén 2 Mbit/s.

Hién dang c6 2 h¢ théng tiéu chuin hoa: mot chuin dua trén hé théng
CDMA biang hep IS-95, duoc goi 1a ¢cdma2000. Chuén kia 13 sy két hop cua
cac tiéu chuan Nhat Ban va Chau Au do Dy 4n Hop tac Thé hé thua 3 (3GPP)

t6 chic. 3GPP dang xem xét tidu chuan vo tuyén tén 1a truy nhap vo tuyén



mat dat (UTRA-UMTS Terrestrial Radio Access) UMTS. Tiéu chudn nay c6
2 so do truy nhép vo tuyén. Mot trong sd d6 sip xép cac cip dai tan thong qua
ghép song cong phan chia theo tan sé (FDD)-thudng goi 1a CDMA bing
thong rong (WCDMA).

1.1.1. Cac ky thuat da truy nhap (FDMA, TDMA VA CDMA).

Trude khi xem xét twong lai 3G, ciing can khao sat hoat dong cua timg
giao dién noi trén. Thir nhat, cac kénh nay dugc ghép cip sao cho mot kénh di
tur tram di dong dén tram géc va kénh kia di tir tram géc dén tram di dong, tao
diéu kién cho lién lac song coéng. Hinh 1.1 minh hoa giao dién khong gian véi
duong 1én va duong xudng. Thir hai, c6 mot tap cac kénh diéu khién 2 chiéu
dung dé diéu khién cac kénh thoai. Cudi cung, giao dién khong gian can mot
quy trinh ma ¢ d6, cac kénh thoai dugc phan bd cho nhiéu ngudi dung dong
thoi. FDMA, TDMA va CDMA 1a cac phuong thirc phan bo kénh cua giao
dién khong gian.

Hinh 1.1. Tong quan vé hé thong vo tuyén

- FDMA la phuong thitc phan b6 dau tién va ra doi sém nhat. Mot thué bao

muodn tao mdt cude goi s€ phai nhdp sé dién thoai can goi va nhan phim gui.



Néu con dung luong thoai cho té bao, mot cip kénh s& dugc phan bo cho tram
di dong dé phuc vu dam thoai - mdi kénh cho mét chiéu thoai. Xét trén mot so
d6 phan bo té bao dién hinh, sb chiéu thoai t6i da cia mot té bao bat ky 1a
khoang 60. Rd rang 1a khong thé phuc vu hang triéu ngudi dung véi mot dung
lwong han ché nhu thé.

- Céac hé thong TDMA khic phuc van dé dung luong kénh bang cach
chia kénh v6 tuyén don thanh céc khe thoi gian va phan bo 1 khe thoi gian
cho mdi thué bao. Vi dy, hé théng TDMA cua Hoa Ky c6 3 khe thoi gian trén
mdi kénh trong khi hé thong GSM c6 8 khe thoi gian trén mdi kénh. Dé sir
dung cac khe thoi gian, tin hi€u thoai tuong tu can duoc chuyén sang dang $6.
Mot bo ma hoa thoai, dugc goi 1a vocoder, thuc hién cong viéc nay. Dung
lugng c¢6 dugc ban dau hoi nho song véi viée ding cac vocoder toc do bit
thap, sd kénh thoai trén mdi kénh v tuyén cé thé dugc ting 1én dang ké....
Cong nghé nay doi hoi von dau tu ban dau it ton kém hon CDMA.

- Con cong nghé da truy nhap phan chia theo ma CDMA la cong nghé
trai phd cho phép nhiéu tan sb duoc sir dung ddng thdi; ma hoa timg géi tin
hiéu s6 bang mot ma khoa duy nhat truée khi dua 1én kénh vat 1y va gui di.
Qua trinh ndy con duoc goi 1a diéu ché tap 4m vi tin hiéu dau ra cua nd gidng
nhu tap 4m nén. B nhan CDMA chi biét nhan va giai ma. Céng nghé nay cé
tinh bado mat tin hi€u cao hon TDMA. Theo cic chuyén gia CNTT Viét Nam,
xét & goc do bao mat thong tin, CDMA c¢6 tinh nang uu viét hon.

Nho hé théng kich hoat thoai, hiéu sudt tai st dung tan sb trai phé) cao va
diéu khién ning luong, nén nod cho phép quan 1y sé luong thué bao cao gip 5 -
20 1an so véi cong nghé GSM. Ap dung k¥ thuat ma hoa thoai méi, CDMA
nang chat luong thoai 1én ngang bang vai hé théng dién thoai hiru tuyén. Doi
v6i dién thoai di dong, dé dam bao tinh di dong, cic tram phat phai dugc dat

rai rac khap noi. Méi tram s€ phu séng mot vung nhat dinh va chiu trach
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nhiém véi cac thué bao trong viung d6. V6i CDMA, ¢ ving chuyén giao, thué
bao co thé lién lac v6i 2 hodc 3 tram thu phat cing mot lac, do d6 cude goi
khong bi ngit quing, 1am giam dang ké xac suit rét cudc goi.

Mot vu diém khac nita cia CDMA 13 nho str dung céc thuat toan diéu
khién nhanh va chinh xéc, thué bao chi phat & muc cong suét vira du dé dam
bao chat luong tin hiéu, gitp ting tudi tho cia pin, thdi gian chd va dam
thoai. May dién thoai di dong CDMA ciing c6 thé st dung pin nhé hon, nén
trong luong may nhe, kich thudc gon va dé sir dung.

Trong thong tin di dong, thué bao di dong di chuyén khip noi v6i nhiéu
tdc do khac nhau, vi thé tin hiéu phat ra co thé bi sut gidm mot cach ngﬁu
nhién. Dé bu cho sy sut giam ndy, hé théng phai diéu khién cho thué bao ting
murc cong suat phat. Cac hé thong analog va GSM hién nay c6 kha niang diéu
khién chim va don gian, thué bao khong thé thay d6i muc cong suat du
nhanh, do d6 phai luon ludn phat & cong suat cao hon vai dB so véi mirc can
thiét. Tuy nhién, dé sir dung mang dién thoai di dong CDMA, ngudi dung
phai trang bi thiét bi dau cudi phut hop véi cong nghé ctia mang. Trong van dé
bao mat, CDMA cung cép ché d6 bao mat cao nho st dung tin hi¢u trai bang
phd rong. Céc tin hiéu bang rong kho bi ro ra vi nd xuat hién ¢ mic nhiéu,
nhitng nguodi cé y dinh nghe trom s€ chi nghe dugc nhitng tin hi¢u vo nghia.
Ngoai ra, voi tbe do truyén nhanh hon cac cong nghé hién co, nha cung cap
dich vu c6 thé trién khai nhiéu tuy chon dich vu nhu thoai, thoai va dir liéu,
fax, Internet...

Khéng chi tmg dung trong hé théng thong tin di dong, CDMA con thich
hop sur dung trong vi¢c cung cép dich vu dién thoai vo tuyén ¢ dinh véi chét
luong ngang bang véi hé théng hitu tuyén, nhd ap dung ky thuat ma hoa méi.
Dic biét cac hé thong nay co thé trién khai va md rong nhanh va chi phi hién

thap hon hau hét cic mang hiru tuyén khac, vi doi hoi it tram thu phat.
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Tuy nhién, nhitng may dién thoai di dong dang sir dung chuan GSM hién
nay khong thé sir dung chuan CDMA. Néu tiép tuc phat trién GSM, hé thong
thong tin di dong nay s& phai phat trién 1én WTDMA méi dap tng duoc nhu
cau truy cap di dong cac loai thong tin tir mang Internet véi toc do cao, thay
vi v6i toe do 9.600 bit/gidy nhu hién nay, va so vé6i toc do 144.000 bit/gidy
cua CDMA

Trong hon mét ty thué bao dién thoai di dong trén thé gidi, khoang 863,6
tri¢u thué bao st dung cong ngh¢ GSM, 120 tri¢u dung CDMA va 290 triéu
con lai ding FDMA hodc TDMA. Khi tién toi 3G, cac hé thong GSM va
CDMA sé tiép tuc phat trién trong khi TDMA va FDMA sé& chim dan véao
quén lang. Con duong GSM sé t61 la CDMA bang thong rong (WCDMA)
trong khi CDMA s€ la cdma2000.

1.1.2. Mang di dong 3G

Ttr thip nién 1990, Lién minh Vién thong Qudc té di bt tay vao viéc phat
trién mot nén tang chung cho cac hé thong vién thong di dong. Két qua 1a mot
san pham duoc goi 1a Thong tin di dong toan cau 2000 (IMT-2000). Con sd
2000 c6 nghia 1a san pham nay s& c6 mat vao khoang nam 2000, nhung thuc
té 1a cham dén 2, 3 nam. IMT-2000 khéng chi 1a mot b dich vu, n6é dap tng
udc mo lién lac tir bat ¢t noi dau va vao bt cir luc nao. Pé duge nhu vay,
IMT-2000 tao diéu kién tich hop cac mang mat dat va (hodc) vé tinh. Hon thé
nira, IMT-2000 cling dé cap dén Internet khong day, hoi tu cac mang ¢ dinh
va di dong, quan 1y di dong (chuyén ving), cac tinh ning da phuong tién di
dong, hoat dong xuyén mang va lién mang.

Nhu di noi, cac hé théng 3G can phai hoat dong trén mot dai phd da rong
va cung cap duoc cac dich vu thoai, dit liéu, da phuong tién. D6i voi mot thué
bao hoat dong trén mot 6 si€éu nho (picrocell), tdc do dit liéu co thé dén 2,048

Mbit/s. V&1 mot thué bao di dong vai tbc do cham hoat dong trén mogt 6 cuc
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nhoé (microcell), téc d6 dit liéu c6 thé dat téi 348 kbit/s. Véi mot ngudi dung
di dong trén phuong tién giao thong hoat dong trén mot 6 16n (macrocell), te
d6 dir liéu c6 thé dat téi 144 kbit/s. Hinh 1.2 minh hoa méi quan hé gitra cac
khu vuc dich vu khac nhau ctia IMT-2000. Mt phan quan trong ctia hé thong
nay 1a dich vu chuyén mach géi dir liéu. Con duong tién 1én 3G tir 2G bat dau
tur su ra do1 cua cac dich vu dit li¢u bung nd va theo goi.

. WAAN: Mang dign ©ng

Te&n c&u + MAMN: Mang wing & thi

« LAN: Mang cuc bd

« PAMN Mang wing cé nhé&n
Thénh pha

W& tinh & Ién & cut nhé & sigu nhd
Hinh 1.2. Cac khu vuc dich vu cua IMT-2000

Con duong tién téi 3G duy nhat cia GSM 1a CDMA bang thong rong.
Trén thi truong chdu Au, WCDMA duoc goi 1a Hé thong vién thong di dong
toan cau (UMTS). Trong cau trac dich vu 3G, cin c6 biang thong rat 16n va
nhu thé can nhiéu phd tan hon. Cac nha cung cép dich vu chau Au dung hon
100 ty USD dé mua phd tan cho cac dich vu 3G, cac nha cung cp dich vu
khac trén thé gi6i ciing da phan bo phd 3G. O Hoa Ky, FCC chua thé nhanh
chéng phan bo bat ¢ phd niao cho cac dich vu 3G. Hoa Ky c6 khoang
190MHz phé tan phan bo cho cac dich vu vo tuyén di dong trong khi phan
con lai ctia thé gidi chi dugce phan bo 400 MHz. Vi thé co thé tin rang sy phat

trién 1én 3G ¢ Hoa Ky s& rat khic voi phan con lai cua thé giéi.



Pé dén 3G co 18 can phai di qua giai doan 2,5G. Néi chung, 2,5G bao
gém mot hoic tat ca cic cong nghé sau: Dir liéu chuyén mach goi toc do cao
(HSCSD), Dich vu v6 tuyén géi chung (GPRS), Tdc do dit liéu ning cao cho
su phat trién GSM hay toan cau (EDGE).

Internet
I Intrane \ )
] [SPeoe

Hinh 1.3. Ciu trac hé théng GPRS.

- HSCSD 1a phuong thirc don gian nhat dé nang cao toc do. Thay vi mot
khe thoi gian, mot tram di dong co thé st dung mdt s6 khe thoi gian dé két
nbi dir liéu. Trong cac ung dung thuong mai hién nay, thong thuong sir dung
tdi da 4 khe thoi gian, mdt khe thoi gian cd thé st dung hodc tdc do 9,6kbit/s
hodc 14,4kbit/s. Pay 1a cach khong tén kém nham ting dung luong dit liéu chi
bang cach nang cip phian mém cta mang (di nhién 1a ca cac may tuong thich
HSCSD). Nhung nhugc diém 16n nhét cia né 13 cach str dung tai nguyén vo
tuyén. Boéi day 1a hinh thuic chuyén mach kénh, HSCSD chi dinh viéc st dung
cac khe thoi gian mot cach lién tuc, tham chi ngay ca khi khong c6 tin hi¢u

trén dudng truyén.
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- Giai phap tiép theo 1a GPRS va dudng nhu 12 giai phap duoc nhiéu nha
cung cap lua chon. Téc do dir lidu ctia né c6 thé 1én toi 115,2kbit/s bang viée
dung 8 khe thoi gian. N6 dugc quan tdm vi 13 hé thong chuyén mach géi, do
d6 né khong str dung tai nguyén vo tuyén mot cach lién tuc ma chi thuc hién
khi c6 mot cai gi d6 dé guri di. GPRS dic biét thich hop vé6i cac tmg dung phi
thoi gian thuc nhu email, ludt Web. Trién khai hé thong GPRS thi tén kém
hon hé théng HSCSD. Mang nay can cac thanh phan méi, ciing nhu can stra
di cac thanh phan hién c6 nhung né dugc xem 1a bude di can thiét dé tién t6i
tang dung luong, dich vu. Mot mang GSM ma khong c¢6 kha nang GPRS s¢
khong ton tai 1au trong tuong lai.

Budc tiép theo 1a cai tién GSM thanh téc d6 dit liéu nang cao cho sy phat
trién GSM hay toan cau (EDGE), ting toc do dir liéu 1én toi 384kbit/s voi 8
khe thoi gian. Thay vi 14,4kbit/s cho mdi khe thoi gian, EDGE dat t6i
48kbit/s cho mot khe thoi gian. Y tuong cua EDGE 14 sir dung mot phuong
phap diéu ché méi dugc goi 1a 8PSK. EDGE la mot phuong thirc nang cap
hap dan ddi véi cac mang GSM vi nd chi yéu cdu mot phan mém nang cap
tram goc. N6 khong thay thé hay noi dung hon cing ton tai véi phuong phap
diéu ché khoa dich tdi thiéu Gaussian (GMSK), duoc sir dung trong GSM,
nén cac thué bao c6 thé tiép tuc sir dung may di dong cii ctia minh néu khong
can duoc cung cép chat luong dich vu tdt hon. Xét trén khia canh ky thuat,
cling can gitr lai GMSK cii vi 8PSK chi c¢6 hiéu qua & ving hep, voi ving
rong van can GMSK. Néu EDGE duoc st dung cung v6i GPRS thi su két hop
nay dugc goi 1a GPRS néing cip (EGPRS), con sy két hop cua EDGE va
HSCSD dugc goi 1a ECSD.

WCDMA thuc su la mot dich vu vo tuyén bang thong rong sur dung bang

tan SMHz dé dat duoc toc d6 dit liéu 18n téi 2Mbit/s. Hién tai ca chau Au va
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Nhat Ban déu dang thir nghiém/trién khai WCDMA va cong nghé nay dang

tién trién nhanh trén con dudng thuong mai hoa.

_UTRAN

Intrane

Hinh 1.4. Cu trac hé thong UMTS

CDMA khong chuyén ngay sang 3G do thiéu pho tan trén thi truong Hoa
Ky. Thi truong Han Qudc di thir nghiém cdma2000 trén phd tan 3G cua
minh. Ciing nhu déi voi GSM, Hoa Ky va phan con lai cta thé gii c6 nhitng
con duong rat khac nhau dé di dén 3G.Cdma2000 duoc cau trac theo cach dé
cho phép nhiéu mirc dich vu 3G trén kénh 1S-95 1,25MHz truyén thong. Cac
dich vu nay 1a cdma2000 1xRTT (mot thoi dugce goi 1a cong nghé truyén dan
v tuyén kich thudc kénh IS-95). Vi cong suit 3G tdi da, cdma2000 st dung
mot kénh 3,75 MHz, 16n gap 3 1an kénh truyén thong, goi 1a 3xRTT.

Hé théng 1xRTT str dung mot so dd diéu ché hiéu qua hon dé ting gip
doi sb lugng thué bao thoai va tao ra cac kénh dir li¢u 1€n té1 144kbit/s. Tbc
d6 nay dd cho phép mot s6 nha cung cip dich vu cho rang minh dang thuc
hién 3G. Trong thuc té, toc 46 ngudi dung sé & trong khoang 50-60kbit/s. Di
liéu theo so dd 1xRTT s& dugc chuyén mach goi dé dam bao s dung kénh

hi¢u qua.
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Wang v tuyvén
[RRC, FCF)

hanonhacung cdp
fruy nhép khach

Mang nha cung c8p
truy nhép cha

Hinh 1.5. C4u trac hé théng cdma 2000 1X

Tbc @6 1én téi 2,4Mbit/s ¢ thé dat dugc bang cach trién khai 1XEV-DO
turc 1a dich vu chi c6 dit liéu - khong cé thoai trén kénh nay. Khi 1xEV-DV

dugc trién khai thi ta s& c6 kénh da phuong tién thyc su.

Hinh 1.6. C4u trac hé théng cdma 2000 1x EV DO
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1.2288 Mcps

1.26 MHz

Hinh 1.7. Bang thong va téc do chip cia UMTS va cdma 1x, 3xRTT

Xa hon 1XEV-DV, 3xRTT la mot kénh 3,75MHz trén phd SMHz - 1,25
MHz con lai dugc dung cho dai tan bao vé trén va dudi. Co mdt s6 kich ban
hoat dong cho phé 10MHz, 15MHz, va 20 MHz. CDMA2000 3xRTT con cé
tén 1a “3x,” "MC-3x,” va "IMT-CDMA MultiCarrier 3x™. Hinh 1.7 so sanh kich
thudc kénh va tde do chip cia UMTS va CDMA 1x va 3x..

Nhu vay la s€ c6 khong chi mdt con dugc di téi cac hé théng vO myén di
dong 3G. Va ciing rd rang 1a IMT-2000 d3 duoc dong dao chdp nhan. Tuy
nhién, tinh khong twong thich cua cac cong nghé 3G, viéc thiéu phé tan, thiéu
ciac ung dung va thiét bi 3G dit ra mot s van dé can giai quyét.
Tir quan diém coéng nghé, ca WCDMA va cdma2000 déu sir dung cac ky thut
trai phd rong. Tuy nhién, chung c6 cau trac kénh, ma chip, tdc d6 chip va tha
tuc dong bd hoa khac nhau. Can c6 thoi gian dé hai hoa céc tré ngai cong
nghé nay. Dé giai quyét duge van dé pho trén toan cau sé ton kém va mat
nhiéu thoi gian. Cudi cing, can c6 nhiéu dich vu hon nita dé thu hat khach

hang. Chiing ta da thay su phd bién cua email va tin nhan d6i voi PDA va
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dién thoai di dong. Gid day ching ta can mét loat cac ung dung da phuong
tién doi hoi phai c6 tbe do dit liéu cua 3G

1.2. Cac nha cung cip dich vu 3G trén thé giéi.

Bon nha cung cdp dich vu 16n duéi day dang cho trién khai cac dich vu
kha dung trén mang 3G, tuy nhién k& hoach va thoi diém trién khai c6 khac
nhau doi chit. Bon nha cung cip dich vu 3G bao gom: Cingular/AT&T
Wireless (Cingular sat nhap v6i AT&T Wireless), T-Mobile, Verzon va Sprint
Nextel.

1.2.1. Cingular/AT&T Wireless
Mang hién tai: GSM/GPRS/EDGE
Mang 3G du kién: UMTS/HSPDA

K& hoach 3G: Cingular/AT&T WirelessThe da ky két hop tac v6i Ericsson
va Lucent Technologies dé trién khai dich vu UMTS/HSDPA, du kién s& bét
dau vao nira dau nam nay (2005).

Céc thiét bi di dong ho tro: Nokia 6651, Motorola A845

1.2.2. Sprint/Nextel

Mang hién tai: CDMA/1xRTT

Mang 3G du kién: 1XEV-DO, tuong lai s€ nang cap 1én 1XEV-DV

K& hoach 3G: Sprint vira ky két mot hop dong tri gia 3 ty USD véi Lucent,
Motorola, va Nortel dé nghién citu va thuc hién chién luoc 3G.

1.2.3. T-Mobile

Mang hién tai: GSM/GPRS

Mang 3G du kién: UMTS/HSPDA

K& hoach 3G: T-Mobile dang d6i mat vGi nhi€u thach thdc va canh tranh

khi trién khai mang 3G. Theo dai dién cua hiang nay, dai tdn cho mang di dong
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3G ctia T-Mobile hién khong con da, va chi ¢ thé khac phuc dugc vao nam
2007.

1.2.4. Verizon

Mang hién tai: CDMA/1xRTT

Mang 3G du kién: 1XEV-DO

K¢& hoach 3G: Verizon di cho trién khai mang 3G tir kha sém véi dich vu
IXxEV-DO tai San Diego va Washington D.C. tir thang 10/2003.

Céc thiét bi di dong ho trg: LG VX8000, Samsung SCH-A890, UTStarcom
CDM-8940

1.3. Tong quan vé mang NGN.

NGN Ia mang hoi tu ca thoai, video va dir li€u trén cung mdt co s& ha
tang dya trén nén tang IP, 1am viéc trén ca hai phuong tién truyén thong vo
tuyén va hiru tuyén. NGN 1a su tich hop cdu trac mang hién tai véi ciu trac
mang da dich vu dua trén co s& ha tﬁng co san, voi su hop nhat cac hé
théng quan ly va diéu khién. Cac ung dung co ban bao gém thoai, hoi nghi
truyén hinh va nhan tin hop nhat (unified messaging) nhu voice mail, email
va fax mail, cung nhiéu dich vu tiém nang khac.

1.3.1. C4c diic diém ciia NGN:

e Sir dung coéng nghé chuyén mach mém (SW-SoftSwitch) thay thé cac
thiét bj tong dai chuyén mach phan ctmg (hardware) cong kénh. Cac mang
cua turng dich vu riéng r€ duoc két ndi v6i nhau thong qua su diéu khién
ctia mot thiét bi tong dai duy nhat, thiét bi tong dai nay dua trén cong nghé
SW duoc vi nhu 1a 'trai tim' cia NGN.

e Mang hdi tu thoai va dir liu, ¢ dinh va di dong. Céc loai tin hi¢u duoc
truyén tai theo k¥ thuat chuyén mach goéi, xu huéng sip toi dang tién dan

l1én sur dung mang IP véi ki thuat QoS nhu MPLS.
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e Mang bang thong rong cung cap da dich vu: Mang truyén din quang
v6oi cong nghé WDM (Wavelength Division Multiplexing) hay DWDM
(dense WDM).

1.3.2. Céu tric mang NGN.

CAu tric mang NGN bao gém 5 16p chirc nang: 16p truy nhép dich vu
(service access layer), 10p chuyén tai dich vu (service transport/core layer),
16p diéu khién (control layer), 16p tng dung/dich vu (application/service
layer) va 16p quan ly (management layer). Hinh 1 thé hién cdu tric cta

NGN.

1.3.2.1. Lop vng dung/dich vu

Lép tmg dung va dich vu cung cip cac tng dung va dich vu nhu dich
vu mang thong minh IN (Intelligent network), tra tién trude, dich vu gia tri
gia ting Internet cho khach hang thong qua 16p diéu khién... Hé théng tng
dung va dich vu mang nay lién két véi 16p diéu khién thong qua cac giao
dién moé APL Nho giao dién mo ndy ma nha cung cap dich vu co thé phat
trién cac ing dung va trién khai nhanh chong cac dich vu trén mang. Trong
moi trudng phét trién canh tranh s& ¢ rat nhiéu thanh phan tham gia kinh

doanh trong 16p nay.

1.3.2.2. Lép diéu khién.

L&p diéu khién bao gom cac hé thdng didu khién két ndi cudc goi giira
cac thué bao thong qua viéc diéu khién cac thiét bi chuyén mach
(ATM+IP) cua 16p chuyén tai va cac thiét bi truy nhép cta 16p truy nhap.

Lop diéu khién c6 chic nang két noi cudc goi thué bao vdi 16p Ung
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dung/dich vu. Céac churc nang nhu quan ly, cham so6c khach hang, tinh cudc

cling duoc tich hop trong 16p diéu khién.

1.3.2.3. Lép chuyén tii dich vu

Bao gom céic nat chuyén mach

Tol e Lép didu khién

I Glan tidp chudh Mang b |-
Lép chuyén tai dich vy 3

(ATM+IP) va cac hé théng truyén
dan (SDH, WDM), thyc hién

chic nang chuyén mach, dinh

L

Lop truy nhdp dich vu A ’ A . o~ , A
Thanh phén { tuyén cac cudc goi gilta cac thué

4 lin guan
didn HGN

iét bi ddu cubi . . -
B bao cua 16p truy nhdp dudi su

Hinh 1.8 Céu tric mang NGN diéu khién cua thiét bi diéu khién
cudc goi thudc 16p diéu khién. Hién nay dang con nhiéu tranh cai khi st
dung ATM hay MPLS cho 16p chuyén tai nay.
1.3.2.4. Lop truy nhdp dich vu

Bao gdm céc thiét bi truy nhip cung cip cac cong két ndi voi thiét bi
dau cudi thué bao qua hé thdng mang ngoai vi cap dong, hodc cap quang,
hodc théng qua méi trudng vo tuyén (thong tin di dong, vé tinh, truy nhap
vo tuyén c6 dinh...)
1.3.2.5. Lop qudn ly

Day 1a 16p dic biét xuyén subt cac 16p trén. Cac chic ning quan ly
dugc chu trong la: quan ly mang, quan 1y dich vu, quan ly kinh doanh.

1.3.3. Cac thanh phén ciia mang NGN.
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Mobi twong quan giita cAu trc phan 16p

chtrc ning va cac thanh phan chinh cta mang Lép tng dung ! dich vy
NGN dugc mo ta trong hinh 1.9. I\ Lép idu Khidn
i, Thidd b yén h mkm
Theo hinh 2 ta nhan thiy, cac loai thiét bi Lép Chuyén Mach

dau cudi két ndi dén mang truy nhap (Access
Network), sau d6 két nbi dén cac cong truyén
thong (Media Gateway) nim & bién ctia mang

truc. Thiét bi quan trong nhit cia NGN 1a SW

nam & tdm ctia mang truc (con hay goi 1a mang . L
. , . Hinh 1.9 Cau trac 16p va cac
161). SW di€u khién cac chirc nang chuyén mach  thanh phan chinh trong mang

va dinh tuyén qua cac giao thirc. Cac giao thirc n NGN

phan sau. Hinh 3 liét ké chi tiét cac thanh phan trong mang NGN cung véi
cac dic diém két ndi ctia nd dén cac mang cong cong (PSTN).

1.3.3.1. Thiét bi SW

Thiét bi SW 14 thiét bi diu ndo trong mang NGN. N6 lam nhiém vu
diéu khién cudc goi, bao hiéu va cac tinh ning dé tao mot cudc goi trong
mang NGN hodc xuyén qua nhiéu mang khac (vi du PSTN, ISDN). SW
con duoc goi 1a Call Agent (vi chie nang diéu khién cudc goi ciia nd) hodc
Media Gateway Controller - MGC (vi chirc ning diéu khién cong truyén
thong - Media Gateway).

Thiét bi SW c6 kha ning twong tac v6i mang PSTN thong qua cac
cong bao hiéu (Signalling Gateway) va cong truyén thong (Media
Gateway). SW diéu khién cudc goi théng qua cac bao hiéu, co hai loai
chinh:

- Ngang hang (peer-to-peer): giao tiép gitta SW va SW, giao thirc sir
dung 1a BICC hay SIP.
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- Piéu khién truyén thong: giao tiép gitra SW va Gateway, giao thirc
su dung la MGCP hay Megaco/H.248.
1.3.3.2. Cong truyén thong

Nhiém vu chu yéu cua cong truyén thong (MG - Media Gateway) 1a
chuyén doi viéc truyén thong tir mot dinh dang truyén dan nay sang mot
dinh dang khac, thong thuong 1a tir dang mach (circuit) sang dang goi
(packet), hodc tir dang mach analog/ISDN sang dang géi. Viéc chuyén d6i
nay dugc diéu khién béng SW. MG thyc hién viéc ma hoa, gidi ma va nén
dtr liéu thoai.

Ngoai ra, MG con hd trg cac giao tiép voi mang dién thoai truyén
théng (PSTN) va cac giao thitc khic nhu CAS (Channel Associated
Signalling) va ISDN. Tém lai, MG cung cap mot phuong tién truyén thong
dé truyén tai thoai, dir lidu, fax va hinh anh giita mang truyén thong PSTN
va mang goi IP.

1.3.3.3. Cong truy nhap

Cong truy nhap (AG - Access Gateway) 1a mot dang cia MG. N6 c6
kha ning giao tiép véi may PC, thué bao ciia mang PSTN, xDSL va giao
tiép voi mang goi IP qua giao tiép STM. O mang hién nay, luu luong thoai
tir thué bao duogc két ndi dén tong dai chuyén mach PSTN khac bang giao
tiép V5.2 thong qua cong truy nhap. Tuy nhién, trong mang NGN, cong
truy nhdp dugc diéu khién tr SW qua giao thtc MGCP hay
Megaco/H.248. Luc nay, luu lugng thoai tir cac thué bao sé dugc dong goi

va két no1 vao mang truc IP.
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Hinh 1.10: Céc thanh phan chinh trong NGN

1.3.3.4. Cong bdo hiéu

Cong bao hiéu (SG - Signalling Gateway) dong vai trd nhu mot cong
giao tiép giita mang bao hiéu sé 7 (SS7 - Signalling System 7, giao thic
duoc dung trong PSTN) va cac diém dugc quan 1y boi thiét bi SW trong
mang IP. Cong SG doi hoi mot dudng két ndi vat Iy dén mang SS7 va phai
str dung cac giao thirc phu hop. SG tao ra mot cau ndi gitra mang SS7 va
mang IP, dudi sy diéu khién cua SW. SG lam cho SW giéng nhu mét diém
nuat binh thudng trong mang SS7. Luu y rang SG chi diéu khién SS7; con
MG diéu khién cac mach thoai thiét 1ap bai co ché SS7.
1.3.3.5. Mang truc IPv6

Mang truc duoc thé hién la mang [P két hop cong nghé ATM hodc
MPLS. Van dé str dung ATM hay MPLS con dang tach thanh 2 xu hudng.
Céc dich vu va tng dung trén mang NGN duoc quan 1y va cung cip boi
cac may chu dich vu (server). Cac may chu nay hoat dong trén mang thong
minh (IN - Intelligent Network) va giao tiép v6i mang PSTN thong qua
SS7.
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CHUONG 2. MOBILE IP

2.1. Giao thiwrc Mobile IP .

IP di dong do t6 cong tac IETF (Internet Engineering Task Force) dé xuat.
D6 1a mot bo khuyén nghi va co ché cua IP, giai quyét tinh di dong cta diém
nut Internet, dya vao cac giao thic theo 16p OSL. IP di dong tao cho cac dau
cudi ¢ kha nang di dong tai cac vi tri, ddm bao cho dau cubi tién hanh thong
tin khong phai khoi dong lai hodc sap dat lai cac tham so IP.

Mang trién khai IP dd duoc thanh lap trén 20 nim. Phuong phap danh sd
mang ban dau dua theo IPv4 (giao thuc Internet phién ban 4). Mang IP hién
nay trién khai mot phan nao ap dung IPv4, IETF da dua ra giao thitc IPv6 ¢
nhiéu dic diém uu viét hon IPv4.

Giao thirc Mobile IP dugc nghién ciru dya trén nén tang cua giao thirc
TCP/ IP ké thira cac wu diém va khic phuc cac nhuoc diém cho phu hop véi
tinh hinh phat trién hién tai 13 giao thitc cho phép cic dau cudi (Node) di
chuyén trén mang ma khong phai thay doi dia chi IP cia Node. Néi cach khac
1a cac Node nay c6 kha ning két ndi vao Internet tai bat ctr dia diém nao trén
thé gioi.

Nhung ca IPv4 va IPv6 vin nhan dinh dia chi IP ctia Node xéac dinh diém
két n6i vat 1y duy nhat cia Node v6i Internet. Do vay khi cac méy tinh chuyén
ving 1am viéc nhu tir Viét Nam sang Chau Au thi bat budc nhimng may tinh
do6 phai mang mot dia chi IP mdéi va toan bo cac lién hé vé dir liéu hién co s&
bi hity bo. Do vay mot yéu cau vo cung can thiét dugc dat ra 1a phai nghién
ctru kha nang sao cho cac may tinh phai c6 thé di chuyén, lam viéc tir xa ma
toan bd cac moi lién hé hién c6 van ton tai hay 13 IP ¢ kha ning di dong, d6
chinh 1a nguyén nhén ra doi cia giao thirc Mobile IP (hay 1a IP c6 kha nang di
dong).
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Mot tram lam viéc hodc bo dinh tuyén c6 kha ning thay d6i diém lién két
tir mot Net hodc Subnet v4i Net hodc Subnet khac, c6 thé thay d6i vi tri cua
n6 ma khong thay doi dia chi IP, nd c6 thé tiép tuc giao tiép vdi cac Node
Internet khac ¢ bat ctr diém nay véi dia chi IP (bat bién) cia nd dugc goi la
Mobile Node. Mot Mobile Node phai c¢6 kha ning giao tiép véi cac Node
khac. Khi né & mang gbc thi nhitng Node nay hoat dong khong can dén cac
chire ning di dong. Khi Node lam viéc ngoai mang gdc thi cac Node can phai
dugc cung cip cac chirc nang di dong.

2.2. Truyén s6 liéu trong mang Mobile IP.

2.2.1. Kién triic mang Mobile IP.

Hinh 2.1 md ta kién tric mang Mobile IP don gian, trong do:

- Nut di dong (Mobile Node - MN): La dau cudi di dong IP, c6 thé thay
dbi vi tri truy nhap mang, n6 duy tri lién tuc dia chi IP va két ndi trén Internet.

- Nut twong tng (Correspondant Node - CN): C6 thé 1 dau cudi di dong
hogc ¢6 dinh s& két nbi véi MN.

- Mang gdc (Home network - HN): La mang quan 1y truc tiép dia chi IP
cua MN, tinh di dong cua MN khong c6 ¥ nghia trong mang nay.

- Mang ngoai (Foreign Network - FN): La mang MN di chuyén téi va
khong quan 1y truc tiép MN.

- Pia chi quan 1y (Care-Of-Address - CoA): La mét dia chi IP cua FA, nd
dinh nghia vi tri hién tai cia MN. Cac géi IP khong duoc chuyén tryuc tiép toi
dia chi IP cia MN ma phai chuyén tiép qua FA .

- Tram ngoai (Foreign Agent - FA): Thuéc mang FN, cung cép cac dich
vu cho MN khi n6 chuyén ving toi. FA ¢6 thé 1a bo dinh tuyén cho MN va c6
CoA nén n6 hoat dong nhu 1a diém cudi va chuyén tiép cac goi sd licu t6i

MN.
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- Tram gbc (Home Agent - HA): Thudc mang HN c6 thé dugc tich hop
vao Router, 1a hé théng dé MN diang ky sir dung dich vu. Tt ca cac goi sd
lidu truyén toi MN déu xuét phat tir day. HA biét vi tri hién tai ciia MN thong
qua CoA, né duy tri s6 liéu dang ky chuyén ving cho cac MN.

Theo hinh 2.1 MN dang & mang FN va trao d6i s liéu IP v6i Node CN.
Do yéu cau che déu tinh di dong cua dau cudi & Mobile IP, nén CN khong can
biét vi tri hién tai cia MN ma chi viéc gui s6 liéu toi dia chi IP ciané (1).

Vi khong biét MN dang & dau, nén Internet dinh tuyén géi sb liéu toi
Router twong (mg ¢ mang goc (HN) ctia MN.

Vi biét MN khong & HN (MN thong bao vi tri cia minh cho HA), nén HA
chin goi sb liéu CN giri t6i lai, vi thé sb liéu khong duoc chuyén vao mang
nhu thuong 1€ ma dugc ma hod lai (thém ti€u dé TP méi voi CoA 1a dia chi
dich va HA 1a ngudn) lén trudc tiéu dé cii roi chuyén toi CoA (2). Khi nhan
duoc goi sb liéu FA sé sira lai bang cach loai bo phan tiéu dé do HA thém vao
va chuvén téi MN (3). Viéc etri s6 lidu tir MN t6i CN don eidn hon, binh

thu N gidng nhu

Ko n EQ
dO] ‘f Mang ~ T iuweEn
PR 113 HA

wong

Hinh 2.1. Kién tric mang Mobile IPv6.
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Hinh 2.2. Minh hoa ciu tric ban tin théng bdo. ., . . _
Van dé nay sinh khi MN

di chuyén khoéi mang HN 1a lam thé nao dé xac dinh dugc tram FA ma MN
chuyén t6i va cach thtc MN 14y thong tin sau khi nd chuyén ving. Dé giai
quyét van dé nay cac tram diéu khién (FA, Router va HA) phai déu din quang
ba lén mang cac thong tin vé sy hién dién cua minh thong qua cac ban tin
thong bao dic biét (theo giao thire ICMP). Hinh 2.2 minh hoa cau tric ban tin
thong béo. Phan trén 1a m6 ta ban tin ICMP con phan mo rong bén dudi mé ta
céc thong tin vé tinh di dong, & day khong mo ta chi tiét cac truong.

MN c¢6 thé nhan duge cac ban tin thong bao tir FA hodac HA, nhd d6 ma né
xac dinh duoc vi tri hién tai cia minh. Néu khong nhan dugc ban tin thong
béo cua cac tram diéu khién trén mang, thi MN phai giri yéu cau cho HA dé
nghi cung cip thong tin tram diéu khién trén mang. V& nguyén tic MN co thé
lién tuc giri cac ban tin yéu cau dé tim tram diéu khién, nén phai dé phong
viéc c6 qua nhiéu ban tin nhu thé phat ra gdy nén tinh trang nghén mang.
Ngoai ra, MN co6 thé tim kiém tram diéu khién méi vao moi thoi diém, ké ca

khi dang ban, nghia 1a n6 van c6 thé vira tim kiém két n6i méi tot hon ma van
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trao d6i thong tin trén két ndi hién tai. Trudng hop nay xay ra khi MN dang di
chuyén qua nhiéu cell cta cac mang di dong khac nhau. Sau khi cac tram diéu
khién thong bao 1én mang thong tin cta ching va MN thu nhan dugc céc
thong tin ndy, thi nd c6 thé xac dinh duoc vi tri ctia minh (dang & HN hoic
FN) va ning luc cta tram diéu khién. Néu lic nay MN dang & FN thi n6 phai
dang ky vo1 HA nhu trinh bay ¢ dudi day.

Mot van dé can quan tdm 13 viéc st dung tiéu chuan nhu RFC 1256 cho
muc dich khac véi ban dau (thong bao tram diéu khién) 13 nguyén nhan lam
nay sinh mot s6 van dé. Cu thé, khoang thoi gian bé nhat 3s giira hai thong
bao chi c6 thé phu hop d6i véi mang cd dinh vi sy bién dong mang khong
cao, con & mang khong day c6 cac MN dang di chuyén va dic biét 13 cac ting
dung yéu cau dong sd liéu lién tuc, thi khoang thoi gian 3s nay 1 quéa dai. MN
phai doi it nhat 3s dé thong bao tinh trang khong thé tim duoc tram diéu
khién.

2.2.3. Pang ky

Sau khi nhan dugc CoA, MN phai dang ky v6i va thong bao cho HA biét
vi trf hién tai cia minh dé HA chuyén tiép sb liéu. Viéc ding ky c6 thé duoc
thuc hién theo hai cach, tuy thudc vao vi tri hién tai ciia CoA, do la:

- CoA thuoc FA: thu tuc dang ky duoc minh hoa nhu hinh 2.3a. MN gui
yéu cau dang ky cua né toi FA dé chuyén tiép cho HA. Lic nay HA thiét 1ap
mdi lién két di dong gdm dia chi IP gbc cia MN va CoA hién tai. Ngoai ra
mobi lién két di dong chira ca khoang thoi gian diang ky da thoa thuan. Viéc
dang ky s& ty dong hét hiéu luc va bi huy bo sau khoang thoi gian cho phép
nay, vi vady MN can dang ky truéc khi hét thoi gian cho phép. Co ché nay can
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thiét dé tranh mdi lién két di dong khong sir dung nira. Sau khi thiét 1ap méi
lién két di dong, HA giri ban tin tra 101 toi FA di yéu cau.

- CoA dong vi tri (CoA co-located): Viéc dang ky don gian hon nhu hinh
2.3b. MN giri yéu cau ding ky truc tiép t6i HA va HA sé& gui lai ban tin tra
1oi.

Khi sir dung giao thirc UDP dé dang ky, thi dja chi ngudn IP goi sb liéu
duogc dat toi dia chi giao tiép cia MN, dia chi dich IP dit t6i dia chi giao tiép
ctia FA hoic HA (tuy thudc vao vi tri ciia CoA). Cong UDP dich 1a 434.

Trong moi truong di dong, hiéu suét mang khi sit dung UDP cao hon so

v61 TCP, nén UDP thuong dugce st dung.

PN FA HA,
____—————__b % [ H,
FES Feqg
RES Reqg
4_,_,_._.—-—-—-—'—'_'_ FEG Feqg
REG Fep REG Rep
(a) (b)

Hinh 2.3. Minh hoa thu tuc dang ky

2.2.4. Kénh s6 liéu va mi hoa

Khi sir dung kénh sb licu dé truyén tin, cac goi s6 lidu s& dugc ma hoa &
dau vao va giai ma ¢ dau ra, ndi dung goi s licu khong bi thay do6i khi di qua
kénh s li¢u nay.

M3 hoa 1a viéc 14y phan tiéu dé va ndi dung cua géi s6 lidu dat vao phan sb
lidu ctia g6i méi. Nguoc voi mi hod, qua trinh giai ma sé tach phén tiéu dé va

ndi dung di ghép vao ra. Ma hod va giai ma thuong duoc sir dung khi trao doi
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s6 lidu gifra cac 16p voi nhau, tuy nhién & Mobile IP, cac qua trinh nay lai
duoc thue hién trong viée van chuyén s liéu trén cing mot 16p.

Hinh 2.4 minh hoa cac xir 1y ciia HA tai dau vao kénh s liéu. HA 1ay goi
s6 lidu gdc voi MN 1a dich nhan, chén vao phan dit liéu cua goi moi va dit
tiéu dé IP méi. Bang cach nay goi sb liéu s& duoc dinh tuyén t6i CoA. Tiéu dé
méi goi 1a tiéu dé Ngoai. Ngoai ra con c6 tidu dé trong dé nhan dang tiéu dé
gbc. C6 mot sd cach ma hod can cho viée van chuyén sd liéu trong kénh sb

li¢u gitra HA va CoA 1a IP-in-IP, cuc tiéu, dinh tuyén chung,...

Tiéu dé goc D ligu goc
Tigu dé IP mdi Do ligu mdai
Ti&udé ngoai Tigu d& trong D ligu gé&c

Hinh 2.4. Cac xtr Iy cuia HA tai dau vao kénh s liéu

Phign .

g | HL | TOS B0 dai
Chimg nhan [P B lech phé&n doan
L IF trong IP B lech phén doan

BiE chilPcda HA

COA

Hinh 2.5. Minh hoa c4u trac géi s6 liéu trong dng dan

- Ma hod IP-in-IP : & giao thirc Mobile IP ap dung phuong thirc ma hoa IP-
in-IP. Hinh 2.5 minh hoa cau tric géi sb liéu trong 6ng dan (dd ma hoa). Noi
chung cac truong déu tuan theo tiéu chudn giao thirc IP dinh nghia & RFC

791, chi c6 céac trudong sau co6 y nghia dac bi¢t cho Mobile IP, d6 1a truong
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Ver - Version cta giao thtrc, IHL biéu thi tiéu dé Ngoai, TOS 14 copy cua tiéu
dé Trong, IP-in-IP kiéu cua giao thirc, cac truong khac chira dia chi IP cua
HA va CoA. Néu khong c6 cac lua chon tiép theo tiéu dé Ngoai, thi tiéu dé
Trong bat ddu voi cac truong gidng nhu mo ta & trén. Cac phan con lai cia
tiéu dé nay déu khong thay doi trong sudt qua trinh ma hoa.

- M3 ho4 dinh tuyén chung (GRE): Trong khi mé hoa IP-in-IP va cuc tiéu
chi 4p dung cho Mobile IP thi ma hoa chung c6 thé 4p dung cho ca cac giao
thirc 16p mang khac. GRE cho phép ma hoa géi sb liéu cuia mot giao thirc
thanh géi s6 liéu clia giao thirc khéc.

Hinh 2.6 m6 ta qua trinh ma hoa dinh tuyén chung. Phan tiéu dé va dix
lidu goi so liéu ctia mot giao thirc duge 1dy ra va dat vao phan dir liéu gbi méi
cia giao thirc khac, phan tiéu dé cua goéi mdi cau tao boi tiéu dé ngoai va

GRE.

Tieu g& gac DT ligu gic

Tieu g Mgosi|l Tied d& GRE | Tieu degdc Ol gaic

Tieu g€ IF i Do lig 1 rmdi

Hinh 2.6. M6 ta qua trinh ma hod dinh tuyén
2.2.5. T6i uu
Nhu trinh bay & trén, viéc trao ddi sb liéu giita hai Node di dong dang ky &
cac vung khac nhau phai di qua HA va CoA tuong Ung. Truong hgp hai Node
nay di chuyén dén cing mot ving va lién lac v6i nhau thi véi cac thu tuc trao
d6i s6 liéu nhu trén 1a khong hiéu qua, chua tdi wu (Hai Node gan nhau nhung
sO lidu van phai chuyén di tir ving niy sang ving kia). Theo nguyén tic cia

giao thirc Mobile IP, tt ca cac goi sb liéu chuyén téi MN déu phai chuyén
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tiép qua HA, day 1a mot trong nhitng nguyén nhan lam ting luu luong mang
gitta CN, HA va CoA.

Phuong phép t6i wu viéc dinh tuyén 1a HA thong bao cho CN biét ving
hién tai cia MN, qua d6 CN luu ving ndy vao bang dinh tuyén noi b cua
minh. Dé thuc hién duoc diéu ndy, phai bo xung cho giao thirc Mobile IP cac
ban tin nhu sau:

- Yéu céu lién két (Binding request) - Khi mot Node nao d6 mudn biét vi
tri hién tai cua MN, no6 chi viéc gui yéu cau lién két t6i HA. HA kiém tra xem
MN ¢6 cho phép thong bao vi tri ctia né hay khong, néu dugce phép HA s& giri
ban tin cip nhat lién két cho Node yéu cau.

- Cap nhat lién két (Binding update) - Ban tin nay thong bao vi tri hién tai
cua MN, bao g6m dia chi IP ¢6 dinh ctia MN va CoA, va c¢6 thé ca yéu ciu
xac nhan.

- X4c nhan lién két (Binding acknowledgement) - Néu c6 yéu cau, Node
yéu cau lién két phai giri ban tin xac nhan ndy cho HA sau khi nhan dugc ban
tin cdp nhat lién két.

- Canh béo lién két (Binding warning) - Trong khi giai ma goi s liéu d6i
v6i MN ma Node yéu cau khong biét FA hién tai cia MN, thi né giri ban tin
canh bao nay t6i HA cua MN. Ban tin ndy gom c6 dia chi IP cia MN va dija
chi IP ctiia Node dang giri s liéu t6i MN. Luc ndy HA can giri ban tin cap
nhat lién két t6i Node nay.

Hinh 2.7 minh hoa 4 ban tin ndy cung véi truong hop MN thay dbi FA.
Pau tién CN yéu cau HA thong bao vi tri hién tai cia MN, néu duoc phép HA
s& thong bao dija chi IP cb dinh cia MN va CoA thong qua ban tin cip nhat.
CN x4ac nhan cap nhat lién két va luu cac thong tin nhan dugc vao bang dinh

tuyén cta nd. Bay gid CN c6 thé ma hoa dir liéu va truyén truc tiép toi FA
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hién tai cia MN dé né chuyén tiép cho MN. Luc ndy néu MN di chuyén sang
vung khac thi n6 phai cap nhat lai FA méi bang ban tin dang ky FA (bao gom
ca dia chi FA cii) déng thot thong bao dé HA cap nhat lai co sé dit li¢u. Ngoai
ra FA méi thong bao cho FA cii vé viéc MN dang ky lai FA. Ngoai thong tin
nay ra FA cii khong biét ving méi caa MN va vi vay CN s& chuyén sé liéu
cho MN thong qua FA cii d&é né chuyén tiép cho FA méi. Qua trinh chuyén
tiép s6 liéu nay 14 hinh thirc tdi uu hoa khac ctia Mobile IP nham cung cap
tinh ning chuyén ving mém (smooth handovers). Néu khéng c6 tinh ning
nay thi sd lidu c6 thé bi mat khi MN chuyén ving. Cudi cing, FA cii giri ban
tin canh bao téi HA yéu cau thong bao cho CN vé ving méi ctia né. Sau khi
guri ban tin xac nhan CN c6 thé guri s6 liéu truc tiép to1 FA moi.

Thoang nhin chiéu truyén s6 liéu tir MN t&i CN & hinh 2.1 ¢6 vé don gian,
MN c6 thé gui s liu tryc tiép t6i CN binh thuong nhu quy dinh trong giao

thirc IP ti€u chuan. Tuy nhién thuc té c6 mdt s6 van dé lién quan nhu sau:

fad Ha, Fa ald FA naw MM
WEL adu
Update
ACK
O ligu .
DT li o _
M Ly I —— |
¢81 vitrg Bangki_ | ] )
_E'___———-' U clate Béng ky
| o |
Ot ligu ———_.QQ_H_&
= =
e ————— Ditliéu "
.é,____"‘_biiﬁie_—-—-— D ligu
————EEE__} v
v i
Dif liu DI ligu

-
v Yy

Hinh 2.7. Minh hoa 4 ban tin: Yéu cau, cip nhét , xdc nhan , canh bao lién
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- Tudng ltra (Firewalls) - Hau hét cac cong ty, to chirc bao vé mang ndi bo
ctia minh tir Internet nhd hé thong Firewall. Nhd ¢6 Firewall, Quan tri mang
c6 thé thiét 1ap loai béd sy truy nhap tir mdt $6 dia chi nao do, nghia la Firewall
chi cho phép sd lidu tir cac dia chi hop 18 di qua. Tuy nhién MN van gui sd
lidu v6i dia chi IP ¢ dinh ma mang FN khéng quan 1y. Hon nira Firewall dbi
khi phai loai bo s6 liéu co chua dia chi nguén cua cac may tinh trén Internet
nham ngin ngira kha nang ching co6 thé sir dung dia chi noi bo dé tré thanh
thanh vién trong mang. Piéu nay dan dén MN khong thé giri s6 liéu téi may
tinh trong cung mang HN cua nd.

- Truyén s liéu téi nhom xéac dinh (Multicast) - kénh s6 liéu (tunnel) theo
chiéu nguoc lai tr MN t61 CN can thiét @& MN tham gia vao nhoém Multicast.
Trong khi cac Node trong mang HN c6 thé tham gia nhom Multicast, nhung
cac node MN ¢ mang FN khong thé truyén sb liéu Multicast giong nhu chiing
phat ra tir mang HN.

- TTL (Time To Live) - MN giri s6 liéu v6i TTL nao d6 trong khi van &
mang HN. TTL c6 thé du thip dé khong goi s6 liéu nao co thé truyén duoc ra
ngoadi ving nao d6. Néu ltic nay MN di chuyén sang mang FN thi TTL ndy c6
thé ciing thap dé cac géi s6 liéu khong truyén dugc ra ngoai mang FN.

RFC 2344 dinh nghia kénh s6 liéu nguoc 13 phin mé rong cua giao thic
Mobile IP dé khic phuc nhimg vin dé néu trén. Kénh sé liéu nguoc tao ra
dinh tuyén nhdp nhing & huéng nguoc lai. RFC 2344 chua dua ra duoc giai
phap dé khic phuc van dé dinh tuyén nhap nhing nay, bai vi nd khong biét
liéu CN c6 thé giai ma dugc cac goi sd liéu hay khéng. Hon nita Mobile IP
khong hoat dong cung vdi cac Node co giao thure khac.

Kénh sb liéu nguoc 1am ndy sinh mot s6 van dé an toan ma cho dén nay
chua c6 gidi phap xu ly. Vi du, cac kénh sb lidu bat dau tur mang cuia mot

cong ty ra Internet co thé bi Hacker chin lai va loi dung dé guri s6 liéu qua
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Firewall. Nhu vay liéu cac cong ty c6 cho phép thiét 1ap kénh sb liéu ma
khong co su kiém soét cta Firewall hay khong? Néu cho phép thi cac cong ty
nay vo hinh dung da thiét 1ap mang riéng dic biét cho phép cac thué bao di
dong xam nhap mang cia minh ma khong c6 sy kiém soat cta Firewall.

Toém lai, Mobile IP 1a giao thure h tro tinh di dong trong mang IP, n6 dinh
nghia thém hai phan tir mang 1a HA va FA. HA quan 1y céac dja chi IP ¢ dinh
ctia cac MN con FA lién két toi dia chi IP goi 1a CoA. Cac gbi s6 lidu duoc
HA chin lai, ma hoa va giri toi FA thong qua dia chi CoA. FA giai ma sb liu
roi chuyén tiép cho MN. Nhu vay FA 1a thyc thé IP c6 lién quan chit ché véi
MN nhit. & mang di dong do6 1a cac tram géc BSC hoac cac router tich hop
trong BSC nhu IWF ¢ mang CDMA. Khi di chuyén giita cac mang, MN phai
dang ky véi HA va FA ctia nd dé cac thiét bi nay co thé xac dinh duoc dia chi
IP m&i cua MN. M&i MN s& ¢6 hai dia chi IP, mot dé dinh vi va mot dé nhan
dang.

Ngay nay tat ca cac dau cudi dua trén cac cong nghé co diy va khong day
déu c6 thé lién lac duoc v6i nhau, d6 13 nhd ¢d giao thirc Mobile IP. N6 cung
cap kha ning di dong trén mang Internet ma khong phai thay doi cac hé thong
¢ dinh hién tai. Tuy nhién giao thitc nay van dé lai mot s6 van dé chua giai
quyét duoc, d6 1a vin dé an toan, hiéu suét mang, chat luong dich vu,...

2.3. Mobile IPv6 (MIPv6)

MIPv6 1a mot phién ban nang cip va hoan thién so véi MIPv4. Mudn hiéu
duoc dic diém cua MIPv6 (IP di dong phién ban 6) ta can biét muc dich thiét
ké ctia MIPv6 huéng téi d6 1a thong bao kip thoi nhitng sy khac biét giita cac
nut mot cach chan thuc va khong lam gidm st sy an toan. Trong Mobile
IPv6, khong con khai niém FA. MN luén duoc gan dia chi CoA duy nhét trén

mang khach (ding hon 1 duy nhat trén mang Internet toan cau). MN st dung
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dia chi CoA lam dia chi ngudn trong phan tiéu dé cua géi tin giri di. Cac goi
tin giri dén MN bang cach st dung tiéu dé dinh tuyén, trong goi tin IPv6, thay
vi st dung cach dong gbdi vao mdt goi tin IP khac nhu trude day.

MIPv6 nhim giai quyét dong thoi hai vin dé. Thir nhit, né cho phép
chuyén giao lién tuc mic dit MN chuyén dong va thay d6i dia chi IP. Tht hai,
n6 cho phép goi tin tim dén mot nat théng qua dia chi IP tinh tai, dia chi tram
gbc (HA). Noi mot cach khac, MIPv6 chu trong toi ban chat nhan dang cua
cac dia chi IP. Ta co6 thé nhic lai ¥ tuong ciia MIP (ca MIPv4 va MIPv6) la
cho phép HA 1am viéc voi nat di dong MN tuc nhu dang tinh tai. Bat cir lic
nao MN di khoi mang gbc thi HA nhan géi tin giri dén nit nay va chuyén tiép
g6i nay toi dia chi quan Iy CoA. Lp van chuyén st dung dia chi tram gdc
HA nhu nhan dang “tinh” cta nut di dong MN. Hinh 2.8 phac hoa co ché

hoat dong cua y tudng co ban nay.
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------------- »  Gai chuyén tr gbc
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—_— Gdi chuydn qua tunnel

Hinh 2.8. Phac hoa co ché hoat dong ctia MIPv6.
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Theo so db nay thi géi tin chuyén theo duong tunnel thong qua HA, nén
duong truyén dai hon va din t6i chat luong giam. Dé khic phuc nhuoc diém
nay MIPv6 dua ra viéc t6i wu hoa dinh tuyén RO (Route Optimization) khi
dung dudng truyén tbi uu, nit di dong giri cac dia chi quan 1y CoA cia nd
(dang &) dén nat gui bang cac tin bao cap nhat lién quan téi viée dinh tuyén
BU (Binding Update).

Khi MIPv6 dung t6i uu hoa dinh tuyén RO, nit gui thuc hién hai nhiém
vu: thir nhat nd 1a nguén cua gobi tin gui; thir hai, n6 hoat dong nhu bd router
dau tién cho cac goi thong bao dinh tuyén. Cac g6i nay roi khoi nut giri 1a
ngudn duoc dinh tuyén dén cac dia chi quan Iy CoA. M&i g6i bao gdm mot
mao dau dinh tuyén (routing header), chira dia chi gbc HoA cua cac nit di
dong . Theo 1y thuyét, goi tin dugc dinh tuyén dén CoA va tiép theo qua kénh
40, goi tin duoc chuyén tir CoA dén HoA. Méi nguy hiém nhat trong MIPv6
1a dia chi bi “mét cép”, nghia la hacker dong gia 1a mdt nut nao do tai mot dia
chi d4 cho rdi “lay cap” cac luugng tin giri dén dia chi do.

MIPv6 thuc hién bao mat va tbi wu

hoa dinh tuyén dé ngan ngira hoic giam

nhe s6 vu mat cip. PO an toan cia
MIPv6 khong chi dua vao giao thirc mat
ma truyén thong ma con dwa vao ha tang
cAu trac dinh tuyén dé MN duoc tiép can

thong qua dia chi tram gdc HoA va ca

dia chi quan 1y CoA. Dd dam bdo an toan

va toi uu hoa dinh tuyén, co ché hoat — 4 poi e COTI

dong cua MIPv6 dua theo cach dinh #-—-—HtoT ... .. » BU

tuyén c6 phan hdi RR (Return *~ =~ T

Hinh 2.9. Ludng van
chuyén cua goi tin.
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Routability). Ludng van chuyén cta géi tin nhu trén hinh 2.9. N6 gdm c6 hai
Iira chon: Iyra chon dia chi tram gbc HoA va lya chon dia chi quan 1y CoA.

Viéc lua chon dinh tuyén RR thuc hién bfing hai cdp tin bao (thtr dia chi,
cap nhat tin dia chi ) va (thu dia chi quan ly, cap nhat tin dia chi). Cac goi thu
khoi tao dja chi gdc HoT va thitr khoi tao dia chi quan 1y CoT chi can dung dé
kich thich cac goi thir. Goi cap nhat dia chi BU tra 161 cho ca hai phép thu.
Qua trinh thir dia chi HoA nhu sau:

Viéc lua chon dia chi gém coO thir dia chi géc HoT va cap nhiat BU. HoT
duoc chuyén qua tunnel tir tram géc HA dén nut di dong MN. Noi dung cua
HoT 12 mot ham sé g@)m dia chi géc cua HoT c6 kém theo khoa bao mat Kcn
(chi c6 nut giri biét mat khoa Ken). Goi HoT duoc gui theo hai duong cua
Internet. Pudng tht nhat, tir diém giri dén tram géc HA, trén dudng nay, goi
khong duoc bao vé, bat ky hacker nao cling biét noi dung. Tiép theo HA gt
tiép goi dén MN, trén dudng goi duoc truyén trong tunnel ¢ bao vé dé khong
ai biét dugc ndi dung goi.

Qua trinh thir dia chi quan 1y CoA cling tuong tu. Chi khac 1a go1 dugc
guri truc tiép tor dia chi CoA cua nat di dong MN. Noi1 dung cua CoT la mot
ham sd c6 kém theo hé sb bao mat Ken. Goi CoT chuyén truc tiép tr nut gui
dén nut di dong MN. Trén duong gbi khong dugc bao vé dé bi cac hacker &
gan diém giri, trén duong truyén hodcc gan diém MN tan cong.

Khi Mn nhéan dugc ca hai tin HoT va CoT, né tao r4a khoa rang budc
Kbm. Khoa Kbm dugc diung dé bao vé tin cap nhat BU, cho dén khi Mn di
dong va can ¢6 mot CoA méi. Khi nhan duoge tin BU dau tién, nit gui di qua
mot qua trinh phtrc tap. P6 1a ddm bao cho MN da vira nhian dugc HoT va
CoT d6 1a do HoA va CoA yéu cau
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Gia thiét c6 mot hacker co thé an cap tin HoT tai thoi diém nao d6 va tiép
theo. Néu HoT kéo dai mii thi hacker c6 thé tiép tuc 1ay cap. Dé han ché nguy
co nay ta truyén HoT trong thoi gian ngin. Sau chu ky vai phut, cip tin bao
HoT lai thay doi.

Tom lai, ta théiy MIPv6 da c6 nhiéu dic diém cai tién so voi MIPv4 vé cau
hinh, d6 an toan quan 1y va tinh di dong. MIPv6 duogc coi 1a mét chién luge

dai han cho cac nha quan 1y mang va cac nha cung cp dich vu di dong.
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CHUONG 3. IPv6

3.1. Gi6i thiéu vé céu tric cia IPv6

3.1.1.Lgi ich cua IPve6.

Mot trong nhiing 1y do chinh dé phat trién mot phién ban méi cia IP d6 1a
viéc dia chi IPv4 16p B dang hét dan. Hinh 3.1 md ta tinh hinh hién nay cua
[Pv4, va tam dia chi hién c6 cta IPv4, qua do ta théy du doan co thé hét dia

chi vao khoang ndm 2010 hay sém hon.
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Hinh 3.1: TAm dia chi [Pv4

Bén canh d6, do su phat trién ngay mot 16n cua bang dinh tuyén o

backbone. Hinh 3.2 mé ta kich thudc ciia bang dinh tuyén dugc ting dan ra
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Hinh 3.2. Kich thudc bang dinh tuyén.
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theo cac nam.

Cac ich loi cua IPv6 gém: Tang kich thudc cua tam dia chi IP; tang su
phan cép dia chi; don gian hoa dia chi host (dia chi dugc théng nhét 1a: toan
cuc, site va cuc bd) ; don gian hoa viéc tu cau hinh dia chi (gom DHCPv6 va
neighboor discovery thay cho ARP broadcast); tang do linh hoat cho dinh
tuyén multicast; c6 thém dia chi anycast; header dugc sap xép hop 1ly; ting do
bao mat (vi c6 thém cac header mo rong vé bao mat gitp bao dam su toan ven
dir li¢u); c6 tinh di dong tdt hon (home agent; care-of-address; va header dinh
tuyén mo rong); hi¢u suit tot hon (viéc tom tat dia chi; giam ARP broadcast;
giam sy phan manh goi tin; khong c6 header checksum; QoS dugc tich hop
san...).

3.1.1.1. Ting kich thwéc ciia tam dia chi.

IPv6 st dung 128 bit dia chi trong khi IPv4 chi st dung 32 bit; nghia la
IPv6 c6 t6i 2128 dia chi khac nhau; 3 bit dau luén 1a 001 duoc gianh cho céc
dia chi kha dinh tuyén toan cau (Globally Routable Unicast -GRU). Nghia 1a
con lai 2125 dia chi, nghia la c6 khoang 4,25.1037 dia chi, trong khi IPv4 chi
c6 tbi da 3,7.109 dija chi, nghia 12 IPv6 s& chira 1028 tim dija chi [Pv4.

3.1.1.2.Téng sw phén cép dia chi.

IPv6 chia dia chi thanh mot tdp hop cac tim xac dinh hay boundary: Ba
bit dau cho phép biét dugc dia chi c6 thudc dia chi kha dinh tuyén toan cau
(GRU) hay khéng, gitip cac thiét bi dinh tuyén c6 thé xur 1y nhanh hon. Top
level ggregation (TLA) ID dugc st dung vi 2 muc dich:

- Thi nhit, nd duoc sir dung dé chi dinh mot khdi dia chi 16n ma tir d6
cac khdi dia chi nhé hon dugc tao ra dé cung cap su két ndi cho nhing dia chi

nao muon truy cap vao Internet.
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- Tht hai, né dugc st dung dé phan biét mot dudng (route) dén tir dau.
Néu cac khdi dia chi 16n duge cp phéat cho cac nha cung cap dich vu va sau
d6 dugc cap phat cho khach hang thi s& d& dang nhan ra cac mang chuyén tiép
ma duong d6 da di qua ciing nhu mang ma tir d6 route xuat phat.

Vo1 IPv6, viéc tim ra nguén clia mot router s& rat dé dang Next level
gregator (NLA) 1a mot khdi dia chi duoc gan bén canh khéi TLA, nhitng dja
chi ndy duoc tom tat lai thanh nhitng khéi TLA 16n hon. Khi ching dugce trao
doi gifra cac nha cung cép dich vu trong 181 internet, ich 1gi cua loai cAu tric
dia chi nay la: su on dinh vé dinh tuyén, néu ching ta c6 1 NLA va mubn
cung cép dich vu cho céc khach hang, ta sé ) cung cép dich vu déy du nhét,
t6t nhat va cho phép cac khach hang nhin duoc diy du bang dinh tuyén néu
ho mudn dé tao viéc dinh tuyén theo chinh sach; can bing tai... dé thuc hién
viéc ndy ching ta phai mang tit ca cac dudng trong backbone dé cé thé
chuyén cho ho.

3.1.1.3.Don gian hoad viéc dat dia chi host:

[Pv6 st dung 64 bit sau cho dia chi host,va trong 64 bit do thi c6 ca 48
bit 1a dia chi MAC cua may, do do phai dém vao d6é mdt s6 bit da duoc dinh
nghia trudc ma cac thiét bi dinh tuyén s& biét duoc nhiing bit nay trén subnet,
ngdy nay, ta sir dung chudi OxFF va OxFE (:FF:FE: trong IPv6) dé dém vao
dia chi MAC. Bang cach ndy, moi host s& c6 mot host ID duy nhit trong
mang. Sau ndy néu da sir dung hét 48 bit MAC thi c6 thé sé& sir dung ludn 64

bit ma khong can dém.

3.1.1.4.Viéc tw ciu hinh dia chi don gidn hon.
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Mot dia chi multicast c6 thé duoc gan cho nhiéu mdy, dia chi anycast 1a
cac goi anycast s& giri cho dich gan nhat (mot trong nhirng may cé cing dia
chi) trong khi multicast packet duoc giri cho tit ca may c6 chung dia chi
(trong mQt nhom multicast).

Két hop host ID v61 multicast ta co thé st dung viéc tu cAu hinh nhu
sau: khi mot may duogc bat 1én, n6 s& thdy rang nd dang duoc két ndi va nd
s€ guiri mdt goi multicast vao LAN, go6i tin ndy sé c6 dia chi 1a mot dia chi
multicast c6 tAm cuc bd (Solicited Node Multicast address). Khi mdt router
thdy goi tin ndy, n6 sé tra 16i mot dia chi mang ma may ngudn co thé ty dat
dia chi, khi may nguén nhan dugc goi tin tra 101 nay, no s€ doc dia chi mang
ma router gui. Sau do, nd s€ tu gdn cho n6 mot dia chi [Pv6 béng cach thém
host ID (dugc 13y tir dia chi MAC cua interface két ndi v6i subnet d6) véi
dia chi mang. Do d6, tiét kiém duogc cong strc gan dia chi IP.

3.1.1.5.Tiang dp linh hoat cho dinh tuyén multicast.

Pit truong hop: giam ddc mudn giri mot hoi nghi truyén hinh dén cac
nhan vién trong céng ty ma khong muén giri tit ca moi nguoi trong internet
(chi giri nhitng nguoi can xem). Khi d6, IPv6 c6 mot khai niém vé tim vuc
multicast. V&i IPv6, c6 thé thiét ké mot luéng multicast xac dinh chi dugc gui

trong mot khu vuc nhét dinh va khong bao gio cho phép cac packet ra khoi

s
FF | & 8 Group 1D
il

L.
BEIts 4&48its 112 Bits

Hinh 3.3. C4u tric cta goi tin multicast.
khu vuc d6. 8 bit dau luén duge thiét 1ap 1a 1 gitp cac thiét bi dinh tuyén biét
duoc goi tin nay 1a mot goi tin multicast. 4 bit sau 1 flag (hién tai, 3 bit dau

khong dugc dinh nghia va ludn 1a 0, bit thir tu 1a T bit dugc st dung dé quyét
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dinh xem dia chi multicast nay la dia chi dugc gan lau dai (dugc goi la well-
known) hay tam thoi (transient). 4 bit tiép theo 1a scope, xac dinh géi tin
multicast c6 thé di bao xa, trong khu vuc nao thi géi tin dugc dinh tuyén;
scope ¢o thé co cac gia tri sau: 1(co tam trong ndi bd node); 2 (cd tim trong
noi bo lién két); 5(cod tam trong noi bo site); 8 (cod tam trong ndi bd t6 chuc);
E (c6 tim toan cuc).

Tuy vao cach gan dja chi multicast, chung ta c6 thé kiém soat cac goi tin
multicast dugc di bao xa, va cac thong tin dinh tuyén két hop véi cac nhom
multicast dugc quang ba bao xa. Vi du: néu ching ta muén quang ba mot
multicast trong vin phong cua ta, va mudn toan thé gii thiy no, ta s& gan tam
cho né 1a E (110), tuy nhién, néu ban mudn tao mot nhém multicast cho mot
hoi nghi truyén hinh ban c6 thé gan tdm 14 5 hay 2.

3.1.1.6. Dia chi Anycast.

[Pv6 dinh nghia mot loai dia chi mdi: anycast. Mot dia chi anycast 1a mét
dia chi IPv6 dugc gédn cho mot nhdm cac may c6 chung chirc nang, muc dich.
Khi packet dugc giri cho mdt dia chi anycast, viéc dinh tuyén s€ xac dinh
thanh vién ndo ctia nhom s& nhan dugc packet qua viéc xac dinh may gan
nguén nhét. Viée st dung anycast c6 hai 1gi ich: mdt 1a, néu ban dang dén
mot may gé“m nhét trong mot nhom, ban s¢€ tiét kiém duoc thoi gian béng cach
giao tiép v6i may gan nhat; thir hai 13 viéc giao tiép véi may gan nhat gitp tiét
kiém dugc bang thong. Pia chi anycast khong c6 céac tam dia chi duoc dinh
nghia riéng nhu multicast, ma n6 gidéng nhu mot dia chi unicast, chi c6 khac 1a
c6 thé c¢6 nhiéu may khac cling duge danh sb voi ciing scope trong ciing mot
khu vuc x4c dinh. Anycast dugc st dung trong cac rng dung nhu DNS...

3.1.1.7.Header hop ly.
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Header cua IPv6 don gian va hop ly hon IPv4. IPv6 chi c6 6 trudong va 2
dia chi, trong khi IPv4 chira 10 truong va 2 dia chi. IPv6 header c6 dang nhu
hinh 3.4.

it
u} 4 12 16 24 31

Versian Class | Flow Label

Payload Length | MNext Hoeader Hop Limit

128 bil Source Address

128 hir Destination Addraesas

Hinh 3.4. IPv6 header.

IPv6 cung cap cac don gian hoa sau:

- Pinh dang dugc don gian hoa: IPv6 header co6 kich thude cd dinh 40
octet v&i it truong hon IPv4, nén gidm dugc overhead, tang d§ linh hoat.

- Khong c6 header checksum: truong checksum cia IPv4 duoc bo di vi
cac lién két ngay nay nhanh hon va c6 do tin ciy cao hon vi vy chi can cac
host tinh checksum con router thi khoi can.

- Khong c6 su phan manh theo ting hop: trong IPv4, khi cac packet qua
16n thi router c6 thé phan manh nd, tuy nhién viéc nay s& 1am ting thém
overhead cho packet. Trong IPv6 thi chi c6 host nguén méi cé thé phan manh
mot packet theo céc gia tri thich hop dya vao mdt MTU path ma n6 tim duogc,
do d6, dé hd trg host thi IPv6 chira mot ham gitip tim ra MTU tir ngudn dén
dich.

3.1.1.8.Bdo mdt:
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IPv6 tich hop tinh bao mat vao trong kién trac cia minh bang cach gidi
thiéu 2 header mé rong tuy chon: Authentication header(AH) va Encrypted
Security Payload (ESP) header. Hai header nay c6 thé duoc st dung chung
hay riéng dé hd tro nhiéu chirc ning bao mat.

-AH: quan trong nhét trong header nay 1a trudng Integriry Check Value
(ICU). ICU duoc tinh bdi ngudn va dugc tinh lai boi dich dé xac minh.

Qua trinh ndy cung cdp viéc xac minh tin toan ven va xac minh ngudn
géc cua dir liéu. AH cling chira ca mot s6 tht tu dé nhan ra mot tan cong b?mg
cac packet replay gitip ngan céc goi tin dugc nhan ban.

- ESP header: ESP header chira mot truong : security parameter index
(SPI) gitip dich cta goi tin biét payload dugc ma hoa nhu thé nao. ESP header
c6 thé duogc sir dung khi tunneling, khi tunnelling thi ca header va payload
géc s€ dugc ma hoa va bé vao mot ESP header boc ngoai, khi dén gén dich
thi cac gateway bao mat s& bo header boc ngoai ra va giai ma dé tim ra header
va payload géc.

3.1.1.9.Tinh di dong:

IPv6 hd tro tét cic MNnhu laptop. IPv6 gidi thiéu 4 khai niém
gitip hd tro tinh toan di dong gdm: Home address; care-of address; binding;
home agent.

Trong IPv6 thi cdc MNdugc xac dinh bd1 mot dia chi home address ma
khong can biét hién tai n6 duoc gén vao dau. Khi mgt MNthay ddi tr 1 subnet
nay sang subnet khac; n6 phai c6 mot CoAqua mdt qua trinh tu cAu hinh. Sy
két hop gitra home address va CoAdugc goi 1a mot binding. Khi mdét MNnhan
duoc 1 care-of address, nd s& bao ho HAcua né bing géi tin duoc goi 1a
binding update dé HAc6 thé cap nhat lai binding cache cua HAvé CoAcua

MNvtra gui. HA s€ duy tri mQt dnh xa gitra cac home address va care-address
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va bo nd vao binding cache. Mot MNc6 thé duoc truy cp bang cach giri mot
packet dén cac home address cta né.

Néu MNkhong dugc két ndi trén subnet ciia HA thi HA s& gui packet d6
cho MN qua CoA cua may d6 trong binding cache cua HA (Luc nay, HA
dugc xem nhu may trung gian dé may ngudn c6 thé dén dugc may di dong).
MN sau d6 sé& giri mot goi tin binding update cho may ngudn ctia goi tin. May
nguodn sau d6 s& cap nhat binding cache cta né, thi sau nidy may ngudén mudn
giri ¢én may di dong, chi can giri truc tiép dén cho MNqua CoA chua trong
binding cache ctia n6 ma khong can phai giri qua home address. Do d6 chi c6
g6i tin dau tién 1a qua HA.

3.1.1.10. Hi¢u sudt:

IPv6 cung cip céc loi ich sau:

- Giam dugc overhead vi chuyén dich dia chi: vi trong IPv4 c6 st dung
private address dé tranh hét dia chi, do d6 xuat hién k¥ thuat NAT dé dich dia
chi, nén ting overhead cho géi tin. Trong IPv6 do khong thiéu dia chi nén
khong can private address, nén khong can dich dia chi.

- Giam duoc overhead do dinh tuyén: nhiéu khéi dia chi IPv4 dugc phan
phat cho cac user nhung lai khong tom tat duoc, nén phai can cac entry trong
bang dinh tuyén lam ting kich thudc ctia bang dinh tuyén va thém overhead
cho qué trinh dinh tuyén, nguoc lai, cac dia chi [Pv6 dugc phan phat qua cac
ISP theo mét kiéu phan cap dija chi gitp giam dugc overhead.

- Tang d6 on dinh cho cac duong: trong IPv4, hién tuong route flapping
thuong xay ra, trong IPv6, mot ISP ¢o thé tom tit cic router ciia nhiéu mang
thanh mdt mang don va chi quan Iy mang don dé va cho phép hién tuong

flapping chi anh huong dén nodi bd clia mang bi flapping.
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- Giam broadcast: trong IPv4 sir dung nhiéu broadcast nhu ARP, trong
khi IPv6 st dung neighbor discovery dé thuc hién chic ning twong tu trong
qua trinh ty cau hinh ma khong can sir dung broadcast.

- Multicast c6 gidi han: trong IPv6, mot dia chi multicast ¢6 chira mot
truong scope co thé han ché cac goi tin multicast trong cac node, trong cac
link, hay trong mét to chuc.

- Khong c6 checksum.

3.1.2. Ciu triic ciia dia chi.

[PV4 dinh nghia ba dang dia chi: unicast, broadcast, va multicast. Thé hé

dia chi IPV6 ¢6 cac dang dia chi nhu sau: unicast, multicast va anycast.

Khai niém dia chi broadcast khéng ton tai nita. Chirc ning broadcast
dugc ddm nhiém bo1 dia chi multicast trong [PV6.

Dia chi unicast dugc ciu hinh cho mdi giao di¢n mang cua mot node. Dia
chi multicast, mat khac, dugc phan b cho mdt nhém céac node. Mot dia chi
anycast duoc gin cho mdi chtrc ning nhat dinh, va dia chi anycast duoc sir
dung dé thyc hién mot chirc ning nhat dinh.

Dia chi unicast IPv6 ¢ chiéu dai 128 bit va duoc chia lam 2 phﬁn: mot
subnet prefix va interface ID. V&i céac dia chi kha dinh tuyén toan cuc AGU,
thi ca prefix va interface ID déu c6 chiéu dai 1a 64 bit. Subnet prefix 14 dia chi
mang duoc gan cho lién két. Trong khi interface ID 1a dia chi MAC cua node.

Trong qua trinh tu cau hinh cia IPv6, host s& cung cip interface ID cta

n6 tir ROM va yéu cau router cuc bd hay str dung DHCPv6 server dé xac dinh

subnet prefix.

| 64 bits | 64 bits |

| Subnet Identifier | Interface Identifier |
fmm e e e e e e e e . ———— e mmem s s e — s s m e — . ———— +

Hinh 3.5. Pinh dang dia chi IPv6.
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- Do dia chi MAC chi c6 48 bit nén 16 bit trong interface ID s& duoc dé
gianh. IEEE c¢6 yéu cau mét dia chi MAC dai 64 bit duoc goi 1a EUI-64.
- Quan 1y dia chi: mdt dia chi kha dinh tuyén toan cuc s€ co subnet prefix

la 64 bit va subnet prefix nay s€ dugc chia nhé thanh 5 truong:

il 16

TLAID NLAID SLAID

wr o (e

Hinh 3.6. Céc truong cia subnet prefic.

Truong dau tién 13 truong format prefix(FP), giup xac dinh mot dia chi
kha dinh tuyén toan cuc (AGU) vdi gia tri nhi phan 1a 001. Truong thit 3 chua
dugc dung dén va dugc dé gianh cho tuwong lai. Hai truong: TLA ID va NLA
ID 1 quan trong nhat. TLA ID 1a top level aggregation identifier. Cac dia chi
toan cuc IPv6 s& dugc gan cho cac ISP hay cac to chirc dang TLA. Cac tb
chirc TLA sé& tiép tuc phan phat cac tdm dia chi ndy cho cac to chic Next
level aggregation (NLA). Phuong phap phan phdi dia chi theo th bac nay
cho phép viéc tom tit dia chi dé giam kich thudc ciia bang dinh tuyén & core.
Con véi cac nha quan tri mang thi truong quan trong nhat 1a site-level
aggregation (SLA) ID. Khong giéng voi 2 trudng kia, SLA ID thudng s&
khong dugc gan sin gia tri khi cung cip cho céc t6 chirc. SLA ID cho phép 1
t6 chtrc dinh nghia cic phan cap dia chi trong co quan cta ho. 16 bit SLA ID
c6 thé hd tro 1én dén 65535 subnet.

3.1.3. Khio sat ciu triic mang cia IPv6

Sau day sé& khao sat cach cac thiét bi giao tiép v6i nhau trong mot mang

va cach IPv6 tham gia vao dé ciing nhu khao sat viéc giao tiép gitra 2

host/subnet, host vdi router...
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3.1.3.1. Céc giao tiép trong mét subnet:

IPv6 dugc thiét ké theo kiéu “plug and play”.

C6 hd tro viée tu cAu hinh. Dé hiéu cac giao tiép trong mot subnet, ta co
céc khai niém sau: tu cau hinh phi trang thai (stateless); dia chi lién két cuc bod
(link-local); link-local prefix; Interface ID; Neighbor solicitation message;
neighbor advertisement message; neighbor cache.

- Néu mot mang khong co6 router, khong céd két ndi vai internet, va khong
c6 ca cac server dé hd trg cho qua trinh tu cdu hinh thi cac host trong mang d6
phai ciu hinh dia chi IPv6 cua nd bang mot qua trinh goi 13 stateless
autoconfiguration.

- Khi m{t may két ndi vai 1 port trén 1 subnet, may s¢€ tu cAu hinh mét dia
chi thir (tentative address) dugc goi la dia chi lién két cuc bod (link-local
address). Dia chi nay c6 kich thudc 128 bit gdm 1 prefix lién két cuc bo va
dia chi MAC cua may; prefix lién két cuc bd 1a mot dinh danh toan s 0 va
theo dang hex 1a FE8. Mot dia chi lién két cuc bd ¢o dang sau:
FE80:0:0:0:xxxx:XXXX:XXXX:XxxX Dé dam bao dia chi d6 1a duy nhat thi may
s& glri mot gbi tin ddc biét 1a: neighbor solicitation dén dia chi vira cdu hinh
va doi reply trong mot gidy. Néu khong thiy thi may s& xem dia chi d6 1a duy
nhit trong mang, néu c6 mot goi tin neighbor advertisement message thi dia
chi d6 khong duy nhét. Sau khi x4c dinh dia chi lién két cuc bd 1a duy nhét,
qua trinh tiép theo 1a query céc router lan cn trong mang.

- Pé giao tiép v6i host dich trén mang, may phai tim ra interface ID cua
may dich. Do d6, may sé sir dung chuc niang dugc goi la IPv6 Neighbor
Discovery protocol. May s& gui mot goi tin neighbor solicitation cho dich va
interface ID s€ dugc gui tra lai trong go6i tin Neighbor advertisement.

Interface ID s& duoc bo vao header ctia IPv6 va truyén trén mang. May sau d6
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s€ thém mot entry vao neighbor cache cia nd. Entry do s€ chira dia chi IPv6
cta dich, interface ID cua nd , mot con tro vao packet sap truyén, va mot flag
dé xac dinh dich c6 phai 1a mot router hay khong. Cache nay s& duoc st dung
cho nhiing 1an giri sau ma khong can giri lai goi tin solicitation.

- Pia chi lién két cuc bd khong thé dugc sir dung dé giao tiép ra khéi mot
subnet. Véi nhitng giao tiép lién subnet thi can cac dia chi site-local va global

address dé nodi cac router.

3.1.3.2. Cdc giao tiép lién subnet.

Khi m6t may phat hién thidy c6 mot router ton tai trén subnet, thi qua
trinh tw cAu hinh c6 sy khac biét va co cac khai niém sau: site-local address;
subnet ID; router solicitation message; router advertisement message; default
router list cache; destination cache; prefix list cache; redirect message; path

MTU discovery.
- Trong va sau qua trinh tu cau hinh thi PC déu phu thudc rat nhiéu vao
qua trinh IPv6 neighbor discovery protocol, dé tim cic node trong cing

subnet va tim cac router cho cac dich dén cac subnet khac.

- Trong qua trinh ty cdu hinh, sau khi P4C sinh ra mot dia chi lién két cuc
bd duy nhét thi né s& query mét router. PC s& giri mot goi tin duoc goi 1a
router solicitation va mot router s& phan hoi lai véi mot géi itn goi 1a router
advertisement.

Viéc hién dién cua router nghia la co thé ¢ cac subnet khac két ndi véi
router. Moi subnet phai c6 mot subnet ID ctia nd vi viée dinh tuyén la dua
trén subnet ID. Dia chi cua PC bay gid phai c6 mot subnet ID duy nhit vi dia
chi lién két cuc bo khong con du dé st dung nita. Dé hd tro qua trinh stateless
autoconfig thi router advertisement s€ chira mot subnet ID. Router

advertisement ctia mdi interface s& chira mot subnet ID khac nhau. ID nay sé&
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duoc két hop véi interface ID dé tao dia chi IPv6. PC s& bo dija chi lién két
cuc bd ctia nd va cau hinh mot dia chi méi duoc goi 1a site-local address, gom
16 bit subnet ID c6 dang: FEC0:0:0:<subnet [D>:XxXX:XXXX:XXXX:XXXX

- PC s& str dung thong tin tir router advertisement dé cip nhat cac cache
cua no. Subnet ID s€ dugc thém vao prefix list cache cua PC. Cache nay duoc
str dung dé xem mot dia chi c6 cung subnet hay khong v6i PC. Thong tin cua
router s& dugc thém vao neighbor cache va destination cache. Néu router co
thé dugc st dung 1a mot router mac dinh thi mot entry s€ dugc thém vao
default router list cache.

- Khi PC da sin sang giri packet cho dich, no s& query prefix list @& xem
dia chi dich c6 chung subnet voi n6 hay khong. Néu khong thi packet s& duoc
gui cho router trong default router list. PC sau d6 s€ cap nhat destination
cache ctia né voi mot entry cho host dich va next hop cia né. Néu default
router dugc chon khong phai 14 next hop toi wu dén dich thi router s& giri mot
Redirect message cho PC ngudn véi mot next hop router tot hon dén dich. PC
sau d6 s€ cap nhat destination cache ctia ndé voi next hop méi cho dich do.
Cac cache dugc duy tri béi boi mdi IPv6 host va duoc query trude khi cic
solicitation message duogc truyén, cac cache sé gitip giam dugc s6 message va
cac cache nay sé duoc cap nhat dinh ky.

- Pé h tro cac giao tiép lién subnet thi IPv6 cung cap mét dich vy hitu ich
khac 1a Path MTU discovery. IPv6 khong cho phép céac router phan manh cac
packet qua 16n dugc truyén qua cac lién két ciia next hop, chi c¢6 cic node
nguén moi duge phép phan manh packet. Sir dung IPv6 Path MTU discovery,
mot node ngudn co6 thé quyét dinh packet 16n nhét c6 thé duoc giri dén dich.
V6i thong tin vé cac MTU ciia céc lién két ¢6 trén nhiing hop trung gian, node
nguodn co thé dinh lai kich thuéc cho cac packet ctia nd mot cach phu hop dé

truyén.



54

3.1.3.3. Giao tiép giita cdc mang:

Trong qua trinh ty cdu hinh stateless, mdi node c6 trach nhiém cau hinh
dia chi cua chinh n6 va cache lai interface ID ctia n6 va thong tin dugc cung
cap boi giao thic neighbor discovery. Trong mdt mang nho, qua trinh nay cé
ich loi 1a don gian va dé dung. Bat loi ciia nd 1a qua dya vao ky thuat
multicast, sir dung khong hiéu qua tam dia chi va thiéu bao mat, thiéu sy kiém
soat chinh sach va viéc dang nhap.

- Pé hd tro cac giao tiép gilta cac mang 16n hon va phirc tap hon thi ta phai
stt dung qué trinh tu cdu hinh stateful. Dé hiéu rd hon qua trinh ndy, ta phai
hiéu 5 cac khai niém sau: stateful autodiscovery; DHCPv6; DHCPv6 client,

relay, agent, server.

- Stateful autoconfig dua trén cac server dé cung cip cac thong tin céu
hinh, nhiing server nay duogc goi 1a cac DHCPv6 server. Tuy nhién, véi cac
nha quan tri thi stateful phirc tap hon stateless vi nd yéu cau cc thong tin cau
hinh phai dugc thém vao co s¢ dir liéu cia DHCPv6 server. Do do, stateful co
kha nang mo rong tét hon cho nhitng mang 16n.

- Stateful c¢6 thé dugc sir dung dong thoi voi stateless. Vi du: mot node cd
thé theo cac qua trinh stateless trong qué trinh khoi dong dé 1dy dia chi lién
két cuc bd. Sau do, n6 c6 thé sir dung stateful dé liy thém cac thong tin tir
DHCPv6 server.

- Pé lay thong tin ciu hinh thi PC phai xac dinh mot DHCPV6 server bang
cach guri ra mot DHCP solicit message hay bang cach lang nghe mot DHCP
advertisement. PC sau d6 s& giri mot unicast DHCPv6 Request. Néu DHCPv6
server khong & chung subnet vo1 PC thi mot DHCP relay hay agent sé
forward yéu cau cho mot server khac. Server s& hdi 4m bang mét DHCPv6

Reply chira thong tin cau hinh cho PC.
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- Viée st dung DHCPv6 ¢6 nhiéu ich loi nhu:

+ Kiém soat: DHCPv6 kiém soat viéc phan phdi va gan cac dia chi tir mot
diém kiém soat tap trung.

+ Tom tat: do viéc phan phdi co thir bic nén co thé tom tat.

+ Renumbering: khi mot ISP méi dugc chon dé thay thé céi cii thi cac dia
chi moi ¢ thé dé dang duoc phan phdi hon véi dich vu DHCPVG.

+ Bao mat: mot hé théng dang ky host c6 thé duoc su dung trong mdt dich
vu DHCPv6. Hé thong dang ky nay c6 thé cung cap mot cach cé chon lua cac
dich vu mang cho cac host dang ky va tir chdi truy cép cho cac host khong
dang ky.

3.2. Cach dat dia chi trong IPv6

3.2.1.C4u tric dia chi IPv6.

Dia chi IPv6 dai 128 bit gdm 8 phan & dang thap luc phan duoc phan cach
boi cac ddu hai chim (:). Mdi phan cua n6 s& dai 16 bit. IPv6 st dung dang
thap luc phan, day la thay d6i co ban so voi IPv4 sir dung dang chdm (dot).
Nguyén nhan 13 do tim dia chi IPv6 qué 16n nén khong thé st dung dang dot
vi s& rat dai (gap 4 chiéu dai cua IPv4 hién tai).

Mot dang chuan ciia mot dia chi IPv6 sé& c6 dang:

2001:0010:3456:6EFD:00AC:0DEC:DDEE:EEDD

IPv6 cung cap 2 phuong phap dé rut gon viéc ghi dia chi. Thr nhét 13 viéc
b6 cac s6 0 ding dau va thir hai 14 viéc thay thé nhiéu nhom s6 0 thanh mot
dau :

Vi du: dia chi sau day trudce khi dugc rut gon c6 dang:

ADBF:0:0:0:0:000A:00AB:0ACD

Sau khi rat gon theo cach 1:
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ADBF:0:0:0:0:A:AB:ACD

Sau khi rat gon theo cach 2:

ADBF::A:AB:ACD

Chu ¥: Dau :: chi xuit hién duy nhat mot 1an trong dia chi.

Pé biéu dién mot dia chi IPv4 theo dang IPv6, ta gan 6 phan dau cua dia
chi IPv6 bang 0, 2 phan con lai dai 32 bit dugc ghi theo kiéu IPv4. Vi du:
[Pv4 s€ c6 dang: 0:0:0:0:0:0.A.B.C.D hay ::A.B.C.D

Vidu: ::192.168.1.1

3.2.2. Cac loai dia chi.

IPv6 ¢ cac loai dia chi sau: unicast, multicast va anycast.

- Unicast: mot dia chi unicast dai dién cho mot host. Cac dia chi unicast
duogc chia nho thanh nhitng dang sau: dia chi unicast kha tom tat toan cuc
(AGU); dia chi loopback; dia chi khong xac dinh; interface ID; dia chi unicast
cuc bo; NSAP; IPX.

- AGU (Global Unicast Address): 1a mot ciu tric giup gan va phan phdi

cac dia chi IPv6. Cau tric nay chia tim dia chi ra 1am 5 phan gom: FP(Format

“ .
‘ o A ID ‘ RES ‘ HLAID SLAID I Imterface |0 ‘
i - s v o
Jhits 13 bits & hits 24 bits 16 bits b4 bits

Hinh 3.7. Céu tric dia chi AGU.
prefix); Top level aggregation identifier (TLA ID); next level aggregation

identifier (NLA 1ID); site level aggregation identifier (SLA ID); va interface
ID.
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+ FP: ludn 13 001 dé xac dinh dia chi nay ¢ dang dia chi kha dinh tuyén
toan cuc. Vi mdi loai dia chi IPv6 s& c6 mot Format Prefix duy nhat dé giap
céc thiét bi dinh tuyén d& dang xir Iy dia chi hon.

+ TLA-ID: cung cip 8192 TLA, nghia 1a c6 thé c6 8192 nha cung cap &
cip nay. Cac TLA & cdp cao nhat ciia bang phan cap dinh tuyén. Cac TLA s&
dugc gan mot trong 8192 TLA ID va s€ ¢o6 trach nhi€ém phan phat céac dia chi
ctia minh quan 1y xudng cho cac khach hang.

+ NLA-ID: 1a cac ID cho cac nha cung cap cip 2, mot NLA c6 thé 1a mot
t6 chirc c6 mot két ndi véi mot TLA hay 1a mot ISP. NLA s& dugce nhan mot
NLA-ID tir TLA, va dén luot nd, né phai cung cap dia chi ctua nd cho cac
khéch hang.

+ SLA-ID: SLA 14 mang cua khéach hang.

- Nha cung cip cao nhét cho cic tam dia chi IPv6 1a Internet Assigned
Number Authority (IANA). IANA s& phan phdi cac tdm dia chi cho cac
Internet Registry (IR) & tung khu vyc. Co 3 IR la: ARIN; RIPE Network
Cordination Centre (NCC); va APNIC. ARIN thudc khu vuc chau My,
Caribé, va mot phan chau Phi; RIPE NCC quan 1y chau Au, Trung Péng, va
phan con lai ctia chau Phi; APNIC quan 1y khu vuc chau A Thai Binh Duong.
Céc IR sé& chia tam TLA thanh nhiing tim TLA con, giip phan phdi dia chi
theo quy luat sau:

+ IR s€ gan cac dia chi cho cac TLA con (TLA ISP).

+ TLA ISP s€ gén céc dia chi NLA cho cac NLA ISP.

+ NLA ISP s& gan cac SLA cho khach hang.

- Pia chi loopback: khong phai 1a mdt dia chi, c6 dang: 0:0:0:0:0:0:0:1 hay

::1. Pugc sir dung dé kiém tra.
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- Interface ID: dé tao cac dia chi EUI-64 tir dia chi MAC, ta thuc hién

cac budc sau:+ Thém FF-FE vao gitta cac byte 3 va 4 cua dia chi MAC.

+ L4y bu bit “Universal/Local”(U/L), 14 bit thir 7 ké tir trai sang cia dia
chi MAC.

Vi du: Ta c6 dia chi MAC: 0008:749B:3CF4
Budc 1: Thém FF-FE vao gitra byte thir 3,4 cta dia chi MAC:

La thém vao gitta 74 va 9B:
0008:74FF:FE9B:3CF4

Budc 2: Lay bu bit U/L cta byte dau tién:
Byte dau tién 14 00:
00000000=00000010=02h

Vay ta c6 EUI-64 tr MAC trén la:

0208:74FF:FE9B:3CF4

- Dia chi sir dung cuc bo: gém 2 loai: dia chi lién két cuc bod (dugc sir dung
trén 1 lién két) va dia chi site cuc bd (duogc str dung trong mét site).

+ Dia chi lién két cuc bd: chi cé tac dung trén mot lién két cua router. Chi
nhiing host va interface ciia router duoc két nbi vao cuing mot subnet méi co
duoc dia chi lién két cuc bo cua segment do. Router s€ khong quang ba dia
chi nay.

Cé dang sau:
1111111010 0.......0 Interface I
10bit 54bit 64 bit
hay :FE80::/64
+ Site-local address: 1a dia chi chi c6 thé dinh tuyén dugc trong mat site.

Nghia la cac host dugc cau hinh véi dia chi nay co6 thé giao ti€p vdi cac host
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khac trong cing mdt mai mang nhung khéng dugc dinh tuyén ra ngoai. Site-
local giébng nhu dja chi private trong IPv4. C6 dang:
1111111011 O0......0 subnet ID Interface
10 bit 38bit 16bit 64 bit
Hay: FECO::/10

- Subnet trong IPv6. IPv6 dugc chia nhd thanh cac prefix 1la TLA,
subTLA, NLA va SLA. Cac ARIN, RIPE, APNIC phéan phdi cac sub TLA
cho cac nha cung cap TLA. Nhitng nha cung cip nay lai phan phdi cac tam
dia chi NLA cho cac nha cung cap nho hon...
Céc tam dia chi sau s& duoc phan phdi cho cac IR:
2001:0400::/23 cho ARIN
2001:0200::/23 cho APNIC
2001:0600::/23 cho RIPE
Vi du sir dung ARIN, quy lut phan phéi nhu sau:

- ARIN s& phan phdi cac dia chi /35 cho cac subTLA.

- TLA s& phan phdi cac tAm dia chi cho cdc NLA, cac NLA s& phan phdi
mot tam dia chi /48 cho céc SLA.

- Phan phbi /64 cho cac SLA chi c6 mot subnet.

- Phan phdi /128 cho cac SLA véi chi 1 subscriber.
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[ Internet Assiqned Humbers Authority {(IANA) ‘

Global Unicast Address l

Allocation /23
\J

Regional Internel Reqistries (IRs)
ARIN, RIPE, and APNIC

Allocation /35
sub-TLA 1 abTA2 ) -m
NLA T ( maz )
o

1 I

Hinh 3.8. Phan phdi dia chi AGU.

J Global Unicast Address

Vi dy: ARIN ¢6 duogc tim dia chi 2001:0420::/23, s& phan phdi xubng cho
cac subTLA: subTLAl c6 tam 2001:0420::/35; subTLA2 c6 tim
2001:0428::/35. Viéc phan phdi nay cho phép cac subTLA subnet tim dia chi
duoc phan dé phan phdi xudng cho cac NLA:

- SUbTLA s& cung cip céc prefix cho cac NLA:

2001:0420:0001::/48
2001:0420:0002::/48

- SubTLA2 s& cung cip cho cac NLA:
2001:0428:0001::/48
2001:0428:0002::/48

- Mbi NLA lai subnet va phan phéi cho cac SLA; véi NLA c6 tam dia chi
2001:0420:0001::/48 c6 thé phan phdi cac dia chi sau:
2001:0420:0001:1::/48
2001:0420:0001:2::/48
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Str dung cach phan phdi nay, ta chi cAn quan 1 tim dia chi & mbi cap, vi
vy giam duoc kich thudc bang dinh tuyén.

- Dia chi multicast.

Pia chi multicast c¢6 cau trac nhu sau:
11111111 flag scope grouplD
8bit 4bit 4bit 112bit

- Flag: 13 truong 4 bit, trong d6 chi st dung bit thir tu (ba bit dau khong st
dung) dé xac dinh xem day 1a dia chi thuong dugc sir dung (permanent) hay
khong. Néu bit 6 bang 0 thi nghia 12 permanent va 1 nghia 12 non-permanent.
Céc dija chi permanent 1a do mot t6 chtrc qudc té gan.

- Trudng scope: duoc st dung dé xac dinh pham vi cta group, gdm cac gia
tri sau:
1- Node-local scope
2- Linl-local scope
5-site-local scope
8-organization-local scope
E-global scope
GrouplD: xac dinh ID cua group.
Céc dia chi thuong dung:
e Node-local scope: FF01:0:0:0:0:0:0:1(dia chi cho tt ca cac node);
FF01:0:0:0:0:0:0:2(tét ca router).
e Link-local scope:
FF02::1-tit ca cic node
FF02::2-tat ca router

FF02::4-DVMRP router
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FF02::5-tat c4 OSPF IGP router
FF02::6-tat ca OSPF IGP DR
FF02::7-ST router

FF02::8-ST host

FF02::9-RIP router
FF02::A-EIGRP router
FF02::B-mobile agent
FF02::D-PIM router
FF02::1:2-DHCP agent
FFO02::1:FFxx:xxx-solicited node address
e Site-local scope:

FF05::2-tat ca router
FF05::1:3-tat ca DHCP server

e Dia chi anycast: bat ¢t dia chi nao duoc gan cho nhiéu hon 1 interface thi
dugc xem la dia chi anycast. Cac packet dugc guri dén mot dia chi anycast s€
duoc dinh tuyén dén interface gan nhét c6 dia chi d6. Anycast khong khac
unicast. Do d6, router phai duoc cau hinh dé xir 1 nhitng goi tin anycast. Dja
chi nay c6 dang:
Subnet prefix 0....0
n bit 128-n bit

C6 2 loai dia chi anycast dugc gianh san. Pinh dang cua nhiing dia chi nay
phu thudc vao loai dia chi IPv6 dugc cdu hinh. Dinh dang nay duoc quyét
dinh bang cach xét dinh dang prefix. Quy luat 1a néu cic bit dau tién cia 1 dia
chi 12 000 thi interface ID c6 thé c6 chiéu dai khong cb dinh, con néu céc bit

dau khong phai 1a 000 thi interface ID phai 1a 64 bit.
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Vi du: Loai dia chi anycast c6 64 bit interface ID c6 dang:
Subnet Prefix 111...111 Anyast ID
n bit 121-n 7 bit

Interface ID cua loai nay tuy thudc vao chiéu dai cua subnet ID.

- Cac dia chi anycast nay khong duoc st dung dé gan cho cac interface.
Hién nay chi c¢6 3 Anycast ID la: 7E (lam dia chi cia home-agent trong mibile
[Pv6); 7F, va 00.

- Vi du: Néu ta viét interface ID ciia IPv6 home agent, ta s& viét:
tirrrtorrrrreaar 111... 111 1...10=111111011... 111 1111110
57bit 7bit=FE

3.3. IPv6 Header

3.3.1. Phan tich:
IPv6 header c6 kich thudc cd dinh. Trong khi IPv4 header c6 kich thudc

thay d6i. V&i kich thude ¢ dinh thi mot router c6 thé xtr Iy goi tin mot cach
hi¢u qua.

IPv6 header luu cac thong tin can thiét dé dinh tuyén va phan phat géi tin
dén dich. Cac header s& duoc xir Iy boi mdi node trén dudng dén dich. Bén bit
dau tién 1a version duogc st dung dé x4c dinh version cta giao thuc IP dang
duoc sir dung va nd ¢6 gid tri 1 6 voi IPv6. Truong nay rat quan trong vi nd
cho phép ca hai giao thic cung ton tai trén mot segment ma khong xay ra

dung do.
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32 bits
1 8 16 24 32
Version Trattic Class Flow Label
4 hits 8 bits 20 bits .
Payload Length Next Header Hop Limit
16 bits 8 bits 8 bits .
Source Address
16 octets (128 bits)
g
=
Destination Address 24
16 octets (128 bits)
40

Hinh 3.9. IPv6 header.

Hai truong tiép theo 1a traffic class va flow label dugc str dung dé cung
cap cac kiéu chat luong dich vu (QoS) dang diffServe va cung cap su hd trg
cac ung dung c6 yéu cau xu 1y dic biét theo ting ludng dir liéu. Truong
traffic class c6 tac dung nhu truong Type of Service (ToS) cua IPv4, dugc st
dung dé wu tién traffic. Truong flow label két hop véi dia chi ngudn va dich
gitip xac dinh ludng traffic co yéu cau duge xir Iy dic biét bai cac router trén
duong. Khi mot router xac dinh dong traffic 1an du, n6 s& nhé dong traffic
do, cling nhu cac xu ly dac biét ung vdi traffic nay, va khi cac traffic khac
thudc dong nay dén, no s& xir Iy nhanh hon 1a xir Iy timg packet.

Truong payload tuong ty nhu truong total length cua IPv4, xac dinh tong
kich thudc cua goéi tin [IPv6 (khdng chira header).

Truong next header dugc st dung dé xac dinh header tiép theo sau IPv6

header. Muc dich cta trudng nay gidng véi trudng protocol bén IPv4.
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Trudng hop limit dugc st dung dé giéi han s6 hop ma packet di qua, duoc
stt dung dé tranh cho packet duoc dinh tuyén vong vong trong mang. Trudng
nay gidng nhu trudng TTL (Time-To-Live) bén IPv4.

3.3.2. So sanh IPv6 va IPv4 header.

IPv6 header c6 mot vai diém chung so v&i IPv4, chiing ta s& phan tich lai
IPv4 header dé xem xét su giébng va khac nhau giita chung ciing nhu thiy

duoc su cai tién trong ndi dung header cua IPv6.

32 bits
1 8 16 24 32
P
Version | Hdr Len Type of Service Total Length
4 bits 4 bits # bits 16 bits 4
Identification Flags Fragment Offset .
16 bits 3 bits 13 bits q g_
Time 1o Live Protocol Header Checksum £
8 bits 8 bits 16 bits 2 | 2
Source Address E
4 octets (32 bits) =
Destination Address 6| &
4 octets (32 bits) — .g
£
Options (if any) =
0 - 40 octets =~
60 -~
Phan ¢6 trong Phan khong co
TPv6 header trono TPv6 header

Hinh 3.10. IPv4 header.
- Version: gidng & IPv6
- Header length: xac dinh kich thudc header tuy thudce vao truong Option.
Truong niy khong c6 & IPv6 vi IPv6 header c6 kich thude ¢ dinh.
- Type of service (ToS): twong tu nhu traffic class bén IPv6.

- Total length: giéng véi payload length bén IPv6.
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- Identification, flags, fragment offset: duoc sir dung dé xtur 1y viéc phan
manh va két hop cac goi tin. O IPv4, mot hop trung gian c6 thé phan manh
mot packet khi kich thude 16n hon MTU ciia hop d6. Khong giéng véi IPv4,
viéc xtr Iy phan manh trong IPv6 xay ra chi trén node ngudn bang viéc sir
dung k¥ thuat goi 1a path MTU. Do d6, thong tin lién quan dén viéc phan
manh s€ dugc ma hod trong header “fragmentation” (1a mot header mé rong
cua goi tin [Pvo6).

- TTL: gidng nhu hop limit bén IPv6.

- Protocol: tuong tu nhu next header bén IPvo6.

- Header checksum: dugc str dung dé dam bao su toan ven cua IPv6
header.

Tuy nhién, & 16p trén lai tinh lai checksum cho toan packet nén viéc tinh
header checksum la du thtra, nén trong IPv6 header khong c6 truong nay.

- Options: truong nay dugc dugec ma hod trong cac header m¢ rong bén

[Pv6.
3.3.3. Header m¢ rong cua IPv6.

Céc header m¢ rong dugc dat gitra [Pv6 header va header ctia cac giao
thire 16p trén, duoc sir dung dé mang cac thong tin tuy chon & 16p Internet
trong packet. Mot IPv6 packet co thé chira mot hay nhiéu header mé rong.
Mbi header md rong s& co gia tri dai dién cho né. Vi du: TCP (6); UDP (7);
Routing header (43); Fragment header (44); ESP (50); AH (51); ICMP (58)...

IPv6 c6 thé duoc thuc thi diy du véi cac header md rong sau: hop-by-hop
option; routing; fragment; destination option; authentication va ESP. Khi c6
nhiéu header cung ton tai trong mot packet thi ching nén theo thir tu sau:

- IPv6 header

- Hop-by-hop option (0)
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- Destination option header (60) (duoc xir Iy boi moi node c6 xuat hién
trong Routing header)

- Routing header (43)

- Fragment header (44)

- Authentication header (51)

- Encapsulating security payload (ESP) header (50)

- Destination option header (60) (chi dugc xur Iy bdi dich cta goi tin)

- Upper layer header.

Trur destination option header ra, cac header khac déu xuit hién mét lan
trong packet. Destination option header chira thong tin dugc xtr 1y bdi dich
cubi. Khi packet c6 chia routing header, thi co thé s& c6 thém mot
Destination option header nita duoc st dung dé xac dinh rang packet ndy nén
duogc xir 1y boi tat ca cac node trung gian dugc liét ké trong routing header.

Khi IPv4 c6 chira trudng Option thi tat ca cac hop trung gian déu phai xu
ly g6i tin nén lam ting do tré truyén cho goéi tin. Chi trir header Hop-by-hop
option, con cac header con lai chi dugc xur 1y bdi node dich cua packet. Hop-
by-hop option header chira cac thong tin tuy chon ma can dugc xu 1y boi tat
ca cac node trung gian. Gia tri ctia truong next header xac dinh hanh dong ké
tiép dugc xtr Iy, do d6 cac header mé rong phai duoc xur 1y theo thir tw ma
chung xuét hién trong cac packet. Khi mot node nhan dwgc mot gia tri next
header ma no khong biét, nd s& bo gbi tin va giri mot goi tin duge goi 1a
ICMP parameter problem cho ngudn ciia goi tin. Hién tai, hop-by-hop option
header va destination option header s€ chira mét sb céc tuy chon dugc ma hoa
¢ dang Type-Length-Value (TLV). Loai tuy chon dugc ma hod sao cho 2 bit
cao nhit s& xac dinh hanh dong ma node s& 1am néu né khong nhan ra loai tuy

chon va bit thir 3 s& xac dinh dit liéu tuy chon c6 thé thay d6i duong di dé dén
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dich cudi cua packet hay khong. Vi du: khi mot node xac dinh mot gia tri kiéu
tuy chon 13 130 (10000010), 2 bit cao nhat 1a 10 (nghia 13 bo packet va giri
mot ICMP parameter problem cho ngudn cua goi tin). Cac gia tri 2 bit dau
nhu sau:

00-bo qua option nay va tiép tuc xir Iy header

01-bo qua packet

10-bo qua packet va gui ICMP parameter problem

11-bo qua packet va néu dich cua packet khong phai 13 multicast thi méi
g1 ICMP parameter problem.

Bit thtr 3 bang 0 1a khong cho phép dit liéu tuy chon thay doi duong dén
dich va bang 1 1a cho phép thay doi.

3.3.3.1.Hop-by-hop option header.
Hop-by-hop option header header chtra thong tin tiy chon dugc xtr 1y boi

32 bits
<

1 a 16 24 32

Ml Header Hilr Ext Len
& bits & bits

Oplioies
variable lemgth

varialle

e

Hinh 3.11. Hop-by-hop option header

tat ca cac node trung gian. N6 c6 dang:

Loai tuy chon cua tuy chon canh bdo router (Router Alert option) la 5
(00000101) xac dinh rang cac node néu khong nhan ra tiy chon nay co thé bo
qua nd va tiép tuc xtr 1y header, va dit liéu tuy chon khong dugc thay doi

duong di. Kich thudc cua tuy chon 1a 2. Vi du: hinh 3.12 s€ mo td mot packet
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32 bits
. L
) ,
gom mot router alert hop-by-hop option ! 8 16 24 32
6
(ver} | (traffic ¢} (flow label)
0
3.3.3.2. Rou ting header (payload length) (next hdr) | (hop limit)
. (source address)
Routing header 1a header cho phép nguon
, , , . (destination address)
quyét dinh nhiing duong dé dén dich bang 6 0 5 >
B A X B . . (next hdry | (hdr len) | (op. type) | (op. len.)
cach liét ké mot hay nhiéu cac node ma no sé€ ~ -:w ﬂpg
. ., {option data) (Pad2) (Pad2)
di qua. N6 c6 dang:
) i upper-layer protocol header
Khi mét node xac dinh ki€u dinh tuyén ma (TCP header, for example)
n6 khong biét va gia tri cia segment left bang
, data
0, n6 s€ bo qua routing header va ti€p tuc
xtt Iy header. Tuy nhién néu segment left khac ' Hinh3.12.
32 bits
1 8 16 24 32
Next Header | Hdr Ext Len | Routing Type | Segments Left T
Reserved &8
B
Address[1] ™~
AT ﬁ
Address[n] B
N T
Hinh 3.14. Routing header c6 kiéu dinh tuyén bang 0.
P 32 bits .
< 4
1 8 16 24 32
AT
Next Header Hir Ext Len Routing Type Segments Left
8 bits 8 bits 8 bits 8 bits o
type-spesific data 5
variable length
'

Hinh 3.13. Routing header
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0 thi node s& bo goi tin va giri ICMP parameter problem dén ngudn. Hién nay,
chi ¢6 kiéu dinh tuyén bang 0 méi dugc dinh nghia va no6 c6 dang:

Tac dung khac ctia routing header 13 dé giao tiép véi mot node di dong &
xa home network ctia né ma khong can dinh tuyén tam giac. Néu khong can
t6i vu duong thi packet c6 thé duoc giri dén home network cta node di dong
va sau d6 s& duoc HAtruyén di, tao nén dinh tuyén tam giac. Do d6, ngudn
ctia két ndi c6 thé xac dinh dudng di bang cach sir dung routing header loai 0
va cho phép ngudn xac dinh dudng ma khong can dinh tuyén tam giac.

Vi du: Véi két ndi gitta node nguoén s va node dich d qua 2 router trung
gian rl, 2 thi s c6 thé tao IPv6 packet voi routing header nhu hinh 3.15.

Ta thdy, & hinh (a) truong dich 1a r1 ma khong phai 13 node d, nguyén
nhan 13 do, vi chi trir hop-by-hop option header 14 dugc xir 1 bai tit ca cac
node trung gian trén duong di téi dich, cac header con lai chi dugc xtr 1 béi
duy nhat node dich cua packet, do d6, dich ctia goi tin phai 1a router rl, sau
khi xem xét IPv6 header, no sé€ tiép tuc xu Iy header mé rong, luc do, r1 sé xur
ly routing header ma node s guri cho né: dia chi ddu cta routing header la
router tiép theo trén dudng di (r2) theo sau 1a node dén cudi cung. Router rl
s& giam truong segment left va hoan d6i cac gia tri cua truong destination
trong IPv6 header véi truong first address trong routing header, va gui cho r2.
Hinh b miéu ta packet ma r1 gui cho r2. Tuwong tu nhu vay, sau khi xem xét
IPv6 header, 12 s& tiép tuc xtr Iy routing header (vi truong dich 1a r2 nén r2
dugc phép mo routing header), r2 s& giam segment left va hoan doi truong
destination v&i dia chi thr 2 trong routing header. Khi xtr 1y routing header,

index cua dia chi d€ c6 thé hoan chuyén voi truong dich dugc tinh nhu sau:
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6 ] fi
13 43 43
5 ] 5
r 2 i
G| 4]0 Gl4a]l0o|1 G| 4|00
0 ] 0
12 r r1
d d r2
Uppes-iayer upper-iayer upper-layer
protocol profocol protacol
eader header Ieader
data data data
(a) between (b) between {c) between
sand r1 randr2 r2 and d

Hinh 3.15. Céac goi v6i routing header.

(Header extension length%2)-(Segment left -1)

Header Extension header=2*(s6 dia chi c6 trong routing header)

Do d6, Hdr Ext length khong duoc 1¢, néu 13 thi node dang xtr 1y s& giri
g6i tin ICMP parameter problem vé node ngudn.

Khi segment left giam téi O thi node dang xu 1 routing header s€ duoc
xem nhu node dich cua goi tin va nd s& tiép tuc xir Iy cac header khac trong
packet ma khong guri goi tin di nira.

3.3.3.3. Fragment header.

O IPv4 thi trudng total length trong header s& gidi han kich thudc tdi da
cua 1 packet 1a 64 kB. Tuy nhién, phu thudc vao ky thuat dugc st dung ma
kich thudc that cua packet c6 thé duoc gi61 han lai. Do do, néu packet qué 16n

thi IP ¢6 nhiém vu phan manh packet dé dam bao kich thuéc packet khong
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vuot qua MTU. Do do6, dir liéu cua ngudi dung dugc gui trong mot packet tir
mot ngudn co thé dén dich trong nhiéu packet néu c¢o 1 lién két c6 MTU nho
hon MTU ctia node ngudn. Tuy nhién viéc phdn manh nay s& khong t6i wu.

Vi du: gia str, ta gri 1 tng dung 3000 byte tir nguén c¢6 MTU 1a 3000
byte, khi gtri dén lién két tiép theo c6 MTU=1500 byte, do d6, packet phai bi
chia d6i, sau d6 lai gori dén lién két tiép theo nita co6 MTU 1a 1000 byte thi géi
tin lai phai chia 1am 4 phan: 2 phan 1000 va 2 phan 500. Do dé, khong t6i wu.
Néu ngudn biét dugc MTU thi n6 c6 thé chi can chia goi tin ra lam 3 phan,
mdi phan 1000byte ngay tir dau. O IPv6 thi node ngudn s& tim ra MTU nho
nhét trén duong di va thyc hién vi¢c phan manh tdi wu. Trudce khi phan manh
thi géi tin gbc s& gdm 2 phan: phan c6 thé phan manh va phan khong thé phan
manh. Trong do, IPv6 header va cac header m& rong (dugc xtr 1 bdi1 node
dich) 1a c6 thé phan manh. Hinh 3.16 s& mo ta qua trinh phdn manh trong

IPvé6.

Unfragmentable Fragmentable part

part
e Criginal IPvE Packet .

Unfragmentable Fragrnent Fragrnent 1

part Header
Unfragmentable Fragrnent Fragment 2

part Header

— Fragments

Unfragmentable Fragment Last Fragment

part Header

Hinh 3.16. Qua trinh phan manh trong IPv6
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Fragment header c6 dang:

SZDus

€

1 8

16

24

Hext Header
o bits

Resaryved
3 bits

Fragment Offsat
13 bits

Res

[dentification

Hinh 3.17. Fragment header

3.3.3.4.Authentication header.

Soctets

Trong mdt mang IP, cd trong IPv4 va IPv6 thi header nay dugc st dung

dé cung cap su toan ven dir li¢u va xac minh nguon goc cua dir liéu. Trong

32 bits

A

8 16

24

W

32

Next Header
8 bits

Payload Len
& bits

Reserved
16 bits

Security Parameters Index (SPI)

32 bits

Sequence Number Field

32 bits

Authentication Data

variable

Hinh 3.18. Pinh dang ctia AH.

variable

mang IPv6, AH cung cap su xac thuc cho IPv6 header, cac header cia cc

giao thuce 16p trén va dit liéu nguoi dung, cling nhu cac header mé rong khong

duoc phép thay doi trén duong di. Pinh dang cia AH duoc mé ta trong hinh

3.18.

Truong sequence number dugc su dung d€ cung cap sy bao vé chong lai

su nghe 1én dir liéu. Khi mot Security Association (SA) duogc thiét lap giira

nguén va dich thi cac bd dém & bén guri va bén nhan sé duoc thiét 1ap 1a 0. Do
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d6, bat budc bén giri phai ting truong nay qua mdi lan truyén, tuy nhién, bén
nhan co6 thé khong xtr 1y viéc truyén ndy. Dich vu nay chi hiéu qua néu bén
nhan xr 1y truong nay.

Truong xac thuc dir li€u chura Integrity Check Value(ICV) cho packet.
Giai thut xac minh (duoc lua chon khi SA dugc thiét 1ap gitta bén gui va bén
nhan) s& xac dinh kich thude cua ICV, cac quy tic so sanh, va cic bude xu Iy
can thiét. Gia tri nay dugc tinh trén goi tin boi node ngudn va dugce xac minh
boi node dich (bang cach so sanh gia tri trong packet nhan dugc voi cai ma né
tinh ra).

AH c6 thé dugce sir dung o trang thai transport hay tunnel. AH ¢ transport
mode dugc thuc thi & céc host, cung cép su bao v€ cho céac header ¢ 16p trén
va cac truong trong IPv6 header. Con AH ¢ tunnel mode dugc ap vao goi tin
IPv6 gbc, bao dong goi tin gbe bang cach xay dung mot goi tin IPv6 méi sir
dung cac dia chi IPv6 riéng, nhu mdt gateway bao mat.

O transport mode, AH dugc xem nhu mot end-to-end payload va duoc dit

sau IPv6 header va cac header m¢ rong tror destination option header.

P extension upper layer
haders, protacal dala

el if any heler

apply authentication header

\

destination upper layer
aplions protocol data
header header

(BT exbension authentication
hegder hieaders” I iler

* Hop-By-Hop Opticns, Destination Options, Routing and Fragmentation headers

Hinh 3.19. AH hoat dong ¢ transport mode.
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Trong tunnel mode, AH duoc ap vao goi tin IPv6 ban dau st dung cac dia

chi IPv6 khac nhu nhirng diém giao tiép va mot IPv6 header méi duoc xay

PG oxtension upper |ayer

eaer headers, protocol data
if any header
Ay authentication header
\J

new axtension atthenti- 0. axtension upper layer

[Py headers, cation IPvE heades, protocol data
header if any header | header if any header

Hinh 3.20. Thir tu cua cac header khi &p AH vao tunnel mode.

dung str dung cac dia chi ciia cac gateway bao mat cho cac dia chi ngudn va
dich. Qua trinh xir Iy phan manh c6 thé dugc 4p vao AH.
3.3.3.5 .Encapsulating security payload:

ESP header dugc sir dung ¢ transport mode hay tunnel mode cling cung
cap cac dich vu bao mat trong cac mang IPv4 va IPv6. Cac dich vu bao mat
qua ESP gém xac thuc nguén géc dir liéu, dich vu anti-replay...Su thyc thi va
cac tuy chon duoc chon ¢ thoi diém thiét 1ap SA s& quyét dinh cac dich vu
bdo mat duogc st dung.

Trong truong hop cia AH khi cung cap dich vu anti-replay, nguon sé ting
sequence number tuy nhién node dich phai kiém tra trudng nay dé bat dich vu
anti-replay. Dé cung cép dich vu xac thuc ngudn traffic thi thong tin vé ngudn
va dich thyc phai dugc che di. Do do, dich vu nay yéu cau ESP header duoc
st dung trong tunnel mode. Hinh 3.21 s€ moé td dinh dang ciia ESP header.
Gia tri next header cua header trudc néu bang 50 nghia 1a header tiép theo

dugc xtr ly chinh la ESP header. Truong payload data chtra dit liéu da dugc



76

ma hod dugc mo ta bdi trudong next header. Giai thuat ma hoa dugc sir dung

xéac dinh kich thudc va vi tri ctia cdu trac dit liéu trong trudng payload data.
32 bits .
Fa
1 8 16 24 32
Security Parameters Index (SP1)
32 bits
Sequence Number
32 bits
Payload Data
variable length
Padding
0-255 octets

Pad Length Next Header
8 bits & bits

Authentication Data
variable length

A

#Ts

Y
o,

Authertication Coverage

Confidentiality Coverage

Hinh 3.21. Pinh dang ctia ESP header
thi th{r ty cua cac header trong IPv6 packet s€ nhu sau:

extension upper layer
headers, protocol (lata
if any heater

1Py
header

apply authentication header
Y

1P axfension ESP
header headers’ header

destination | upper layer
options protocol data
header heatler

ESp ESP
trailer | auth

W

encrypted

e

authenticated
* Hop-By-Hop Options, Destination Options, Routing and Fragmentation headers

Hinh 3.23. Thtr tu cua cac header trong IPv6 khi hoat

dong & transport mode.
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Va ¢ tunnel mode s€ c6 thir tu nhu sau:

PG extansion upper layer
haa headers, pirotocol data
ol if any hieadar
l apphy authertication header
new new origingl | onigingl | upper layer
MG 3] !E:' 1Pl el protocol data [ESIP :IS“:
header | headers | ¥ | neader | neaders | header falles
encrypled
autherticated i

Hinh 3.24. Thtr tu cua cac header trong IPv6 khi hoat

dong & tunnel mode.
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CHUONG 4. GIAI PHAP THUC HIEN
IPv6 TREN NEN IPv4

4.1. Cac van dé chung.

IPv6 1a mot giao thirc Internet méi dugc thiét ké nham dap tng cic yéu
cau vé phat trién cac dich vu méi va mé rong khong gian dia chi trén mang
Internet, dong thoi khic phuc nhimng han ché khac cia IPv4 hién nay khong
hd tro tinh “md” cua giao thirc, dich vu QoS, cic chic ning bao mat... Tuy
nhién hai giao thirc IPv4 va IPv6 khong that sy tuong thich véi nhau. Mat
khac, hé thong IPv4 da phét trién manh mé va hién nay di hinh thanh mot
mang Internet toan cu c6 quy mé hét stc rong 16n ca vé kién tric mang va
dich vu trén mang. Do vay trong mdt tuong lai gﬁn khong thé chuyén doi
mang toan bd hé thdng mang IPv4 hién nay sang hé théng mang IPv6. Dé
trién khai mang IPv6 hiéu qua va thiét thuc, cac nha thiét ké IPv6 da dua ra
cac giai phap sau:

- Xay dung cac co ché chuyén d6i cho phép két ndi cac host/router IPv6 trén
nén co so ha ting cua mang IPv4 hién nay.

- Song song la trién khai két ndi cac mang [Pv6 lai véi nhau hinh thanh mot
mang IPv6 toan cau (két ndi vao mang thir nghiém 6Bone).

Thach thire ma IPv6 phai doi mit 14 kha ning chuyén dbi “tron ven” cac
g6i tin IPv6 tir dinh dang theo giao thirc IPv6 sang IPv4 dé tir d6 c6 thé van
chuyén trén nén ha ting 1a mang IPv4, vi hau hét cac thiét bi két ndi mang
Internet hién nay déu dugc thiét ké cho IPv4.

Dé thyc hién yéu cau nay, qua trinh trién khai IPv6 phai dam bao tinh
linh dong mot cach tdi da, nhung diéu ndy mau thudn véi quy mé rong 16n

ctia mang Internet. Do viy, day ciling thé coi 1a3 mot diém chinh trong qua
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trinh thiét ké IPv6, dam bao su thanh cong ctia mang IPv6. Khong dam bao

duoc yéu cau trén s& khong c6 sy thanh cong cta mang IP6. Vi du : true day

da co mot vai giao thirc dugc thiét ké dé thur thay thé TCP/IPv6, nhu XTP
nhung da khong thé thanh cong 1a do khong c6 kha ning chay song song

(dual stack), hay khong c6 tinh tuong thich 1an nhau giita cac ho giao thuc cii

va moi. IPv6 ciing vay, néu véi cac dac tinh vu viét ciia n6 so véi IPv4 ciing

chua du dé thuyét phuc nguoi ding bo mang IPv4 hién nay dé xdy dung mang

IPv6, do vdy can phai dam bao tinh tuong thich trén co s& cac chirc ning cia

IPv4 trong qua trinh chuyén d6i sang IPV6.

Dé trién khai mang IPv6 c6 cac phuong thirc dién ra dong thoi 1a xay
dung mang IPv6 trén nén ha tang 1a mang IPv4 hién nay, sau dé thay thé dan
mang [Pv4 hi¢n nay.

Muc dich cta cac co ché chuyén d6i 1a dam bao mét sb chirc nang chinh
nhu sau:

- Pam bao thuc hi¢én cac dac tinh uvu viét cia mang IPv6 so voi mang [Pv4.

- Tan dung ha tang san c6 ciia mang Ipv4 trong giai doan chuyén tiép sang
mot mang thuan IPv6.

- Tang cuong kha ning nang cap va trién khai. Viéc chuyén d6i déi voi cac
host/router khong bi phu thudc vao nhau.

- Téi thiéu hoa sy phu thudc trong cac qua trinh nang cap. Mot trong nhing
diéu kién bat budc dé nang cip host t6i IPv6 1a hé théng DNS server hd tro
IPv6. Céc didu kién ddi véi cac router nhu hd tro cac giao thirc dinh tuyén
BGP4+, ho trg IPv6 ... chua phai la bét budc.

- Ganva cép phat cac loai dia chi thuan ti¢n. Khi cac h¢ théng IPv4 duoc cai
dat dugc gan cac dia chi IPv4, mat khac dia chi [Pv4 1a m¢t tp con cua

dia chi IPv6, do vy co thé tiép tuc st dung vé6i cac dia chi IPv4 san co.
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Chi gan céac dja chi IPv6 that sy can thiét cho cac két ndi téi 6Bone va tuin

theo cac ké hoach phan bo dia chi cta t6 chirc do.

- Gi4 thanh khoi diém thap. Vi khong can chuan bi can thiét dé nang cap cac
hé théng tir IPv4 sang IPv6 khi trién khai mot hé thong IPv6 méi. Co ché
nay dugc thyc hién hoan toan trén nén IPv4 d co.

Co ché chuyén ddi ctia IPv6 13 ¢ thé két hop cac tram IPv6 cung 1am viée
v6i cac tram IPv4 ¢ bat ky noi nao trén Internet cho dén khi dia chi IPv4
khong con t6n tai, va cho phép cac tram IPv6 va IPv4 trong mot khong gian
gi6i han dé cung 1am viéc sau d6. Cac co ché ndy bao dam khoan dau tu to
16n ciia ngudi dung trong viéc xay dung hé théng mang IPv4 dong thoi trién
khai dugc mang IPv6.

Hi¢én nay $6 lugng cac mang IPv4 la rat 16n, hau hét cac dich vu va cac
giao dich trén mang déu dya trén ha téng mang [Pv4. Do vay xuét hién nhiéu
co ché chuyén d6i cho phép két ndi cac host IPv6 qua mang IPv4.

Viéc xay dung lai cac giao thuc cia tang Internet trong mo hinh TCP/IP
dd din dén nhiéu thay doi. Trong d6 van dé thay d6i 16n nhit cia IPv6 voi
IPv4 1 viéc thay d6i cdu trac dia chi. Su thay d6i nay anh hudng dén cac van
dé sau:

- Anh huong t6i hoat dong cia cac giao thirc & ting trén (tAng giao van va
tang tng dung).

- Anh hudng t6i cac phuong thirc dinh tuyén.

Mait khac, mot yéu cau quan trong trong viéc trién khai IPv6 la phai thuc
hién dugc muc tiéu ban dau dé ra khi thiét ké giao thirc IPv6 d6 13: IPv6 phai
lam viéc dugc trong moi truong st dung giao thue IPv4. S€ ¢6 hién tuong chi
c¢6 nhiing host ding duy nhat IPv6 va dong thoi cling ton tai nhitng host chi

duy nhét c6 IPv4. Dong thoi nhitg host “thuan” IPv6 dé phai giao tiép duoc
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v6i nhimg host IPv4 trong khi d6 van dam bao dja chi IPv4 1a ¢6 tinh thong

nhat toan cau. Do vy, dé dam bao thyuc hién cic su tuong thich giira IPv4 va

IPv6, cac nha thiét ké IPv6 da xay dung mot s6 co ché chuyén d6i khac nhau.
Cac co ché chuyén doi ndy c6 nhitng dic diém chung nhu sau:

- DPam bao cac host/router cai dat IPv6 co thé lam viéc duoc voi nhau trén

nén IPv4.

- HO trg cac kha nang trién khai cac host va router hoat dong trén nén IPv6
v6i muc tiéu thay thé dan cac host dang hoat dong IPv4.

- Co6 mot phuong thirc chuyén ddi dé dang, thyc hién dugc ¢ cac cép do
khéac nhau tir phia nguoi ding cubi toi ngudi quan tri hé théng, cac nha
quan 1y mang va cung cép dich vu.

Céc co ché nay 1a mot tap cac giao thirc thuc hién ddi véi cac host va cac
router, kém theo 14 cic phuong thirc nhu gan dia chi va trién khai, thiét ké dé
lam qua trinh chuyén d6i sang IPv6 1am viéc véi it rai ro nhét c6 thé duge.

Hién nay cac nha thiét ké IPv6 da dua ra 3 co ché chuyén dobi chinh cho
phép két ndi IPv6 trén nén IPv4 nhu sau:

- Dual IPv6 layer: Co ché nay dam biao mot host/router dugce cai dat ca 2
stack IPv4 va IPv6 ¢ tang Internet Layer trong kién tric TCP/IPv6 ctia no.

- IPv6 tunnel qua IPv4: Co ché nay thuc hién dong goi mot tin IPv6 theo
chuén giao thirc IPv4 dé c6 thé mang géi tin d6 trén nén kién trac IPv4. Co
2 loai tunneling 13 cai dit san (configured) va tu dong (automatic).

- 6to4: Co ché nay hoat dong dua trén cac host IPv4 d3 sén co cac dia chi
IPv4 tor d6 xay dung mot dia chi IPv6 co clu trac dic biét, cac host st

dung co ché nay khong can phai théng qua mot ISP ¢ hd tro IPV6.
4.2. Co ché Dual-Layer.

4.2.1. Mo ta.



82

Dual IP layer: co ché nay dam bao mdi host/router duoc cai dat ca hai
giao thirc IPv4 va IPv6. Véi co ché “ddi” nay, hoat dong cua cac host/router
hoan toan twong thich vé1 IPv4 va [Pve6.

Theo co ché nay, IPv6 s& cung ton tai voi IPv4 va no sé dung co so ha
tﬁng ctia IPv4. Sy lya chon dé s dung stack (Ira chon giao thirc nao trong
tang Internet) s& dya vao thong tin dugc cung cip boi dich vu named qua

DNS server.

Hinh 4.1 minh hoa co ché nay. Day

1a co ché duoc coi 1a “thang huéng” Application
nhit d¢¢ dam bao mot nodes IPv6 hoan TCPIUDP
toan tuong thich voi nhitng nodes 1Pv4

. IPvd IPv6
khac. Nhirng node vira ho trg IPv6 vira
hd tro IPv4 nhu vay, goi 1a IPv4/IPv6. Network layer

Nhiing node nay c6 kha ndng vira nhan

vira giri ca nhitng g6i tin IPv4 va IPv6.  Hinh 4.1. Co ché dual IP layer.
Chung c6 thé 1am viéce tryc tiép IPv4 sir dung giao thirc IPv4 dong thoi vira co
thé tryc tiép lam viéc vdi vai cac host “thuan” IPv6 qua giao thirc IPv6. Han
ché ctia mo hinh Dual-Stack 13 phai gan thém mdt dia chi IPv4 ddi véi mdi
node [Pv6 mai.

Dbi v6i mbi host st dung ki thuat dual IP layer, c6 két hop véi co ché
chuyén d6i IPv6-over-IPv4 tunneling (co ché nay sé& trinh bay dudi day). Dbi
v6i nhirg node nay, co thé st dung két hop véi cac co ché tunneling tu dong
hodc tunneling cai san, hoic ca hai k§ thuét tunneling nay. Do d6 c6 thé co 3
co ché chuyén dbi d6i véi mdi node IPv4/IPV6 la:

e Node IPv4/IPv6 khong két hop str dung k¥ thuét tunneling.

e Node IPv4/IPv6 st dung két hop tunneling cai san.
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e Node IPv4/IPv6 st dung két hop ca tunneling cai sin va tunneling tu
dong.

Pé trién khai trong mang LAN, nguoi ta thuong van dung mé hinh Dual-
Stack “han ché”. M6 hinh Dual-Stack “han ché&” dugc mé ta nhu sau: Mot site
khi thiét ké theo mo hinh Dual-Stack chi c6 nhitng node lam “server” 13 cac
node “Dual-Stack”. Nhitng node déng vai tro Client chi 1a nhiing node
“thuan” IPv6. Node server dong vai tro 1a diém cung cip cac dich vu nhu
DNS, Web, file sharing...Véi phuong thuc nay, chi c6 1 dia chi IPv4 dugc

gan cho server; gidm thiéu cac dia chi IPv4 gan cho céac node trong site.

Déi voi mot host/router khi hd trg ca dual-Stack IP song song cin phai
diéu khién hai bo dia chi khdc nhau. Nhung cdc giao thic Automatic
Neighbour Discovery cua IPv4 1am cho Stack nay 1a trong sudt doi véi nha
quan ly.

Viéc nang cap router dé hd tro IPv6 phtic tap hon. Céc router phai dugc
trang bi ma dé forward cac goi IPv6, trang bi cac giao thic dinh tuyén IPv6
va giao thtrc quan 1y IPv6.

Co ché Dual-Stack duya vao dich vu name service. Céc may chu Dual-
Stack s€ c6 cac ban ghi dia chi khai bao trong DNS server, do vdy DNS server
ndy phai hd tro IPv6. Mot ban ghi A twong duong mdt dia chi IPv4 va mot
ban ghi AAA tuong duong dia chi IPv6. Mot giao dién (1ap trinh) GHN hién
tai, cho phép ciac Uing dung nhan dugc dia chi IPv4 tuong Gng véi mot
domainame, s€ dugc thay thé bai mot giao dién m&i HNA. GHN duogc goi voi
chi mot 1énh 1a tén cua dich.

HNA duogc goi voi hai 1énh 1a dia chi dich va quan hé dia chi, hoac 1a AF-
INET cho dia chi IPv4, hoac 1a AF-INT6 cho dia chi IPv6.
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Néu AF-INET thi thu tuc s& chuyén mot dia chi cta ban ghi A c6 trong
dich cuia DNS. Néu AF-INT6 thi thu tuc trudc hét s& query DNS cho ban ghi
AAA. Néu query duoc thi thu tyc lai quay lai tir ddu. Néu khong tim thay tha
tuc s€ query DNS mot lan nira, 1an nay la héi cho dia chi dich IPv4. N6 s€
dung CIA nay nhu mot dia chi IPv6 dugc map béi IPv4.

Céac may chu Dual-Stack s€ sir dung cac giao thirc lookup ngugc moi.
Chiting s& nhit ra cac dia chi tot nhat ngoai danh sach duoc tra vé va sir dung
cac dia chi nay trong yéu cau két néi TCP hodc coi nhu 13 cac dia chi dich cho
cac datagram UDP. Céc giao thirc van chuyén Dual-Stack s& quyét dinh hodc
1a str dung IPv6 néu nhu cac dia chi IPv6 va chuyén ddi vao DNS. Sy chuyén
tiép (IPv4 sang IPv6) s& xay ra mot cach ngac nhién, ngdy cang nhiéu
connecsion sir dung IPv6. S& khong c6 bat ky mot ngay nio ma viéc thay thé
nay trd nén rd nét tuy nhién cudi ciing viéc thay thé nay s& bao phu toan bo.

Céc thil tuc DNS 1a trong suét doi v6i noi dung ctia ban ghi. Chi nhiing
server va giao dién ndo ma cin cung cip hodc truy nhap téi dia chi IPv6 méi
phai dugc nang cap.

Viéc trang bi cho cac server nay sé la mot phan cua viéc trang bi IPv6 cho
cac t6 chic mang nay. Nhung ching ta phai dam béao rang cac version méi
phai hoat dong duoc, dé co thé két ndi duge IPv6. Céc ung dung duoc nang
cap s& tim cac dia chi trong DNS s& cb gang dé thiét 1ap két ndi TCP t6i cac
dia chi nay. Cac két ndi nay s& bat dau dugc cung cip cu trac overlay trén
internet va dugc xdy dung trén cac dudng ngam két ndi giira cac dc dao.

4.2.2. Phuong phap thwe hién.

Qua phan phén tich trén ta thay cac thong s6 chinh dé thuc hién co ché

Dual - stack dugc mo ta trong bang 4.1.
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Bang 4.1. Cac tham s cua co ché Dual-Stack

Thong sb Gia tri
Pham vi 4p dung Site
Dia chi IPv4 can gan Mot dia chi dbi vé6i 1 host, nhiéu dia

chi doi1 voi router

Dia chi IPv4 yéu ciu Mot dia chi IPv6 d6i voi 1 host, nhiéu

dia chi do1 véi router

Yéu cau doi véi host Cai dit ca IPv4/IPv6
Yéu cau ddi véi router Cai dat ca IPv4/IPv6, cac giao thuc

dinh tuyén phai hd tro IPv6

4.2.3. Yéu ciu vé gan dia chi :

Vi céc host nay str dung ca 2 giao thic ¢ ting IP 1a IPv4 va IPv6, do vay
can gan ca 2 loai dia chi IPv4 va IPv6 & mdi host nay. Khong nhat thiét phai
c6 sy quan hé giita hai dia chi nay. Do vay, nhiing host IPv4 /IPv6 c6 thé gan
nhiing dia chi IPv4 va IPv6 khong c6 quan hé véi nhau.

Péi v6i nhitng nodes ¢6 co ché chuyén d6i nay két hop véi ki thuat
tunneling ty dong can phai gan mot dia chi IPv6 duoc tao boi dia chi IPv4 gan
d6i v6i host d6. (Pia chi IPv6 nay goi 1a IPv4 — compatible IPv6). Cau trac

cua dia chi nay nhu sau :

96 bits 0 32 bits |Pv4

128 bits

Hinh 4.2. Céu truc dia chi IPv4-compatible IPv6.
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Déi véi nhitng nodes IPv4 /IPv6, c6 thé co dugc dia chi IPv4 theo bat ky
mot giao thire cdu hinh dia chi IPv4 nao hop 1. Vi du st dung qua céc giao
thirc cdp dia chi dong nhuw DHCP, BOOTP, RARP; hodc gan truc tiép cac dia
chi IPv4 tinh.

Ddi véi dia chi loopback: Theo cAu hinh dia chi IPv4, dija chi loopblack c6
dang 127.0.0.1; dia chi nay chuyén sang dang dia chi IPv6 twong thich véi
IPv4 s€ c6 dang :: 127.0.0.1; day duoc coi la dang dia chi IPv6 tuong thich
v6i IPv6. Nhimg packet co dia chi loopblack sé& ton tai trong node d6 ma
khong chuyén ra mang.

4.2.4. Khai bao DNS :

Trong mot hé thdng co cai dit cac node hd tro co ché dual — stack thi diéu
kién t6i thiéu can thiét 13 dich vu DNS cta hé théng d6 phai hd trg IPv6 (Hién
nay da c6 mot s6 phan mém nhu BIND 8.2 hd trg IPv6 ).

Dbi voi cac nodes IPv4 /IPv6 can phai khai bao ca 2 loai ban ghi trong
DNS server. Hay n6i cach khac la can phai cAu hinh DNS ddi véi ca 2 loai dia
chi ma host d6 dugc gan. B6i v6i mdi dia chi IPv6, cau trac ban ghi DNS ¢6
dang AAAA (Pic ta vé cdu trac cac loai ban ghi hd trg IPv6 d6i véi dich vu
DNS dugc mé ta trong RFC 1886). Ddi voi moi dia chi IPv4, cu trac ban ghi
DNS c6 dang A.

Khi dung dia chi IPv4 — compatible IPv6 dugc gan vai cac host IPv4/IPv6
( nhitng host nay sur dung k¥ thuat automatic tunneling ), ca 2 loai ban ghi A
va AAAA phai dugc cau hinh trong DNS. Ban ghi AAAA phai khai bao dang
day du dia chi IPv4 —compatible IPv6, trong khi d6 ban ghi A sé& st dung 32
bits thap trong dia chi nay.

Khi thyc hién lookup ddi véi cac host IPV6 /IPv4 co thé tim théy 2 loai
ban ghi A vi AAAA. Mdi ban ghi nay c6 thé tro dén mdi dia chi IPv4 hodc
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IPv6. Trong trudng hop két qua tim thdy 1a mot ban ghi AAAA tro dén mot
dia chi IPv4 —compatible IPv6, va mot ban ghi A tré dén dja chi IPv4 tuong
tng thi két qua tra vé co thé co cac gia tri sau:
e Tra lai duy nhat dia chi IPv6
e Tra lai duy nhat dia chi IPv4
e Tra lai ca 2 dia chi IPv4 va IPv6

Luya chon loai dia chi nao duogc tra vé phu thudc vao tuy timg trudng
hop;trong truong hop ca 2 loai dia chi dugc tra vé thi trat tu sép xép cac loai
dia chi lién quan dén luéng IP d6i vé6i host d6. Néu mdot dia chi IPv6 dugce tra
vé, node d6 giao tiép v6i node dich trong d6 cac géi tinh duge dong goi theo
chuin IPv6. Néu dia chi IPv4 duoc tra vé thi node do giao tiép vO1 mot host

[Pv4.
4.3. Co ché Tunneling

4.3.1. Pic diém chung.

Co so ha ting mang Internet hoat dong trén nén IPv4 hoat dong kha on
dinh va c6 quy md rong 16n. Tan dung kha ning nay, cac nha thiét ké IPv6 da
dua ra giai phap 1a thuc hién co ché tunneling (duong ham) trén nén IPv4. Co
2 loai tunneling la Automatic Tunneling va Configured Tunneling. Trudc khi
trinh bay vé ddc diém cua cac co ché tunneling, sau ddy s& mo ta mot sb khai
niém lién quan dén qua trinh tunneling.

e IPv4 —only node: 1a mét host hay router hoat dong trén nén IPv4, nhiing
host hodc router nay khong hiéu IPv6, cac host ndy chiém phan 16n cac
thiét bi trén mang Internet hién nay, goi l1a cac node thuan IPv4.

e [Pv6/IPv4 node: 1a cac node c6 kha nang thuc hién trén nén IPv4 hodc

IPv6 va goi do la cac node doi.
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IPv6 —only node: 13 cic node chi c6 kha ning hoat dong trén nén IPv6,
khong c6 kha ning thyuc hién trén nén IPv4 va goi do6 1 cac node thuan
IPv6.

[Pv6 node: node thuan IPv6 va node doi IPv6/IPv4.

IPv4 node: node thuan IPv4 va node d6i IPv6/IPv4

IPv4- compatible IPv6 address: 12 mdt dia chi IPv6, duoc gén cho cac
node doi IPv6/IPv4 va goi dia chi IPv6 loai nay la dia chi IPv6 tuong
thich IPv4. Dia chi loai ndy duoc st dung trong co ché tunnel IPv6 trén

nén IPv4.

[Pv6-only address: 1a nhitng dia chi IPv6 con lai.

IPv6-over-IPv4 tunnelling: ky thuat nay thuc hién viéc déong goi cac
datagram theo cdu triic IPv6 vao phan dit liéu cua datagram IPv4 dé co thé
mang cac goi tin IPv6 qua mang IPv4, goi co ché nay 14 tunnel IPv6 trén

nén IPv4.

Automatic Tunneling: theo phuong thirc nay, dia chi cubi cliing ¢ tunnel

la dia chi IPv6 tuong thich vai dia chi IPv4.

Configured Tunneling: theo phwong thirc nay, dia chi cudi cing cé tunnel

duogc xac dinh nho thong tin cau hinh tai node dong goi.

—_— /.

IPv6 node |Pv4 router |Pv4 router IPvé node
Encaps E— | Decaps

I )

Hinh 4.3. Co ché tunneling.

Hinh 4.3 minh hoa co ché Tunneling. Co ché Tunneling dugc mé ta nhu
sau: cac node IPv6/IPv4 sé& thuc hién dong goi cac datagram IPv6 vao

thanh phan dit liéu trong datagram IPv4 (phan tai trong ctia goi tin IPv4
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truyén trén mang 1a géi tin IPv6) va do dé, goi tin ndy s& co thé truyén trén
nén IPv4.

Céc két ndi c6 thé ap dung co ché tunneling 1a:

e Router-to-router: cac router IPv6/IPv4 két ndi voi nhau boi co so ha tang
IPv4, do do6 co thé thuc hién chuyén cac datagram IPv6 qua co ché tunnel.
Trong trudng hop ndy, co ché tunnel trai rong tir diém bat dau t6i diém
két thuc ciia mot goi tin IPv6.

e Host-to-router: mot host doi IPv6/IPv4 c6 thé thuc hién tunnel IPv6 trén
nén IPv4 dé chuyén cac géi tin téi cic router trung gian cling dugc cau
hinh 14 cic node d6i IPv6/IPv4. Trong trudng hop nay, co ché tunnel trai

rong trong pham vi tir host té1 router do.

o Host-to-host: hai host d6i IPv6/IPv4 c6 thé truyén cac datagram theo dinh
dang IPv6 trén nén IPv4. Trong trudng hop ndy, co ché tunnel trai rong tir
diém dau dén diém cudi.

K§ thuat tunnel duoc phan loai dua trén nguyén tic st dung phuong thirc
nao dé quyét dinh dija chi cia node cudi cting duoc cu hinh tunnel. Trong hai
phuong thic tunnel la Router-to-router va Host-to-router goi tin IPv6 duoc
tunnel dén dia chi cudi cing 12 tai router. Do d6, diém cudi cing ctia qua trinh
tunnel nay la cdc router trung gian, tai cac router nay phai c6 nhiém vu “md
g6i tin” dugc tunnel va chuyén né toi dich cudi cung. Pia chi trong goi tin
IPv6 duoc tunnel, khong hd trg dia chi IPv4 cua diém cudi cing tunnel, thay
vao d6, dia chi diém cudi cung tunnel phai duoc quyét dinh tir cac thong tin
céu hinh trén node thuc hién dong géi. Theo co ché xac dinh dja chi cubi nhu
vay, ta goi 1a “Configured Tunneling”, ¢ nghia 1a dia chi diém cudi cta qua

trinh tunnel da duoc khai bao trudec.
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Theo hai phuong thirc host-to-host va host-to-router, goi tin IPv6 duogc
tunnel trén tat ca hanh trinh ctia ching, cho t&i khi dén duoc dich. Theo co
ché nay, node cudi cung duogc xac dinh tunnel 1a dia chi dich ctia goi tin IPv6.
Vi viy, diém cudi cung cua tunnel co thé dugc quyét dinh tir dia chi dich cua
g6i tin IPv6. Néu dia chi nay 1a mot dia chi twong duong véi dia chi IPv4 thi
theo cau tric cia dia chi nay 32 bit thap s& duoc liy lam dia chi ctia node dich
va dugc st dung lam dia chi dich cta node cudi cung dugc tunnel. K¥ thuat
nay tranh dugc viéc phai khai bao trudc dia chi dich cua node cudi cung
tunnel, goi 1a “automatic tunneling”.

C4 hai k¥ thuat automatic tunneling va configured tunneling c6 khac nhau
co ban nhét 13 viéc quyét dinh dia chi cudi cta qué trinh tunnel, con lai vé co
ban hoat dong ctia hai co ché nay gidng nhau. Cy thé nhu sau:

e Diém khoi tao tunnel (diém dong goi tin) tao mot header IPv4 dong goi va
truyén géi tin da duoc dong goi.

e Node két thuc cua qua trinh tunnel (diém mé& géi tin) nhan duge goi tin
dong goi, xo4 bo phan header IPv4, sira d6i mot sd trudng cua header IPV6
va xtr Iy phan dit liéu nay nhu mot goi tin IPv6.

e Node dong goi can duy tri cic thong tin vé trang thai cia mdi qua trinh
tunnel, vi du cac tham s6 MTU dé xur Iy cac géi tin IPv6 bat dau thuc hién
tunnel. Vi sd lugng cac tién trinh tunnel c6 thé ting 1én mot s6 luong kha
16n, trong khi dé cac thong tin nay thudng lap lai va do do6 c6 thé sir dung

k¥ thuat cache va duoc loai bo khi can thiét.



4.3.2. Co ché déng géi thue
hién tunneling.

Hinh 4.4 minh hoa co ché déng
g61 thuc hién tunnel.

Céu tric cia phan header
packet IPv4 khi thuc hi¢n
tunneling (dong goi IPv6 packet
trong mot datagram IPv4) dugc

trinh bay ¢ bang 4.2.
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1Pv4
Header

IPvE IPvG
Header Header
Transport Transport
Layer Layer
header header
Data Data

Hinh 4.4. Co ché dong géi thyc hién tunnel.

Bang 4.2. Céu trac cua phan header IPv4 khi thyc hién tunneling.

Tham s Gia tri (bit)

Y nghia

Version 4

Giao thtrc st dung la IPv4

IP header length 5

Chiéu dai toi da cua truong nay 1a 32 bit.
Pbi v6i cac goi tin IPv4 dong goi khong
thiét 1ap gia tri cho phan option trong

header.

Type of service 0

Total Length 60 bytes Xac dinh d6 16n gdm chiéu dai phan header
IPv6 + chiéu dai ciia IPv6 + chiéu dai IPv4
header.

Identification Gia tri dugc xac dinh théng nhat cho bat ky

g6i tin IPv4 duoc truyén boi hé thong.

Flags DF hoac MF
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Time to live

Protocol 41 Gan tuong ung vdi loai payload trong goi
tin [IPv6 dong goi

Header Checksum Gi4 tri tong cac byte cta phan header IPv4
dé kiém tra tinh toan ven dir liéu khi nhan
0 dia chi dich.

Source Address IPv4 address | Pia chi IPv4 cua tram nguén

Destination IPv4 address | Dia chi IPv4 cua tram dich

Address

4.3.3. Co ché mé goi khi thuc hién tunnel IPv6-over-IPv4.

Khi mot host hay mét router nhan dugc mot datagram IPv4 ¢ kiéu giao

thirc 12 41 nd s& bo phan header IPv4 trong géi tin va giit lai phan data, d6

chinh 13 g6i tin IPv6. Hinh 4.5 minh hoa co ché mé goi.

IPvd
Header

IPvE
Header

Transport
Layer
header

Data

IPv@
Header

Transport
Layer
header

Data

Hinh 4.5. Co ché m& g61 IPv4 khi thyc hién tunnel.

Chu y 14 khi thyc hién mé géi tin IPv6 (IPv6—in-IPv4), phan header cta

IPv6 khong bi bién ddi. Néu d6 1a géi tin dén dich cudi cung, gia tri trong
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truong hop-limit s& bi giam xudng mot gia tri. Phan header IPv4 dong géi bi
loai bo. Cac node thuc hién md goi s€ thuc hién viéc tai hop cac datagram
IPv4 truée khi né thuc hién mo goi IPv6. Do vy, tat ca cac gia tri option
IPv6 van duogc giit nguyén nhu trude khi dong goi.

Sau khi thuc hién viéc m¢ gbéi, moi qué trinh xu ly giéng vO1 viéc nhan
mot datagram IPv6 thong thuong khac.

Pé dam bao tinh twong thich giira IPv6 va IPv4, can phai c6 co ché
chuyén d6i ddi v6i nhing thay doi ctia IPv6 so v4i IPv4 ma cu thé 1a phan
header cua cac datagram va phan thay doi dia chi cia IPv6. Cac phuong thirc
chuyén ddi dia chi dam bao thuc hién duogc cac nhiém vu chinh nhu sau:

e Dam bao cac host hoat dong trén nén IPv4 va IPv6 hoan toan lam viéc

duoc voi nhau.

e HO tro cac kha ning trién khai cac host va router hoat dong trén nén IPv6
v6i muc tiéu thay thé dan cac host dang hoat dong IPv4.

e Co6 mot phuong thirc chuyén doi dé dang, thuc hién duoc & cac cip do
khac nhau tir phia nguoi dung cudi t6i nha quan tri hé thdng, cic nha quan
Iy mang va cung cap dich vu.

e IPv6 tunnel qua IPv4: co ché nay dong goi mot goi tin IPv6 vao trong
phan header cua IPv4 dé c6 thé mang gbi tin d6 trén nén kién trac IPv4.
C6 hai loai tunnel: cau hinh sin va ty dong.

4.3.4. Lwa chon gia tri MTU va phan manh.
Gia tri gioi han kich thudc goi tin trong ting Datalink cta giao thuc

TCP/IPv6 goi 1a MTU (Maximum Transfer Unit). D6i vi mdi giao thirc trén

tang Datalink khac nhau c6 mot gia tri MTU khac nhau. Vi du gia tri MTU

ctia Ethernet 13 1518 octet. Do c6 nhiéu phuong thirc khac nhau d6i véi cac
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ludng traffic trong mang Internet nén sé xay ra hién tuong cac gia tri MTU tai

cac diém gateway nho hon gia tri MTU cia cac

large MTU large MTU
Originating First small MTU Second Third = e—
host Gateway Gateway Gateway
XAy ra hién trudng May ra hidn tuong
phéin manh tai hop

Hinh 4.6. Phan manh va tai hop goi tin.

mang trong. Do vAy s& xay ra hién twong phan ménh tai cac diém gateway.

Sau d6 s& xay ra hién tuong tai hop & cac diém dich. Hinh 4.6 minh hoa co

ché nay.

Déi vé6i giao thie IPv4 gia tri MTU chi 1a 576 bytes, gia tri nay c6 thé nho
hon gié tri cia mot gbi tin [Pv6. Nhu vay & cac node entry-point khi thuc hi¢n
dong goi cac goi tin IPv6 sé phai kiém tra géi tin IPv6 ma n6 dong goi co
vuot qua gia tri MTU cho phép hay khong. Néu vuot qua thi phai thyuc hién
phan manh goi tin IPv6. Viéc phan manh ndy dan dén cac hién tugng sau:

e« O phia nhéan s€ nhan dugc rat nhiéu cac manh nhé duoc tach ra tir g61 16n.
N6 s& phai mét nhiéu thoi gian va bo nhé dé tai hop céc gdi tin phan manh
trude khi mé goi.

e Trong trudng hop mot goi tin phan manh bi mat, cic gbi tin con lai s&
chiém mat khong gian bd dém cho dén khi vuot qua gia tri TTL m&i bi
huy. Toan bo IPv6 lac nay bi mét va phai truyén lai. Tém lai, viéc tach goi
s€ chi 1a c6 hai cho tunnel gitta cac may chu.

Nhu vay viéc thuc hién phan manh goéi tin 1a khong hiéu qua. Pé xac dinh
gia tri MTU hop ly nguoi ta da xay dung giao thirc MTU Discovery Protocol.

C6 thé mo ta tom tat thuét toan chon lua gia tri MTU nay nhu sau:
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e Néu goi tin IPv6 can dong goi co kich thudce 16n hon 576 bytes thi ¢ node
entry-point tra vé mot thong bao ICMPtheo chudn IPv6 va node ngudn ctia
g61 tin IPv6 d6. Thong bao ICMP c6 ndi dung canh bao 1a kich ¢& goi tin
16n hon muc cho phép (packet too big). Giad tri MTU hgp I¢ 1a 576 bytes
va ¢ diém entry tunnel s& huy goi tin yéu cau tunneling.

e Néu gbi tin IPv6 can dong goi co kich c& nho hon 576 bytes sé& thuc hién
dong goi va gia tri cia truong flag fragmention trong phan header IPv4
dugc thiét 1ap bang khong (khéng phan manh).

Pé giam duoc viéc phai phan nho goi téi mirc nho nhat, router ¢ hai dau
tunnel thuc hién tim kiém gia tri MTU dugc coi 1a hop 1y nhat. Chiing sé& bat
dau tr MTU cua tunnel t6i MTU cua giao dién cuc bd cua chiing. Néu nhu
cac message ICMP tro lai dé chi rang géi 12 qua 16n, ching s& chuyén toi mot
MTU thip hon. Trong vai truong hop ching cé thé giri mot message thir dé
kham pha kha niing ting trong MTU. Khi MTU ctia tunnel van con 1én hon
kich thudc goéi nhoé nhat ma IPv6 hd trg (5760 octet) thi viéc phan nho gbi
IPv4 s& dugc tit di trong IPv4 header. Néu nhu goi IPv6 16n hon MTU ciia
tunnel co trong giao dién thi nd s€ bi loai bd va message ICMP “IPv6 packet
too big” s€ duoc gui lai cho khach hang.

Nhung kich thudc nhé nhat ctia gbi IPv4 chi la 48 octet chir khong phai 14
576. MTU cua tunnel cé thé it khi nhé hon 576 octet, diéu ma budc cac router
[Pv6 str dung viéc phan nhoé goi [Pv4.

Néu MTU cua tunnel IPv4 nhé hon 576 octet. Cac goéi IPv6 16n hon 576
octet s€ bi loai bo va message “packet too big” s€ dugc gui trd lai cho nguoi
guri [Pv6. Go1 nay s€ chi ra mot MTU IPv6 cuc dai cua 576 octet.

Néu mot g61 IPv6 16n hon MTU cua tunnel nhung lai nhé hon 576 thi viéc

phan nho g6i sé khong thé duoc dung.
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Hinh 4.7 minh hoa giao thirc MTU discovery dugc hd tro trong IPv6.

Xac dinh gia tri MTU qua thudt toan MTU discovery,
cac tlléggjj.n.na',r dudeie U bl tral node nguén

————— — larpz MTU - small MTU smaler MTU ; large MTU
Originating First Second Third fr—
host Gateway Galeway/; Galeway  ———

Phan manh chi xdy ra tal diém déng géi va lua choh gia tri
MTU nhé nhit duss chdp nhin trén Soan traffic 15 da okl dich

Hinh 4.7. Giao thuc MTU discovery.

4.3.5. Cac giao thirc tunnel va routing.

Khi tunnel duoc cAu hinh, chiing s& dugc ddi xr nhu nhiéu loai duong link
khac trong toan bd co sé ha tﬁng [Pv6. Néu nhu tunnel duogc st dung cho
duong ndi gifra cdc domain dinh tuyén tach biét nhau, no s€ st dung cho viéc
trao ddi gitta cac router, st dung IDRP. Néu nhu tunnel bi dua vao dinh
tuyén, nd s& dugc xem xét nhu 1a mot dudng link serial thuan tuy bang cac
giao thtrc routing nhu 1a RIP hodc OSPF.

Nhung céc tunnel déu khong phai thuan 1a cac link. Trong truong hop cia
RIP, toan bo sb lidu 12 sb lugng host. Ng?lm dinh gia cua tunnel dit 1a 1, nhu
1a mot duong két ndi truc tiép gitra 2 router mac du 1a cac goéi qua tunnel
trong thyuc té dugce chuyén tiép qua vai 1an boi cac 16p IPv4. Do ¢6 thé 1a do
két qua cua cac lya chon khac, giéng nhu cac lua chon cho viéc dinh tuyén
thong qua mot tunnel dai thay vi chuyén tiép qua mot sd lugng nhé cac két
nbi IPV6 tryc tiép.

4.3.6. Thoi gian song trong tunnel.

Do viéc dinh tuyén IPv4 1a dong, thoi gian su dung cho cac goi trong
tunnel 13 thay doi. Cac géi nén giri qua tunnel voi 1 TTL IPv4 vira dii ¢é dam

béo rang ching khong bi timeout. Khi dinh tuyén cac dic tinh hién tai cua co



97

ché chuyén tiép da duoc luoc bét trong diém nay. Do d6, TTL duoc lua chon
trong kiéu hoat dong phu thudc, véi gia tri ngdm dinh duoc dé xuit trong RFC
1700.

Thuc té nguoi ta thiét 1ap TTL nay mot cach dong, gibng nhu chuong
trinh traceroute thuc hién. Viéc gidm sat TTL cua tunnel co thé c6 ich néu
nhu nguoi ta mudn kham pha nhanh chéng su thay d6i trong viéc dinh tuyén
IPv4 va cap nhat metric cta tunnel.

4.3.7. Diéu khién viéc chia sé tunnel.

Mot diém han ché cua dinh tuyén theo 16p 1a lam hdn don viéc diéu khién
tai nguyén. Cac goi dugc qua tunnel sé hoan thanh viéc truyén tai nguyén véi
cac goi thuan IPv4. Véan dé c6 thé gay ra 16i trong truong hop cac router [Pv4
dugc st dung bdi vi tunnel s€ chi nhan dugc mdt phén chia sé cua tai nguyén
cua khach hang d6, mac du n6 thong tin c6 trong toan bd goi tin IPv6.

Céc giai phap twong tu s& duoc st dung cho IPv6 tunnel, nd c6 mot sd loi
ich sau:

- Nguoi quan 1y c6 thé diéu khién viéc chia sé mang ma duoc dinh vi trong

IPvé.

- Dai théng tunnel c6 thé duoc st dung dé an dinh metric hién thuc t6i
tunnel.

Ciing ¢6 mot sd bat loi tiém an. Theo dinh nghia, viéc ép budc mi gidi
han tbc d6 cho IPv6 tunnel nghia la cac goi IPv6 s& khong sir dung chung
duoc céac tai nguyén dang khong sir dung dén nhu 13 cac goi thuan IPv4. Ciing
vi vy néu nhu dai thong twong ung khong duoc danh riéng c6 hiéu qua ¢
murc IPv4 thi chinh sach ¢ mirc IPv6 s& khong duge dam bao rang cac goi co

mirc uu tién cao nhat 14 khong bi loai bo trong tunnel.
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Pay 1a mot diéu kha rd rang. Nguoi ta co thé tudng tuong ra mot giao
thire diéu khién tunnel dong giam sat dai thong c6 san cho tunnel trong cac
ludng IPv6 thoi gian thyc. Nhung d6 cling 1a mot van dé nguy hiém béi vi co
nhiéu su twong tac rat phuc tap giira cac phan diéu khién, toc do giri clia cac
6i trong tunnel va kha ning cta tunnel. Viéc thiét 1ap mot dai thong duoc
dinh nghia trudc va budc n6 str dung tai mirc [Pv4 la kha dé dang va co thé
viing chac hon. Viéc trién khai nhanh cic kha nang nguyén thuy ciia IPv6 c6
thé s& 1a tot hon béi vi chung s& thoat ra duoc khoi tunnel.

4.3.8. TTL cho cac tunnel tu dong.

Céc tunnel d3 timg nhan cc goi téi va tir cac host doc 1ap da khong duoc cdu
hinh mét cach tuong minh. Vi vay, ngudi ta phai chon cac thong sé IPv4 nhu
la TTL hodac MTU. Trong trudong hop cua TTL, cac host sé dung cac gia tri
duoc khuyén nghi 64 cho RFC1700. Trudng hop ctia MTU thi phtc tap hon,
thuc té c6 ba truong hop:

- Céc host doc 1ap quan 1y mot tunnel don t6i mot router IPv6 gan nhit.

- Céc host qual diéu khién céc tunnel t6i cac partnel doc 1ap ctia chung.

- Céc router dual xuyén cac goi toi cac host doc 1ap ma thay mat cho céc

host thuan IPv6.

Céc host doc 1ap chi diéu khién mét tunnel. Chung c6 thé co giao thirc
phat hién MTU. Céac host chay dual cling nén c6 kha nang chay giao thirc phat
hién MTU cho tit ca cac tunnel hién tai dang kich hoat, mac du cac may chu
phé thong khong phai tra 10i nhiéu cho khach hang tim ra né ciing kha kho
khan. Céc router dual s& sém d6i mit voi rat nhiéu cac tunnel dang kich hoat,
phai c6 kha ning tinh todn mot cach hiéu qua thong s6 MTU cho mdi router.
Chung s& ludn ludn c6 1oi khi sir dung téi thiéu ngdm dinh caa MTU 1a 576

byte va quan ly dugc viéc phan manh IPv4 cac router ma thuc hién viéc
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tunneling c6 thé nhan dugc cac bao hiéu 16i khac thuong 1a ICMP. Pé tranh
cac van dé nay, ching thudng cb gang chuyén cac bao hiéu nay trong IPv6
ICMP quay trd lai ngudn IPV6.

Cac message ICMP bao gom byte thir nhat cua goi IPv4, 40 byte tiép theo
s& 1a header IPv6 nguyén thuy. Néu chung xuat hién thi router s& sir dung
ching s& hoi phuc lai dia chi ngudn IPv6 nguyén thuy nhim xay dung mot
message bao 156i ICMP IPv6.

4. 4. Co ché Configure tunneling.

4.4.1. Mo ta.

Véi phuong thire tunnel ndy, dia chi m& gbi duge quyét dinh boi cac thong
tin dugc cu hinh & node dong goi (entry-point encapsulations). Poi véi mdi
tunnel dang nay, cic node phai luu dia chi cta tram cudi (tram mé goi-end
point). Khi cac goi IPv6 dugc chuyén qua tunnel ndy, dia chi cua cac end
point dugc cau hinh sao cho giéng véi dia chi dich trong phan header cua géi
tin IPv4 dong goi. Cac thong sb yéu cau ddi v6i co ché Configure tunneling
nhu sau:

- Kha nang tng dung: site.

- Yéu cau giao thirc IPv4: két ndi giita cac site sit dung IPv4.
- Dia chi IPv4: t6i thiéu c6 mét dja chi IPv4 trong mot site.

- Yéu cdu giao thirc IPv6: khong can thiét.

- Yéu cau dja chi IPv6: khong can thiét.

- Yéu cau host: IPv6 stack hodc IPv4/IPv6 stack.

- Yéu ciu ddi voi router: IPv4/IPv6 router.

4.4.2. Phuwong phap thwe hién.
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Dé quyét dinh duong di cta cac tunneling, hay néi cach khac dé co dugc
cac thong tin vé node cudi cung can phai dua vao bang dinh tuyén vi huéng di
cua cac goi phai dua vao dia chi dich cua chung st dung cac ky thuat
netmask.

Default Configured tunneling: gidng nhu ¥ nghia cia gia tri Default router
trong bang dinh tuyén, d6i voi mot tunnel khi thuc hién phuwong thirc
Configurd tunneling néu no khong tim thdy dia chi dich trong bang dinh
tuyén, no s€ sir dung mot gia tri Default khai trén router d6 lam dia chi dich
trong goi tin dong goi.

4.5. Co ché Automatic tunneling.

4.5.1. Mo ta.

Véi phuong thirc tunneling nay, dia chi dich trong goi tin dong goi IPv4
dugc xac dinh 1a dia chi dich cua goéi tin IPv6. Do vay dia chi dich cua goéi tin
[Pv6 dugc dong goi phai c6 dang dia chi IPv4 tuong thich véi IPv6 (IPv4-
compability IPv6). D4i voi nhitng géi tin IPv6 ma dia chi dich 1a dang dia chi
khong c6 dang IPv4-compability thi s& khong thé thuc hién Automatic
tunneling.

Co ché Automatic tunneling thuong dugc st dung khi can thuc hién
nhing két ndi véi cac host hodc véi cic mang IPv6 trong mot thoi gian ngén,
hoic trong nhing tinh hudng ngau nhién.

Céc thong sb lién quan dén Automatic tunneling;

- Kha ning tng dung: dbi voi cac host.

- Yéu cau giao thirc IPv4: yéu cau cé cac két nbi IPv4 giira cac site.
- Yéu cau dia chi IPv4: ti thiéu c6 mot dia chi IPv4.

- Yéu cau giao thirc IPv6: khong can thiét.

- Yéu cau dia chi IPv6: dia chi dang IPv4-compability
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- Yéu cau host: cai dat Dual-Stack IPv4/IPv6
- Yéu cau dbi vai router: khong can thiét

4.5.2. Phuwong phap thwe hién.

Dbi v6i nhitng node IPv4/IPv6 c6 mot phuong thirc dé quyét dinh lidu cac
g6i tin IPv6 c6 dugc Automatic tunneling hay khong do6 1a dua vao céac thong
sd trong bang dinh tuyén tinh. Dbi v6i cic host co dja chi dich dang ::0/96 s&
dugc thyc hién tu dong dinh tuyén (vi nhitng host nay thoa man diéu kién la

c6 dia chi dich dang IPv4-compability).
4.6. Co ché 6tod.

4.6.1. Yéu chu.

Hi¢n nay, dé trién khai mang [Pv6 t6 chirc IGTRANS (IPng Transition
Working Group- mét nhom thudc IETF) dd dwa ra mot giai phap thir ba dé
trién khai mang IPv6 trén nén IPv4 1a co ché 6to4. Mot trong nhitng han ché
16n nhat cta hai co ché trén (co ché Dual-Stack va co ché tunneling) 1a véi
mdi khach hang cudi (end-user site) dé két ndi vi mang IPv6 (vi du 6Bone)
déu can phai lya chon mdt ISP c6 hd tro dich vu IPv6 dé giai quyét céc van dé
lién quan dén cép phat dja chi va tunneling...Mat khac phuong thic ndy ciing
han ché duogc nhitng khé khan cua co ché tunneling nhu cac hoat dong tao,
quan ly, duy tri cac cdu hinh tunneling ctia phuong phap tunneling. Yéu cau
clia co ché 6to4:

- Mot host phai c6 dia chi IPv4.

- Pé dam bao hoat dong chinh xac ciia 6to4 trong mot topo mang phirc tap,
tat ca cac host IPv6 phai dam bao thuat toan sau day 1a co gia tri: do 1a
thuat toan lién quan dén lya chon dia chi khi thyc hién giri goi tin IPv6. Vi
mdt node co thé gan nhiéu dang dia chi IPv6 khac nhau. do dd, trong dich

vu tén mién DNS c6 thé khai nhiéu ban ghi twong tng véi cac dia chi IPv6
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khac nhau cua host d6. Thuat toan lya chon dia chi dam bao trong mot tap
cac dia chi IPv6 tra vé khi host thyc hién query DNS server s& lia chon
mot dia chi c6 dang tién t6 2002::/16 trong tap cac dia chi tra vé dé guri gbi
tin IPv6 trong cac két ndi ctia host do.

4.6.2. Mo ta.

Theo céu tric cla dang dia chi Global Unicast, phﬁn dinh danh tién tb
TLA dugc gan boi t6 chirc TANA. Vi du tién t6 3FFE::/16 duoc gan cho mang
thir nghiém 6Bone, hay 2001::/16 dugc phan bo theo co ché production.

Hi¢n nay td chirc nay cling gan mat tién t6 dic biét 1a 2002::/16 dé hd trg
co ché 6to4. Theo dé ciu tric dia chi IPv6 ciia mot node thuc hién 6tod cd

dang nhu sau:

3 13 32 18 64
001 | Ox0002 V4ADDR SLAID Interface ID
trong do:

- Phan TLA ID dugc gan gi tri 0002::/16
- Phan NLA gan 32 bit con lai 12 dia chi IPv4 ctia node do.

Nhu vady mot node mudn thuc hién co ché 6to4 phai c6 moét dia chi IPv4
thuc (dia chi IPv4 nay phai c6 gia tri trén mang Internet, khong phai la dia chi
ciia mang riéng). Cau triic dang dia chi ndy dam bao hoan toan gidng voi cac
dinh dang dia chi IPv6 Global Unicast thong thuong khac.

Goi tin IPv6 trong céac site cau hinh 6to4 dugc dong goi theo dang IPv4
(gidng co ché tunneling-6over4) khi cac goi tin ndy can chuyén ra mang
ngoai. Sau khi goi tin dong goi dang IPv4 s& dugc chuyén trong mang IPv4

nhu hoat dong ciia mang Internet hién nay.
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Phan header cua goi tin IPv4 c6 dia chi dich va dia chi ngudn dang IPv4.
Céc dia chi nay c6 duoc 1a dya vao co ché lya chon dia chi, sau d6 thyc hién
ly 32 bit dia chi V4ADDR trong cau tric dia chi IPv6 c6 tién t6 2002::/16.

CAu trac cta dang géi tin IPv4 duge mo ta trén hinh 4.8.

Ver IHL Type of Ser Total Length
Indentification Flags Fragment offset
TTL Protocol = 41 Header Checksum

Source Address

Destination Address

Options | Padding

IPvE header + payload. ‘

Hinh 4.8. Cau trac goi tin IPv4 dong goi theo co ché 6to4.

Trudng hop trién khai don gian nhét cua co ché 6to4 1a st dung co ché
nay dé két ndi cac site IPv6 voi nhau, cac site nay két ndi voi nhau dya trén
mang IPv4. Khong yéu ciu céc site ndy c6 cac két nbi voi cing mot ISP. Chi
cd mdt yéu cau 1a céc site dugc cai dat IPv6 hd tro co ché 6to4 dé thiét lap gia
tri Protocol=41 trong cac goi IPv4.

Dé co ché nay hoat dong, mdi site con can phai gan mot dia chi IPv6 theo
cdu trac dia chi ¢ mo ta & trén. Pong thoi tao mot ban ghi DNS tuwong tng
vOi dia chi nay.

Vi du: Mot site A c6 dia chi IPv4 1a 203.162.0.10 s€ tao mdt ban ghi trén DNS
v6i tién t6 IPv6 c¢6 dang: {FP=001, TLA=0x0002, NLA=CBA2:000A }/48.

Mot site B c6 dia chi IPv4 1a 9.254.253.252 s€ tao mgt ban ghi trén DNS
v6i tién t6 IPv6 c¢6 dang: {FP=001, TLA=0x0002, NLA=09FE:FDFC}/48.
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Khi mot host IPv6 trén site B can két ndi voi mot host IPv6 trén site A,

cac budc thuc hién nhu sau:

- N6 thyc hién query té1 DNS server dé tim dia chi IPv6 cua host trén site A.
Gia st dia chi mang tra vé 1a {FP=001, TLA=0x0002,
NLA=CBA2:000A}/48. Dia chi mot host trong site A c6 dang tién td nhu
trén va mot gia tri SLA va Interface ID c6 dang bat ky.

- Goi tin IPv6 dugc hinh thanh va duoc truyén thong thudng bén trong hai
site nay (tir cac host IPv6 dén cac router 6to4 duoc truyén cac goi tin thuan
IPv6 — khong c6 bat ky co ché chuyén doi nao xay ra & trong ndi bo mot
site- cac router 6to4 dugc coi la cac router “can bién”).

- Khi cac router nay nhéan thay dia chi dich c6 phan tién t6 2002::/16 n6 s&
thuc hién co ché guri nhu sau:

Pong goi goi tin IPv6 theo dang IPv4 voi cdu tric géi tin IPv4, trong d6
dia chi dich cia goi tin IPv4 nay duoc lay tir 32 bit cua trudong VAADDR
trong dia chi dich IPv6 cta goi tin IPv4. Sau d6 chuyén géi tin nhu giao thirc
IPv4 thong thuong qua céac giao thire dinh tuyén ctia IPv4.

Ddi v6i cac router bén site A, sau khi nhan céac g61i tin IPv4 s€ thuc hi¢n
co ché mé goi nhu sau:

Thuc hién kiém tra gia tri cia truong Protocol trong phan header cta goi

/'_V\
IPvé Site A r"_lm . IPvd Site B
2D3.162.D.W&\ 9.254.253.252

Router Gtod Router Gtod
IPvG Site A IPvE Site B
2002:CBAZ:000A::/48 2002:09FE:FDFC:./48

Host IPvG  Host IPvd Hest IPvG  Host IPwd

Hinh 4.9. Co ché dong mé goi.



105

tin c¢6 bang 41 hay khong? Néu gia tri nay bang 41 s& thyc hién bo phan
header ctia goi tin IPv4 va ldy phan data ctia goi tin IPv4 nay 1a mot géi tin
IPv6. Sau d6 chuyén trong local site bang cac giao thirc IPv6. Hinh 4.9 mo ta
hoat dong cua qua trinh nay.

4.7. Phwong thirc lwra chon céc co ché.

Péi v6i nhitng node IPv4/IPv6 phai co phuong thirc lya chon khi nao giri
g6i tin IPv4, khi ndo guri goi tin IPv6 va khi nao thuc hién automatic hoac
configured tunneling sir dung két hop voi nhau. Céc truong hop c6 thé xay ra
nhu sau:

- Giri goi tin IPv4 t6i tat ca cac dia chi dich IPv4.

- QG goi tin [Pv6 téi tat ca cac dia chi dich IPv6 trén cung mot link.

- St dung automatic tunneling: Guri cac goi tin IPv4 dong gbi IPv6 co dia
chi dich 1a dang dia chi IPv4-compatible.

- Gui cac goéi tin IPv6 ra mang ngodi ma router trong mang d6 c6 hd trg

IPvé6.

- Gtri cac goi tin IPv6 ra mang ngoai sir dung default tunneling khi khong cé
router ho trg IPv6.
Céc thuat toan twong ing voi cac truong hop nay nhu sau:

4.7.1. Néu dia chi ciia node cudi 1a mot dia chi IPv4.

Néu dia chi dich duogc locate trén mot attached link thi s& giri goi tin IPv4 t6i
node cudi.

Néu dia chi dich cua node cudi khong locate trén link v6i node ngudn thi
hoac:

- Néu c6 mot router IPv4 trén link, node ngudn s& gui géi tin dang IPv4, dia

chi dich 1a mét dang dia chi [Pv4.
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Neéu khong, dia chi dich s€ 1a “unreachable” vi né khong nam trén link
host nguon va cling khong nam link véi router.

4.7.2. Néu dia chi ciia node cudi 13 mét dang dia chi IPv4-compatible

IPve.

Co cac tinh hudng xay ra nhu sau:

Néu dija chi dich dugc locate trén mot attached link, khi d6 host nguén s€

guri goi tin dang IPv6 (khong dong gobi). Dia chi dich ctia goi tin IPv6 1a dia

chi Global Unicast cia tram dich.

Néu tram dich khong locate trén link (phai thong qua router), co cac tinh

hudng sau xay ra:

Néu d6 1a mot router IPv4 thi mot goi tin IPv6 duoc dong goi dang IPv4
dé tunnel qua router. Dia chi dich IPv6 1a dia chi [Pv6 ctia node cudi. Bdi
véi goi tin IPv4 dia chi dich 1a 32 bit thip ctia dia chi dang IPv4-
compatible IPv6. Dia chi datalink 1a dia chi datalink cia router IPv4.

Néu 1a mot router IPv6 nam trén dudng link, thi goi tin dugc gui tir tram
ngudn c6 dang gbi tin IPv6. Dia chi ngudn 1a mot dia chi IPv6 cta node
nhan goi tin. Dia chi datalink 1a dia chi [Pv6 cua router.

Néu khong, khong thé két ndi véi tram dich (unreachable).

4.7.3. Néu node nhén 1a mjt node thuin IPv6

C6 cac tinh hudng xay ra nhu sau:

Néu node nhan nam trén link v6i node giri, s& gui goi tin dang IPv6. Dia

chi dich 1a dia chi IPv6 cua node cudi. Pija chi datalink 14 dja chi caa node

cuol.

Néu node cubi khéng nam trén link, ¢ cac tinh hudng sau:
Néu c6 mét router IPv6, thi goi tin giri duoc dinh dang IPv6. Pia chi dich

IPv6 1a dia chi cta node cudi. Dia chi datalink 1a dja chi IPv6 cua router.
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- Néu dja chi dich c6 thé c6 duoc qua configured tunneling va c6 mot router
IPv4 dé két ni ra ngoai thi goi tin guri s& duoc dong goi theo IPv4. Dia chi
dich IPv6 1a dja chi ctia node cudi. Pia chi dich cta g6bi tin [Pv4 1a dia chi
[Pv4 cia node m¢& goi. Dia chi datalink 1a dia chi IPv4 cta router IPv4.

- Néu khong dia chi dich khong thé két ni téi (unreachable).

Bang 4.3. Tém tit phuong thic Iya chon co ché chuyén doi.

Dang dia chi | Node | Router | Router | Dinh Dang | Dang | Dang dia
cua node dich | 1Pv4 IPv6 | dang gbi | diachi | diachi | chidich
dich trén trén trén tin dé dich dich | datalink
link? link link gui IPv6 IPv4
IPv4 Yes N/A N/A [Pv4 N/A E4 EL
IPv4 No Yes N/A [Pv4 N/A E4 RL
IPv4 No No N/A | UNRCH | N/A N/A N/A
[Pv4- Yes N/A N/A IPv6 E6 N/A EL
compatible
[Pv4- No Yes N/A [Pv6/4 E6 E4 RL
compatible
[Pv4- No No Yes IPv6 E6 N/A RL
compatible
[Pv4- No No No | UNRCH | N/A N/A N/A
compatible
IPv6-only | Yes N/A N/A IPv6 E6 N/A | Electron
IPv6 -only | No N/A Yes IPv6 E6 N/A RL
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IPv6 -only | No Yes No IPv6/4 E6 T4 RL

IPv6 -only | No No No | UNRCH | N/A N/A N/A

Chu thich:

N/A: khong c6 trong thuc té.

E6: Dia chi IPv6 cta node cubi.

E4: Dia chi IPv4 cta node cudi.

EL: Dia chi datalink cta node cudi.

T4: Pia chi IPv4 cia diém mé goi trong tunnel.
R6: Dia chi IPv6 cua router.

R4: Dia chi IPv4 cua router.

RL: Dang dia chi datalink cta router.

[Pv4: Dinh dang goi tin [Pv4.

[Pv6: Dinh dang goi tin IPvo6.

[Pv6/1Pv4: Goi tin [Pv6 duge dong goi dudi dang 1Pv4.

UNRCH: Goi tin khong duoc gui (Destination is unreachable)
4.8. IPv6 va 3G.

Hinh 4.10 mo ta IPv6 duoc mg dung trong UMTS nhu thé nao. Mirc
truyén tai va muc nguoi st dung hoan toan doc 1ap, mang UTRAN va mang
161 cling 1a hai mang doc lap, vi vay viéc st dung IPv6 cd nghia bao gém
nguoi sir dung IPv6, mang UTRAN IPv6 va mang 18i IPv6. Cac goi IP dén/di
tir thiét bi dau cudi xuyén qua mang UMTS, ching khong dugc dinh hudng

tryc tiép tai muc IP.
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ser Ipvh

A pllication
Server

Hinh 4.10. IPv6 tai cac hé thong vién thong di dong toan cau.
Hinh 4.11 mé ta cu hinh mang WCDMA2000 lién két véi mang IPv6
qua PDSN hd trg IPv6. Két ni PPP giita MS va PDSN s& van chuyén géi tin

Hinh 4.11. Céc dich vu hd trg IPv6 cho mang WCDMA2000.

IPv6. Mang truy nhap vo tuyén (RAN), bao gdm giao dién R-P, s& doc 1ap véi
phién ban cac géi IP dugc truyén tai trong cac phién PPP.

Hién tai, mobile IP (MIP) 1a giai phap duoc chdp nhan cho IP di dong.
Hién nay cac tiéu chuian 3GPP hd tro MIPv4 bang cich gop chic ning FA
trong GGSN. Do trong IPv6 khong c6 FA, nén MIPv6 khong c6 thém yéu cau
gi doi véi kién tric mang 3GPP. GTP (GPRS Tunneling Protocol) duogc st
dung trong mang 3GPP cho phép di dong trong ciing mot mién va giita cac

cong nghé truy cap khéic nhau.
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Cac ddu cudi 3G hi vong ¢6 kha nang thuc hién mot s6 cac giao dién dé su
dung véi cdc mang truy nhap khdc nhau. Vi du, ngoai kha nang ho tro céc
giao dién di dong t6 ong, cdc ddu cudi c6 thé hd trg cac cong nghé vo tuyén
khac nhu Bluetooth, Infra Red...Gia thiét cac cong nghé truy nhap nay két noi
v6i céc router truy nhap khdc nhau, khi d6 mot dia chi IPv6 ddu cu6i c6 thé
thay doi khi di chuyén gifta cdc moi truong nay. Do d6 dé dam bdo tinh di
dong lién mach va duy tri duoc céc két n6i dang dién ra, c6 thé st dung

MIPv6. MIPv6 ciing c6 thé dugc sit dung khi chuyén ving giita cdc mang

IP Network
Core GPRS CN CDMAZ2000
Network (GTP) (MIP-based)
BAN GSM WCDMA CDMA WLAN/Other

Hinh 4.12. Quan ly di dong trong cic hé thong vo tuyén IPv6.
3GPP khac nhau, do d6 cho phép c6 thé lién lac t6i mot thiét bi theo tuyén t6i
uu nhat. Hinh 4.12 mo ta viéc két hop cac giao thitc quan 1y di dong khac

nhau cho cac hé thong vo tuyén IPvo6.
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KET LUAN VA KIEN NGHI

Tuong lai cua Internet di dong doi hoi giao thirc Internet lya chon phai
cho phép kha ning mé rong cao va hiéu suat quan 1y cao. IPv6 cling mot sd
tinh nang noi troi lam cho né trd thanh tng cir vién chinh cho moi trudng nay.
Céc tinh nang nay di dan téi quyét dinh cua 3GPP str dung IPv6 cho cac dich

vu moi voi cac phién ban vé sau cia UMTS.

DPé cac nha khai thac di dong dong co thé tan dung duoc cac uu diém cua
IPv6, can phai xem xét mot cach ti mi khi thyc hién cac quyét dinh nhu vé
van dé dia chi, bao mat, quan 1y di dong trong mang ctia minh. Dé c6 thé tan
dung duogc giao dién vo tuyén mot cach hiéu qua, cac nha khai thac va thiét ké
mang phai dam bao ring mang cua minh hd trg cac co ché duge xac dinh
trong cidc co quan ti€u chuan dé phuc vu cho muc dich nay. Tai Viét Nam
phuong phap phu hop dé chuyén sang IPv6 1a nén chon phuong cach mot hé
thdng dung song song ca IPv4 va IPv6 thi hop 1y hon 13 phai dau tu cho hai hé
théng mot lac. V& mat ki thudt, viéc chuyén sang IPv6 tai Viét Nam khong
phai 1a diéu khé khan. Internet & nudc ta méi phat trién va cac hé thong may
moéc hau hét déu duoc dau tu mdi, ma da phan nhimng hé thng thiét bi mai
déu co thé hd trg IPv6. Tat ca thiét bi mang ndi chung cua cac nha cung cap
dich vu Internet tai Viét Nam déu c6 kha ning hd trg IPv6. Ngay ca cac hé

thong dau cudi nhu Windows XP ctia Microsoft ciing c6 kha ning nay.
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