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LOI CAM ON

Sau hon 6 thang nd lyc thyc hién, luan vin nghién ctru “Céc phuong phap lap
trinh vuot firewall” d3 phan nao hoan thanh. Ngoai sy nd lyc cta ban than, ching em
da nhan dugc sy khich 1é rat nhiéu tir phia nha trudng, thay co, gia dinh va ban bé trong
khoa. Chinh diéu nay di mang lai cho chiing em sy dong vién rat 16n dé chung em co6
thé hoan thanh tot luan van ciia minh.

Trude hét, chiing con xin cdm on nhitng bac lam cha, lam me da lu6én ung ho,
cham sdc chung con va tao moi diéu kién tot nhat dé chung con c6 thé hoan thanh
nhiém vu ctia minh.

Chung em xin cam on nha truong ndi chung va Khea CNTT néi riéng da dem
lai cho chiing em ngudn kién thirc vo ciing quy gia déchiing em c6 di kién thic hoan
thanh luén van cting nhu lam hanh trang budc vao doi.

Em xin cam on cac thﬁy c0 thudéc bo mon MMT, dac biét la thﬁy bo Hoang
Cuong — gido vién huéng dan cia ching em da t4n tinh huéng dan va gitip d& chiing
em mdi khi chung em c6 kho khin trong qué trinh hoc tap ciing nhu trong qua trinh
1am luén van tét nghiép.

Xin cam on tit ca cdc ban beé than yéu da dong vién, gitp d& chung em trong
sudt qua trinh hoc tap cling nhur lam dé tai.

Mot 1an nira, Xin cam on tit ca moi nguoi...

TPHCM 7/2005
Nhom sinh vién thuc hién
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LOI NOI DAU
Noi dung luén van dugc trinh bay trong 8 chuong thudc vé 5 phan khac nhau :

Phan thir nhdt: CO SO LY THUYET

e Chuong 1: Gi6i thiéu vé firewall
e Chuong 2: Khai ni€ém proxy
e Chuong 3: Cac phuong phap lép trinh vugt firewall
Phan thir hai: CAC PHUONG PHAP LAP TRINH VUQT FIREWALL

e Chuong 4: Vuot firewall bang HTTP proxy Servers
e Chuong 5: Vuot firewall baing Web-based proxy
Phan thir ba: MODULE CHONG VUQT FIREWALL
e Chuong 6: Plug-in chéng vuot firewall cho trinh duyét Internet Explorer
e Chuong 7: Service chéng vuot Firewall
Phdn thir te: TONG KET
e Chuong 8: Két luan.
Phan thir nam: PHU LUC
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PHAN THU NHAT
CO SO LY THUYET

Chuong 1: GIOI THIEU VE FIREWALL

1.1 Pit van dé:

Song song v4i viée xdy dung nén tang vé cong nghé thong tin, cling nhu phat
trién cac ung dung may tinh trong san Xuéit, kinh doanh, khoahoc, gido duc, xa hoi,...
thi viéc bao vé nhitng thanh qua d6 13 mot diéu khong thé thiéu. St dung cac bl tudng
Itra (Firewall) dé bao vé mang noi bo (Intranet), tranh sy tAn cong tir bén ngoai 1a mot
giai phap hiru hiéu, dam bao duoc cac yéu to:

e An toan cho su hoat dong ctia toan'bd hé théng mang

e Bao mit cao trén nhidu phuong dién

e Kha ning kiém soét cao

e Dam béo téc dd nhanh

e Mém déo va désur dung

e Trong sudt véi nguoi sir dung

e Dam bdokién tric mo
1.2 Nhu ciu béové thong tin:

1.2.1 Nguyén nhéin:

Ngay nay, Internet, mot kho tang thong tin khong 16, phuc vy hitu hiéu trong
san xudt kinh doanh, d3 tro thanh ddi twong cho nhiéu ngudi tin céng vi cac muc
dich khac nhau. P6i khi, ciing chi don gian 1a dé thir tai hoic dua bdn voi nguoi
khac.

Phan Trung Hiéu - Trang 11 - Tran Lé Quan
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Cung v6i su phat trién khong nging cia Internet va cac dich vu trén
Internet, s& lwong cic vu tdn cong trén Internet ciing ting theo cAp s6 nhan. Trong
khi cac phuong tién thong tin dai ching ngay cang nhac nhiéu dén Internet véi
nhirng kha ning truy nhap thong tin dudng nhu dén vo tan cta no, thi cac tai liéu
chuyén mon bat dau dé cap nhiéu dén van dé bao dam va an toan dit liéu cho cac
may tinh dugc két ndi vao mang Internet.

Theo s6 liéu cia CERT (Computer Emegency Response Team), sé luong
cac vu tin cong trén Internet duoc thong bao cho to chirc nay 1a it hon 200 vao nim
1989, khoang 400 vao nam 1991, 1400 vao nam 1993, va 2241 vao nam 1994.
Nhiing vu tdn cong nay nham vao tat ca cac may tinh ¢6 mit trén Internet, cac may
tinh cua tit ca cac cong ty 1on nhu AT&T, IBM, ¢ac trudng dai hoc, cic co quan
nha nudc, cac to chirc quan sy, nha bang... Mot séwuy tan cong c6 quy mo khong 16
(c6 t6i 100.000 may tinh bi tin cong). Hon nita, nhitng con sd nay chi 1a phan noi
clia tang bang. Mot phan rat 16n cac vu tan cong khong duoc thong bao, vi nhidu Iy
do, trong d6 c6 thé ké dén ndidobi mat uy tin, hodc don gian nhitng ngudi quan tri
hé théng khong hé hay biét nhitng cudc tan cong nham vao hé thdng cia ho.

Khéng chi s lwong cac cudc tin cong ting 1én nhanh chong, ma cac phuong
phap tan cong ciing lién tue-duroc hoan thién. Pidu d6 mot phan do cac nhan vién
quan tri hé théng duoc két ndi véi Internet ngay cang dé cao canh giac. Ciing theo
CERT, nhimg cudc tdn cong thdi ky 1988-1989 chu yéu doan tén ngudi sir dung-
mat khau (UserID-password) hodc str dung mét sé 11 ctia cac chuong trinh va hé
diéu hanh (security hole) 1am vo hiéu hé thdng bao vé, tuy nhién cac cudc tin cong
vao thoi gian gan day bao gdm ca cac thao tac nhu gia mao dia chi IP, theo ddi
thong tin truyén qua mang, chiém céc phién 1am viéc tir xa (telnet hodc rlogin).

Nhu ciu bao vé thong tin trén Internet co thé chia thanh ba loai gﬁ“)m: Bao vé
dr li€u; Bao vé céc tai nguyén sur dung trén mang va Bao v¢ danh tiéng cua co

quan.
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1.2.2 Bao vé dir liéu:

Nhitng thong tin luu trir trén hé thong may tinh can dugc bao vé do cac yéu
cau sau:

e Bao mat: Nhiing thong tin c6 gia tri vé kinh té, quan sy, chinh sach vv...

can duoc gitr kin.

e Tinh toan ven: Thong tin khong bi mat mat hodc sira d6i, danh trao.

e Tinh kip thoi: Yéu cau truy nhdp thong tin vao ding thoi diém can thiét.

Trong cac yéu ciu ndy, thong thudng yéu cau vé bao mat duge coi 1a yéu
cau sd 1 d6i véi thong tin lwu trir trén mang. Tuy nhién, ngay ¢a khi nhing théng
tin nay khong duoc giit bi mat, thi nhimg yéu cauve tinh toan ven ciing rat quan
trong. Khong mét c4 nhan, mot td chirc nao lang phi tai nguyén vat chat va thoi
gian dé luu trir nhitng thong tin ma khong biétvé tinh diing dan cta nhimng thong tin

do.

1.2.3 Bdo vé cac tai nguyén sw.dung trén mang:

Trén thuc té, trong cac cudc tin cong trén Internet, ké tin cong, sau khi da
1am chu dugc hé thong bén trong, co thé sir dung cac may nay dé phuc vu cho muc
dich ciia minh nham chay'cac chuong trinh do mat khau ngudi sir dung, st dung

cac lién két mang san co6 dé tiép tuc tan cong cac h¢ thong khac vv...

1.2.4 Bdiové danh tiéng co quan:

Mot phan 16n cac cude tAn cong khong dugc thong bao rong rai, va mot
trong nhitng nguyén nhan 13 ndi lo bi mat uy tin cta co quan, dic biét 1a cac cong ty
16m va cac co quan quan trong trong bo may nha nudc. Trong truong hop nguoi
quan tri hé théng chi dugc biét dén sau khi chinh hé théng cua minh duogc dung lam
ban dap dé tin cong cac hé thong khac, thi ton that vé uy tin 14 rat 1on va co thé dé

lai hau qua lau dai.
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1.3 Céc kiéu tin cong:

1.3.1 Tén céng truc tiép:

Nhitng cudc tin cong truc tiép thong thudng dugce st dung trong giai doan
dau dé chiém duogc quyén truy nhap bén trong. Mot phuong phép tan cong co dién
13 do tim tén ngoi st dung va mat khau. Pay 1a phuong phap don gian, dé thuc hién
va khong doi hoi mot diéu kién ddc biét nao dé bat dau.

Ké tan cong c6 thé sir dung nhimng thong tin nhu tén nguoi dung, ngay sinh,
dia chi, s6 nha vv.. dé doan mat khau. Trong truong hop€d duge danh sach ngudi
st dung va nhimg thong tin vé& mdi truong 1am viée, €6 mot trrong trinh ty dong
hoé vé viée do tim mat khau nay.

Mot chuong trinh c6 thé dé dang 1ay-duoge. tir Internet dé giai cac mat khau
d3 ma hod cua cac hé thdng unix co6 tén'1a crack; c6 kha ning thir cac td hop cac tir
trong mot tir dién 16n, theo nhitng quy tic do nguoi ding tu dinh nghia. Trong mot
s6 truong hop, kha ning thanh-¢ong ctia phuong phap nay c6 thé 1én t6i 30%.

Phuong phap str dung cae 18i ctia chwong trinh Gmg dung va ban than hé diéu
hanh da dugc sir dung tir nhitng vu tan cong dau tién va van duoc tiép tuc dé chiém
quyén truy nhdp. Trong mot sé trudng hop phuong phap nay cho phép ké tn cong
c6 duoc quyén eciangudi quan tri hé théng (root hay administrator).

Hai vi du thuong xuyén duoc dua ra dé minh hoa cho phuong phap nay 13 vi
du véi chuong trinh sendmail va chuong trinh rlogin ctia hé diéu hanh UNIX.

Sendmail 14 mot chuong trinh phirc tap, vdi ma nguén bao gdm hang ngan
dong 1énh cta ngdn ngir C. Sendmail dwoc chay véi quyén wu tién ciia nguoi
quan tri hé thong, do chwong trinh phai cé quyén ghi vio hdp thw ciia nhirng
ngudi sir dung may. Va Sendmail trure tiép nhin cic yéu cau vé thwr tin trén
mang bén ngoai. Pay chinh 14 nhiing yéu t6 lam cho sendmail tré thanh mdt ngudn

cung cip nhitng 16 hong vé bao mat dé truy nhap hé thong.
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Rlogin cho phép nguoi st dung tir mot may trén mang truy nhap tir xa vao
mot may khac sur dung tai nguyén ciia may nay. Trong qua trinh nhin tén va mat
khau ciia ngwoi sir dung, rlogin khong kiém tra d¢ dai ctia dong nhap, do do ké
tan cong co thé dwa vao mot xau da duoc tinh toan trude dé ghi deé 16n ma chuong

trinh cta rlogin, qua d6 chiém dugc quyén truy nhap.

1.3.2 Nghe trom:

Viéc nghe trom thong tin trén mang c6 thé dua lai nhiing thong tin c¢6 ich
nhu tén, mat khau cua ngudi sir dung, cac thong tin mat chuyén qua mang. Viée
nghe trom thuwdng dwoe tién hanh ngay sau khi ké tin cong da chiém dwoc
quyén truy nhip hé thong, thong qua cic chwong trinh cho phép bat cac géi
tin vao ché do nhén toan bo cac thong tin luwtruyén trén mang. Nhitng thong tin

nay ciing c6 thé dé dang lay duoc trén Internet.

1.3.3 Gid mao dia chi:

Vi¢c gia mao dia chi [P ¢co thé duoc thuc hién thong qua viéc st dung kha
nang dan dudng tryuc tiép (source-routing). Vi cach tan cong nay, ké tan cong guri
cac gobi tin IP t&é1 mang bén trong vé1 mot dia chi [P gid mao (thong thuong 1a dia
chi ctia mot mang hode:mot may dugc coi 1a an toan ddi voi mang bén trong), dong

thoi chi rd dudng dan ma cac goi tin IP phai guri di.

1.3.4 V6 hiéu cdc chirc nang ciia hé théng (DoS, DDoS):

Day 1a kéu tin cong nham té 1iét hé thdng, khong cho né thyc hién chic
nang ma né thiét ké. Kiéu tan cong nay khong thé ngin chin dwoge, do nhiing
phuong tién doc t6 chiic tn cong ciing chinh 14 cac phuong tién dé 1am viéc va truy
nhép thong tin trén mang. Vi du sir dung 1énh ping véi tdc dd cao nhét c6 thé, bude
mot hé théng tiéu hao toan bo tde do tinh toan va kha nang cua mang dé tra 10 céc

1énh nay, khong con céc tai nguyén dé thuc hién nhitng cong viéc c6 ich khac.

Phan Trung Hiéu - Trang 15 - Tran Lé Quan
Mssv: 0112463 Mssv:0112319



Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong

Cliggrit Cligrit

Hinh 1 Mé hinh tin céng DDoS

e Client 1a.mot attacker sip xép mot cudc tin cong

e Handler 1a mét host da dugc thda hiép dé chay nhiing chuong trinh
dic biét dung dé tan cong

e  MOi handler c6 kha ning diéu khién nhiéu agent

e Mbi agent c6 trich nhiém gii stream data t6i victim

1.3.5 Léi ciia ngwoi quén tri hé thong:

Day khong phai 1a mot kiéu tan cong clia nhimng ké dot nhap, tuy nhién 16
clia ngudi quan tri hé thong thong tao ra nhirng 16 hong cho phép ké tin cong sir

dung dé truy nhdp vao mang ndi bo.
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1.3.6 Tén cong vao yéu to con nguwoi:

Ké tan cong co thé lién lac v&i mot ngoi quan tri hé théng, gia lam mat
nguoi sir dung dé yéu cau thay d6i mat khau, thay doi quyén truy nhip ctia minh
dbi v6i hé théng, hodc tham chi thay d6i mot s6 cau hinh cia hé théng dé thuc hién
cac phuong phap tin cong khac. Vai kiéu tdn cong nay khong mot thiét bi nao co
thé ngan chan mot cach hiru hi€u, va chi c6 mot cach giao duc nguoi st dung mang
n6i bo vé nhimg yéu cau bao mat dé dé cao canh giac véi nhitng hién tuong dang
nghi. No6i chung yéu t6 con ngoi 1a mot diém yéu trong batky mot hé thong bao vé
nao, va chi co su gido duc cong véi tinh than hop tac ti¥ phia ngudi str dung co thé

nang cao duoc dd an toan cua h¢ thong bao vé.

1.4 Firewall l1a gi ?

Thuat ngit Firewall c6 ngudn gdc tir mot k¥ thuat thiét ké trong xay dung dé ngin
chan, han ché hoa hoan. Trong cong nghé mang thong tin, Firewall 1a mot ky thuat
duoc tich hop vao hé thong mang'dé chong su truy cap trai phép, nham bao vé cac
ngudn thong tin ndi bd va han ché swxam nhap khong mong mudn vao hé thong. Ciing
c6 thé hiéu Firewall 1a mot co ché (mechanism) dé bao vé mang tin tudng (Trusted
network) khoi cac mang khéng tin tuong (Untrusted network).

Thong thuong Firewall duoc dat gitra mang bén trong (Intranet) ciia mot cong ty,
t6 chtrc, nganh hay mot qubc gia, va Internet. Vai tro chinh 1a bao mat thong tin, ngan
chin sy truy nhép khong mong mudn tir bén ngoai (Internet) va cim truy nhap tir bén

trong (Intranet) to1 mat s6 dia chi nhét dinh trén Internet.
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! Enterprise Security Perimeter

Hinh 2 M6 hinh firewall

Mot cach vian tat, firewall 1a hé thong ngan chin viée truy nhap trai phép tir bén
ngoai vao mang ciing nhu nhiing két ndi khong hop 18 tirbén trong ra. Firewall thuc
hién viéc loc bo nhiing dia chi khong hop 1€ dua theo‘cac quy tac hay chi ti€éu dinh

trudec.
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Hinh 3 Loc goi tin tai firewall

Firewall c6 thé 1a hé théng phan cting, phan mém hoic két hop ca hai. Néu 1a
phan cimg, n6 c¢6 thé chi bao gdbm duy nhit bo loc goi tin hodc 1a thiét bi dinh tuyén
(router dugc tich hop san chirc ning loc goi tin). B dinh tuyén c6 cac tinh ning bao
mat cao cap, trong d6 c6 kha niang kiém soat dia chi IP. Quy trinh kiém soat cho phép

ban dinh ra nhiing dia chi IP c6 thé két ndi voi mang cua ban va nguogc lai. Tinh chét
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chung cua cac Firewall 1a phan biét dia chi IP dwa trén cac goi tin hay tir chdi viéc truy

nhap bat hop phap cin ctr trén dia chi ngudn.
1.5 Cac chirc nang chinh:

1.5.1 Chirc nang:

Chtrc ning chinh cua Firewall 13 kiém soat ludng thong tin tir giita Intranet
va Internet. Thiét 1ap co ché diéu khién dong thong tin gitra mang bén trong
(Intranet) va mang Internet. Cu thé la:

e Cho phép hodc cam nhitng dich vy truy nhap ra ngoai (tir Intranet ra

Internet).

e Cho phép hoidc cdm nhimng dich vy phép truy nhap vao trong (tir Internet

vao Intranet).

e Theo ddi ludng dir liéu mang gitra Internet va Intranet.

e Kiém so4t dia chi truy nhap, cam dia chi truy nhap.

e Kiém soat nguoi sir dung vaviéc truy nhap ctua ngudi sir dung. Kiém

so4t ndi dung thong tin luu chuyén trén mang.
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Hinh 4 Mt s6 chirc ning ciia Firewall.

1.5.2 Thanh phin:

Firewall chuan bao gém mot hay nhiéu cc thanh phan sau day:

e B0 loc packet (packet-filtering router)
e Cong tmg dung (application-level gateway hay proxy server)
e Cong mach (circuite level gateway)
e BO loc paket (Paket filtering router).
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1.6 Nguyén ly:

Khi noi dén viéc luu thong dir liéu giita cac mang v6i nhau thong qua Firewall thi
didu d6 c6 nghia rang Firewall hoat dong chit ché véi giao thirc TCI/IP. Vi giao thirc
nay lam vi¢c theo thuat toan chia nhod cac dit li€éu nhan duoc tir cac ung dung trén
mang, hay noi chinh xac hon la cac dich vu chay trén cac giao thuc (Telnet, SMTP,
DNS, SMNP, NFS...) thanh cac goi dit liéu (data pakets) rdi gan cho cac paket ndy
nhirng dia chi dé c6 thé nhan dang, tai lap lai ¢ dich can gui dén, do d6 cac loai

Firewall ciing lién quan rat nhi€u dén céac packet va nhiing con s6 dia chi ciia chung.

Hinh 5 Loc goi tin

B loc packet cho phép hay tir chéi mdi packet ma né nhan duoc. N6 kiém tra
toan bd doan dir liéu dé quyét dinh xem doan dir li¢u d6 c6 thod man mot trong s6 cac
luat 1€ cua loc packet hay khong. Céc luat 1€ loc packet nay 1a dua trén cac thong tin &
dau mdi packet (packet header), ding dé cho phép truyén cac packet d6 ¢ trén mang.

bo la:
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e Dia chi IP noi xuét phat ( IP Source address)

e Dia chi IP noi nhan (IP Destination address)

e Nhimg thu tuc truyén tin (TCP, UDP, ICMP, IP tunnel)

e Cong TCP/UDP noi xuat phat (TCP/UDP source port)

e Cbdng TCP/UDP noi nhan (TCP/UDP destination port)

e Dang thong bao ICMP ( ICMP message type)

e Giao dién packet dén ( incomming interface of packet)

e Giao dién packet di ( outcomming interface of packet)

Néu luat 1€ loc packet dugc thoa man thi packet duge chuyén qua Firewall. Néu
khong packet s& bi bo di. Nho vay ma Firewall c6 théngan can duoc cac két ndi vao
cac may chu hodc mang nao dé duogc xac dinh, hoac khoa vi¢c truy cap vao hé¢ théng
mang ndi bo tir nhitng dja chi khong cho phép. Hon nira, viéc kiém soat cac cong lam
cho Firewall c6 kha ning chi cho phép mét s6 loai két ndi nhat dinh vao cac loai may
chu nao dod, hoac chi c6 nhiing dich vy nao dé:(Telnet, SMTP, FTP...) dugc phép méi
chay duoc trén h¢ théng mang cuc bo.

U diém:

e Dasd cac hé thong Firewall déu sir dung bo loc packet. Mot trong nhiing
vu diém cia phuong phap dung bo loc packet 1a chi phi thip vi co ché
loc packet di dugc bao gdm trong mdi phan mém router.

e Ngoaira; bo loc packet 1a trong sudt dbi voi nguoi str dung va cac ing
dung, vi vay n6 khong yéu cau sy huin luyén dac biét nao ca.

Han ché:

e Vi¢c dinh nghia cac ché dd loc package 1a mgt viéc kha phurc tap; doi hoi
nguodi quan tri mang can c6 hiéu biét chi tiét vé cac dich vu Internet, cac

dang packet header, va cac gia tri cu thé co thé nhan trén mdi truong. Khi
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e Do lam viéc dua trén header cua cac packet, rd rang 1a bo loc packet
khong kiém soat dugc ndi dung thong tin cta packet. Cac packet chuyén
qua van ¢ thé mang theo nhiing hanh dong véi y d6 an cap thong tin hay

pha hoai cua ké xau.

1.7 Cac dang firewall:

Moi dang Firewall khac nhau c¢6 nhiing thuén loi va han ché riéng. Dang phé bién
nhat 13 Firewall mtrc mang (Network-level firewall). Loai Firewall nay thuong dua trén
bd dinh tuyén, vi vay cac quy tic quy dinh tinh hop‘phép cho viéc truy nhap duoc thiét
1ap ngay trén bd dinh tuyén. M6 hinh Firewall nay-si. dung k¥ thuét loc géi tin (packet-

filtering technique), d6 1a tién trinh kiém soat cac géi tin qua bo dinh tuyén.
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Hinh 6 Firewall dwgc ciu hinh tai router
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Khi hoat dong, Firewall sé dua trén by dinh tuyén ma kiém tra dia chi nguén
(source address) hay dia chi xudt phat cta géi tin. Sau khi nhan dién xong, mdi dia chi
ngudn IP s& dugc kiém tra theo cac quy tic do nguoi quan tri mang dinh trude.

Firewall dua trén bo dinh tuyén lam viéc rat nhanh do n6 chi kiém tra luét trén
cac dia chi ngudn ma khong hé ¢ yéu cau thuc sy nao dbi véi b dinh tuyén, khong
t6n thoi gian xtr Iy nhimg dia chi sai hay khong hop 1é. Tuy nhién, ban phai tra gia:
ngoai trir nhitng diéu khién chdng truy nhap, cac goi tin mang dia chi gia mao van ¢
thé thAm nhap & mot mirc nao do trén may chu cta ban.

Mot sb k§ thuat loc goi tin c¢6 thé duoc sir dung két hop véi Firewall dé khic
phuc nhuoc diém néi trén. Dia chi IP khong phai 1a thanh phan duy nhat ciia géi tin cd
thé mac bay bo dinh tuyén. Nguoi quan trj nén 4p dung déng thoi cac quy tic, sit dung
thong tin dinh danh kém theo géi tin nhu thoi gian, giao thirc, cong... dé ting cudng
diéu kién loc. Tuy nhién, su yéu kém trong k¥ thuat loc goi tin cua Firewall dua trén bo
dinh tuyén khong chi co vay.

Mot sb dich vu goi thu tuc tir xa (Remote Procedure Call - RPC) rat kho loc mot
cach hiéu qua do céc server lién két phu thudc vao cac cong dugce gan ngiu nhién khi
khoi dong hé thong. Dich vu goi 1a 4nh xa cong (portmapper) s& anh xa cac 1i goi toi
dich vu RPC thanh sé dich virgan sin, tuy nhién, do khong c6 sy twong Ung giita s6
dich vu v61 bo dinh tuyén loc goi tin, nén bd dinh tuyén khong nhan biét duoc dich vu
nao dung cong nao, vi thé né khong thé ngan chin hoan toan cac dich vu nay, trir khi
b6 dinh tuyén ngan toan bd cac géi tin UDP (cac dich vu RPC chu yéu sir dung giao
thirc UDP hay User Datagram Protocol). Viéc ngin chin tit ca cac goi tin UDP ciing s&
ngan luon ca cac dich vu can thiét, vi du nhu DNS (Domain Name Service b dich vu

dat tén ving). Vi thé, ddn dén tinh trang tién thoai ludng nan.
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1.8 Cacy niém chung vé Firewall:

Mot trong nhitng ¥ tudng chinh ctia Firewall 13 che chin cho mang ctia ban khoi
tam nhin ctia nhimg ngudi dung bén ngoai khong duoc phép két ndi, hay chi it cling
khong cho phép ho rd t61 mang. Qua trinh nay thyc thi céc chi ti€u loc bo do nguoi
quan tri 4n dinh.

Trén 1y thuyét, Firewall 1a phuong phap bao mat an toan nhat khi mang cuia ban
c6 két ndi Internet. Tuy nhién, vin ton tai cic van dé xung quanh moéi trudng bao mat
nay. Néu Firewall dugc cau hinh qua chat chg, tién trinh 1am viéc cua mang s bi anh
huong, dac bi€t trong moi trudong nguoi dung phu thude hoan toan vao img dung phan
tan. Do Firewall thyc thi tirng chinh sach bao mat chat ché nén n6 co thé bi sa lﬁy. Tom
lai, co ché bao mat cang chit ché bao nhiéu, thi tinh nang cang bi han ché bay nhiéu.

Mot van dé khac cua Firewall twong tu nhu viéc xép tring vao rd. Do 13 rao chin
chdng két n6i bat hop phap nén mot khe hé ciing €6 thé dé dang pha huy mang cua
ban. Firewall duy tri méi truong bao mat, trong d6 n6 dong vai tro diéu khién truy nhap
va thuc thi so dd bao mat. Firewall thuong dugc mo ta nhu ctra ngd ciia mang, noi xac
nhan quyén truy nhap. Tuy nhién diéu gi s& xay ra khi n6 bi vo hiéu hoa? Néu mot ki
thuat pha Firewall dugc phét hién, ciing c6 nghia ngudi vé si bi tiéu diét va co hoi song
sot ctia mang 13 rat mong manh. Vi vay trudc khi xay dung Firewall, ban nén xem xét
k¥ va tt nhién phai hiéu tuong tin vé mang ctia minh.

Mot diéu niray Firewall ciing c6 kha ning cam céac két ndi khong duogc cho phép tir
bén trong ra. Diéu nay, néu suy nghi don gian thi chiing ta thiy rat c6 loi, tuy nhién

trong mot vai truong hop thi n6 van c6 mat han ché cua nd.

1.8.1 Firewall dwa trén Application gateway:

Mot dang pho bién 1a Firewall dua trén ing dung application-proxy. Loai
nay hoat dong hoi khac v6i Firewall dua trén bo dinh tuyén loc goi tin. Application

gateway dua trén co sé phan mém. Khi mot ngudi ding khong xac dinh két ni tir
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xa vao mang chay application gateway, gateway s& ngan chin két ndi tir xa nay.
Thay vi ni théng, gateway sé& kiém tra cac thanh phan cua két ndi theo nhitng quy
tac dinh truéc. Néu thoa man cc quy tic, gateway sé tao cau ndi (bridge) gitra tram

nguon va tram dich.
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Hinh 7 Firewall mém

Cau noi dong vai tro trung gian gitra hai giao thtrc. Vi duy, trong mot moé hinh
gateway dic trung, gdi tin theo giao thic IP khong dugc chuyén tiép t6i mang cuc
b, ltic do s€ hinh thanh qua trinh dich ma gateway dong vai tro bd phién dich.

Uu diém cua Firewall application gateway 1a khong phai chuyén tiép IP.
Quan trong hon, cac diéu khién thuc hién ngay trén két ndi. Sau cung, moi cong cu
déu cung cip nhing tinh ning thuén tién cho viéc truy nhip mang. Do sy luu

chuyén cuia cac goi tin déu dugc chap nhan, xem xét, dich va chuyén lai nén
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Firewall loai nay bi han ché vé tbc do. Qua trinh chuyén tiép IP dién ra khi mot
server nhin duoc tin hiéu tir bén ngoai yéu cau chuyén tiép thong tin theo dinh dang
IP vao mang noi bd. Viéc cho phép chuyén tiép IP 1a 16i khong tranh khoi, khi do,
hacker c6 thé tham nhap vao tram lam viéc trén mang cua ban.

Han ché khac cia m6 hinh Firewall nay 1a mdi ung dung bao mat (proxy
application) phai duogc tao ra cho tirng dich vu mang. Nhu vay mot ting dung dung
cho Telnet, ing dung khac dung cho HTTP, v.v..

Do khong théng qua qua trinh chuyén dich IP nén géi tin IP tir dia chi khong
xéc dinh s& khong thé t6i mdy tinh trong mang ctia ban;do d6 hé théng application

gateway cO d0 bao mat cao hon.

1.8.2 Cong vong(Circuit level gateway):

Céng vong 1a mot chirc nang dae bict co thé thuc hién dwoc boi mot céng
g dung(application gateway). Cong vong don gian chi chuyén tiép (relay) cac két
nbi TCP ma khong thuc hién bat ky mot hanh dong xur 1y hay loc packet nio.

VD: Cong vong don gian chuyén tiép két ndi telnet qua firewall ma khong
thuc hién mot sy kiém/tra, loc hay diéu khién céc thi tuc Telnet ndo.Cong vong 1am
viéc nhu mot soi day, sao chép cac byte giita két ndi bén trong (inside connection)
va cac két ndi bén ngoai (outside connection). Tuy nhién, vi su két ndi nay xuét
hién tir hé théng firewall, nén n6 che dau thong tin vé mang noi bg.

Cong vong thuong dugce st dung cho nhitng két ndi ra ngoai, noi ma cac
quan tri mang that sy tin tudng nhitng nguoi dung bén trong. Uu diém 16n nhat 13
mot bastion host c¢6 thé duoc ciu hinh nhu 13 mét hon hop cung cip Cong Gng dung
cho nhimg két nbi dén, va cong vong cho cac két ndi di. Piéu nay 1am cho hé thong
Firewall d& dang sir dung cho nhitng ngudi trong mang ndi bé mudn trc tiép truy
nhdp tdi1 cac dich vu Internet, trong khi van cung cﬁp chuc nang Firewall dé bao vé

mang ndi bg tir nhirng sy tan cong bén ngoai.
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1.8.3 Han ché ciia Firewall:

e Firewall khong du thong minh nhu con ngoi dé c6 thé doc hiéu timg loai
thong tin va phan tich ndi dung t6t hay x4u ctia nd. Firewall chi c6 thé
ngin chin sy xdm nhap ctia nhitng ngudn thong tin khong mong mudn
nhung phai xac dinh rd cac thong sb dia chi.

e Firewall khong thé ngin chin mot cudc tin cong néu cude tdn cong ndy
khong "di qua" nd. M4t cach cu thé, firewall khong thé chéng lai mot
cudc tin cong tor mot duong dial-up, hodc su do+1 thong tin do dit licu bi
sao chép bat hop phap 1én dia mém.

e Firewall ciing khong thé chéng lai cac cudc tin cong bang dir liéu (data-
driven attack). Khi c6 mot s6 chuong trinh duoc chuyén theo thu dién tir,
vuot qua firewall vao trong mang dugc bao v¢ va bat dau hoat dong &
day.

e Mot vi du la cac virus may tinh. Firewall khong thé lam nhiém vu ra quet
virus trén cac dir liéu duge chuyén qua nd, do tdc d6 lam viée, su xuit
hién lién tuc cta céc virus méi va do co6 rat nhiéu cach dé ma hoa dix liéu,
thoat khoi kha ning kiém soat cua firewall.

Tuy.nhién, Firewall van 1a giai phap hitu hiéu dugc 4p dung rong rai.

1.8.4 FEirewall c6 dé phd hay khong:

Cau tra 101 13 khong. Ly thuyét khong chimg minh dugc c6 khe ho trén
Firewall, tuy nhién thuc tién thi lai c6. Cac hacker da nghién ciru nhiéu cach pha
Firewall. Qua trinh phé Firewall gdm hai giai doan: dau tién phai tim ra dang
Firewall ma mang str dung cung cac loai dich vu hoat dong phia sau no; tiép theo 1a
phat hién khe h¢ trén Firewall do, giai doan nay thuong kho khan hon. Theo nghién
clru ctia cac hacker, khe hé trén Firewall ton tai 1a do 13i dinh c4u hinh cua nguoi

quan tri hé thdng, sai sot ndy ciing khong hiém khi xay ra. Nguoi quan tri phai chéc
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chén s& khong c6 bat tric cho du str dung hé diéu hanh (HPH) mang nao, ddy 1a ca
mot van dé nan giai. Trong cac mang UNIX, diéu nay mot phan 1a do HDH UNIX
qué phuec tap, o6 td1 hang tram tng dung, giao thurc va 1énh riéng. Sai s6t trong xay
dung Firewall c6 thé do ngudi quan tri mang khong ndm virng vé TCP/IP.

Mot trong nhitng viéc phai 1am cta cac hacker 14 tach cac thanh phan thuc ra
khoi cac thanh phan gia mao. Nhiéu Firewall sir dung tram hy sinh (sacrificial
hosts) - 1 hé thong duoc thiét ké nhu cac server Web (c6 thé san sang bo di) hay
bay (decoys), dung dé bat cac hanh vi thAm nhép cua hacker: Biy c6 thé can dung
t61 nhitng thiét bi nguy trang phtc tap nham che dau tinh chit that cia no, vi du:
dua ra cau tra 10i twong ty hé thong tap tin hay cacamg dung thuc. Vi vy, cong

viéc dau tién cua hacker 1a phai xac dinh day la céc dbi tuong tdn tai that.

mallelous Hacker

NGSecureWeb hardened firewall

NGSecureWebh
Firewall Edition
Web Server
Hinh 8 Tén cong hé thong tir bén ngoai
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bé ¢6 duge thong tin vé hé théng, hacker can dung té1 thiét bi c6 kha nang
phuc vu mail va cac dich vu khac. Hacker s€ tim cach dé nhan dugc mot thong diép
dén tir bén trong hé thong, khi d6, duong di dugc kiém tra va c6 thé tim ra nhiing
manh mdi vé cAu trac hé thong.

Ngoai ra, khong Firewall ndo c6 thé ngan can viéc phé hoai tir bén trong.
Néu hacker ton tai ngay trong ndi b td chue, chéng bao 1au mang ctia ban sé bi
hack. Thuc té da xdy ra voi mot cong ty dau ltra 16n: mot tay hacker tra tron vao doi
ngil nhan vién va thu thip nhitng thong tin quan trong khong chi vé mang ma con

vé cac tram Firewall.
1.9 Mét s6 md hinh Firewall:

1.9.1 Packet-Filtering Router:

Hé thng Internet firewall pho bién nhét chi bao gdm mot packet-filtering
router dat gitta mang ndi bo va Internet. Mgt packet-filtering router c6 hai chirc
nang: chuyén tiép truyén thong gitta-hai mang va sir dung cac quy luét vé loc goi dé

cho phép hay tir chdi truyén thong.
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INTERNET/
WAN

Paclkets are filtered here

NETWORK USERS

ot

FILE SERVERS

Hinh 9 Packet filtering
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Can ban, cac quy luat loc duoc dinh nghia sao cho cac host trén mang ndi bo

duoc quyén truy nhap truc tiép toi Internet, trong khi cac host trén Internet chi c6

mdt sO gidi han céc truy nhdp vao cdc may tinh trén mang ndi bd. Tu tudng ciia mo

ciu tric firewall nay 12 tat ca nhirg gi khong dugc chi ra rd rang 1a cho phép thi co

nghia 1a bi tir chdi.

U'u diém:

1.9.2

Gié thanh thap, ciu hinh don gian

Trong suot(transparent) doi véi user.

Han cheé:

Co rat nhiéu han ché di voi mot packet-filtering router, nhu la dé bi tAn
cong vao cac bd loc ma cAu hinh duoc dat khong hoan hao, hodc 1a bi tAn
cong ngam dudi nhitng dich vu da duoc phép.

Boi vi cac packet dugc trao/ddi true tiép gitra hai mang théng qua router,
nguy co bi tan cong quyét dinh boi'sd long cac host va dich vu duogc
phép. Diéu d6 dan dén'mdi mot host dugc phép truy nhap truc tiép vao
Internet can phairduoc cung cip mot hé thdng xac thuc phic tap, va
thudong xuyén kiém tra boi nguoi quan tri mang xem c6 dau hiéu cia su
tan cong ndo khéng.

Néu mét packet-filtering router do mét sy ¢d ndo d6 ngimg hoat dong, tit

ca h¢ thong trén mang ndi bo cd thé bi tan cong.

Mo hinh Single-Homed Bastion Host:

Hé théng nay bao gdm mot packet-filtering router va mot bastion host. Hé

théng nay cung cap d6 bao mat cao hon hé thdng trén, vi n6 thyuc hién ca bao

mat & tang network (packet-filtering) va & tang Gmg dung (application level).

Dong thoi, ké tn cong phai pha v& ca hai ting bao mat dé tin cong vao

mang ndi ba.

Phan Trung Hiéu - Trang 32 - Tran Lé Quan
Mssv: 0112463 Mssv:0112319



Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong

Protected
Network

Internet

Router only permits
traffic to/from bastion host

Hinh 10 M6 hinh single-Homed Bastion Host

Trong h¢ théng nay, bastion host dwgc cAu hinh & trong mang ndi bg. Qui
luat filtering trén packet-filtering router duwgc dinh nghia sao cho tat ca cac
hé thdng & bén ngoai chi ¢o thé truy nhap bastion host; Viéc truyén théng toi
tat ca cac hé théng bén trong déu bi khoa. Boi vi cac hé théng noi bo va
bastion.host ¢ trén cung mot mang, chinh sach bao mat cua mot t6 churc s&
quyét dinh xem céac hé thong nodi bd dugc phép truy nhap truc tiép vao
bastion Internet hay 1a ching phai st dung dich vu proxy trén bastion host.
Viéc bat budc nhirng user ndi bo dugc thuc hién béng cach dit cu hinh bd
loc cua router sao cho chi chdp nhan nhiing truyén théng ndi bo xuét phat tir
bastion host.

Uu diém:

May chui cung cap céc thong tin cong cong qua dich vu Web va FTP co thé
dit trén packet-filtering router va bastion. Trong trudng hop yéu cau do an

toan cao nhat, bastion host c6 thé chay cac dich vu proxy yéu cau tat ca cac
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1.9.3

Boi vi bastion host 13 hé théng bén trong duy nhat cé'thé truy nhap duoc tir
Internet, sy tin cong ciing chi gidi han dén bastion host ma thoi. Tuy nhién,
néu nhu user log on dugc véao bastion host thi ho c6 thé dé dang truy nhap
toan bd mang ndi bd. Vi vay can phai cAm khong cho user logon vao bastion

host.

Mo hinh Dual-Homed Bastion Host:

Demilitarized Zone (DMZ) hay Screened-subnet Firewall

Hé thong bao gdém hai packet-filtering router va mot bastion host. Hé c¢6 do
an toan cao nhat vi né cung cap ca mirc bao mat network va application,
trong khi dinh nghia mét mang "phi quan su". Mang DMZ dong vai tro nhu
mot mang nho, c6 1ap dat gitra Internet va mang ndi bd. Co ban, moét DMZ
duogc ciu hinh sao cho cc hé théng trén Internet va mang ndi bo chi co thé
truy nhap dugc mot $6 gi61 han cac hé théng trén mang DMZ, va su truyén

tryc tiép qua mang DMZ 14 khong thé duoc.
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Bastion

-
Protected
)( p Netw otk

Internet

Routers only permit
traffi c to/from DMZ network

Hinh 11 M6 hinh Dual-Homed Bastion Host

Véi nhiing thong tin.dén, router ngoai chéng lai nhiing sy tin cong chuan
(nhu gia mao dia chi IP), va diéu khién truy nhéap t6i DMZ. Hé thong chi cho
phép bén ngoai truymhap vao bastion host. Router trong cung cip su bao vé
thir hai bang cach diéu khién DMZ truy nhap mang ndi bo chi voi nhiing
truyén thong bat dau tir bastion host.

Véi nhitng thong tin di, router trong diéu khién mang ndi bd truy nhap tdi
DMZ. N6 chi cho phép cac hé théng bén trong truy nhap bastion host va c6
thé ca information server. Quy luat filtering trén router ngoai yéu cau str
dung dich vu proxy bang cach chi cho phép thong tin ra bit ngudn tir bastion
host.

Uu diém:

K¢ tan cong can pha vo ba tang bao vé: router ngoai, bastion host va router
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1.9.4

Chi c6 mot sd hé thong da
dugc chon ra trén DMZ 13 duoc biét dén boi Internet qua routing table va
DNS information exchange ( Domain Name Server ).

Béi vi router trong chi quang cao DMZ network té1 mang ndi bg, cac hé
thng trong mang ndi bd khong thé truy nhap truc tiép vao Internet. Diéu
nay dam bao rang nhiing user bén trong bat budc phai truy nhéap Internet qua

dich vu proxy.

Proxy server:

Chung ta s& xay dung Firewall theo kién trtic application-level gateway, theo
dé mdt bo chuong trinh proxy dugc dat ¢ gateway ngan cach mdt mang bén
trong (Intranet) véi Internet.

B chuong trinh proxy dugc phat trién dua trén bo cong cu xay dung
Internet Firewall TIS (Trusted Information System), bao gdm mét bd cac
chuong trinh va sy dat lai cau hinh hé théng dé nham muc dich xay dung
mot Firewall. B6 chuong trinh dugc thiét ké dé chay trén hé UNIX str dung
TCP/IP v6i giao dién socket Berkeley.

Phan Trung Hiéu - Trang 36 - Tran Lé Quan
Mssv: 0112463 Mssv:0112319



Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong
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Server / Server

aocks Proxy
Server
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Proxy Server
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Application
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Windows Sockets
Applicalion

Hinh 12.Mo6 hinh 1 Proxy don gidn

Bo chuong trinh proxy duoc thiét ké cho mot s cau hinh firewall, theo cac
dang co ban: dual-home gateway, screened host gateway, va screened subnet
gateway.

Thanh phan Bastion host trong Firewall, dong vai trd nhu mot ngudi chuyén
tiép thong tin, ghi nhat ky truyén thong, va cung cap céc dich vu, doi hoi do
an toan cao.

Proxy server chung ta s€ tim hi€u ki hon & phan sau.

1.9.5 Phin mém Firewall — Proxy server:

B6 chuong trinh proxy gom nhiing chuong trinh mirc img dung (application-
level programs), dung dé thay thé hodc 1a thém vao phan mém hé thdng. Ddi véi

moi dich vy, can c6 mot phan mém tuong ing lam nhi¢ém vy loc céc ban tin. Trén
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e SMTP Gateway - Proxy server cho dich vu SMTP (Simple Mail Tranfer
Protocol)

e FTP Gateway - Proxy server cho dich vu Ftp

e Telnet Gateway - Proxy server cho dich vu Telnet

e HTTP Gateway - Proxy server cho dich vu HTTP (World Wide Web)

e Rlogin Gateway - Proxy server cho dich vurlogin

e Plug Gateway - Proxy server cho dich vit két ndi server tirc thoi dung
giao thtrc TCP (TCP Plug-Board Connection server)

e SOCKS - Proxy server cho cac dich vu theo chuin SOCKS

e NETACL - Diéu khién truy nhiap mang dung cho cac dich vu khac

e [P filter — Proxy diéu khién mure IP

e SMTP Gateway - Proxy server cho cong SMTP
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1.9.5.1 SMTP Gateway - Proxy server cho dich vu SMTP (Simple Mail

Tranfer Protocol)
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Hinh 13 Mt so protocol sau proxy

Chuong trinh SMTP Gateway duoc xay dung trén co so sir dung hai phan
mém smap va smapd, dung dé chdng lai su truy nhap thong qua giao thirc
SMTP. Nguyén ly thyc hién 1a chan trude chuong trinh mail server nguyén
thuy cua hé thong, khong cho phép cac hé thong bén ngoai két ndi truc tiép

vo1 mail server. Vi ¢ trong mang tin cdy mail server thuong c6 mot so6 quyén
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Khi mot hé thong & xa ndi téi cong SMTP. Chuong trinh smap sé danh
quyén phuc vu va chuyén t6i thu muc danh riéng va dit user-id & murc binh
thuong (khong co quyén uu tién). Muc dich duy nhét ctia smap 1a d6i thoai
SMTP véi cac hé théng khac, thu lugm mail, ghi vao dia, ghi nhat ky, va két
thiic. Smapd thuong xuyén quét thu muc nay, khi phét hién c6 thu s& chuyén
dir liéu cho sendmail dé phan phat vao cac hom thu ¢4 nhan hoic chuyén
tiép toi cac mail server khac.

Nhu vay, mdt user la trén mang khong thé két ndi truc tiép vo1 Mail Server.
Tat ca cac thong tin di theo dudng ndy hodn toan ¢6 thé kiém soat dugc. Tuy
nhién, chuong trinh ciing khong thé giai quyét van dé gia mao thu hodc cac

loai tin cong bang dudng khac.

1.9.5.2 FTP Gateway Proxy Server cho dich vu FTP:

Proxy server cho dich v FTP cung cép kha ning kiém soat truy nhap dich
vu FTP dua trén dia chi IP va hostname, va cung cip diéu khién truy nhap
thr cAp chophép tuy chon khoa hoidc ghi nhat ky bat ky 1énh FTP nao. Céc
dia chi dich cua dich vy nay cling c6 thé tuy chon dugc phép hay bi cAm. Tat
ca cac su kétndi va dung luong dit liéu chuyén qua déu b ghi nhat ki lai.
FTP Gateway tu ban than né khong de doa an toan cua h¢ théng Firewall,
bai vi nd chay té1 mot thu muc rSng va khong thyc hién mdt thu tuc vao ra
file ndo ca ngoai viéc doc file cdu hinh ctia né.

FTP Server chi cung cap dich vu FTP, ma khong quan tdm dén ai ¢6 quyén
hay khéng c6 quyén két xuit (download) file. Do vy, viéc xac dinh quyén
phai dugc thiét 1ap trén FTP Gateway va phai thuc hi¢n trude khi thyc hién

viéc két xuat (download) hay nhap (upload) file. Ftp Gateway nén dugc cau
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1.9.5.3 Telnet Gateway Proxy Server cho dich vu Telnet:
Telnet Gateway la mdt proxy server quan ly truy nhap mang dua trén dia chi
IP va/hoidc hostname, va cung cip su diéu khién truy nhap thir cAp cho phép
tuy chon khoa bat ky dich nao. Tt cacac su két ndi dir liéu chuyén qua déu
dugc ghi nhat ky lai. Mdi mdt 1an user ndi téi Telnet Gateway, nguoi su
dung phai lya chon phuong thire két ndi.
Telnet Gateway khong phuong hai t6i an toan hé thdng, vi n6 chi hoat dong
trong mot pham vi cho phép nhat dinh. Cy thé, hé thong s& chuyén diéu
khién toi mot thir myc danh riéng. Pong thoi cAm truy nhép ti cac thu muc
va file khac:
Telnet Gateway duoc sir dung dé kiém soat cc truy nhap vao hé thong mang
ndi bg. Céc truy nhap khong duoc phép sé khong thé thuc hién dugc con cac
truy nhap hop phap s& bi ghi lai nhat ky vé thoi gian truy nhap va céac thao
tac da thuc hién.
HTTP Gateway - Proxy server cho web:
HTTP Gateway 1a mot Proxy Server quan 1y truy nhap hé thong qua cong
HTTP (Web). Chong trinh nay, dua trén dia chi dich va dia chi ngudn dé
ngan cadm hoic cho phép yéu cau truy nhép di qua.

Dong thoi can cr va ma Iénh cua giao thirc HTTP, phan mém nay s€ cho
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Rlogin Gateway - Proxy server cho rlogin:

Céc terminal truy nhap qua thu tuc BSD rlogin duockiém soat bai rlogin
gateway. Chuong trinh cho phép kiém tra va diéu khién truy nhap mang
twong tu nhu telnet gateway. Rlogin client ¢6 thé chi ra mot hé théng & xa
ngay khi bat dau ndi vao proxy. Chwong trinh s& han ché yéu ciu tuong tac
gitta user vo1 may.

Plug Gateway - TCP Plug-Board Connection server:

Firewall cung cép cac dich vu théng thurong nhu Usernet news. Nguoi quan
tri mang co thé chon hodc:la chay dich vu nay ngay trong firewall, hodc cai
dat mot proxy server.cho dich vu nay.

Do dich vu News chay truc tiép trén firewall thi d& gay 16i hé théng, nén
cach an toan hon lassir dung proxy. Plug gateway duoc thiét ké dé kiém soat
dich vu Usernet News va mot sd dich vu khac nhu Lotus Notes, Oracle, etc.
Plug gateway duya trén dia chi IP hoic hostname, s& cho phép kiém soat tat
ca cactruy nhap hé thong thong qua cac cong dich vu duoc dang ky. Trén co
sO d6 s& cho phép hodc cAm cac yéu cau truy nhap. Tét ca yéu cau két ndi

bao gdm ca dit liéu c6 thé duoc ghi lai nhat ky dé theo ddi va kiém soat.

1.9.5.4 SQL Gateway Proxy Server cho SQL-Net:
SQL Net str dung giao thirc riéng khong giéng nhu ctia News hay Lotus
Notes, Do vay, khong thé str dung Plug Gateway cho dich vu nay dugc. SQL
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1.9.5.5 SOCKS Gateway va NETACL:
SOCKS Gateway - Proxy server cho cac dich vu theo chuin SOCKS:

SOCKS 1a giao thirc két ndi mang giira cac may chii.ciing hd trg giao thirc
nay. Hai may chu khi sir dung giao thic ndy s& khong can quan tam tdi viée
giita chiing c6 thé ndi ghép thong qua IP hay khong.

SOCKS s& dich hudng lai cic yéu cam ghép néi tir may chu dau kia. May
chu SOCKS sé& xac dinh quyén truy nhapva thiét 1ap kénh truyén thong tin
giita hai may. SOCKS Gateway dung dé chong lai céc truy nhap vao mang
thong qua cong nay.

NETACL - Cong cu diéu khién truy nhap mang:

Céc dich vy thong thudng trén mang khong cung cap kha ning kiém soat
truy cp t6i‘ching do vay ching 13 cac diém yéu dé tan cong. Ké ca trén hé
théng firewall cae dich vu thong thuong da duogc loc bé kha nhiéu dé dam
bao an toan hé théng nhung mét sé dich vu van can thiét dé duy tri hé thong
nhu telnet, rlogin...

Netacl 1a mot cong cu dé diéu khién truy nhap mang, dua trén dia chi
network ctia may client, va dich vu doc yéu cau. N6 bao tram nén cac dich
vu co ban cung cép thém kha nang kiém soat cho dich vu do. Vi vay mot
client (xac dinh boi dia chi IP hodc hostname) c6 thé truy nhap t6i telnet

server khi n6 noi véi cong dich vu telnet trén firewall.
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Thudng thudng trong céc ciu hinh firewall, NETACL duoc st dung dé cAm
tat ca cac may trir mot vai host dugce quyén login téi firewall qua hodc 1a
telnet hodc 1a rlogin, va dé khoa cac truy nhap tir nhitng ké tan cong.

Do an toan cua Netacl dua trén dia chi IP va/hoac hostname. Vo1 cac hé
théng can do an toan cao, nén dung dia chi IP dé tranh sy gid mao DNS.
Netacl khong chdng lai duogc sy gia dia chi IP qua chuyén ngudn (source
routing) hodc nhitng phwong tién khac. Néu cé cac loai tan cong nhu vy,
can phai str dung mét router ¢ kha ning soi nhitng packet d3 duoc chuyén
ngudn (screening source routed packages).

Chu ¥ 1a netacl khong cung cap diéu khién truy nhap UDP, boi vi cong nghé
hién nay khong dam bao su xac thuc cia UDP. An toan cho céc dich vu

UDP ¢ day dong nghia v6i sy khong cho phép tat ca cac dich vy UDP.

1.9.5.6 Authentication:

B Firewall chtra chuong trinh server xac thuc dugc thiét ké dé hd tro co ché
phan quyén. Authsrv chita motco s dit liéu vé ngudi ding trong mang, mdi
béan ghi tuong Gng véi mot ngdi ding, chira co ché xac thuc cho mdi anh ta,
trong d6 bad'gém tén nhom, tén diy du cia ngodi dung, 1an truy cap méi
nhat. Mat khau khong ma hoa (Plain text password) duoc sir dung cho ngudi
dung trong mang dé viéc quan tri duoc don gian. Mat khau khong ma hoa
khong nén dung vé1 nhitng ngoi st dung tir mang bén ngoai.

Nguoi dung trong co so dit liéu cia ¢6 thé duoc chia thanh cac nhom khac
nhau dugc quan tri béi quan tri nhom 1a ngudi ¢6 toan quyén trong nhom ca
viéc thém, bét ngdi dung. Piéu nay thuan loi khi nhiéu t6 chirc ciing dung
chung mdt Firewall.

Authsrv quan 1y nhom rat mém déo, quan trj c6 thé nhém nguoi dung thanh

nhom dung "group wiz", nguoi cd quyén quan tri nhém c6 thé xo4, thém, tao
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1.9.5.7 1P Filter — B0 loc mirc IP:

IP Filter 1a bg loc céac goéi tin TCP/IP; dugc xem nhu thanh phﬁn khong thé

thiéu khi thiét 1ap Firewall trongsubt d6ivéi ngoi sir dung. Phan mém nay

s& doc cai dat trong 161 cua hé thong (nhu UNIX kernel), duoc chay ngam

khi hé théng hoit dong, dé don nhan va phan tich tat ca cac goi IP (IP

Package).

B loc IP filter c6 thé thwe hién céc viéce sau:

Cho di qua hodc cam bat ky mot géi tin ndo.

Nhéanbiét duge cac dich vu khac nhau

Loc theo dia chi IP hoac hosts

Cho phép loc chon lua giao thirc IP bat ky

Cho phép loc chon lya theo cac manh IP

Cho phép loc chon lya theo cac tuy chon IP

Guri tra lai cac khoi ICMP/TCP 16i va dat lai s6 hiéu packet

Luu giit cac thong tin trang thai ddi véi cac dong TCP, UDP and ICMP
Luu giir cac thong tin trang thai d6i voi cac manh IP packet bat ky

C6 chtric nang nhu Network Address Translator (NAT)
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- Lam co s¢ thiét 1ap cac két noi trong sudt doi vol nguot st dung

- Cung cap cac header cho cac chuong trinh cia nguoi st dung dé xac

nhan.

- Ngoai ra ho tro khong gian tam cho cac quy tac xac nhan doi vdi cac goi

tin di qua.

Dic biét d6i véi cac giao thurc co ban cua Internet, TCP, UDP va ICMP,

thi IP filter cho phép loc theo:

Inverted host/net matching

S6 hiéu cong cua cac goi tin TCP/UDP
Kiéu hodc mi cua cac goi tin ICMP
Thiét 1ap cac goi tin TCP

T6 hop tuy ¥ céc co trang thai TCP
Loc/loai bo nhiing goi IP cha két thiic
Loc theo kiéu dich vu

Cho phép ghi nhat k§eac ban tin bao gom:

- Header cua céc géi tin TCP/UDP/ICMP and IP

- Mot phén hodc tat ca dir liéu cia gobi tin

1.10 Loi két:

Hién'tai, Firewall 1a phuong phap bao vé mang pho bién nhat, 95% cong dong

hacker phai thiranhan 13 dudong nhu khong thé vuot qua Firewall. Song trén thuc té,

Firewall d3 timg bi pha. Néu mang cta ban c6 két ndi Internet va chira dir liéu quan

trong can dugc bdo v¢, bén canh Firewall, ban nén tang cudong cac bién phap bao vé¢

khac nhu 1a bao mat & murc physical, thuong xuyén back up dir li€u, chon lgc nhan

vién...
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Chuong 2: KHAI NIEM PROXY

2.1 Proxy lagi:

e Theo www.learnthat.com: proxy 1a mot thiét bi cho phép két ndi vao

internet, no ding gilra cac workstation trong mgt mang va internet, cho
phép bao mat két ndi, chi cho phép mét sb cong va protocol nao do, vd:
tcp, http, telnet trén cac cong 80, 23.... Khi mot client yéu ciu mot trang
nao dé, yéu cau nay s& dugc chuyén dén proxy server, proxy server sé
chuyén tiép yéu cau nay dén site d6. Khi yéu cau duoc dap tra, proxy sé
tra két qua nay lai cho client tuong tmg: Proxy server c6 thé dugc ding
dé ghi nhan viéc str dung internet va ngin chin nhing trang bi cAm

e Theo www.nyu.edu: proxy server la mot server ding gitra mot trng dung

cua client, nhu web browser, va mot server ¢ xa (remote server). Proxy
server xem xét cac request xemné co thé xur ly bang cache cta n6 khong,
néu khong thé, n6 sé chuyén yéu cau nay dén remote server.

e Theo www.webopedia.com: proxy server la mdt server dirng gitra mot

ung dung client, nhu web browser, va mdt server thuc. N6 chan tat ca cac
yéu.cau dén céc server thuc dé xem xem no c6 kha ndng da tirng dugc
khong, néu khong thé, né sé chuyén cac yéu cau nay dén cac server thuc.

e Theo www.stayinvisible.com: proxy server la mét loai buffer gitra may

tinh cua ban va céc tai nguyén trén mang internet ma ban dang truy cép,
dir liéu ban y€u cau s€ dén proxy trudc, sau d6 moi duge chuyén dén may

cua ban.

Phan Trung Hiéu - Trang 47 - Tran Lé Quan
Mssv: 0112463 Mssv:0112319


http://www.learnthat.com/
http://www.nyu.edu/
http://www.webopedia.com/
http://www.stayinvisible.com/

Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong

Wel) Browser Microsert Proy Intsrmet Web
Systam Garyer Server

Hinh 14 M6 hinh proxy

2.2 Tai sao proxy lai ra doi:

e Tang tdc két ndi: cac proxy c6 mot co ché goi la cache, co ché cache cho
phép proxy luu trit lai nhitng trang duge truy cap nhiéu nhat, diéu nay
lam cho viéc truy cap cua ban s€ nhanh hon, vi ban dugc dap ing yéu
cAu mdt cach ndi bo makhong phai lay thong tin truc tiép tir internet.

e Bao mat: moitruy.cip déu phai thong qua proxy nén viéc biao mat duoc
thuc hién trigt de.

e Filtering: ngan can céc truy cap khong duoc cho phép nhu cac trang doi

tray, cac trang phan dong...

2.3 Tong két chung vé proxy:
e Theo cac dinh nghia cling nhu nhiing gia tri ma proxy mang lai nhu dé
cap o trén, ta co thé théy proxy qua that rat ¢6 loi
e Tuy nhién, loi dung vé y tudng proxy, mot so server trén mang da tu bién
minh thanh nhiing tram chung chuyén, nhiing trung gian cho cac két ndi
khong duoc cho phép. Chinh diéu nay da dwa ra thém mot dinh nghia

maoi1, mQt y nghia maéi gianh cho proxy.

Phan Trung Hiéu - Trang 48 - Tran Lé Quan
Mssv: 0112463 Mssv:0112319



Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong

e Rt nhiéu dia chi trén mang do mdt Iy do nao d6 ma bi cAm truy cap doi
v6i ngudi dung nhu 13 cac trang web ddi truy, céc trang phan dong, ndi
dung khong lanh manh. ... Tuy nhién, dé chdng lai diéu nay, nhu di noéi &
trén, mot sb server di bién minh thanh proxy dé gitip cho nhitng két ndi
cAm nay co thé thuc hién duoc.

e Proxy nay co 2 loai, hay noi cach khac 1a c6 2 cach thong qua céac proxy
nay dé truy cap, d6 1a HTTP proxy va web-based proxy ma chung ta s&
dugc tim hiéu ¢ phan sau. Va ddy ciing chinh 1a 2'phuong phap lap trinh

vuot firewall ma ching em muon noi dén trong [uén van nay.
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Chuong3: CAC PHUONG PHAP LAP TRINH

VUQT FIREWALL

3.1 Vuot firewall 1a gi:

No6i mot cach ndm na, vuot firewall 1a vugt qua sy truy can cua cac
chuong trinh bao mat (Firewall) dé c6 thé truy cap dén dugc dich mong
mudn

Vuot firewall c6 thé 1a vuot tir bén trong ra hay tlr bén ngoai vao

O déy, chung ta chi dé cap dén vuot firewall tir bén trong ra, do d6 chung
ta c6 thé tom gon lai ¢6 3 hinh thirc viret firewall: HTTP proxy, web-
based proxy, http tunneling.

3.2 Phwong phap thir nhat: HTTP Proxy

La phuong phap ma server sir dung mot cong nao dé dé trung chuyén cac
yéu cau, cac/server nay thuong dugc goi 1a web proxy server hay http
proxy server

Khi‘¢éc yéu cau cua client bi tir chdi bai ngudi quan tri (hay ndi chinh
xac hon la cac chuong trinh quan ly trong mang LAN), thi nguoi st dung
c6 thé str dung cac proxy server dé chuyén tiép cac yéu cau ma trong do,
proxy server 1a mot dia chi dugc cho phép két ndi dén.

Céc proxy server ndy thuong khong cb dinh, n6 thudng co thoi gian séng
rat ngén.

Str dung proxy nay, ban chi can cdu hinh muc proxy ma trong hau hét cac
Web browser déu c¢6 hd tro

Phuong phéap nay s& dugc tim hiéu siu & phan 2
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3.3 Phwong phap thir hai: Web-Based Proxy

Phuong phép nay cho phép ngudi str dung truy cap vao cac trang bi cAm
dudi hinh thire 1 truy cdp vao 1 trang web trung gian.

Pau tién nguoi dung truy cap vao trang web nay

Sau d6, ngudi stir dung cung cap thong tin vé trang web ma minh muén
dén (cht yéu dudi hinh thirc url)

Sau d6 Web-base proxy nay sé& két ndi dén trang ma ngudi ding yéu cau,
liy thong tin, dinh dang lai thong tin, rdi gtri lai¢ho ngudi ding mot cach
hop phép

Tat nhién, web-based proxy nay phai 1a'mot trang web ma chua bj ngudi
quan tri cAm

Phuong phap nay s& dugc timhiéu sau ¢ phan 2

3.4 Phuong phap thiwr ba: Http Tunneling

Ciing nhu cac phuong phép trén, htttp tunneling cho phép nguoi dung
truy cdp vao nhitng trang bi cAm

Bao gdm mét chuong trinh client & phia nguoi dung va mot chuong trinh
O phia server

Pau tién, chuong trinh & phia client s& tao ra mot duong ham két néi may
clia ban'dén chuong trinh server dat trén mang, duong him nay di ngang
qua firewall cia ban ma khong hé han gi, vi dia chi server khong bi filter.
Khi dudng ham di thiét 1ap xong moi yéu cau truy cap dén trang web sé
thon qua server, r0i dua vao dudng ham va dén may ban ma firewall
khong hé hay biét. Do 1 s tmg dung http-tunneling dugc viét theo mo
hinh client-server, co ché hoat dong dua trén kich ban lam viéc dung san,

ta c6 thé chu dong qua mat cac firewall bang cach ma héa cac goi tin trao
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e Do gi6i han ctia dé tai va giéi han vé mat thoi gian ma phuong phap nay

s€ khong dugc tim hiéu ki trong ludn van.
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PHAN THU HAI
VU()T FIREWALL

Chuong 4: VUQT FIREWALL BANG HTTP

PROXY

4.1 Khi cac HTTP Proxy Server tré nén hiru ich:

Nhiém vu chinh ctiia HTTP proxy server la cho phép nhiing client bén
trong truy cap ra internet ma khong bi ngan tr¢ boi Firewall (firewall).
Luc nay tat ca cac client phia sau Firewall déu ¢6 thé truy cap ra ngoai
Internet chi v&i mot chut cong strc va khong bi ngan trd boi cac dich vu
bao mat

e Proxy server lang nghe cac y€u cau tur cac client va chuyén ti€p

(forward) nhitng yéucau ndy dén cac server bén ngoai Internet. Proxy
server doc phan hoi (response) tir cac server bén ngoai rdi giri tra chiing
cho céc client bén trong.

Thong thuong, nhirng client ma cung subnet thi dung cung mot proxy
server. Do d6, proxy server c6 thé cache cac document dé phuc vu cho

cac client c¢6 cung nhu cau (cung truy cap dén mot trang chang han).

e Ngudi dung khi sir dung proxy cam thdy ho dang nhan cac phan hoi

mot cach truc tiép tor bén ngoai. Nhung thyc su thi ho dang ra ngoai
Internet mot cach gian tiép thong qua proxy.

Céc client ma khong st dung DNS van ¢6 thé duyét web vi ho chi can
mot thong tin duy nhét, d6 1a dia chi IP ctia proxy server. Tuong tu, cac

co quan, doanh nghiép... str dung cac dia chi do (10.x.x.x, 192.168.x.x,
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172.16.x.x = 172.32.x.X) van c6 thé ra ngoai Internet mot cach binh
thuong thong qua proxy server.

e Céc proxy server c6 thé cho phép hay tir chdi cac yéu cau dya trén giao
thirc ctia cac két ndi. Vi du nhu: mot proxy server c6 thé cho phép cac
két ndi HTTP trong khi tir chdi cac két néi FTP

e Khi ban ding proxy server nhu mot cong ra ngoai Internet tir mang
LAN, ban c6 thé chon lua cac tuy chon nhu sau:

- Cho phép hay ngin chin client truy cp Internet dura trén nén tang dia chi
IP

- Caching document: luu gii lai cdc trang web phuc vu cho cac nhu cau
gidng nhau

- Sang loc két nbi

- Cung cap dich vu Internet cho cic congty ding mang riéng (nén tang IP
40)

- Chuyén dbi dit liéu sang dang HTML dé c6 thé xem bang trinh duyét

Phan Trung Hiéu - Trang 54 - Tran Lé Quan
Mssv: 0112463 Mssv:0112319



Ludn van tot nghiép Mang mdy tinh

Kequest
Fou lerbeamst
[EEOTD
e
Seancd Caan
requesl b roquest e
Inbesnet = il&d;;m
L 1
’“‘i‘"““ i 7
Cata
el "|"'_ Sananale
Hul'mﬂ.l._f? T
e I
Cam error
S Ll s v ]
|m
Dias

Him ubije:l wag -]
mizet cochablt  — Markin
gicElings ¥

[F'5 I

sand
data 1o
ali==q

GVHD: ThS P4 Hoang Cudng

le TTL Ll

Sl vadid ¥

Mo

Lmsaks TTL
im cacha

Hinh 15 M6 hinh hoat dong chung cia cic proxy

Phan Trung Hiéu
Mssv: 0112463

- Trang 55 -

Tran Lé Quan
Mssv:0112319




Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong

4.2 Churc nang chinh:

4.2.1 Truy cdap Internet:

e Cic may trong mang LAN c6 thé khong thé truy cap dén cac tai nguyén
trén Internet mot cach tryc tiép vi chung dang hoat dong phia sau mot
btic Firewall. Trong truong hop nay, proxy server ¢ thé giup chung thuc

hién di€u ndy mot cach dé dang.

Browser

Purveyor
Proxy
Server
ona
corporate
firewl

Remote Servers

Hinh 16 Mt s6 protocol dwgc hd tro

e O hinh trén, proxy server dang chay trén mot firewall host va thiép 1ap
cac két ndi ra thé giéi bén ngoai. Chung ta ciing c6 thé s dung mot may
tinh khac dé 1am proxy server, may nay phai c6 day du cac quyén truy

cap Internet.
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e Proxy nhén cac yéu cau tir trinh duyét, proxy truy van dén céc thong tin
dugc yéu cau, chuyén d6i sang dang HTML rdi giri tra lai cho browser
phia bén trong firewall. Proxy server ¢ thé quan 1y tit ca cac két ndi ra
ngoai Internet néu n6 13 may tinh duy nhat c6 két ndi truc tiép ra ngoai

Internet.

4.2.2 Caching documents:

e Thong thuong, cac client ciia cing mot subnet truy cap dén mot Web
proxy server. MOt vai proxy server cho phép ban cache (luu trit tam thoi)
céc tai liéu nay trén may dé phuc vu cho ¢dc may khie c6 ciing nhu cau.

Gid str: may A vua truy cap vao trang http://mail.yahoo.com , sau d6 may

B lai yéu cdu dén trang nay, trong traong hop nay, proxy server st dung
lai documents nay c6 san trong may ma khong phai 1én tan server lay vé.

bicu nay khién cho toc dd cai thién 10 rét
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Internet

URL Hash routing

Hinh 17 Caching

e  Caching trén proxy server hiéu qua hon trén may don, né sé tiét
ki€ém dugc khong gian luu trit bdi vi ban chi phai luu lai mot lan.
Caching trén proxy server dé cho hiéu qua hon, chung ta nén
caching lai nhiing trang ma thuong xuyén duoc tham chiéu dén
(duoc truy cap dén)

e Thong qua caching, chung ta con c6 thé truy cap dén trang d6 ngay
ca trong truong hop server d6 bi down

e MO0t sb loai proxy cho phép cache ¢ nhiéu noi dé dé phong khi

cache bi down hay bi 15i
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Internet

Traffic to failed Cachel
is re-directed to Cache2

Failure

Fail over
transparentl

Hash routing

clients p erform
super Proxy Script

Hinh 18 Caching bi 16i (failure)

4.2.3  Diéu khién truy cdp Internet mét cach cé chon loc:

e Khi str dung proxy server ban c6 thé loc cac transaction ctia cic
client. Mot vai proxy server cho phép ban:
0 Yéu cu nao duoc chép nhan, yéu cAu nao khong
0 Ngin chin cac trang ma ban khong mudn cho user truy cip

dén
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0 Gi6i han céc dich vu ma ban mudn, vi dy: ban c6 thé cho phép
user st dung dich vu HTTP nhung lai khong mubn cho ho st

dung dich vu FTP

4.2.4 Cung cip dich vu Internet cho cic co quan s dung IP do:

Céc t6 chirc ma sir dung mot hay nhiéu khong gian dia chi 4o c6 thé st
dung Internet, diéu nay hoan toan c6 thé. Bing cach thong qua proxy

server va proxy server s€ gitt dia chi that.

4.3 Mot phién giao dich (transaction) thong qua proxy :

HTTF

GET hitp:/Mfpathidoc.html

freal path from document sent)

= T =

Browser Web Server

Hinh 19 Mgt transaction qua proxy

e Céc client déu co cacdia chi IP ciia nd ciing nhu mot két ndi tryc tiép dén cac
server trén Internet. Khi trinh duyét tao ra mdt yéu cau HTTP thi HTTP server
childy duong dan va phan tir khoa cuia URL dugc yéu cau, nhitng phan khéc
nhu phan giao thirc, hostname ctia may dang chay HTTP server déu d3 rd rang
dbi voi server.

e Vidu: khi ban gd: http://abc.com/class/th01.htm thi trinh duyét s& chuyén sang

la: GET /class/thO1.htm. Trinh duyét két ndi dén abe.com server, dua ra 1énh
va doi phan hoi. Trong vi du nay, trinh duyét tao ra mot yéu cau dén HTTP
server va chi rd tai nguyén resource ndo can duoc tai vé, khong cé giao thirc

cling nhu khong c6 bit ki hostname nao trong URL
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4.4 Két noi thong qua proxy server:

e Proxy server hoat dong vdi cd 2 vai tro 1a client va server, n6 dong vai tro
server trong truong hop no tiép nhan cac yéu ciu HTTP tir cc trinh duyét va
hoat dong nhu mot client khi n6 két ndi dén server & xa dé truy van cac tai
nguyén

e Proxy sir dung lai tt ca cac thong tin ma trinh duyét dd giri cho né dé giri yéu
cau dén server & xa nén sé khong sg bi mat mat hay thiéu hut thong tin

e Mot proxy server hoan chinh c6 thé hd trg hét tit ca ¢éc giao thirc nhu: HTTP,
FTP, Gopher, WAIS. Mot proxy ciing c6 thé chihd tro mot giao thirc nhu
HTTP nhung diéu d6 that bat tién khi ban comhu cau két ndi dén FTP trong
qua trinh ban duyét Web

4.5 HTTP proxy:

e Khi proxy server dong vai tro client; n6-hoat dong nhu mot trinh duyét nhan
cac resource.
o Mot vidu vé qué trinh'trao doi thong tin:
0 Khi ban gd: http://abc.com/class/thO1.htm
0 Trinh duyét chuyén URL nay thanh: GET http://abc.com/class/th01.htm

0 Y<éu cau nay dugc dua dén cho proxy server. Proxy server sé dua vao
URL tach lay phan abc.com dé két ndi dén remote server, sau do

chuyén URL thanh: GET /class/thO1.com , chuyén 1énh dén server roi

doi phan héi nhu hinh bén dudi.
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& "E"r
| —— VY
_ ::/
i E=8 (real path from document sent) MER

Broviser Web Server

Hinh 20 Truy xuit thong tin théng qua HTTP proxy

4.6 FTP proxy:

Weh_prn}:y.my.dnmaln/} FTP Serer

GET ftp:&f.. fpath/doc ht FTP t
[ l n path/doc mh P roxy reques F
HTTP =

Server
TTTTTTNCE==] i =2

Browser HTTP document returned FTP respanse

Hinh 21 Truy xuit thong tin thong qua FTP proxy

Hinh trén cho thdy qua trinh mét yéu cau FTP thong qua proxy. Proxy
server thong qua URL biét dugc ddy 1a mot yéu cau FTP, do d6 né sé& thyc hién
mot két ndi FTP dén server ¢ xa. Proxy server tao mot két ndi va truy vén file

dén FTP 6 xa, l4y file vé rdi giri tra lai cho client.
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4.7 Tién loi va bat tién khi cache cac trang Web:

e (Caching c6 nghia la luu trir tai li€u trén may cuc bd, vi vay ma cac user khong
phai két ndi dén server dé 13y cac file vé&. Khi mot trinh duyét cuc bd yéu cau
mot file nao do, proxy xem xét xem c6 c6 cache file d6 lai khong. Néu co, no
s& gui file vé cho trinh duyét. Néu ban sir dung tinh ning nay, ban can phai
quyét dinh vé:

0 Céc trang ndo can duoc cache lai (tan s dugc truy cap nhiéu)

0 Thoi gian bao 1au phai cép nhat lai cc trang nay.

e Nhiing thudn l¢1i cua tinh nang caching:

0 Caching tiét kiém dugc mot luong 16nthoi gian cho cac user khi
thudng xuyén truy cip dén mot trang nao do. Proxy server sé dap tng
cac yéu cau nay mot cach nhanh chong vi chi phai truy van dén cac file
duoc luu trir cuc bo

0 Tiét kiém duoc khong gian luu thong mang

o Tiét kiém duoc khong'gian dia dung dé luu trir vi tit ca cac may cuc bd
déu dung chung'mot file thay vi cac may phai cache lai trén may minh

0 Vin c6 thé cung cap nhu cau Internet & mot mirc nao d6 ngay ca khi

khong co két ndi Internet

4.8 Nhirng bét cip do proxy:

e Tuy proxy nhu ndi ¢ trén dem lai rat nhiéu diéu hitu ich. Tuy nhién céc gi
cling c6 2 mit va proxy ciing khéng ngoai 16. Loi dung ¥ tuéng vé proxy, hang
loat cac mdy tinh trén mang ty bién minh thanh nhiing proxy server dé cho cac
client co thé truy cép vao nhiing trang c6 ndi dung x4u ma nha cung cép dich
vu da ngan chan béng firewall.

e Vén dé duoc dit ra 1a lam thé nao dé cho céc client truy cap Internet van c6

thé truy cp Internet binh thuong nhung khong thé truy cdp nhitng trang bi
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chan, hay noi cach khac 1a cam can nguoi dung st dung proxy bén ngoai hé

théng.

4.9 Ki thuat 1ap trinh m¢t HTTP Proxy co ban:

Lap trinh mot HTTP proxy can qua cac budc sau:

Ling nghe cac két nbi dén proxy server

Khi c6 két ndi dén thi tao ra mot thread dé quan 1y két ndi nay
Tiép nhan va stra d6i lai goi tin HTTP Request cho hop 1é.
Phén tich URL, 14y duoc phan tén trang Web va Port.

VD:www.yahoo.com:8080 cé tén 1a www.yahoo.com va port 1a 8080 (néu

khong c6 gia tri port thi mac dinh port=8080).

Str dung phan tén nay dé phan giai dia chilay s6 IP.
Két ndi dén remote server

Chuyén yéu cu dén server

Cho doi thong tin phan héi tir remote server

Chuyén phan goitin nay vé lai cho user.
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Chwong 5: Vuot firewall bing Web-Based Proxy

5.1 Thé nao 1a 1 web-based anonymous proxy ?

Web-based Anonymous Proxy 1a 1 dang khac cia Web Proxy Server, nhung

duogc xay dung dudi dang 1 trang web (tam goi 1a Web-based Proxy WBP) .

Sau day la cac ddc diém khac biét ciia né so voi Web Proxy :

Dé dang, than thién v&i nguoi dung do duoc Proxy tich hop san bén
trong trang Web, nguoi dung chi cAn cung cip dia chi trang web can dén
(URL) cho WBP va bit ddu duyét web. Ngoai ra nguoi dung khong can
phai tinh chinh cac thong sb khac dia chi IP'cia WBP, s hiéu cong,.. cho
trinh duyé€t ctia minh, chi can biét tén hodc IP ciia WBP va link dén WBP
nay

Khi dugce cac client yéu cau, WBP s& ldy cac thong tin (Resource) tir web
server dich, sau d6 xay dung laithanh 1 trang web hoan chinh rdi day
toan bd noi dung trang web hoan chinh nay vé cho trinh duyét ctia Client.
Thudng thi trinh duyét phia Client s& nhan duoc trang web minh yéu cau
c6 dinh kém theo phén tiéu dé cua WBP.

C6 kha nang chon loc cac web page components khi dugc yéu cau. VD:
quyét dinh xem c6 cho phép str dung cookies,hinh anh,javascript,cira s6
pop-up;=. trong trang web hay khong.

Do ban chat 1a “ludt web an danh” thong qua 1 trang web trung gian nén
cac gbi tin request ctia Client gan nhu giéng hoan toan vai cac goi tin
HTTP request thong thuong .Vi vay cac phan mém loc géi tin s& kho
10ng phat hién ra dau 13 géi tin “c6 van dé”.

Dia chi 1 s6 cac WBP tham khao khéc trén internet :

http://www.anonymization.net

http://www.anonymizer.com
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e http://www.stayinvisible.com

e http://www.proxify.com

e http://www.silentsuft.com

5.2 Cach thirc hoat dong ctiia 1 WBP :
MB&i khi nhan dugc yéu cau request tir phia Client, WBP s& :

e  Phan tich URL dé tién hanh tiép nhan cac resource tuong tng (links,hinh
anh,flash,...) tir trang web dugc client yéu cau

° Sau khi nhan xong, WBP s€ cip nhat lai cac URLs cua trang HTML duogc
yéu cau sao cho phu hop. WBP sé tién hanh sang loc cac thanh phan
(web page components) dya theo yéu cau Client va day toan bo trang
HTML d3 duoc xay dung lai nay vé phia Client

e  Phia trinh duyét Client dang lang nghe phan hoi tir phia WBP nén khi

nhan duoc phan hoi, trinh duyét s& thé hién trang web cho nguoi dung.
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5.3 Gi6i thiéu vé trang Web Based Proxy:

5.3.1 Giao dién:
Main
Web Base Proxy
Your URL:
Include Form Includes a mini URL-form

Remove Scripts
Accept Cookies
Show Images

Show Referer

Remove all scripts
Accept HTTP cookies
Show images

For future

DNBW Window [ Erowse ][ Reset Form
Webh based prosy

Hinh 22 Giao dién chinh ciia Web Base Proxy

Trang web c6 giao di¢n don gian. Phia trén c6 mdt thanh textbox, cho
phép user nhap dia chitrang web mudn dén

Phia dudila cae option cho phép user lya chon

Cudi-cung 1a 2 nit, cho phép nguoi dung kich hoat cho trang web

chay va nut reset lai default.

5.3.2. Chirc nang:

e Cho phép nguoi dung nhap vao moét dia chi dang url. Nguoi dung chi
can nhép dia chi, bam Enter, trang web s€ tai ngi dung ma nguoi
dung mudn.

e Cho phép stir dung cac option, trong do

0 Include a mini URL — form: thém mét phan ctia Web base
Proxy vao ddu trang
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Cuarrent TR |http:#lacalhost:8080/quanssual/ [ Hewr Windonr

Inchide Fornm Feamove Scrpts Aeocept Cookiles Shower Images Shonar Feferer

Hinh 23 Mini form trén mdi diu trang

0 Remove all scripts: Loai bo tat ca cac script

0 Accept HTTP cookies: cho phép st dung cookies dé cai thién
tde do

0 Show images: Téi ndi dung trang web vé trong d6 c¢6 ca hinh
(14y luén hinh, khong loai bo)

0 For future: Dé danh cho tuong lai

0 New window: cho phép browse trong mot ctra s6 mai.
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5.3.3 Thuat todn:

5.3.3.1 Giéi thiéu mo hinh hoat djng:

Khai dong
trang web

Khong
Kiém_ tra ,| Load trang
cookies web default
Co
\4
Load trang dua ,| Nhap thong tin

theo cookies

l Khong
hop 1€

Kiém tra Chinh

Néu that bai: hop 1€ url stra url

thong bdo 16i
Ehuyet ’Acrang web Kiém tra

€0 yeu cau cac option

A 4
Néu thanh cong 5| Chinh s(ra »| GUi két qua
theo option cho client
Hinh 24 So' d6 hoat dong ciia 1 trang Web-Based Proxy
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5.3.3.2 Dién giai mé hinh:

Phan Trung Hiéu
Mssv: 0112463

Khoi dong trang web: Bao gém viéc load cac form, cac dé muc,
giao dién trang web

Kiém tra cookies:Kiém tra xem trén may hién c6 st dung cookies
cua trang hay khong

Load trang web default:Néu kiém tra cookies khong c6, trinh
duyét s€ load trang mdc dinh, ttrc 1a url sé& tréng, cac option mac
dinh s€ duoc check...

Load trang dya theo cookies:Néu kiém tra cookies co, thi s& load
theo cookies, bao gém cac url da'duge sur dung, cac trang thai cua
cac option.

Nhap thong tin:Client nh@p céc thong tin nhu url cta trang web
can dén, check hay bo checkcac option tity theo ngudi ding.
Kiém tra hop 18 url:Kiémrtra vé hinh thirc nhap nhu c6 thiéu http
hay khong, ¢ thién.www hay khong, néu thiéu s& tu dong add
thém vao cho hop 1€.

Kiém tra cac option:Kiém tra cac option xem option nao dugc
check; option nao khong duoc check dé thuc hién dung theo yéu
céu cua client.

Duyét trang web theo yéu cau:Gui yéu cau dén webserver tuong
mg: phan giai tén mién, gtri yéu cau http dén server

Thét bai, thong béo 16i:Néu khong c6 trang web, dia chi sai do
ngudi ding danh sai hay bat clr nguyén nhan nao lam cho viéc giri
http request khong dugc dap tng thi déu thong bao 16i

Thanh cong, chinh sira theo option:Néu thanh cong thi s& chinh

stra lai trang: dua theo cac option, xem c6 phai add thém phan phu

- Trang 70 - Tran Lé Quan
Mssv:0112319



Ludn van tot nghiép Mang mdy tinh GVHD: ThS Pé Hoang Cuong

vao dau trang hay khong, 14y hay loai bo hinh anh, 1y hay loai bo
cac script...(cac myc nay duogc thuc hién khi giri http request).
Guri két qua cho client:Giri két qua cubi cung dén cho client 1a mot

trang web da dugc tinh chinh lai, dugc chinh stra lai cho phu hop.

5.3.3.3 Dién giai mot s6 ham quan trong :

Phan Trung Hiéu
Mssv: 0112463

Ham submit_form():Gui yéu cu dén server

File url_form.inc:Phan header cua trang gti cho client.

File style:Chtra cac thong tin vé giao dién:mau séc, kich thudc. ..
Ham set_response(): cdu trac hoa lai trang web

Ham set_url(): Kiém tra va tinh'chinh url lai cho hop 18

Ham open_socket():M¢& sock

Ham encode url(): Ma hoa url

Ham decode url(): Giama url

Ham set flags():=Set cac option

Ham set cookies(): Ghi vao cookies

Ham get_cookies(): Ly cac thong tin tir cookies

Ham delete cookies(): X6a cookies

Ham include form(): thém form ctia web-base proxy vao phan
dau cua trang (tiy thudc vao option c6 duge check)

Ham remove scripts(): loai bo cac script (tuy thudc vao option cod
dugc check)

Ham send_response_headers(): gttri phan header cho client

Ham return_response():Giri cac phan con lai cho client.

Ham remove images():Loai bd cac hinh anh ra khéi trang (tuy

thudc vao option c6 dugc check)
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PHAN THU BA
MODULE CHONG VUOQT FIREWALL

No6i dung :

Do muyc dich ctia luan van 1a nghién ctru cac phuong phép lap trinh vuot
firewall nhim tim hiéu cac cach thirc ma ngudi dung co thé sir dung dé vuot qua
firewal. Tir 46 mo rong ra xay dung cac module chong vuot firewall. Sau thoi gian tim
hiéu, chung em da xay dung dugc 2 module tmg dung trén Windows nham ngin chin
ngudi dung vuot firewall bang 2 phwong phép da trinh bay bén trén :

- Module tng dung tich hop vao trinh duyét Internet Explorer, nhim
phat hién va ngan chan ngudi dung vuot firewall thong qua Web based
Proxy. Module hoat dong dua trén viée phan tich cach thirc hoat dong ctia cac
trang Web-Based Proxy va dua ra3 chinh sach dé hinh thanh bd loc cho
Module. Khi nguoi dung duyét bat ky 1 trang web nao, bo loc ctia module s&
tién hanh kiém tra dua trén cac chinh sach da dugc quy dinh san, néu vi pham
bat ky chinh sach nao, trang web @6 sé& bi chan lai va luu thong tin (dia chi)
vao co sé& dir liéu/'cuia module.

- Module trng dung dudi dang 1 service trong hé thong, nham phat hién
va ngan chan nguoi dung vuot firewall thong qua 1 HTTP Proxy server.
Module bao gbm 2 phan chinh: Loc géi tin va chin géi tin. Module hoat dong
dua trén viéc loc va kiém tra ndi dung céc goi tin HTTP. Theo tai li¢u RFC vé
HTTP, cac goi tin HTTP request thong qua 1 HTTP Proxy Server s€ c6 noi
dung khéc véi cac goi tin HTTP Request thong thuong. Dya trén ddc diém
nay, module s& xay dung chinh sach loc va kiém tra cac goi tin guri di trén
Mang. Khi 1 géi tin nao d6 vi pham, dia chi dich cta goéi tin d6 (trudong hop
nay chinh la dia chi IP cua HTTP Proxy Server) sé dugc dua vao b loc va

luu vao co sé dir liéu.
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Chuong 6:  Plug-in chong vuot firewall cho trinh

duyét Internet Explorer

Chuong nay ching em xin phép duge trinh bay vé module thir nhat: Plug-in

chdng vuot firewall cho trinh duyét Internet Explorer

6.1 Gidi thiéu so luge :

Plugin 13 1 img dung duoc viét tich hop trong trinh duyét web Internet
Explorer, c6 nhiém vu kiém soat ngudi dung khiduyét web. Néu phat hién
nguoi ding ¢ ¥ dinh mudn vuot qua firewall thong qua 1 trang Web Based
Proxy nao do6, plugin s& tién hanh ngan chan va lwu thong tin vé trang web
nay (dja chi trang web) vao co s dir liéu'délam co s& loc vé sau. Ung dung
duoc viét trén moi truong Visual C 6.0 dudi dang ATL, chay 6t trén cac
phién ban trinh duyét IES trd 1én va cac phién ban tir Windows 2000 trd 1én.
Do nhu ciu luu trit thongitin vé danh sach cac Proxy Server, Web-based
proxy lam co s& cho b loe nén cac thong tin ndy dugc module luu trit vao

co so dir liéu Microsoft Access.

Giao dién chinh cua plugin

2 about:blank - Microsoft In

File Edit ‘“iew Favorites Tools

3 -4 = \iLI \ELI .'\J
- Address @] about:blank

'f.

| Proxy Toolbar 5y j

Hinh 25 Giao dién chinh ctia plug-in
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2 TRANG WEB NAY DA Bl CAM - Microsoft Internet Explorer CDEX
© File Edit View Favorites Tools  Help -

: & >} \i‘] Igl 7..7 /-\’ Search ‘il’f’ Favorites @M media 62 A= - B e@

: sddrass &7 C\Program Files\Prosy Filter ToolbarWwWaRNINGSITE htm ~|Blco iimks >~

: Proxy Toolar (&

TRANG WEB CUA BAN PA Bl CAM

&] Done “J Local intranet

r
2N TRAMG WEB M. &) 6:54 P

Hinh 26 Trang théng bao médi khi ngwoi dung duyét nhirng trang web vi pham
6.2 Cac tinh nang chinh:

6.2.1 Loc cac trang web dwa trén viéc duyét danh sach cdc trang web co

san trong co' so di lieu:

Néu ngudi dung ¢6 ¥ dinh mudn duyét 1 trang web c6 dia chi da dugc luu trong co so

dir lidu, plugin s& hiénra trang thong bao ngudi dung da bi cam.

6.2.2 - Loccdc trang web dwa trén co ché kiém tra dia chi (URL):

Khi nguoi dung duyét dén 1 trang web méi, néu trang web nay c6 thé
gitp nguoi dung qua mat dugce firewall (hay con goi 1a “vi pham”), plugin s€
hién ra trang thong bado cho ngudi dung va luu lai dia chi trang web nay vao co
s¢ dit liéu. Do dai da sb cac trang Web-based Proxy khi hoat dong thi thé hién

dia chi cua minh du6i dang http.//domain_name cua WebProxy/dia chi that cua

trang web muon duyét nén dya vao co ché nay, ta cé thé xac dinh cac “dia chi
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Vi du: gia su trang web www.abc.com la 1 trang vi pham

Khi nguoi dung thong qua trang ndy luét vao nhung trang minh mubn dén

www.yahoo.com thi két qua URL ctia trang nay sé& thé hién nhu sau:

http://www.webproxy.com/www.yahoo.com

hay http://www.webproxy.com?url=www.yahoo.com

Ta c6 thé dé dang tach dia chi trén ra 1am 2<dia chi riéng biét. Néu gap
nhing dia chi qua 16 rang nhu thé nay thi bo loe'chac chan s& phat hién ra dugc

va luu dia chi méi nay vao co sé dit liéu cho nhiing 1an duyét tiép theo.

6.2.3 Loc dwa trén noi dung cuaede Input Form trong trang web:

Trong trudng hop céac trang tién hanh ma hoa dia chi hay tham chi
khong thé hién dia chi ra trinh duyét thi sao ???

Luc nay chic nang thir 3 cta bd loc lai tré nén hitru ich. Pay 1a 1 chuc
nang bo sung cho trrdng hgp 2 néu trén. Khi ngudi dung truy cip vao cac trang
Web-Proxy dé truy cép vao cac trang web khac thi gan nhu ludn luon phai nhap
dia chi trang web minh mubn dén vao 1 textbox, sau d6 tién hanh submit cho
webserver xur 1i.

VD: 1 trang web-based proxy thuong c6 céach trinh bay nhu sau

Bay latrang Web-Based Proxy
L http:”www.guugle.cum."l

Hinh 27 Cach trinh bay thong thuwong ciia mét trang web base proxy
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Co6 thé thay duoc khi ngudi ding gd day du tén trang web va click vao

nut Go.Trang web s€ submit nd1 dung text field vira dugc nhap

(http://www.google.com) 1&n cho server va server tién hanh duyét

Dua trén hanh dong ndy, bo loc sé tién hanh loc cac Input tag cta trang
web va kiém tra xem ¢ Input tag nao vi pham hay khong. Néu vi pham tirc 1a
gan nhu nguoi dung dang c6 ¥ dinh mudn submit 1 URL dén cho server va

mudn truy cdp dén trang nay.

6.2.4 Cdp nhdt cac trang web based proxy:

Cho phép nguoi dung c6 tham quyén dugc cap nhat (thém x6a) danh

sach cac trang web based proxy trong co s¢ dir licu.

6.2.5 Vo hiéu hoa/kich hoat plugin.

Cho phép nguoi dung c6 tham quyén duge vo hiéu hoa/kich hoat

plugin.
6.3 Mot s6 van dé can luu.y khi'viét plugin cho trinh duyét IE :

6.3.1 Khadi niém Browser Helper Objects (BHO):

Browser Helper Objects (BHO), tam dich la doi tuong trg gitp cho
trinh duyét, 1a 1 khai niém do Microsoft dua ra. Pay la 1 dang ting dung duoc
phat trién dya trén méi trudng COM (Component Object Model). Dong doi cia
d6i twong nay gan lién voi dong doi cua trinh duyét Internet Explorer, tirc 1a khi
khéi dong s€ sir dung chung vung nhd cung véi trinh duyét web Internet
Explorer va chi duoc hay khi trinh duyét bi dong. Khi chay, ddi tuong sé co thé
tuong tac voi tt ca moi thanh phan ciing nhu ddi twong khac cua trinh duyét (vi
du: cura sd, toolbar, textfield,.. .),co thé nhan duoc cac thong diép, su kién do

trinh duyét phat ra nhu cac su kién tré vé trang trude d6 (GoBack), trang sau
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(GoForward), hay su kién Download thanh cong (DocumentComplete),... Cac
BHO khi duoc khoi tao thi trude hét phai trai qua qua trinh dang ki vao Registry
cho hé thong thong qua gia tri cia CLSID. Gia tri nay dong vai trd nhu 1 gia tri
dinh danh (Identifier) cho duy nhat BHO.

Hinh dudi ddy minh hoa qua trinh trinh duyét khéi dong va nap cac BHO

vao bo nho dé xur li:

Internet Explorer l

Browser
IUnknown Helper Object
Browser

l Helper Object
| IE'sBHOsite |
Browser
Helper Object

| BHO || BHO - BHO | |_ [

Hinh 28 Qua trinh trinh duyét khéi dong va nap cac BHO

Qua trinh hoat dong nhu sau.:

- Khéi dong trinh duyét.

- Trinh duyét s€ tim trong Registry cac gia tri CLSID ciua cac BHO
twong g va load cac module ing dung ctia cac BHO nay vao bg
nhd

= Mo6i BHO duoc khéi tao sé co 1 Interface (tam dich 1a ddi tuong giao
tiép) riéng biét. Khi tim thay cac Interface nay ciia BHO, trinh duyét
s& chuyén con tro tro dén Interface ctia chinh minh (Interface
IUnkown) cho ciac BHO. Chinh viéc chuyén IUnkown cho cac BHO
ma cac BHO nay modi co thé can thiép dugc vao cac ddi twong ciing

nhu cac su kién cua trinh duyét.
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6.3.2  Mét sé6 ham xie li quan trong:

-  HRESULT SetSite(IUnknown* pUnkSite)

e Day chinh 1a ham khéi tao doi tuong BHO. Nhiém vu chinh cua ham nay
13 nhan con tro ddi teong IUnkown va 1 sé ddi twong quan trong khac
(IWebBrowser2, IConnectionPointContainer) tir trinh duyét va luu lai dé
xu i

- HRESULT Connect(void)

e Bdo cho trinh duy¢t biét réng BHO c6 y dinh mubn bét cac sy kién va xu
1i trude khi gui trd lai cho trinh duyét.

- HRESULT Invoke()

e Bit cac su kién do trinh duyét phat ra va chuyén dén ham xur 1i sy kién
tuong ng.

- HRESULT Disconnect(void)

e Khi ddi tuong bi huy hay chi dong két thuc, can go1 su kién nay dé thong
bao cham dut viéc xir 1 ¢ac sy kién cho trinh duyét

- Cac ham xi i sy kién: Tuy theo loai sy kién ma BHO s€ c6 céac xu li
twong ung, cac su kién dugc xur li trong Module nay lan luot la:

e DISPID BEFORENAVIGATE2: Sy kién chuan bi duyét dén 1 trang
web khage trang hién hanh.

e DISPID ONQUIT : Sy kién dong trinh duyét

- Noithém vé viéc ding ki BHO vao registry cho trinh duyét

e Mac du khi tao 1 g dung dang COM Plugin cho Internet Explorer,
Visual C++ 6.0 s¢€ tu tao cac dong Iénh khai tao cac thong s6 cho ung
dung trong regsitry trong tap tin ¢6 dudi la rgs. Tuy nhién cac dong 1€nh
dang ki img dung vao Registry thi nguoi dung phai tu thém vao. Noi

dung can thém vao nhu sau :
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HKLM {SOFTWARE {Microsoft{ Windows {CurrentVersion
{Explorer{'Browser Helper Objects' {ForceRemove {S6 ID da dwge VC
tao sin} = s 'Tén ddi twong BHO muon thé hi¢n'}}}}}}}

6.4 Chi tiét lwu trir dir liéu

6.4.1 Bdang Forbidden

Tén truong Kiéu Chu thich

URL Text Dia chi trang web based proxy bi cam

6.4.2 Bang Trusted

Tén truong Kiéu Chu thich

URL Text Dia chi trang web tin cdy

6.5 Thuat toan chinh cia ing dung :

6.5.1 Mo hinh hoat dong ciia Plugin :
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Khoi dong :
—+ Trinh duyét IE Plugin

1
Phat chuyén > | Khoi
3 dong
8 A v
Y chuyén -
su kién Ham xur 1i su kién
% ‘ 4
bay la su kién
Sai BeforeNavigate
7
Trang Trang web
thong bao Pling nay tin cay ?
l Khong
Vi pham
Bo loc 1
6
Khong vi pham
Luu vao

Vi pham
CSDL | —_ B loc 2

Khong vi pham

Vi pham

Bo loc 3

Khong vi pham

Hinh 29 M6 hinh hoat dong ctiia Plugin
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6.5.2  Dién gidi mé hinh :

BeforeNavigate: Sy kién do trinh duyét phat ra khi ngudi dung chuén bi
duyét dén 1 trang web méi nao d6 (khac voi trang hién hanh). Vi du: Khi
click chudt vao 1 link, 1 nut trén trang web va chuyén sang 1 trang web méi,
khi go dia chi vao thanh address bar dé chuan bi duyét,...

B loc 1: Nhan vao dia chi trang web khong dang tin cdy va tién hanh kiém
tra. BO loc s& truy xuat vao co sé dit liéu dé duyét xem trang web nay co
nam san trong danh sach cac trang bi cAm hay khong. Néu c6 thi bo loc s&
lru dia chi nay vao co s& dit liéu va chuyén hudng dén trang thong bao cam
cho ngudi dung. Néu khong thi s& chuyén dén bo loc tiép theo.

B loc 2: Nhan vao dia chi trang web khong dang tin cay va tién hanh kiém
tra. Néu dia chi nay chtra thém 1 dia chi trang web khac thi dugc xem nhu vi
pham (da trinh bay ¢ trén). B0 loc sé luu dia chi vi pham nay vao co s¢ dir
liéu.

Bd loc 3: Nhan vao con tré:ddi trong IWebBrowser2 dé xur 1i. Con tro ndy
dai dién cho trang'web hién hanh can kiém tra. Dua vao con tré doi tuong
nay, ta c6 thé ldy duogc toan bo ndi dung trang web (cac thé HTML, céac
script,....). Nhu da trinh bay & trén, b loc 3 hoat dong dua trén viéc kiém tra
ndi dung cac INPUT FIELD cua trang web. Do d6 bo loc chi chu trong dén
viéc loecdc thé INPUT cua trang HTML. 1 trang web dugc b loc xem 1a 1
trang Web Based Proxy khi va chi khi n6 chira khong qua 4 thé INPUT
dang text, va it nht 1 trong cac thé Input nay c6 ndi dung 1a dia chi 1
trang web nio d6. Néu trang web nao thoa diéu kién néu trén thi s& dugc

xem la vi pham va luu lai vao co s¢ dir liéu.
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6.6 Nhirng wu diém va han ché:

Plugin ap dung 1 s6 thuat giai Heuristic nham phét hién cac trang Web-proxy méi
hodc chua c6 trong co sé dir liéu, khién bo loc thong minh hon do ¢6 kha nang ty hoc
céc dia chi trang web méi mudn qua mit Firewall. Khi chay thir cac trang web-proxy
moi, bd loc hoat dong kha hi¢u qua va chinh xac.

Pa s6 cac thuat giai nay duogc xay dung dua trén vi€c quan sat qua trinh van hanh
clia cac trang Web-based Proxy va tim ra nhitng diém chung dic trung va khac biét so
v6i cac trang web khac lam co ché hoat dong cho bo loc. Do thuat giai khong dam bao
tinh chinh xac 100% nén c6 1 sb truong hop thiéu sot hay.tham chi sai sot ngoai
mudn. Da sé nhimg sai s6t déu roi vao trudng hop khi'nguoi ding st dung search
engine (nhu google,yahoo,...) dé tién hanh tim kiém 1.dia chinao do trén internet.
Trong nhimng trudng hop nay, plugin s& tu cho rang cic trang web tim kiém nay 13 cac
Web-Based Proxy va tién hanh ngan chan. Ldi trén cé thé khac phuc duoc bang cach
thém vao danh sach céac trang web tin cdy va budc bd loc kiém tra céc “trang web tin
cdy nay” trudc khi loc. Tuy nhién cdchniy ciing khong thé khac phuc hoan toan.

Qua trinh hoat dong cua Plugin phu thudc kha nhiéu vao “sy ton tai” cua tap tin
co s6 dit liéu luu trit cac trang Web-Based Proxy. Nén khi tép tin trén khong ton tai
hay bi 16i, tinh ning loc ctia Plugin chic chan khong thé hoat dong chinh xac duorc.

Trong qud trinh chay thir va kiém 16i, chung em di c¢6 ging stra chita hau hét cac

sai sot nay.Chungrem xin cd gang phat trién thém dé bo loc ngay cang hoan thién hon.
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Chuwong7: SERVICE CHONG VUQT FIREWALL

Chuong nay ching em xin phép dugc trinh bay vé module thit hai: Service

chdng vuot firewall cho hé diéu hanh Windows.

7.1 Gidi thiéu so lwge :

Service chéng vuot Firewall 1a 1 rng dung duogc viét dya trén mé hinh Service
truyén thdng cia Windows. Service 13 1 g dung chay nén trong hé thong, hoan toan
tuan thu theo cac yéu cau va tinh nang bao mat do Windows quy dinh (Chi c6 nguoi
chu Service — trudng hop module nay 14 admin hé thdng < méi cé.quyén tit/ma/xo6a
serive ma thoi). Service chiu trach nhiém loc va bat cdc géi tin giri ra mang ngoai
(Internet) nham phat hién va ngin chin cac géi tin giri dén cac HTTP Proxy Server
va luu lai dia chi cdc HTTP Proxy Server nay dé 1am co s hoat dong cho bd loc.

Service bao gdm 2 module nho: module bét géi tin va module chin dia chi IP.

7.2 Cac tinh nang chinh cua'meodule:

Theo nhu di giGi thiéuymodule nay dugc chia ra 1am 2 module nhé riéng biét, hd
trg nhau trong qua trinh Service hoat dong: D6 13 module bit géi tin va module chiin

dia chi IP.

- Module bdt géi tin: module duge viét dua trén thu vién Winsock2.0 cua

Windows, nhiém vu bt cac goi tin luu thong ra/vao card mang cta hé thong.

- Module.chan dia chi IP: module dugc viét dua trén méd hinh Filter-Hook

Driver duoc Microsoft gidi thiéu trong tai liéu Windows 2000 DDK. Ung
dung viét dya trén mo hinh nay c6 thé loc cac goi tin ra vao card mang cua
hé thong (theo tai Windows 2000 DDK). Theo tai liéu RFC vé HTTP
Protocol, cac goi tin giri dén HTTP Proxy Server déu c6 diém dic trung
riéng so vo1 cac goi tin khac. Service dua vao dac diém nay lam co s¢ hoat

dong cho bd loc cua minh.
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7.3 Module bit goi tin :

Module chiju trach nhiém bat va kiém tra ndi dung géi tin ra/vao card mang.

7.3.1  Dic diém ciia g6i tin HTTP request dén HTTP Proxy Server:

Theo tai liéu RFC vé HTTP Protocol, goi tin HTTP request dén Proxy

server s€ co dinh dang nhu sau :

7 Hypertext Transter Protocol
B GET http://192.168.2.2 /default_ftiles/hpl.gif HTTR/1.0Mr\n
Accept: ¥/¥h\rin
Referer: http://192.168.2.2%r\n
Accept-Language: en-usirin

Froxy-Connection: Keep-Aliwve\rin

It-Modified-Since: Fri, 19 Mow 2004 11:16:04 GMTA\r\n

Hinh 30 Dinh dang ciia géi tin giri dén proxy server

Trong hinh minh hoa trén, ta.thdy noi dung 1 géi tin HTTP Request
(cu lénh HTTP ¢ day chinh 1a 1énh GET) dugc bd sung thém truong Proxy-
Connection: Keep-Alive. Dy chinh la-dic diém mau chdt dé phan biét goi tin

HTTP Request dén 1 Proxy Server so véi cac goi tin thong thuong khéc.

7.3.2  Tém tit cdc buwde can luu v khi xdy dung module;

- Khéi tao cac théng tin can thiét (dia chi,port,..) cho 1 SOCK_RAW
Socket.

= Chuyén ché d6 hoat dong ciia Socket sang ché 46 SIO RCVALL (bat
tat ca cac goi tin ra/vao hé thong).

- Bt dau nhan va xt I goi tin. Luu ¥: Do muc tiéu dé ra ban dau cua
module 13 bit va xir li cac goi tin HTTP (TCP) nén can phai g& bo cac
Header ciia goi tin nhan dugc (day 1a cac goi IP) rdi méi bat dau xir 1.

- Tham khao thém tai liéu vé cau trac goi tin TCP/IP va HTTP Protocol

trong qua trinh x1r 1i cac goéi TCP.
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7.3.3  Chi tiét cac dbi twong, ham xiv li chinh ciia module :

- socket(AF_INET, SOCK_RAW, I[PPROTO _IP)

e Ham tao Socket. Luu y phai khéi tao socket dang SOCK_RAW thi
méi c6 thé bat duoc gbi tin tang IP.

- WSAIoctl(SOCKET s,DWORD dwloControlCode, , , , , , ,)

e Ham thiét lap ché do hoat dong cho socket. Chi can luu v dén 2
tham s6 dau tién: SOCKET can thiét lap va ché d6 hoat dong. O day
dwloControlCode phai bang SI0_ RCVALL thi module méi c6 thé
bat duogc cac gbi tin ra/vao card mang

- Mot s6 ham lién quan khac: recv, WSAStartup, ...

7.4 Module chan dia chi IP:

Module chiu trach nhi¢m loc va chén cac goi tinra/vao card mang dya trén dia chi
IP. Module dugc xay dung dua trén mo hinh Filter-Hook Driver cia Windows 2000
DDK.

7.4.1 Gidi thieuvé Filter-Hook Driver :

Filter-Hook Driver l1a khai niém dugc Microsoft dua ra trong tai liéu vé
Windows 2000 DDK. Pay 14 Driver m¢ rong cac tinh nang cua IP Filter Driver

(C6 sén tronghé diéu hanh Windows 2000 tré vé sau).

Thuc chat Filter-Hook Driver khong phai 1a 1 trinh diéu khién danh cho
moi truong mang, nd dugc xem nhu 1 trinh diéu khién danh cho nhan cua hé
thng (Kernel Mode Driver). Bén trong trinh diéu khién nay, ching ta chi can
dinh nghia 1 ham CALLBACK (1 dang ham bt su kién) va diang ki ham
CALLBACK nay cho trinh diéu khién bo loc dia chi IP cua hé théng (IP Filter
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Driver). Khi dang ki thanh cong, bd loc dia chi s€ goi lai ham CALLBACK khi

1 goi tin dugc giri ra hay nhan vao hé théng dé xur 1i.

7.4.2

Tom tit cac buwée xdy dung Filter-Hook Driver dé bit 26i tin:

Khéi tao Filter-Hook Driver. Cung cip tén va cac thong sé co ban cho
Driver nhu sau:
LoadDriver("IpFilterDriver","System32\\Drivers\\IpFltDrv.sys", null, true)
Léy con trd dia chi cua Ip Filter Driver da khoi tao & bude 1 dé khai tao
va dang ki ham CALLBACK.

Khoi tao va dang ki ham CALLBACK bang cach giri.con tro ham
CALLBACK da dinh nghia san cho IP Filter Driver.

Bit dau loc goi tin. Goi ham StartFilter.

Khi mudn két thiic, khong lo¢ gbi tin nita thi ta phai g& bo thong tin ding
ki khoi IP Filter Driver. Luc nay, ta chi can dang ki lai véi Driver véi con

tro ham CALLBACK la Null.

7.5 Chi tiét lwu triv div licu:

7.5.1 Bdng ForbiddenProxy
Tén trudng Kiéu Ch thich
ProxyIP Text Dja chi IP ctia proxy bi cam (do
service luu lai dugc trong qua trinh
hoat dong)
7.5.2  Bdng TrustedProxy:
Tén Kiéu | Chi thich
truon
g
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Text | Dia chi IP ctia cac Proxy server tin cdy (thuong la

ProxylIP _
dia chi Proxy Server trong mang LAN)

7.6 So d6 hoat dong ciia Module chin dia chi IP :

Khoi dong Sorvice Khoi dong
1 2

Card mang

4 | Phat/Nhan
A 4 \ 4 v
Module bét goi tin | Goi tin IP Module chin IP

%
> 3 7

A 4
Bit dau loc

A

A 4

Request dén
Proxy Server? Thém IP

vao bo loc

Hinh 31 So' @6 hoat dong ciia module chin dia chi IP
7.7 Dién giai mé hinh :

Khi khéi dong, service s€ kich hoat 2 module con 1a module bat g0i tin va
module chan dia chi IP tuong ung. Module chin dia chi IP khi dugc khoi dong sé
truy XUt vao co sé dit liéu va thém céc dia chi IP cua cac Proxy Server bi cAm sén vao
bo loc IP Filter Driver va bit dau loc dia chi. Khi Card mang nhan/phat cac goi tin,

module bat géi tin s& nhan cac goi tin ndy va tién hanh phan tich. Module sé& kiém tra
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xem céc gdi tin nay co phai 1a goi tin HTTP Request dén Proxy Server hay khong. Néu
phai thi dia chi IP cta Proxy Server s& duoc truyén tiép cho Module loc dia chi IP xtr

li. Pia chi méi nay s€ dugc thém vao bo loc dia chi va luu vao co so dir li¢u.
7.8 Nhan xét — danh gia :

7.8.1  Uu diém:

Do yéu cau dit ra ban dau cia Module 13 tim cach chian phuong phap
vuot Firewall thong qua HTTP Proxy Server, nén chiing em d3 c6 gang phat
trién module dudi dang 1 tmg dung Mini Firewall; Trong sudt qué trinh nghién
ctru va tim hiéu, chiing em di thong nhat chon‘md hinh Service Wng dung trén
Windows 1am co s xdy dung va trién khai Module. Uu diém ctia mé hinh nay
1a n6 ké thira dugc nhiing yéu cau vé tinh an toan va bao mat do chinh hé diéu
hanh qui dinh. Khi khéi dong vao méi trudng Windows, cac Services hé théng
cling nhu ctia nguoi dung s€ lan luot duge nap va chay nén trén hé théng, chi
duy nhat nguoi quan tri hay chivService méi co quyén tit/mad/xoa service.
Module da nhudng han chirc ning diéu khién Service cho hé diéu hanh, nén
Module tmg dung chi tip trung vao hai tinh ning chinh 1 bat géi tin va loc dia
chi IP.

Trong qua trinh chay thir nghiém, module c6 thé hoat dong tot trén céc
loai CARD mang, MODEM trén Windows. Do cac module con cua ting dung
dugc viét hoan toan dya trén méi trudng Winsock ciia Windows (b thur vién
dung dé phat trién tng dung mang TCP/IP trén méi trudng Windows), nén bao
dam tinh tuong thich rat cao.

Do hd trg tinh ning bat goi tin, Module ¢ thé “phat hién va hoc” duoc
cac dia chi Proxy Server moi (chua c6 trong co s& dit 1i€u). Sau d6 luu lai cac

dia chi nay lam co s& cho bd loc hoat dong
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7.8.2  Khuyét diém:

Trong qué trinh chay thir nghiém, module chin dugc gan nhu hau hét
cac dia chi HTTP Proxy Server. Tuy nhién d6i voi cac Proxy Server méi (chua
c6 trong co s¢ dir ligu), bd loc phai “hoc” dugce dia chi mdi nay thi méi ngan
chan dugc. Do do6 trong phién lam viéc dau tién, bo loc van chua chin duoc céc
dia chi méi nay. DPéi véi nhiing phién lam vi¢c sau thi by loc dam bao chay t6t.

Trong qué trinh thir nghiém, viéc bd loc hoc duge qua nhiéu dia chi
m&i va luu vao co so dit liéu tén kha nhiéu tai nguyén hé théng (CPU,RAM)
nén Service chay cham han (d6i lac Serive c6 thé bi'treo). Pang tiéc 1a dén ltc
nay chung em van chua khic phuc duoc vin dénay

Qua trinh hoat dong cua Service phu thudc kha nhiéu vao “su ton tai”
clia tap tin co so dir liéu luu trit cac Proxy Server. Nén khi tap tin trén khong ton
tai hay bi 10i, tinh nang loc cua Service chéc chin khong thé hoat dong chinh

xac duoc.
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PHAN THU 4
TONG KET

Chuong 8: KET LUAN

Sau hon sau thang 1am luan van, it nhiéu chiing em ciing da tim hiéu tuong doi
thanh cong cac phuong phap 1ap trinh vuot firewall cling nhu nhitng chuong trinh kém
theo: Http proxy, Web based Proxy, Plug-in chong vugt firewall, service chong vuot
firewall. Qua nhiing gi tim hiéu duoc, chung em cam thdy van con nhiéu diéu phai 1am
dé c6 thé hoan thién hon chwong trinh ciing nhu can cé sy huéng dan nhiéu hon nita
clia cac thay ¢, ban bé..

Két qua cudi cung 1&‘1 két qua cuia nhiing thang ngay c6 gang, no luc cta ban than,
su gitp do cua gia dinh, nha truong, ban bﬁé va dac bi€t 1a sy hudng dan tan tinh cua
thay Do Hoang Cuong dé chiing em c6 thé hoan tat mot cach tot dep luan van so voi
nhitng gi da dat ra.

~ Cudi cung, m6t lan nita, ching em xin.cam on tat ca da giup do dé ching em co
thé hoan thanh tot khoa luan nay. Xin chan thanh.cam on.
8.1 Nhirng két qua dat dworc:

Theo yéu cau dit ra ban dau 13 “Nghién civu cdc phwong phdp ldp trinh viot
firewall. Tir dé lam co sé xdy dung cdc module chong vwot Firewall va bdo mdt
Web”, cho dén thoi diém hién tai luin van d3 dat duoc cac ndi dung sau:

- Phan yéu'ciu:

e Tim hiuwva trién khai thanh cong 2 phuong phap: HTTP Proxy Server
va Web-based Proxy.

- Phan mé rong:

e Tim hiéu va trién khai thanh cong 2 module chéng vuot Firewall: Plugin
chdng vwot Firewall danh cho trinh duyét Internet Explorer va
Service chdng virot Firewall trén hé diéu hanh Windows.
Ngoai ra, trong qua trinh nghién ctru va hoan thanh dé tai, chiing em d tiép thu

thém duoc mdt s6 két qua sau:
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e Tim hiéu sau thém vé cic phuong phap 1ap trinh tng dung mang dra trén
bo thu vién Winsock cua Windows.

e Tim hiéu duoc phuong phap xay dung va trién khai Service (mg dung
trén Windows

e Tim hiéu cich xay dung va trién khai tmg dung Plugin cho trinh duyét
Internet Explorer.

e Puoc hiéu dugc cach xdy dung va phat trién tng dung dua trén moi
truong COM (Component Object Model).

e Ngay nay, Internet ngay cang phat trién manh mé, 1a ngudn tai nguyén
bao la vo tan, nén nhu ciu sir dung Internet dé tim kiém thong tin ciing
nhu giao dich, thuong mai 13 diéu tit yéu. Yéu c¢du an toan va bao mat
thong tin (tuy theo muc dich cua ca nhan hay doanh nghiép) da lam nay
sinh thém van dé kha dau dau cho cac nha quan tri mang la: Kiém so4t va
quan 1y qué trinh stir dung Internet ctia nguoi dung. Vi viéc nghién ctru
va dua ra dugc cac gidiphap kha thi vé yéu cau mé rong cua dé tai: Xay
dung ciac modulechong vuot Firewall, ching em thiét nghi c6 thé déng

g6p 1 phan vao viéc giai quyet van dé nan giai trén.

8.2 Huéng phat trién :

Trong qua trinh nghién ciru va tim hiéu vé d¢é tai, chung em da théng nhat va dé
xut ra dugc 3 phuong phap chi yéu dé vuot Firewall: HTTP Proxy Server, Web
Based Proxy va HTTP Tunneling. Tt ca 3 phuong phap trén déu dugc phat trién dya
trén mé hinh tmg dung mang Client-Server truyén théng. Trong 3 phuong phap néu
trén thi phuong phép thir 3: HTTP Tunneling 13 phuong phép cao cip va khé phat
hién nhét. Qua trinh nghién ctru va trién khai phuong phap nay ciing tén kha nhiéu
thoi gian va cong sire. Mic du chiing em d3 rit ¢ ging trién khai, y tuong trén van

chua mang tinh kha thi cao va co thé ap dung duogc vao thyc té. Sau ddy chung em xin
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dé ra 1 s6 hudng phat trién vé sau nhim mé rong thém y nghia khoa hoc ciing nhu thuc

tien cua deé tai:

Cai thién van dé toc do truy xudt bd loc cho module thir 2: Service chéng
vuot Firewall.

Nghién ctru tiép phuong phép http tunneling

Trién khai ing dung minh hoa cho phuong phap http tunneling

Hoan thién hon nita Plug-in va Service dé dat hiéu qua toi vu

Trién khai thanh c6ng module chdng vuot Firewall bang phuong phap

HTTP Tunneling

Trién khai dé tai thanh san pham hoan chinh:dé ap dung vao thuc tién.
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PHAN THU 5
PHU LUC

DANH SACH CAC TAI LIEU THAM KHAO

Website:

http://www.microsoft.com

http://www.quantrimang.com

http://www.codeproject.com

http:// www.sourceforge.net

http://www.experts-exchange.com

http://www.webopedia.com

http://www.nyu.edu

http://www.learnthat.com

http://www.stayinvisible.com

http:// www.proxify.com

http://www.silentsurf.net

http://www.adminvietnam.net

http://www.anonimizer.com

http:// www.tcpipguide.com

http://www.vnsecurity.net

Danh sach cac tai liéu, sach, giao trinh tham khao

Tai li€u dién tir MSDN cua Microsoft.

Anthony Jones va Jim Ohlund, Network Programming for Microsoft
Windows, 1999 (ebooks)

O'Reilly, Learning PHP 5,June-2004

Addision Wesley, The C++ Programming Language,June-97
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e  Wrox Press,Beginning PHP 4,2001
e Sams Publishing ,Teach Yourself PHP, MySQL and Apache in 24h,12-2002
e Addision Wesley,C/C++ Network Programming I & I1,10-2001
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	1.5 Các chức năng chính: 
	1.5.1 Chức năng: 
	1.5.2 Thành phần: 

	1.6 Nguyên lý: 
	1.7 Các dạng firewall: 
	1.8 Các ý niệm chung về Firewall: 
	1.8.1 Firewall dựa trên Application gateway: 
	1.8.2 Cổng vòng(Circuit level gateway): 
	1.8.3 Hạn chế của Firewall: 
	1.8.4 Firewall có dễ phá hay không: 

	1.9 Một số mô hình Firewall: 
	1.9.1 Packet-Filtering Router: 
	1.9.2 Mô hình Single-Homed Bastion Host: 
	1.9.3 Mô hình Dual-Homed Bastion Host: 
	1.9.4 Proxy server: 
	1.9.5 Phần mềm Firewall – Proxy server: 
	1.9.5.1 SMTP Gateway - Proxy server cho dịch vụ SMTP (Simple Mail Tranfer Protocol) 
	1.9.5.2 FTP Gateway Proxy Server cho dịch vụ  FTP: 
	1.9.5.3 Telnet Gateway Proxy Server cho dịch vụ Telnet: 
	1.9.5.4 SQL Gateway Proxy Server cho SQL-Net: 
	1.9.5.5 SOCKS Gateway và NETACL: 
	1.9.5.6 Authentication: 
	1.9.5.7 IP Filter – Bộ lọc mức IP: 


	1.10 Lời kết: 
	Chương 2: KHÁI NIỆM PROXY 
	2.1 Proxy là gì: 
	2.2 Tại sao proxy lại ra đời: 
	2.3 Tổng kết chung về proxy: 

	Chương 3: CÁC PHƯƠNG PHÁP LẬP TRÌNH VƯỢT FIREWALL 
	3.1 Vượt firewall là gì: 
	3.2 Phương pháp thứ nhất: HTTP Proxy 
	3.3 Phương pháp thứ hai: Web-Based Proxy 
	3.4 Phương pháp thứ ba: Http Tunneling 

	Chương 4: VƯỢT FIREWALL BẰNG HTTP PROXY 
	4.1 Khi các HTTP Proxy Server trở nên hữu ích: 
	4.2 Chức năng chính: 
	4.2.1 Truy cập Internet: 
	4.2.2 Caching documents: 
	4.2.3 Điều khiển truy cập Internet một cách có chọn lọc: 
	4.2.4 Cung cấp dịch vụ Internet cho các cơ quan sử dụng IP ảo: 

	4.3 Một phiên giao dịch (transaction) thông qua proxy : 
	4.4 Kết nối thông qua proxy server: 
	4.5 HTTP proxy: 
	4.6 FTP proxy: 
	4.7 Tiện lợi và bất tiện khi cache các trang Web: 
	4.8 Những bất cập do proxy: 
	4.9 Kĩ thuật lập trình một HTTP Proxy cơ bản: 

	Chương 5: Vượt firewall bằng Web-Based Proxy 
	5.1 Thế nào là 1 web-based anonymous proxy ? 
	5.2 Cách thức hoạt động của 1 WBP : 
	5.3 Giới thiệu về trang Web Based Proxy: 
	5.3.1 Giao diện: 
	5.3.2 Chức năng: 
	5.3.3 Thuật toán: 
	5.3.3.1 Giới thiệu mô hình hoạt động: 
	5.3.3.2 Diễn giải mô hình: 
	5.3.3.3 Diễn giải một số hàm quan trọng : 



	Chương 6: Plug-in chống vượt firewall cho trình duyệt Internet Explorer 
	6.1 Giới thiệu sơ lược : 
	6.2 Các tính năng chính: 
	6.2.1 Lọc các trang web dựa trên việc duyệt danh sách các trang web có sẵn trong cơ sở dữ liệu: 
	6.2.2 Lọc các trang web dựa trên cơ chế kiểm tra địa chỉ (URL): 
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