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DISTRIBUTED DENIAL OF SERVICE

(DDOS)

GIOI THIEU

Distributed Denial Of Service (DDoS) 1a ky thuat tan cong 1am cac ISP lo au, gi6i hacker
chinh thong thi khong cong nhén DdoS 1a ky thuat tan cong chinh thong. Thé nhung Black hat
dang c6 rat nhiéu wu thé khi trién khai tin cong bang k§ thuat DdoS.

Viéc phong ngira va ngan chan DdoS van con dang thyc hién ¢ muc do khic ‘phuc hdu qua
va truy tim tha pham. Vay DdoS 13 gi ma ¢ nhiéu yéu to déc biét nhu vay? Bai viét nay c6 ging
tra 101 cau hoi nay dudi lang kinh security. B6 cuc bai viét gom:

> Giéi thiéu vé DDoS

- Phan tich cac loai tin cong kiéu DDoS

—> Phan tich cac k¥ thuat Anti-DDoS

- Nhén t6 con ngudi trong Anti- DDoS

> Mot s6 truong hop tan cong DDoS

PHAN I: GIOI THIEU VE DDOS

1/ Ngay 7/3/2000, yahoo.com da phai ngung phuc vu hang tram tri¢u user trén toan thé
gidi nhiéu gid lién. Vai gi0 sau, Yahoo da tim ra nguyén nhan gay nén tinh trang nay, ho dang
phai ganh chiu mot dot tin cong DDoS v6i quy mé vai ngan may tinh lién tyc giri hang tridu
request dén cac server dich vu lam cac server nay khong thé phuc vu cac user thong thuong khac

Vai ngay sau, mot sy kién twong ty dién ra nhung c6 phan “on a0 hon do mot trong cac
nan nhan mai 1a hang tin CNN, amazon.com, buy.com, Zdnet.com, E-trade.com, Ebay.com. Tat
ca cac nan nhén 1a nhiing ga khéng 16 trén internet thudc nhiéu linh vyc khac nhau. Theo Yankke
Group, tong thiét hai do cudc tin cong 1én dén 1.2 triéu USD, nhung khong dang ké bang sy mat
mat v¢ 1ong tin ctia khach hang, uy tin cta cac cong ty la khong thé tinh duoc.

Lam déao 1on moi dy tinh, thu pham 1a mdt cadu bé 15 tudi nguoi Canada, voi nickname
“mafiaboy”. Lai 1a mot thién tai bam sinh nhu Kevin Mitnick xuat hién? Khong, Mafiaboy chi
tim toi va download vé mét sb chuong trinh cong cu cua cac hacker. Cau da dung mdt cong cu
DDos c6 tén 1a TrinOO dé gay nén cac cudc tin cong kiéu DDoS khing khiép trén. Mot diém
dang luu y khac la Mafiaboy bi bét do tu khoe khoang trén céc chatroom cong cong, khong ai tr
truy tim dugc dau vét ciia cau bé nay.

Con rat nhiéu gi khong 16 khac d3 guc ngd dudi cac cudc tin cong kiéu DDoS sau do,
trong d6 ¢6 ca Microsodt. Tuy nhién cudc tin cong trén 13 dién hinh nhét vé DDoS, né néi 1én
mot dic diém chét nguoi cua DDoS: “Réat d& thuc hién, hau nhu khong thé tranh, hau qua rat
ning né”.

2/ Cac giai doan cua mot cudc tn cong kiéu DdoS:

Bao gdm 3 giai doan:

2.1. Giai doan chuén bi:

- Chuan bi cong cu quan trong ctia cudc tin cong, cong cu ndy thong thudng hoat dong
theo mo hinh client-server. Hacker c6 thé viét phan mém nay hay down load mét cach d& dang,
theo thong ké tam thoi co khoang hon 10 cong cu DDoS dugc cung cAp mién phi trén mang (cac
cong cu nay s& phén tich chi tiét vao phan sau)

- Ké tiép, dung cac ky thuat hack khac dé nam tron quyén mot sd host trén mang. tién hanh
cai dat cac software can thiét trén cac host ndy, viéc ciu hinh va thir nghiém toan bo attack-
netword (bao gdm mang luéi cac may di bi loi dung cung voi cac software da duoc thiét 1ap trén
d6, méay ciia hacker hodc mot s6 may khac da duoc thiét 1ap nhu diém phat dong tan cong) ciing
s€ duoc thuc hién trong giai doan nay.

2.2 Giai doan x4c dinh muyc tiéu va thdi diém:

- Sau khi x4c dinh muc tiéu 14n cudi, hacker s& c6 hoat dong diéu chinh attack-netword
chuyén hudng tin cong vé phia myc tiéu.



- Yéu t6 thoi diém s& quyét dinh murc d6 thiét hai va tbc do dap Gmg cua muc tiéu ddi véi
cudc tan cong.

2.3 Phat dong tin cong va x6a diu vét:

Dung thoi diém di dinh, hacker phat dong tdn cong tir may ciia minh, 1énh tan céng nay co
thé di qua nhiéu cap moi dén host thyuc su tan cong. Toan bd attack-network (c6 thé 1én dén hang
ngan may), s€ vét can nang luc cua server muyc ti€u lién tuc, ngan chan khong cho n6 hoat dong
nhu thiét ké.

- Sau mot khoang thoi gian tin cong thich hop, hacker tién hanh x6a moi dau vét c6 thé
truy nguoc dén minh, viéc nay doi hoi trinh d khac cao va khong tuyét dbi can thiét.

3/ Kién trac tong quan ciia DDoS attack-network:

Nhin chung DDoS attack-network c6 hai mé hinh chinh:

+ MO hinh Agent — Handler

+ MO hinh IRC — Based

Duéi day la so do chinh phdn logi cdc kiéu tan céng DDoS
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3.1 M0 hinh Agent — Handler:

Theo mé hinh nay, attack-network gdom 3 thanh phan: Agent, Client va Handler

- Client : 1a software co s& dé hacker diéu khién moi hoat dong cua attack-network

- Handler : 1a m6t thanh phan software trung gian gitra Agent va Client

= Agent : 1a thanh phén software thuc hién sy tn cong muc tiéu, nhan diéu khién tir
Client thdng qua céc Handler

Kién triic attack-network kiéu Agent — Handler
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Attacker sé& tir Client giao tiép v6i ccl Handler dé xac dinh sé lwong Agent dang online,
diéu chinh thoi diém tin cong va cap nhat cac Agent. Tuy theo cach attacker cau hinh attack-
network, cac Agent s& chiu su quan 1y ciia mot hay nhiéu Handler.

Thong thuong Attacker s€ dat Handler software trén mot Router hay mét server c6 lugng
traffic luu thong nhiéu. Viéc nay nham lam cho cac giao tiép giita Client, handler va Agent kho
bi phat hién. Cac gia tiép nay thong thuong xay ra trén cac protocol TCP, UDP hay ICMP. Chu
nhan thuce sy cua cac Agent thong thudng khong hé hay biét ho bi loi dung vao cudc tin cong
kiéu DDoS, do ho khong du kién thirc hodc cac chuong trinh Backdoor Agent chi sir dung rét it
tai nguyén hé thong 1am cho hau nhu khong thé thiy anh hudng gi d¢én hiéu niang cua hé thng.

3.2 M6 hinh IRC — Based:

Internet Relay Chat (IRC) 1a mot hé théng online chat multiuser, IRC cho phép User tao
mot két ndi dén multipoint dén nhiéu user khac va chat thoi gian thyc. Kién tric cit IRC network
bao gdm nhiéu IRC server trén khip internet, giao tiép véi nhau trén nhiéu kénh (channel). IRC
network cho phép user tao ba loai channel: public, private va serect.

. Public channel: Cho phép user cta channel d6 thiy IRC name va nhan duoc
message cua moi user khac trén cung channel
o Private channel: duogc thiét ké dé giao tiép voi cac d6i twong cho phép. Khong cho

phép cac user khong cung channel thdy IRC name va message trén channel. Tuy
nhién, néu user ngoai channel dung mot sd 1énh channel locator thi c6 thé biét duoc
sur tdn tai cua private channel do.

. Secrect channel : trong tu private channel nhung khong thé xac dinh bang channel
locator.

Kién triic attack-network cua kiéu IRC-Base
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IRC — Based net work ciing twong tu nhu Agent — Handler network nhung mo hinh nay su
dung cac kénh giao tiép IRC 1am phuong tién giao tiép giira Client va Agent (khong sir dung
Handler). Stir dung mé hinh nay, attacker con c6 thém mot sO loi thé khac nhur:

+ Céc giao tiép dudi dang chat message 1am cho viéc phat hién chung la v6 cung kho khan

+IRC traffic 6 thé di chuyén trén mang véi sé luong 16n ma khong bi nghi ngo

+ Khong can phai duy tri danh sach cac Agent, hacker chi can logon vao IRC server la da
c6 thé nhan duoc report vé trang thai cac Agent do cic channel gui ve.

+ Sau cung: IRC ciing 1a mdt mdi truong file sharing tao diéu kién phat tan cac Agent code
1én nhidu may khac.

PHAN II/ PHAN LOAI TAN CONG KIEU DDOS

Nhin chung, c¢6 rit nhiéu bién thé cua ky thuat tin cong DDoS nhung néu nhin dudi goc do
chuyén mon thi co thé chia cac bién thé nay thanh hai loai dya trén much dich tan cong: Lam can
kiét bang thong va lam can kiét tai nguyén hé thong. Dudi day 1a so d6 mo ta sy phan loai cac
kiéu tin cong DDoS.
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I/ Nhiing kiéu tin cong lam can kiét bang thong ctia mang (BandWith Depletion Attack)

BandWith Depletion Attack duoc thiét ké nham 1am trang ngdp mang muc tiéu voi nhitng
traffic khong can thiét, véi muyc dich 1am giam t6i thiéu kha ning cta cac traffic hop 1& dén duoc
hé théng cung cfip dich vu cia muc tiéu.

Co hai loai BandWith Depletion Attack:

+ Flood attack: Diéu khién cac Agent g&i mot lugng 16n traffic dén hé théng dich vu cua
muc tiéu, lam dich vu nay bi hét kha nang vé bang thong.

+ Amplification attack: Piéu khién cac agent hay Client ti giri message dén mot dja chi IP
broadcast, lam cho tit ca cac may trong subnet ndy giri message dén hé théng dich vu ciia muc
tiéu. Phuong phap nay lam gia ting traffic khong can thiét, 1am suy giam bang thong ctia muc
tiéu.

1/ Flood attack:

Trong phuong phap nay, cac Agent s& giri mot lugng 16n IP traffic 1am hé thong dich vu
ctia muc tiéu bi cham lai, hé théng bi treo hay dat dén trang thai hoat dong bio hoa. Lam cho cac
User thuc su cua hé thong khong st dung dugce dich vu.

Ta c6 thé chia Flood Attack thanh hai loai:

+ UDP Flood Attack: do tinh chit connectionless cta UDP, hé théng nhan UDP message
chi don gian nhan vao tit ca cac packet minh can phai xt 1y. Mot luong 16n cac UDP packet
dugc goi dén hé thong dich vu clia muc tiéu s& déy toan bo hé thong dén ngudng ti han.

+ Cac UDP packet nay c6 thé duoc giri ¢én nhiéu port tuy ¥ hay chi duy nhat mét port.
Thong thudng 1a s& giri dén nhiéu port lam cho hé thong muc tiéu phai cang ra dé xur 1y phan
huéng cho cac packet ndy. Néu port bi tin cong khong san sang thi hé thong muc tiéu s& giri ra
mét ICMP packet loai “destination port unreachable”. Thong thuong cac Agent software s€ dung
dja chi IP gia dé che gidu hanh tung, cho nén céc message tra vé do khong c6 port xu ly s& dan
dén mot dai chi Ip khac. UDP Flood attack cling co thé lam anh huong dén cac két ndi xung
quanh muc ti€u do sy hdi tu cia packet dién ra rat manbh.

+ ICMP Flood Attack: duge thiét ké nham muc dich quan 1y mang cting nhu dinh vi thiét
bi mang. Khi cac Agent goi mot lugng 16n ICMP_ECHO REPLY dén hé thong muc tiéu thi hé



théng nay phai reply mot luong twong tmg Packet dé tra 10i, s& din dén nghén dudng truyén.
Twong tu trudng hop trén, dia chi IP clia ci Agent c6 thé b gia mao.

2/ Amplification Attack:

Amplification Attack nhim dén viéc st dung cac chire nang hd trg dia chi IP broadcast ctia
cac router nham khuyéch dai va hdi chuyén cudc tan cong. Chirc nang nay cho phep bén gui chi
dinh mdt dia chi IP broadcast cho toan subnet bén nhan thay vi nhiéu dija chi. Router s& c6 nhiém
vu gui dén tat ca dia chi IP trong subnet d6 packet broadcast ma n6 nhan duoc.

Attacker c6 thé gui broadcast message tryc tiép hay thong qua mot 5O Agent nham lam gia
tang cuong do cua cudc tan cong. Néu attacker truc tiép giri message, thi c6 thé loi dung cac hé
thong bén trong broadcast network nhu mot Agent.
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C06 thé chia amplification attack thanh hai loai, Smuft va Fraggle attack:

+ Smuft attack: trong kiéu tdn cong nay attacker goi packet dén network amplifier (router
hay thiét bi mang khac hd trg broadcast), voi dia chi cia nan nhan. Thong thudng nhitng packet
dugc ding 1a ICMP ECHO REQUEST, céc packet nay yéu ciu yéu cau bén nhén phai tra 10
bang mot ICMP ECHO REPLY packet. Network amplifier s& giri ¢&én ICMP ECHO REQUEST
packet dén tat ca cac hé théng thuc dia chi broadcast va tat ca cac hé théng nay s€ REPLY
packet vé dia chi IP ciia muc tiéu tn cong Smuft Attack.

+ Fraggle Attack: tuong ty nhu Smuft attack nhung thay vi dung ICMP ECHO REQUEST
packet thi s& dung UDP ECHO packet goi dém muc tiéu. That ra con mot bién thé khac cua
Fraggle attack s& giri dén UDP ECHO packet dén chargen port (port 19/UNIX) ciia muc tiéu, véi
dia chi bén gui la echo port (port 7/UNIX) cua muyc ti€u, tao nén mot vong lap vo6 han. Attacker
phat dong cudc tin cong bang mot ECHO REQUEST véi dia chi bén nhan 1a mot dia chi
broadcast, toan bo hé thong thude dia chi nay 1ap tac gui REPLY dén port echo ctia nan nhan,



sau do tr nan nhan mét ECHO REPLY lai gui tré vé dja chi broadcast, qua trinh cr thé tiép dién.
Day chinh 14 nguyén nhan Flaggle Attack nguy hiém hon Smuft Attack rat nhiéu.

11/ Nhitng kiéu tin cong 1am can kiét tai nguyén: (Resource Deleption Attack)

Theo dinh nghia: Resource Deleption Attack 14 kiéu tin cong trong d6 Attacker goi nhiing
packet dung cac protocol sai chirc nang thiét ké, hay guri nhitng packet voi dung ¥ 1am tit nghén
tai nguyén mang lam cho cac tai nguyén nay khong phuc vu user thong thuong khac duogc.

1/ Protocol Exploit Attack:

+ TCP SYS Attack: Transfer Control Protocol h tro truyén nhén v6i do tin cdy cao nén st
dung phuong thirc bét tay giira bén goi va bén nhan trude khi truyén dit liéu. Budc dau tién, bén
giri goi mét SYN REQUEST packet (Synchronize). Bén nhan néu nhan duoc SYN REQUEST
s& tra 161 bang SYN/ACK REPLY packet. Budc cudi ciing, bén giri s& truyén packet cudi cung
ACK va bit dau truyén di liéu.
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--------------------- 1-1023
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Néu bén server di tra 161 mot yéu cau SYN bing moét SYN/ACK REPLY nhung khong
nhan duge ACK packet cudi cting sau mot khoang thoi gian quy dinh thi né sé resend lai
SYN/ACK REPLY cho dén hét thoi gian timeout. Toan bo tai nguyén hé théng “du tri” dé xu 1y
phién giao tiép néu nhan dugc ACK packet cudi cuing s& bi “phong toa” cho dén hét thoi gian
timeout.
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Nim duoc diém yéu nay, attacker goi mot SYN packet dén nan nhéan véi dia chi bén goi 1a
gia mao, két qua 12 nan nhan goi SYN/ACK REPLY dén mét dia chi khé va s& khong bao gio
nhan duge ACK packet cudi cting, cho dén hét thoi gian timeout nan nhan mai nhén ra dugce
diéu nay va giai phong cac tai nguyén he thng. Tuy nhién, néu luong SYN packet gia mao dén
v6i s6 luong nhiéu va don dap, hé thong ciia nan nhan co thé bi hét tai nguyén.
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+PUSH = ACK Attack: Trong TCP protocol, cac packet dugc chira trong buffer, khi
buffer day thi cac packet nay s& duoc chuyén dén noi can thiét. Tuy nhién, bén goi c6 thé yéu
cau hé thong unload buffer trude khi buffer diy bang cach goi mot packet véi PUSH va ACK
mang gié tri 1a 1. Nhiing packet nay 1am cho hé thong ciia nan nhan unload tit ca dif liéu trong
TCP buffer ngay lap tirc va giri mot ACK packet trg vé khi thue hién xong diéu nay, néu qua
trinh dugc dién ra lién tuc voi nhidu Agent, hé thong s& khong thé xir 1y duoc lwong 16n packet
giri dén va sé bi treo.

2/ Malformed Packet Attack:

Malformed Packet Attack 1a cach tin cong ding cic Agent dé gdi cac packet co cau tric
khong dung chuan nham lam cho hé thdng ctia nan nhan bi treo.

C6 hai loai Malformed Packet Attack:

+ IP address attack: dung packet c6 dia chi gdi va nhan gidng nhau lam cho hé diéu hanh
ctia nan nhan khong xtr 1y ni va bi treo.

+ IP packet options attack ngau nhién héa ving OPTION trong IP packet va thiét lap tit ca
cac bit QoS 1én 1, diéu nay 1am cho hé théng ctia nan nhan phai tén thoi gian phén tich, néu sir
dung s6 luong 16n Agent ¢ thé 1am hé thong nan nhan hét kha ning xir 1.

3/ Mot sb dic tinh cia cong cu DdoS attack:

DDoS software Tool
|
l AttackiNetwork l
Agent Setup Commyjnication OS supported

—t— T T

Inst ation HldeW|th rootkit Protocol Encruption  Agent Unix Solaris Linux Windows
Activation
r‘j Methods
Passwe L v

Active
Actively Live& wait
Poll
TCP UDP ICMP
v v YES
Bugged Corrupted Private/Serect
website File Agent IRC
Handlerl Basedl
No
l l v v ! Public
v Client Agent None
Backdoor Trojan  Buffer Overlfow Handlerl Handlerl

Co rét nhiéu diém chung v& mat software cua cic cong cu DDoS attack. Co thé ké ra mot
s0 diém chung nhu: cach cai Agent software, phuong phap giao ti€p gitra cac attacker, handler va



Agent, diém chung vé loai hé diéu hanh hd tro cac cong cu nay. So dd trén md ta su so sanh
tuong quan giita cac cong cu tin cong DDoS nay.

3.1/ Céch thtrc cai dat DDoS Agent:

Attacker c6 thé ding phuong phap active va passive dé cai dit agent software 1én cac may
khac nham thiét l4p attack-network kiéu Agent-Handler hay IRC-based.

- Cach cai dat Active:

+ Scaning: dung cac cong cu nhu Nmap, Nessus dé tim nhiing so hd trén cac hé thong
dang online nham cai dit Agentsoftware. Cht y, Nmap s& tra vé nhiing thong tin vé mot hé thong
da duoc chi dinh b?mg dia chi IP, Nessus tim kiém tir nhirng dia chi IP bat ky vé mot diém yéu
biét truéc nao do.

+ Backdoor: sau khi tim théy duoc danh sach cac hé théng c6 thé loi dung, attacker s¢& tién
hanh xam nhép va cai Agentsoftware 1én cac h¢ thdng nay. C6 rat nhiéu thong tin sin co vé cach
thirc xdm nhap trén mang, nhu site cua td chirc Common Vulnerabilities and Exposures (CVE), ¢
day liét ké va phan loai trén 4.000 loai 15i ciia tat ca cac hé thong hién co. Thong tin nay ludn sin
sang cho ca gidi quan tri mang 1an hacker.

+ Trojan: la mot chwong trinh thue hién mot chirc nang théng thuoéng nao do, nhung lai c6
mot sb chirc nang tiém an phuc vu cho muc dich riéng ctia ngudi viét ma nguoi dung khong thé
biét duoc. Co thé dung trojan nhu mot Agent software.

+ buffer Overflow: tan dung 15i buffer overflow, attacker c6 thé 1am cho chu trinh thuc thi
chuong trinh théng thuong bi chuyén sang chu trinh thyc thi chuong trinh ciia hacker (ndm trong
vung dit lidu ghi d¢&). Co thé dung cach nay dé tan cong vao mot chuong trinh c6 diém yéu buffer
overflow dé chay chuong trinh Agent software.

- Céch cai dat passive:

+ Bug Website: attacker c6 thé loi dung mot s6 131 ctia web brower dé cai Agent software
vao may cla user truy cap. Attaker s& tao mot website mang ndi dung tiém an nhiing code va
lénh dé dat b?ly user. Khi user truy cap ndi dung cua website, thi website download va cai dat
Agent software moQt cach bi mat. Microsoft Internet Explorer web browser thuong la muc tiéu
clia cach cai dit nay, voi cac 18i ctia ActiveX co thé cho phép IE brower ty dong download va cai
dat code trén may cua user duyét web.

+ Corrupted file: mgt phuong phap khac 1a nhing code vao trong céac file thong thuong.
Khi user doc hay thuc thi cac file ndy, may cta ho 1ap tirc bi nhiém Agent software. Mot trong
nhing k§y thuat phd bién 1a dit tén file rat dai, do default ctia cac hé diéu hanh chi hién thi phan
déu cua tén file nén attacker co thé gtri kém theo email cho nan nhan file nhu sau:
mo file nay dé doc va lap tic file nay duoc thuc thi va Agent code du:oc cai vao may nan nhan.
Ngoai ra con nhiéu cach khac nhu nguy trang file, ghép file. ..

- Rootkit: 14 nhitng chuong trinh dung dé x6a ddu vét vé sy hién dién cuia Agent hay
Handler trén may ctia nan nhan. Rootkit thuong dugc dung trén Hander software da duoc cai,
dong vai tro xung yéu cho su hoat dong cua attack-network hay trén cac moi truong ma kha ning
bj phat hién cia Handler 12 rét cao. Rootkit rat it khi dung trén cac Agent do mirc d6 quan trong
ctia Agent khong cao va néu c6 mat mot sé Agent ciing khong anh huong nhiéu dén attack-
network.

3.2/ Giao tiép trén Attack-Network:

- Protocol: giao tiép trén attack-network c6 thé thuc hién trén nén céc protocol TCP, UDP,
ICMP.

- M hoa céc giao tiép: mot vai cong cu DDoS hd tro mé hoa giao tiép trén toan b attack-
network. Tuy theo protocol dugc st dung dé giao tiép s& co cac phuong phap ma hoa thich hop.
Néu attack-network ¢ dang IRC-based thi private va secrect channel da hd tro ma hoa giao tiép.

- Céch kich hoat Agent: ¢ hai phuong phap chil yéu dé kich hoat Agent. Cach thir nhat 1a
Agent s& thuong xuyén quét tham dé Handler hay IRC channel dé nhan chi thi (active Agent).
Céch thir hai 1a Agent chi don gian 13 “ndm ving” cho chi thi tir Handler hay IRC Channel.



3.3/ Céc nén tang hd tro Agent:

Cé cong cu DDoS thong thuong dugc thiét ké hoat dong twong thich véi nhiéu hé diéu
hanh khac nhau nhu: Unix, Linux, Solaris hay Windows. Céc thanh phan cua attack-network c6
thé van hanh trén cic méi truong hé diéu hanh khac nhau.

Thong thuong Handler s€ van hanh trén cac hé chay trén cac server 16n nhu Unix, Linux
hay Solaris. Agent thong thudng chay trén hé diéu hanh phd bién nhét 1a windows do can sb

luong 16n dé khai thac.

3.4/ Cac chirc nang cua coéng cu DDoS:
Moi cong cu DDoS c6 mpt tap 1€nh riéng, tap 1énh nay dugc Handler va Agent thuc hién.
Tuy nhién ta c6 thé phan loai tong quat tdp 1énh chung cua moi cong cu nhu sau:

TAP LENH CUA HANDLER
Lénh Mo ta
Log On Nhim ding dé logon vao Handler software (user + password)
Turn On Kich hoat Handler san sang nhan I¢nh
Log Off Nhim dung dé Logoff ra khoi Handler software
Turn Off Chi dan Handler ngung hoat dong, néu Handler dang quét tim Agent thi

dung ngay hanh vi nay

Initiate Attack

Ra Iénh cho Handler huéng dan moi Agent truc thudc tan cong muc tiéu da
dinh

List Agents Yén cau Handler liét ké cac Agent truc thudc
Kiss Agents Loai bo mt Agent ra khoi hang ngii Attack-Network
Add victim Thém mdt muc tiéu dé tin cong
Download Upgrades | Cap nhat cho Handler software (downloads file.exe vé va thuc thi)
Set Spoofing Kich hoat va thiét l4p co ché gia mao dia chi IP cho cac Agent
Set Attack Time Dinh thoi diém tin cong cho cac Agent
Set Attack Duration | Thong bao d6 dai cua cudc tan codng vao muc tiéu
BufferSize Thiét lap kich thudc buffer ciia Agent (nhdm gia ting sitc manh cho Agent)
Help Huéng dan st dung chuong trinh
TAP LENH ciia AGENT
Turn On Kich hoat Agent sin sang nhan lénh
Turn Off Chi dan Agent ngung hoat dong, néu Agent dang quét tim Handler/IRC
Channel thi ding ngay hanh vi nay lai
Initiate Attacke | Ra I¢nh Agent tan cong muc tiéu da dinh
Download Cap nhat cho Agent software (downloaf file .exe v€ va thuc thi)
Upgrades
Set Spoofing Thiét lap co ché gia mao dia chi IP cho cac Agent hoat dong
Set Attack Thong bdo do dai cac cude tan cong vao muc tiéu
Duration
Set Packet Size | Thiét lap kich thudc cua attack packet
Help Hudng dan sir dung chuong trinh
4/ Mot sd cong cu DDoS:

Duya trén nén tang chung cua phan trén, da c6 nhiéu cong cu duoc viét ra, thong thuong cac
cong cu nay la ma ngudn mé nén mire do phirc tap ngdy cang cao va ¢ nhiéu bién thé méi la.

4.1. Cong cu DDoS dang Agent — Handler:

- TrinOO: 1a mét trong cac cong cu DDoS dau tién duge phat tan rong rii.

TrinOO c¢6 kién tric Agent — Handler, 13 cong cu DDoS kiéu Bandwidth Depletion Attack,
su dung k¥ thuat UDP flood. Céc version déu tién cua TrinOO khong hd tro gia mao dia chi IP.




TrinOO Agent duoc cai dit 1oi dung 16i remote buffer overrun. Hoat dong trén hé diéu hanh
Solaris 2.5.1 4 Red Hat Linux 6.0. Attack — network giao tiép ding TCP (attacker client va
handler) va UDP (Handler va Agent). Mi hoa giao tiép dung phuong phap ma héa ddi xtng giira
Client, handler va Agent.

- Tribe Flood Network (TFN): Kiéu kién trac Agent — Handler, cong cu DDoS ho? trg
kiéu Bandwidth Deleption Attack va Resourse Deleption Attack. Str dung k¥ thuat UDP flood,
ICMP Flood, TCP SYN va Smurf Attack. Céc version dau tién khong hd tro gia mao dija chi IP,
TFN Agent dugc cai dit lgi dung 161 buffer overflow. Hoat dong trén hé diéu hanh Solaris 2.x va
Red Hat Linux 6.0. Attack — Network giao tiép ding ICMP ECHO REPLY packet (TFN2K hd
trg thém TCP/UDP véi tinh nang chon protocol tiy ¥), khong ma hoa giao tiép (TFN2K h trg
ma hoa)

- Stacheldraht: 1a bién thé ctia TEN ¢ thém kha niang updat Agent ty dong. Giao tiép
telnet md hoa d6i xtmg gitra Attacker va Handler.

- Shaft: 12 bién thé ctia TrinOO, giao tiép Handler — Agent trén UDP, Attacker — Hendle
trén Internet. Tan cong dung k¥ thuat UDP, ICMP va TCP flood. C6 thé tin cong phdi hop nhiéu
kiéu cuing ltc. Co théng ké chi tiét cho phép attacker biét tinh trang t6n that ciia nan nhan, muc
d6 quy md ctia cudc tan cong dé diéu chinh sé luong Agent.

4.2. Cong cu DDoS dang IRC — Based:

Cong cu DDoS dang IRC-based dugc phat trlen sau cac cong cu dang Agent — Handler.
Tuy nhién, cong cu DDoS dang IRC phtic tap hon rat nhiéu, do tich hop rat nhiéu ddc tinh cia
cac cong cu DDoS dang Agent — Handler.

- Trinity: 1a mot dién hinh ciia cong cu dang nay. Trinity ¢6 hau hét cac k¥ thuét tin cong
bao gém: UDP, TCP SYS, TCP ACK, TCP fragment, TCP NULL, TCP RST, TCP random flag,
TCP ESTABLISHED packet flood. N6 c6 san kha nang ngau nhién héa dia chi bén gai. Trinity
ciing hd trg TCP flood packet v6i kha nang ngau nhan tip CONTROL FLAG. Trinity c6 thé néi
1a mot trong s6 cac cong cu DDoS nguy hlem nhit.

- Ngoai ra c6 thé nhic thém vé mot sd cong cu DDoS khac nhu Knight, duoc thiét ké chay
trén Windows, sir dung ky thuat cai dat ciia troijan back Orifice. Knight dung céc k¥ thuat tin
cong nhu SYV, UDP Flood va Urgent Pointer Flooder.

- Sau cung la Kaiten, la bién thé cua Knight, hd tro rat nhiéu k¥ thuat tn cong nhu: UDP,
TCP flood, SYN, PUSH + ACK attack. Kaiten ciing thira hudong kha niang ngau nhién hoa dia chi
gia mao cua Trinity.

PHAN III: NHUNG KY THUAT ANTI - DDOS:

C6 rat nhiéu giai phap va y tuong dugc dua ra nham ddi pho voi cac cude tan cong kiéu
DDoS. Tuy nhién khong cé giai phap va y tuong nao 1a giai quyét tron ven bai toan Anti-DDoS.
Céc hinh thai khac nhau ctia DDoS lién tuc xut hién theo thoi gian song song v&i cac giai phap
d6i pho, tuy nhién cudc dua van tuan theo quy luat tat yéu ciia bao mat may tinh: “Hacker ludn di
trude gioi bao mat mot budc”.

Co6 ba giai doan chinh trong qua trinh Anti-DDoS:

- Giai doan ngan ngira: t6i thiéu hoa lugng Agent, tim va vo hiéu hoa cac Handler

- Giai doan d6i dau véi cudc tan cong: Phat hién va ngin chin cudc tan cong, lam suy giam
va dimg cudc tin coéng, chuyén hudng cudc tin cong.

- Giai doan sau khi cudc tan cong xay ra: thu thap ching cir va rat kinh nghiém

Cac giai doan chi tiét trong phong chéng DDoS:
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1/ T6i thiéu héa s6 luong Agent:

- Tur phia User: mot phuong phap rat tot dé nang ngura tan cong DDosS la ting internet user
s& t dé phong khong dé bi loi dung tan cong hé théng khac. Mudn dat dugc diéu nay thi y thirc
va k¥ thuat phong chong phai duoc phd bién rong rii cho cac internet user. Attack-Network s&
khong bao gio hinh thanh néu khéng c6 user nao bi loi dung tro thanh Agent. Céac user phai lién
tuc thuc hién cac qué trinh bdo mat trén may vi tinh cua minh. Ho phai tu kiém tra sy hién dién
ciia Agent trén may cua minh, diéu nay la rat kho khin d6i v6i user thong thuong.

Mot sb giai phap tich hop sén kha nang ngan ngtra viéc cai dat code nguy hiém théng a0
hardware va software cta timg hé thong. V& phia user ho nén cai dat va updat lién tuc cac
software nhu antivirus, anti_trojan va server patch ctia hé diéu hanh.

- Tir phia Network Service Provider: Thay ddi cach tinh tién dich vu truy cap theo dung
lwong s& 1am cho user luu ¥ dén nhitng gi ho giri, nhu vay vé mit ¥ thire ting cudng phat hién
DDoS Agent s& tu nang cao & moi User. :D

2/ Tim va v6 hiéu hoa cac Handler:

Mot nhén t6 v6 cling quan trong trong attack-network 1a Handler, néu c6 thé phat hién va
v6 hiéu hoa Handler thi kha ning Anti-DDoS thanh cong 12 rit cao. Bing cach theo ddi cac giao
tiép giita Handler va Client hay handler va Agent ta c6 thé phat hién ra vi tri cia Handler. Do
mot Handler quan 1y nhiéu, nén triét tiéu duge mot Handler cling c6 nghia la loai bo mot lugng
dang ké cac Agent trong Attack — Network.

3/ Phat hién d4u hiéu cua mot cudc tan cong:

C6 nhiéu k¥ thuét dugc ap dung:

- Agress Filtering: K¥ thuat nay kiém tra xem mot packet c6 du tiéu chuan ra khoi mot
subnet hay khong duya trén co so gateway ciia mot subnet ludn biét dugc dja chi IP cua cac may
thudc subnet. Cac packet tir bén trong subnet giri ra ngoai v6i dia chi ngudn khong hop 18 s& bi
giit lai dé diéu tra nguyén nhan. Néu k¥ thuat nay duoc ap dung trén tat ca cic subnet ciia
internet thi khai nhi€ém gia mao dia chi IP s& khong con tdn tai.



-MIB statistics: trong Management Information Base (SNMP) cua route luén c6 thong tin
thong ké vé sy bién thién trang thai ciia mang. Néu ta giam sat chat ch& cac thong ké cua
protocol mang. Néu ta giam sat chat ché cac thong ké ctia Protocol ICMP, UDP va TCP ta s& c6
kha ning phat hién duoc thoi diém bét dau cta cude tan cong dé tao “quy thoi gian vang” cho
viée xtr Iy tinh hudng.

4/ Lam suy giam hay dimng cudc tan cong;

Dung cac k¥ thuat sau:

- Load balancing: Thiét 1ap kién triic cAn bang tai cho cac server trong diém s& lam gia
tang thoi gian chdng choi cuia hé théng véi cude tén cong DDoS. Tuy nhién, diéu nay khong cd y
nghia lam vé mat thuc tién vi quy mé cua cudc tan cong 1a khong co gioi han.

- Throttling: Thiét 1ap co ché diéu tiét trén router, quy dinh mot khoang tai hop 1y ma
server bén trong c6 thé xir Iy duoc. Phuong phap nay ciing ¢6 thé dugc dung dé ngin chin kha
nang DDoS traffic khong cho user truy cap dich vu. Han ché cua k§ thuat nay 1a khong phan biét
duoc gitra cac loai traffic, d6i khi lam dich vu bi gian doan véi user, DDoS traffic van c6 thé
x4m nhap vao mang dich vu nhung véi s6 luong hiru han.

- Drop request: Thiét 1ap co ché drop request néu n6 vi pham mot sé quy dinh nhu: thoi
gian delay kéo dai, ton nhiéu tai nguyén dé xu 1y, gdy deadlock. Ky thuét nay triét tiéu kha nang
lam can kiét nang lyc h¢ thdng, tuy nhién né cling gi¢i han mot sé hoat dong thong thuong cia
hé théng, can can nhic khi st dung.

5/ Chuyén hudng ctia cudc tan cong:

Honeyspots: Mdt ki thuat dang dugc nghién ctru 1a Honeyspots. Honeyspots 1a mot hé
thong dugc thiét ké nham danh lira attacker tin cong vao khi xAm nhap hé théng ma khong cha y
dén hé théng quan trong thyc su.

Honeyspots khong chi dong vai trd “Lé Lai ciru chia” ma con rat hiéu qua trong viéc phat
hién va xtr Iy xAm nhap, vi trén Honeyspots da thiét 1ap sin cac co ché giam sat va bao dong.

Ngoai ra Honeyspots con c6 gid tri trong viéc hoc hoi va rat kinh nghiém tir Attacker, do
Honeyspots ghi nhan kha chi tiét moi dong thai cua attacker trén hé théng. Néu attacker bi danh
Itra va cai dat Agent hay Handler 1én Honeyspots thi kha nang bi tri¢t ti€u toan bo attack-network
1a rat cao.

6/ Giai doan sau tan cong:

Trong giai doan nay thong thuong thuc hién cac cong viéc sau:

-Traffic Pattern Analysis: Néu dir liéu vé thong ké bién thién luong traffic theo thoi gian
da duogc luu lai thi s€ dugc dua ra phan tich. Qua trinh phan tich nay rat co ich cho viéc tinh
chinh lai cac hé théng Load Balancing va Throttling. Ngoai ra cac dir liéu nay con giup Quan tri
mang diéu chinh lai cac quy tic kiém soat traffic ra vio mang ctia minh.

- Packet Traceback: bang cach dung k¥ thuat Traceback ta c6 thé truy nguoc lai vi tri caa
Attacker (it nhat 1a subnet cuia attacker). Tir ky thuét Traceback ta phat trién thém kha ning
Block Traceback tur attacker kha hiru hi¢u. gan day da c6 mét ky thuat Traceback kha hiéu qua
c6 thé truy tim ngudn goc ctia cudc tan cong dudi 15 phut, do 1a ky thuat XXX.

- Bevent Logs: Bang cach phan tich file log sau cudc tin céng, quan tri mang co thé tim ra
nhiéu manh méi va chimg cir quan trong.

PHAN IV: Nhirng vin dé c6 lién quan dén DDoS

DDoS 1a mét kiéu tin cong rt dic biét, diém cuc ky hiém &c ciia DDoS lam cho no khic
phuc 12 “DDos d4nh vao nhan t6 yéu nhat cta hé thong thong tin — con ngud - ma lai 1 dung
ngudi chdng nguodi”. Tir ddc diém nay ciia DDoS lam phat sinh rat nhiéu cac van d& ma moi
nguoi trong cong dong Internet phai cting chung st méi co thé giai quyét.

Cac yéu diém:

1/ Thiéu trach nhiém véi céng dong:

Con ngudi thong thuong chi quan tim dau tu tién bac va cong stc cho hé thong thong tin
ctia “chinh minh”. DDoS khai thac diém nay rat manh & phuong thirc gia mao dia chi va
Broadcast amplification.



- | P spoofing: mot cach thirc don gian nhung rat hiéu qua duoc tin dung ti da trong cac
cudc tan cong DDoS. Thyc ra chéng gia mao dia chi khong c6 gi phuc tap, nhu da dé cap 0 phan
trén, néu tit ca cac subnet trén internet déu giam sat cac packet ra khoi mang ctia minh vé
phuong dién dia chi ngudn hop 1¢ thi khong c6 mét packet gia mao dia chi ndo c6 thé truyén trén
internet dugc.

Dé nghi: “Tuy giac thuc hién Egress Filtering 6 mang do minh quan 1y”. Hi vong mdt ngay
nao dé sé co quy dinh cu thé vé van dé nay cho tat ca cac ISP trén toan cau.

- Broadcast Amplification: tuong tu IP spoofing, n6 191 dung toan bd mot subnet dé flood
nan nhan. Vi vay, viéc giam sat va quan ly chat ché kha nang broadcast cua mdt subnet la rt can
thiét. Quan tri mang phai cAu hinh toan bo hé théng khong nhan va forward broadcast packet.

2/ Swim lgng:

Hau hét cac to chirc déu khong co phan tng hay im ling khi hé thong ctia minh bj loi dung
tan cong hay bj tn cong. Diéu nay lam cho viéc ngin chin va loai trir cac cudc tAn cong tré nén
khé khin. Moi viéc trd nén khé khin khi moi nguoi khong chia sé kinh nghiém tir cac cudc tin
cong, trong khi gi6i hacker thi chia sé ma nguén mé cua cac cong cyu, mot cude choi khéng can
suc ??

Dé nghi:

+ MBOi t6 chirc c6 lién quan nén thiét 1ap quy trinh xtr Iy xdm nhép vao té chirc, nhém
chuyén trach véi trach nhiém va quy trinh that cu thé. Cac ISP nén thiét 1ap kha ning phan tng
nhanh va chuyén nghiép dé hd trg cac td chirc trong viéc thuc hién quy trinh xtr 1y xdm nhép ctia
minh.

+ Khuyén khich cac quan tri mang gia nhap mang ludi thong tin toan cau ctia cac to chirc
16n vé bao mat nham théng tin kip thoi va chia sé kinh nghiém véi moi nguoi

+ Tét ca cac cudc tin cong hay khuyét diém cua hé thdng déu phai duoc bao cao dén bo
phan tuong tng dé xir 1y.

3/ Tam nhin han hep:

Néu chi thuc hién cac giai phap trén thoi thi dua chung ta ra khoi tinh trang cuc ky yéu
kém vé bao mat. Cac giai phap nay khong thuc su 1am giam céc riii ro ctia hé thong thong tin ma
chi la cac giai phap tinh thé. C6 nhitng van dé doi hoi mét cai nhin va thai d dung dén cua cong
dong Internet. Can phai c¢6 nhiing nghién ctru thém vé mat quy dinh bt bugc va phap ly nham hd
trg chiing tac giai quyét cac vin dé ma k¥ thuat khong thuc hién ndi. Mot sb van dé can thuc
hién thém trong tuong lai:

- Giam sat chi tiét vé& ludng dir liéu & cip ISP dé canh céo vé cudc tan cong.

- Xc tién dua IPSec va Secure DNS vao sir dung

- Khing dinh tAm quan trong cta bao mat trong qué trinh nghién ctru va phat trién cta
Internet I1.

- Nghién ctru phat trién cong cu tu dong sinh ra ACL tir security policy va router va
firewall.

- Ung hd viéc phat trién céc san phém hudng bao mét co6 céc tinh ndng: bao mat ndc dinh,
tu dong updat.

- Tai trg viéc nghién ctru cac protocol va cac ha tang méi h tro kha ning giam sat, phan
tich va diéu khién dong dir liéu thoi gian thuec.

- Phat trién céac router va switch c6 kha ning xur 1y phirc tap hon.

- Nghién ctru phat trién cac hé théng twong tu nhu Intrusion Dectection, hoat dong so sanh
trang thai hién tai véi dinh nghia binh thuong cu hé théng tir d6 dua ra cac canh bao.

- Gop v kién dé xay dung ndi quy chung cho tit ca cac thanh phan c6 lién quan dén
internet.

- Thiét 14p mang ludi thong tin thoi gian thuc gitra nhitng ngudi chiu trach nhiém vé hoat
dong cta hé thong thong tin nhdm cong tac-hd tro-rat kinh nghiém khi c6 mot cude tan cong quy
mo xay ra.

- Phat trién hé diéu hanh bao mat hon.



- Nghién ctru cac hé thong tr dong hdi phuc c6 kha ning chéng choi, ghi nhan va hoi phuc

sau tAn cong cho cac hé thong xung yéu.

- Nghién ctru cac bién phap truy tim, cong cu phap 1y phu hop nham trimg tri thich dang
c4c attacker ma van khong xam pham quyén ty do riéng tu ca nhan.

- Pao tao lyc lugng tinh nhué vé bao mat [am nong c¢dt cho tinh an toan cua Internet.

- Nhan manh yéu t6 bao mat va an toan hon 1a chi tinh dén chi phi khi bo ra xay dung mot
hé thong thong tin.

Khi ndo c6 thoi gian. toi s& viét va phan tich mot sb truong hop tan cong cu thé di xay ra
va cach phong chéng cuia cac chuyén gia security cta thé giéi. D& moi ngudi ¢ thé hiéu rd hon

bai viét nay.
Mong “Neo”, “lethanhlong2k”, “tsbeginnervn’; “Chu bé ham hoc”... va moi nguoi cho y

kién va phan tich chi tiét bai viét nay dé hoan thién hon.
Cam on.



