Tén cong DDoS, “hung thin” cia c4c trang web

DDoS Ia kiéu tan cong lam cho muc tiéu, la cac trang web, dich vu truc
tuyén, tré nén qua tai. Nguwoi dung gap khé khin, hay tham chi khong
thé truy cap vao cac trang web, dich vu nay.
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Hién chua c6 giai phap ngan chan triét dé kiéu tan cong tir chéi dich vu phan
tan DDoS (Distributed denial of service), chi ¢d thé han ché phan nao thiét
hai hay giam bét cuong do tan cong.

Dau thang 3/2011, trang blog WordPress 1 nan nhan tiép theo cua tan cong
DDoS. Tai Viét Nam, thoi gian qua mot sb trang web truyén théng, cung cap
dich vu ciing tré thanh nan nhan caa cac cudc tin cong DDoS.

Pong co tan cdng DDoS trong suét thap ky qua cd thé do muc tiéu chinh tri,
téng tién, canh tranh khdng lanh manh... Viéc tim ra tha pham tan cong
DDoS thudng rat kho khin, phirc tap va mat rat nhiéu thoi gian, khi ma
nhitng hinh thirc tan céng ngay cang tinh vi phuc tap.



Sau ddy la mét so cugc tdn cong DDoS ding chii § trén thé gidi trong
Nhitng nam qua:

May tinh chay hé diéu hanh Windows tré thanh cong cu cho cé&c cudc
tan cong tir chéi dich vu

Nam 2000, cac cudc tan cong DDoS vao Yahoo, eBay, eTrade, Amazon.com
va CNN xuét phat tir cac may tinh chay Unix caa cac doanh nghiép va céc
truong dai hoc, nhung sau d6 vai tuan, malware chi dao cudc tan céng, co tén
goi la Trinoo, chuyén sang cac may tinh chay Windows dé khai phat cac
cudc tan cong.

DDos tan cdng cac may chi Internet quan trong

13 may chu Internet cap cao nhat (Internet root servers) bi tin cong DDos
vao nam 2002, tuy nhién cac nha quan tri hé thong da kip thoi phat hién,
kiém soat va ngin chin cudc tn cong DDOs gy “sap” hé thdng mang
Internet. Sau cudc tan cong, cac may chu nay da duoc thiét lap gisi han
Internet Control Message Protocol (ICMP - cac thong diép dugc dung dé xac
dinh khi nao mét hé thong mang c6 thé phan phéi cac goi tin) nham tranh tai
dién cac kiéu tan cong tuong tu trong tuong lai. 13 may chi Internet nay
chira cac thu muc gbc (master directory) phan giai tn mién va dia chi IP.

T4n cong DDoS qui md lén vao Estonia

Céc trang web cua chinh pha, ngan hang, truong hoc tai Estonia bi té liét do
tan cong DDos vao thang 5/2007. Tuy nhién, cac trang web bi tin cong nay
da khoéi phuc nhanh chong sau d6. Cac nha phan tich bao mat nghi ngo cudc
tan cong xuat phat tir Nga, nhung ho chua thé lan ra dau vét, vi cac cudc tan
cong DDOs thuong khong khai phat tir mot noi.

Sau Storm

Niam 2007, sau Storm xuat hién va lay lan nhanh chéng. Mét khi d3 lay
nhidm vao may tinh ngudi ding, sau sé gui di hang triéu thu rac. Trong sudt
dot tan céng cua sdu Storm, mot s6 nha nghién cu bao mat nhan dinh rang,



nguoi dung sau hoac tu ban than sau Storm dang phat dong cudc tan cong
DDoS nham vao cac nha nghién ctru, dang tim cach khong ché n6. Sau Storm
c6 thé phat hién nhitng ai dang thyc hién truy tim cac may chu phat Iénh tan
cdng, va tién hanh tra diia bang cach phat dong tan cong DDos nham vao
nguoi d6, nham danh sap két ndi Internet cua ho.

DDoS tin cong Georgia

T4n cong DDosS vao cac trang web chinh phu, ngan hang tai Georgia nam
2007 do céc to chure t01 pham ¢ Nga thuc hién (tong cong c6 54 trang web 1a
muc tiéu ctia cudc tan cong nay, trong d6 hau hét 1a cac trang web truyén
thong, chinh phu, ngan hang). Tai thoi diém d6, nhiéu nha phan tich, cho
rang day 1a cudc tin cong “mém” trude khi Nga thuc hién cudc tin cong quan
su vao Georgia. Tuy nhién, sau do, cac cudc diéu tra cho théy cudc thn cong
DDoS nay do cac bang nhom td1 pham ¢ Nga thuc hién. Cac tin tac dung cac
cong cy tan cong dua trén HTTP, thay cho ICMP.

Twitter bi tin cong DDoS

Tan cong tir chéi dich
vu phan tan (DDoS -
Distributed Denial Of
Service) 1a kiéu tan
cong 1am cho hé thong
may tinh hay hé thong
mang quad tai, khong
thé cung cap dich vu
hodc phai dung hoat
dong.

Trong cac cudc tan
cong DDoS, may chu
dich vu s€ bi "ngap"
bo1 hang loat cac 1énh
truy cap tir luong két
nbéi khong 16. Khi s
Iénh truy cap qua 16n,
may chu s€ qua tai va



Thang 8/2009, tan cong DDoS vao cac trang mang khong con kha niang xir
xa hoi nhu Twitter, Facebbok, LiveJournal va mt [y c4c yéu cdu. Hau qua
s0 trang cua Google, chi nham “danh pha” cac 12 nguoi dung khong
trang blog, bai viét cua blogger Cyxymu ¢ Georgia. thé truy cdp vao cac

DDos tin cong Amazon trude 1€ giang sinh

dich vu trén céc trang
web bi tan cong DDoS.

Nha cung cép dich vu phan giai tén mién (DNS)

cho Amazon bj tin cong DDoS, khién ngudi dung khong thé truy cép vao
may chi Amazon.com va Amazon Web Services vao ngay 23/12/2009, day
1a thoi diém mua sam s6i dong nhét trong nam tai cac nudc khu vuc Bac My.

Nhém tin tic Anonymous tin cong DDoS trang Visa.com

Ngay 7/12/2010, trang Visa.com bi nhom tin tic Anonymous tan cong DDoS.
Theo nhom tin tic, ho thuc hién cudc tin cong nay nham phan dbi viéc cac
hang tai chinh khoa tai khoan ctia WikiLeaks, sau khi trang nay du kién cong
bd cac tai liéu mat ctia Bo ngoai giao My. Trudc d6 nhom tin tidc nay da thuc
hién cac cudc tan cong cac trang web Mastercard va PayPal.

Trang web chinh phii Han Quoc bi tin cong

Ngay 4/3/2011, 40 trang web thudc chinh phi Han Qudc té liét vi tAn cong

DDosS.

Bo luat Hinh sy Viét Nam, stra d6i bo sung 37/2009/QH12
ngay 19/6/2009, tai cac diéu 224, 225, 226, 226a, 226b c6 cac
qui dinh vé tdi phat tan vi rat, chuong trinh tin hoc c6 tinh
ning giy hai cho hoat dong cia mang may tinh, mang vién
thong, mang Internet, thiét bi s6. Toi can trd hodc gay roi
loan hoat dong ctia mang may tinh, mang vién thong, mang
Internet, thiét bi s6. Toi dua hodc st dung trai phép thong tin
trén mang may tinh, mang vién thong, mang Internet. Toi truy
cap bat hop phap vao mang mdy tinh, mang vién thong, mang
Internet hodc thiét bi s cla nguoi khac. To1 st dung mang
may tinh, mang vién thong, mang Internet hodc thiét bi so
thyc hién hanh vi chiém doat tai san.


http://quantrimang.com/baomat/bao-mat/tin-bao-mat/59155_DDoS-tan-cong-Twitter-va-Facebook.aspx

