Phan tich hanh dong caa Malware

Toi pham céng nghé cao ngay nay, rat tinh vi va xao quyét trong cac
phwong thirc nguy trang va x6a bé dau vét ching dé lai trén Internet dé
¢ gang chiém giir quyén diéu khién cang lau cang tét. Nhung du sao di
nira, nhirng dau vét dé lai van bi truy lung bang nhitng cong cu dic biét,
nham xéac dinh nhitng 16 hong bao mat ma malware dung dé xam nhap vao hé
thong.

Trong qué kht, cac trinh duyét chi dua vao dau hiéu nhan dang va kha nghi
cua nhitng dia chi web nghi ngo, thi ngay ngay, tat ca nhiing tiéu chi d6 da
bién mat.

Phan mém doc hai c6 thé & khap moi noi, website vé game, chinh tri, tin

tire. .. hodc ngay ca nhitng trang web noi tiéng va phé bién nhat. Bién hinh 1a
gan day, vu viéc da gay ra nhiéu bat ngd khi toi pham da khai thac thanh
cdng 15 hdng an ninh bao mat qua trinh duyét tai 2 trang web tin tic ndi tiéng
cua Puc la Handelsblatt.de, zeit.de thdng qua banner quang cdo dé phat tan
phan mém nguy hiém.

Trong cudc tan céng nay, bon ti pham da
g gsu dung nhitng doan ma Javascript dugc
&Inguy trang khéo 1éo dudi bong cua cac
banner. Khi kich hoat doan ma nay, trinh
Jduyét sé hudng nguoi dung sang nhitng
Htrang web da dugc hacker chuan bi tur

“ltruGe nham hra va ldy cap théng tin c&

nhan nguoi s dung. Hang chuyén gia bao

mat Neosploit khi tién hanh diéu tra da phat hién ra nhiéu 15 hong bao mat
tuong tu nhu vay trén ing dung QuickTime, Java va Adobe Reader.

Do vay, toi pham di st dung nhitng phwong thirc tin cdng gom nhiéu giai
doan khac nhau, dé che giau nguon géc thuc su cua cudc tan cong chinh. Dau



tién, ho khong nhing nhitng chudi Ky tu hoic banner flash di chira ma déc,
nhung lai tién hanh ma hoa duong din URL thanh nhiing chudi ky tu dai,
nhitng Ky tu nay chi co thé duoc giai ma vé dang chuan théng qua JavaScript
hoac ActionScript — ngay ca khi nhitng doan ma nay c6 thé tw ma hoa. Tiép
theo, ho s& lap trinh ra phan mém malware véi nhiéu tha thuat detour — tgm
hiéu la nhiing khiic quanh, malware nay khi duoc nhing thanh cong vao trinh
duyét s& khién cho nguoi st dung tu dong chuyén dén céc trang web khéc
nhau. T4t ca nhitng cong doan nay déu dugc chuan bj ky ludng va phutc tap
nham danh lac huéng nguoi st dung, quan tri vién hoac ngay ca nhing
chuyén gia an ninh bao mat.

May man thay, bén canh dé c6 nhitng cdng cu va nhitng nha nghién cuau, 6
thé tai tao lai it hoic nhiéu nhimg doan ma tir cac doan JavaScript riéng biét
ma hau nhu khong thé bi phat hién néu chi ding mét thuong dé quan sat va
theo ddi. Piéu nay cho phép chuyén gia bao mat phét hién, theo dai hoic it

nhét 1a tim ra dwgc nhitng 16 hdng ma ké tan cong tién hanh khai thac.

Nhitng cng cu chuyén dé sir dung nhu Malzilla va Jode véi chirc ning chinh
la phan tich hanh d@ong, trong khi jsunpack va Wepawet sur dung cac dich vu
tu dong hd tro va tra thanh 1 phan khéng thé thiéu cua cac chuyén gia bao
mat. Ching ta hdy tham khao vé 4 cdng cu nay trong phan tiép theo.

Cong cu Malzilla

Cong cu Malzilla danh cho nén tang Windows, gitip nhitng chuyén gia lan
theo dau vét dé lai cia malware bang cac doan ma JavaScript vo cing kho
hiéu trén trang web da bi 1y nhiém.

Khi d4 nhan dang dugc dudng dan URL chinh xac, cdng cu sé tién hanh phan
tich va tra vé cac két qua lién quan dén ma HTML dué6i dang truy van. Nguoi
tao ra céc loai virus nay thuong sir dung 2 cach dé che giau duong dan thuc
su va nhiing ct phap 1énh khac, don gian bang thuat ma hoa base64 hoic



Universal Character Set — UCS. Malzilla dugc trang bi tinh nang phéan tich va
nhan biét nhitng chudi ky tu da bi ma hoa thanh ky tu don gian hon danh cho
cac nha nghién cuu.

Céch khac 1a sir dung JavaScript va cac nhom di liéu dé thu thap duong dan
URL trong qua trinh run-time. Tuy nhién, Malzilla van c6 thé thuc thi cac cau
lénh va ma JavaScript, sau d6 hién thi day du cac két qua twong ung. N6
khong duoc st dung phd bién bai nhimg ngudi tao ra virus néu két hop 2
phuong phap nay voi nhau, vi vay néu nhin ¢ 1 khia canh nao dé, Malzilla rat
hitu ich trong viéc theo dbi dau vét cia malware.
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Cira 6 dau trang cua Malzilla c6 nhiém vy hién thi m& HTML nguén cua
trang web, nhitng doan mé “nghi ngo” ¢é thé phan biét bang mdt thwong

Trong cudc kiém tra dau tién, nhap duong dan URL cua 1 trang web bat ky
da bi lay nhiém vao truong address caa Malzilla. .Du sao di nita, nhitng dia
chi URL duoc liét ké & day, nguoi sir dung khéng nén mé truc tiép bang trinh
duyét néu chua c6 bién phap an ninh bao mat.
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Malzilla duoc tich hop nhiéu bién phap phong chéng va ngan chan hiém hoa
d6i danh cho hé thong phan tich khoi bi 12y nhiém. Vi du, chuong trinh s&
thuc thi cac doan ma sir dung thu vién dac biét JavaScript ma khong gay ra
bat ctr anh hudng nao dén hé théng ngudn. Vi |i do trén, nhiing ké tan cong
c6 thé s& phai tim va khai thac nhiing 16 hong khéc trén chinh chwong trinh
Malzilla. Do vay, loi khuyén tir nhitng chuyén gia bao mat co kinh nghiém la
khodng nén tién hanh phan tich malware va cac cong viéc khac trén cung 1
may tinh. Mot phuong phap mang tinh thyuc tién hon nhiéu 13 st dung 1 méi
trrong ao hoa nao do, vi du nhu VirtualBox.

Nut “Get” ¢6 chirc nang goi dia chi thuc cia dia chi URL nhap vao, sau do,
Malzilla s& tach 1dy ma HTML cua dia chi dén. Poan ma nay sé dugc danh
gia 1a nguy hai hay an toan, hoic don gian chi 14 nhitng ma hé théng thong
thuong. Sau d6, Malzilla sé ty dong ddnh dau nhitng doan ma JavaScript
riéng biét trong tong thé HTML va gui téi bo phan giai ma. Cac doan ma nay
c6 thé duoc xem tai cira s6 Decoder, ndt Run Script duoc bé tri dé thuc thi
cac doan ma yéu cau:

Thuc thi doan ma nhing phia trén sé chi ra 1 module iFrame an chi téi mét
server chi dinh san tai cia S6 phia dudi

Néu doan ma nhung dugc thyc thi thanh cong, Malzilla s& hién thj thong bao
"Script compiled" va dua ra két qua tai cira so bén dudi. Nhung thong
thuong, két qua ndy s& 1a mot iFrame an va déng thoi tu dong kich hoat trinh
duyét, tré toi 1 trang web da duoc chi dinh sén, hoic 1 doan ma JavaScript
khi dugc thuc thi boi Malzilla, s& duoc giai ma day du.

Néu c6 khung sin, ban chi can copy noi dung vao ctra sé giai ma va nhan
"Run Script" dé thuc hién. Két qua tra vé 1a 1 duong dan ¢ dang tuong tur
nhu hinh trén, ban chi can nhap lai duong din d6 vao trudng URL va bat dau
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qué trinh phan tich trong Malzilla, ri tién hanh cac budc tiép theo nhu
hudng dan trén. Tai vi du, két qua tra vé 1a trang oughwa.com/ind.php. Poan
ma ngudn ma Malzilla phan tich dugc & tro dén server apomith.com, noi
dang tién hanh cac hanh vi khai thac 15 hong.

Sau khi tiép tuc chuyén hwréng, cac lién két dn trong iFrame sé chuyén dén 1
trang c6 chiza 16 hong da dwroc khai thac san bang Java

Nhung c6 1 diéu bat cap hay gap phai véi Malzilla 1a chuong trinh khong thé
hoan thanh viéc phan tich cac doan ma vi khdng hd trg cac ham JavaScript,
dién hinh nhu ham document.createElement(), trong truong hop vi du trén
doan ma nhing tro dén server apomith.com.

Tai thoi diém nay, day 1a 1 trong nhitng yéu cau cap thiét dé tim phuong
phap thich tng véi JavaScript va thay thé cac chirc ning khong duogc
JavaScript hd trg v&i nhitng chire ning tuong duong, hoic st dung nhitng
cdng cu khac nhu jsunpack — chling ta sé tiép tuc tim hiéu tai phan tiép theo.

Bén canh d6, Malzilla cling c6 thé giai ma duoc nhimg “khtc quanh” kho
hiéu cta cac doan ma doc ma khdng can phai sir dung méi truong a0 hoa,
bang tinh nang giai ma da tang. Vi du, Malzilla s& tu dong giai ma cac cau
lénh, cl phéap nguy trang bang chirc ning yéu cau thoat, truy cap gui di tir hé
théng va ghi lai thanh 1 file. Hoac Malzilla c6 thé giup nguoi sir dung thuc
hién cong viéc nay bang tay néu c6 ban cd ky niang. Vé viéc lam thé nao hoac
st dung khi nao d6i vai nhitng cdng cu ndy s& duoc dé cap trong cac du an
tiép theo.


https://quantrimang.com/photos/Image/042010/20/tdmalware___04.jpg

Trang web nay dang c¢é gang khai thac 16 hong trong ActiveX control thong
qua plugin danh cho Adobe Reader

Poan ma trong vi du trén chi ra rang ké xau dang cb gang loi dung 16 hong
cua hiéu tng doc file PDF ciing nhu Java, qua d6 lay lan vao sau bén trong hé
thdng. Poan ma trén con cho biét thém rang ké xau dang khoét sau vao trinh
duyét Internet Explorer, tién hanh kiém tra xem trinh duyét cua Microsoft da
cai dat ActiveX control danh cho Adobe Reader hay chua, va kiém tra phién
ban ActiveX d6. Dé bit dau qua trinh khai thac 16 hong an ninh nay bang
Java, server apomith.com sé& ty dong tai goi Java jjj.jar vé may tinh caa nan
nhan va tién hanh tir day.

Trang 2: Cong cu Jode

Cong cu Jode

Tiép theo, chiing ta s& tim hiéu vé cong cu Jode. Malzilla chi tién hanh thao
tac voi cac doan ma JavaScript, trong khi can thém 1 céng cu dé phan tich
goi Java jjj.jar, ¢ day chting ta sé sur dung Jode: trinh bién dich cac goi Java.

Chuong trinh ¢6 kha ning chuyén d6i ma byte-code Java trong céac 16p —
class va chuyén vé ma Java thong thudng, ma ching ta cé thé doc va hiéu
duoc. Ban than Jode cling duoc tao ra bai Java, nén tng dung nay co thé hoat
dong trén cac nén tang hé diéu hanh khac nhau. Khi hoat dong, Jode sé tién
hanh luu trit c4c go6i va cac 16p riéng biét thanh nhiing file nguén twong tng.

Vi du, g6i VergroRern Jode (jode-1.x.jar) cé thé dé dang cach ly hoan toan
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va luu trir trong thu muc riéng biét, dong thai bi loai bo tinh nang tu dong cai
dat vao hé thong. Tuy nhién, cac thdng tin vé vi tri luu trit nén duoc khai bao
déy dua trong thudc tinh CLASSPATH Java environment variable, con cach
thiét lap nhu thé nao da dugc miéu ta day du va chi tiét trong tai liéu tham
khao di kém cua Jode.

C:\Users\dab\Douwnloads>java jode.decompiler.Main —-dest srcdir jjj.Jjar
Jode {(c) 1998-2001 Jochen Hoenicke {jochenfgnu.org>

msf .x.Applet®

msf .x.Loader®

nsf .x.Payload®

Decompiled 3 classes.

:\Users\dab\Douwnloads\srcdir\msf\x>dir
Uolume in Laufwerk C: hat keine Bezeichnung.
Uolumeseriennummer: 8438-EES56

Uerzeichnis von C:\Users\dab\Downloads\srcdir\msf\x

24.01.2018 11:56 <DIR>
24.01.2018 11:56 <{DIR> ik
24.01.2016 13:01 4.947 AppletX. java
24.01.20168 13:01 2.445 Loader®.java
24.061.2010 11:56 <DIR> Payload®
24.01.2018 13:61 3.587 PayloadX.java
3 Dateiden),. 18.899 Bytes
3 Uerzeichnis(se), 7.923.589.120 Bytes frei

Jode lieu trir C&c 16p tirong vng cua goi nhue file md nguon Java

Pé phan tich goi jjj.jar bang ma khai théc, tai truc tiép tir server vé hé théng
va str dung ham Java jode.decompiler.Main, véi cau Iénh dest srcdir jjj.jar

import Java. OutputsStream;

import Jjava.io.OutputStreamlriter;

import java.net.ServerSocket;

import Jjava.net.Socket;

import Jjava.net.URL;

import Jjava.security.fccessController;

import Java.security.PrivilegedExceptionfiction;

ublic class Payload® implements PrivilegedExceptionfction

public static String data = null;
public static String lhost = null;
public static int lport = 4444;

class StreamConnector extends Thread
4

InputStream is;
QutputStream os;

public void »un{> £
Buf feredReader bhufferedreader = null;
Buf feredWriter bhuffereduriter = null;
try ¢
bufferedreader = new BufferedReader{new InputStreamReader(isd);
buf fereduriter
= new Bufferediriter(new OutputStreamliriterdosd);
charl[] e¢s = new char(81921;
int i;
while <({(i = hufferedreader.read(cs, 0. cs.lengthd) > 8> {
buf fereduriter.writedcs, B, id;
buf fereduriter.flush();

BG nhdn Java applet “cé vé” nhur dang lam nhiém vy mé cong 4444 trén
server cua ngn nhan
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Sau khi thyc hién cau lénh trén, Jode s& tao ra 3 file Java nguén va 1 thu muc
con. Bang nhiing phuong phap nghiép vu tim hiéu vé 16 hong an ninh, ¢ day
la thdng qua plug-in Java danh cho céc trinh duyét, cac chuyén gia da xac
dinh dugc nguyén nhan cét 16i ¢ day 1a file PayloadX.Java dang c6 gang mé
backdoor tai cong 4444,

Tim hiéu vé jsunpack

Néu ban khong mudn sir dung nhitng céng cu trén vi cho rang viéc cai dat
chdng Ién hé théng ¢ phan mao hiém, ban c6 thé quan tam dén dich vy phan
tich truc tuyén. Chuyén gia phan tich malware Blake Hartstein cua to chuc
iDefence khuyén moi ngudi nén sir dung dich vu truc tuyén jsunpack, dua
trén nén tang bo cdng cu jsunpack-ng, duoc nghién cau va phat trién boi
chinh éng.

V6i co ché gidng nhu Malzilla, jsunpack giai ma nhitng doan code v clng
kho hiéu dya trén ma JavaScript, va ¢ ging bién dich nhitng hanh dong cua
doan mi d6, dong thoi danh gia so bo truc tuyén vé cac trang web nghi ngo 1a
da bi nhiém va chi tiét ban chat cua nhitng nguy co d6. Tat ca nhitng gi can
cung cap cho jsunpack 1a duong dan URL.

Tién hanh thir nghiém vai tén mién www.bowwow.co.uk, cac chuyén gia da
nhan thay sy khac biét tha vi voi Malzilla, khi jsunpack da phat hién duoc 1
duong dan chua duoc ma héa ma chi dinh rét rd rang vao nhiing dia chi cua
tin tic. Tai diém dén cudi ciing, céng cu da tién hanh phan tich chi tiét cac
doan mé trong ting thanh phan di kém toan b ma nguon JavaScript, va da
phét hién duoc 1 15 hong lién quan téi viéc khai thac bang PDF. Jsunpack da
bo qua doan ma JavaScript nguy trang nay (tat nhién doan code nay sé tiép
tuc xuat hién trong ma nguén HTML), da duoc hacker nhing vao hé théng
mét cach tinh vi. Ly do tai sao tin tic lai chuyén huéng tan céng thong qua 15
hong PDF van con chira dung nhiéu bi mat. Chuyén gia phan tich malware



Thorsten Holz cho rang su tan céng nay la do nhiéu cudc tan cong vao cac 16
hong khac nhau va duoc thuc hién boi nhitng nhém tin tic khac nhau.

URL input accepted permanent link (76072054382b9bel¢21b457b87c5de25466a161

All Malicious or Suspicious Elements of Submission

suspicious: Decodedlframe detected

Jsunpack tw dong giai ma va phdn tich hanh dong cac doan ma JavaScript
trén trang web
nghi ngo co6 chiza malware

Sau d6, jsunpack sé& thu thap tat ca cac danh gia va két qua phan tich thanh 1
file duy nhat. Tuy nhién, két qua thu dugc van khdng phai 1a dang tin cay
hoan toan, vi jsunpack dua ra nhitng danh gia khac nhau trong diéu kién thir
nghiém khac nhau 1a kha giéng nhau. Céng cu ndy van dang trong giai doan
thir nghiém va cd 18 sé can 1 khoang thoi gian nira dé hoan chinh.

Tim hiéu vé malware crawlers

Dich vu truc tuyén Wepawet duoc phat trién va diéu hanh béi nhém bao mat
an ninh hé théng thudc truong dai hoc California té ra déng tin cay va on
dinh hon. Tién hanh kiém tra v&i nhirng cudc tan cong vao 16 hong an ninh
théng qua cac plug-in nhu Adobe Flash va Adobe Reader, cong cu da chi ra
rd rang c6 bao nhiéu 15 hdng va nhirng yéu diém nao dang duoc khai thac boi
tin tac.
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Hién nay, Wepawet dang tiép tuc tién hanh thir nghiém trén san pham Adobe
va lién tuc phét hién ra thém céc 16 hong nguy hiém. Bén canh d6, Wepawet
con phat hién thém rat nhiéu céc 16 hdng bao mat ma céc dich vu truc tuyén
khac nhu Anubis hoac Virus Total dang nghién curu.

Wepawet (alpha)
Home | About | Sample Reports | Support | News

WEeraweT is a service for detecting and analyzing web-based malware. It currently handles Flash, JavaScript, and PDF files.

To use WepaweT:

1. Upload a sample or specify a URL
2. Wait for the resource to be analyzed
3. Review the generated report

Analysis Subject

File: Choose File | No file chosen
URL:

Resource type:

Flash
@ JavaScript/PDF

Wepawet di kién sé bat dau véi dwong dan URL hodc file HTML da dwoc heu
tri san

Ciing gidng nhu jsunpack, Wepawet can 1 duong dan URL dé bat dau qué
trinh phén tich, sau d6 tiép tuc tién hanh giai ma nhimng doan code JavaScript
va dua ra cai nhin tong quan. Pong thoi, cong cu liét ké ra tt ca cac hanh
dong lién quan, nhimg doan ma nao sé tiép tuc sinh ra, ActiveX control nao
da va dang duoc kich hoat trong Internet Explorer, va diém dén tiép theo sau
khi chuyén hudng hanh dong. Bam séat vao hanh vi cua doan ma phan tich,
Wepawet tiép tuc nhu vay doi voi mdi duong dan nghi ngo vira phét hién
duoc ma nha phan tich khong can cung cap thém bat ctr gia tri URL nao
khac.
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Wepawet (alpha)
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Analysis report for http://vvvilon.com/c/exp/pdf.php ?user=admin
Sample Overview

URL hitp:/Avwvilon.com/c/exp/pdf.php 2user=admin
MD5 146¢8¢123¢c8f8a993413427d49a227e3
Analysis Started  2010-02-28 16:51:40
Report Generated 2010-02-28 16:47:47
Jsano version 1.02.02

See the report for domain vvvilon.com.
Detection results

Detector Result
Jsano 1.02.02  malicious

Exploits
Name Description Reference
Adobe Callab overflow Multiple Adobe Reader and Acrobat buffer overflows CVE-2007-5659
Adobe geticon Stack-based buffer overflow in Adobe Reader and Acrobat via the geticon method of a Collab object CVE-2009-0927

doc.media.newPlayer Use-after-free vulnerability in the Doc.media.newPlayer method in Adobe Reader and Acrobat 8.0 through 9.2 CVE-2009-4324

Deobfuscation results
Evals

® function
return

(repeated 1 time)

® function

Truéc tién, Wepawet sé liét ké ra tat ca nhing 16 hong phét hién duroc trén
trang web

Néu ban mudn tién hanh 1 cudc kiém tra nhanh ma van dam bao tinh xéac
thue thi Wepawet 1a 1 trong nhitng cdng cu hoan hao nhat, chuong trinh cung
cap nhitng khai niém co ban nhat vé ban chat cuaa viéc tan céng va khai thac
16 hong bao mat phan mém, trong khi ngudi ding khéng can phai mao hiém
khi str dung ca hé thong may tinh cho viéc phan tich phan mém doc hai nhu
malware. Ty 18 thanh cong rat cao, bd may ra soat ludn dugc kiém tra va cap
nhat day du, nhung dbi véi nguoi sir dung thong thudng, cac chuyén gia bao
mat van khuyén céo rang nén sir dung két hop cac cong cu phan tich khac
nhau cha khong nén chi sir dung don thuan 1 chuong trinh.
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