Pastejacking 1a gi? Lam thé nao dé bio vé may tinh cia ban khéi
Pastejacking?

Pastejacking 1a mot phuong phap ma cac trang web doc hai sir dung dé gianh
quyén kiém soét clipboard trén may tinh cua ban va thay ddi cac noi dung dé
thanh cac noi dung doc hai ma ban khong hé hay biét.

1. Pastejacking la gi?

Gan nhu tat ca cac trinh duyét déu cho phép céc trang web chay cac cau Iénh
trén may tinh cua nguoi dung. Tinh ning nay c6 thé cho phép céac trang web
doc hai gianh quyén kiém soat clipboard trén may tinh caa ban.

Khi ban sao chép bat ky mot cai gi d6 va dan vao clipboard, trang web c6 thé
chay mat 1énh hoac nhiéu hon biang cach sir dung trinh duyét cua ban.
Phuong phap nay c6 thé duoc sir dung dé thay ddi cac noi dung trong
Clipboard.



Ngoai ra néu sao chép cac noi dung vao Notepad hay Word... trudc thi qua
trinh ndy it nguy hiém hon va it gdy ra sy ¢4 hon 14 dan truc tiép vao
Command prompt.

Cac trang web chay cac 1énh khi nguoi ding thuc hién bat ca mot hanh dong
cu thé nao dé, chang han nhu khi nhan mot phim cu thé trén ban phim hoic
kich chudt phai. Khi ban nhan t6 hop phim Ctrl + C trén ban phim, s& kich
hoat ché @6 1énh (command mode) cua trang web.

Chi sau mot khoang thoi gian ngan, khoang 800 mili gidy n6 sé dan cac noi
dung doc hai vao clipboard caa ban. Mét s6 trang web c6 thé theo ddi thao
tac CTRL + V va str dung n6 dé kich hoat mot Iénh thay d6i noi dung trén
Clipboard.

Ngoai ra cac trang web cd thé theo ddi cac “dong thai” cua chudt trong
truong hop ban khdng st dung ban phim ma st dung chudt dé thuc hién thao
tac. Khi sir dung menu ngit canh (menu kich chudt phai) dé sao chép ciing
kich hoat céc lénh dé thay thé noi dung trén Clipboard.

NOi tdm lai, Pastejacking la mot phuong phap ma cac trang web doc hai sir
dung dé gianh quyén kiém soéat clipboard trén may tinh caa ban va thay doi
cac noi dung d6 thanh cac nodi dung doc hai ma ban khéng hé hay biét.

2. Tai sao Pastejacking lai nguy hiém?

Gia str ban sao chép va dan néi dung trén mot trang web nao do6 vao
Microsoft Word. Khi ban nhan t6 hop phim Ctrl + C hoic Ctrl + V, céc

trang web s& "gan" mot sb 1énh vao clipboard cua ban dé tao va thyc thi
Macros.

Nguy hiém hon 1a khi ban dan cac noi dung truc tiép vao bang diéu khién
nhu PowerShell hoic Command Prompt. Nguoi diing Mac ¢6 thé lya chon
mot sb tly chon bao mat néu sir dung iTerm.

iTerm 1a mot md phong cho phép ngudi dung Mac thay thé giao dién diéu
khién mac dinh. Khi sir dung iTerm, n6 s& hoi ngudi ding xem ho ¢6 thuc su



mubn dan cac noi dung cé chira ky tu “newline” hay khong. Nguoi ding 6
thé lya chon Yes hoic No, phu thudc vao nhiing gi ho dang lam.

Ky tu Newline thuc sy chi 1a 1/2 phim Enter. Phim Enter dugc mé ta bang
mot phim mili tén hudng sang trai. Phim Enter 12 su két hop cua ky tu
Newline (thay doi dong tiép theo) va Return.

Khi ban nhan phim Enter, bat ky mot Iénh nao trén bang diéu khién ciing
déu duoc thyc thi. Phu thudc vao giao dién diéu khién dé yéu cau xac nhan.

Trén ctra s6 Command Prompt s& khong yéu cau xac nhan vai hau hét cac
lénh, ma chi yéu cau xac nhan trong trudng hop ban st dung 1énh DEL hoic
léenh FORMAT. Déi véi cac 1énh nhe RENAME, ..., Command prompt s&
khdng yéu cau xac nhan.

Trong bat ky moi truong hop, néu céc trang web thay thé cac lénh trén
Clipboard bang phim Enter (/n/r trong d6 /n 1a newline va /r 13 return), giao
dién diéu khién hoac bat ky ang dung nao c6 thé chay truc tiép cac Iénh. Néu
cac lénh nay 1a Iénh nguy hiém, chiing c6 thé “tan pha” may tinh va hé théng
mang cua ban.

3. Lam thé nao d@é tranh Pastejacking?



Néu dang sir dung Mac OS X, ban c6 thé sir dung mé phong iTerm dé bao vé
may caa minh trong trang théi an toan. iTerm s& nhac nho va théng béao cho
ban trong trueong hop khi co pastejacking xay ra.

Vé6i nguoi ding Windows phai kiém tra xem cac trang web da gan gi vao
clipboard trén may tinh caa minh. Bé 1am duoc diéu nay, dau tién ban dan
noi dung vao Notepad. Notepad chi cho phép nguoi dung dan clipboard dudi
dang text (van ban), do d6 ban c6 thé xem duoc moi thi trén clipboard. Néu
nhin thay nhitng gi ma ban di sao chép

ban c6 thé dan c4c noi dung d6 vao bat ky vi tri ndo ma ban muén. Biéu nay
ddng nghia véi viéc ban s& phai thuc hién thém mot budc, nhung nguoc lai
ban sé& tranh duoc Pastejacked. Luu y rang viéc st dung Word dé kiém tra
clipboard c6 thé gay nguy hiém vi chuong trinh nay sir dung Macros.



Va tat nhién néu noi dung ma ban sao chép va dan trén Notepad nhung ban
khdng thé xem duoc dinh dang, font chit, style... diéu ndy c6 nghia 1a noi
dung ma ban dan ¢ dinh dang Plain text.

Vi hinh anh, cach tot nhat 12 ban kich chu6t phai vao hinh anh ma ban muén
tai vé& hoic sao chép veé rdi chon Save As... s& an toan hon viéc sao chép 1énh.



