Lam thé nao dé loai bé tan goc virus *.OSIRIS - Ransomware
Locky ?

Néu mé bat ky mot tai liéu c4 nhan nao d6 va ban thay tai liéu d6 c6 phan
duoi mo rong 1a [8_random_characters]-[4_random_characters]-
[4_random_characters]-[8_random_characters]-
[12_random_characters].osiris. Rét c6 thé may tinh cta ban d3 bi
ransomware Locky ran cong.

Locky la ransomware ma hoéa tap tin, n6 s€ ma hoa cac tai liéu ca nhan ma né
phat hién trén may tinh cta cac "nan nhan" bi no tin cong, str dung key RSA-
2048 (thuat toan ma hoa AES CBC 256-bit), sau d6 s& hién thi thong bao néi
réng dé gidi ma dir li¢u ban can thanh toan khoang 2,5 Bitcoins, hoac Xép X1
khoang 18808.

1 WAl AT TMNENTS AATINN !
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ey and decrypt program, which is o

Cac huéng dan duogc “gdi tron” trén mdy tinh cac nan nhan trong 3
file: OSIRIS.html, OSIRIS_ [4_digit_number] .html, va OSIRIS.bmp.
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Locky Decryptor™

We present 3 special - Locky Decryptor™ -

which allows to and retum control to al your encrypted fies.
How to buy Locky Deayptor™?

E"v@&@-f'?w ment wth 8<Cons,thee re many methods o gt hem.

Sipiest online vialet or Some other methods of creating veallet
mmmummnn&mmw‘uwbmm K's getting simpler every day.

Here are our recommencations:

beabicoins com (VAU) Buy BRcohs with Wastern Union,
concafe.com Recommended for fast, simple service.
Paymant Methods: Wastern Union, Bank of America, Cash by FedEBx, Moneygram, Money Order. In NYC:
Bitcoin ATM, i person.
beabReons.com Senvice allows you to search for peoplke in your communiy wiling to sel bitcoins to you directly.
caxjo Buy Bicoing wikh VISA/MASTERCARD or wre transfer,
btedract.eu The best for Europe.
biauick.co  Buy Bicoins instantly for cash.
howtobuvbcoins.info An intemational drectory of bitcoin exchanges.
sashntocons.com Bkcoin for Gash.
coinfar.com Coindar allows drect bcoin purchases on their ske.
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1. Ransomware Locky OSIRIS tdn cong may tinh ciia ban nhu thé nao?



Ransomware Locky dugc “phan phdi” théng qua cac thu rac co chua céc file
dinh kém hodc link dén céc trang web doc hai. Cyber-criminals 12 email spam
c6 thong tin tiéu dé gia mao, lira nguodi ding dé ho tin rang no 1a email tir
cong ty DHL hoac FedEx.

Hoadc khi cai dat mot phan mém nao do, nguoi dung vo hinh cai dat thém cac
phan mém gia mao ma ho khong hé hay biét.
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2. OSIRIS - ransomware Locky la gi?

Locky ransomware nhdm muc dich t&i tit ca cac phién ban Windows, trong
do bao gém Windows 10, Windows Vista, Windows 8 va Windows 7. Loai
Ransomware nay sur dung cach ma hoa cac tap tin cua ngudi dung kha dac
biét, n6 sir dung phuong phap ma hoéa AES-265 va RSA dé dam bao rang nan
nhan s€ khong c6 su lya chon nao.

Khi ransomware Locky dugc cai dat trén may tinh ctia ban, n6 s€ tao ra cac
tén thuc thi ngau nhién trong thu muc %AppData’ hodc thu muc

%L ocalAppData". Thyc thi nay khoi chay va bat dau quét tat ca cc 6 trén
may tinh ctia ban dé ma hoa céc tap tin dir liu.

Ransomeware Lock s& tim kiém cac tap tin c6 phan dudi mé rong cu thé dé
ma hoa. Cac tap tin nd ma hoa bao gdm cac tai liéu va cac tap tin quan trong
nhu .doc, .docx, .xls, .pdf va mot $6 tap tin khac. Khi cac tap tin dugc phat
hién, no6 s€ thém phén dudi moé rong moi vao tén tap tin (ezz, .exx,
.7z.encrypted).



Dudéi day 1a danh sach cac tap tin m¢ rong ma ransomware nham dén:

sql, .mp4, .7z, .rar, .m4a, .wma, .avi, .wmv, .csv, .d3dbsp, .zip, .sie, .sum,
Jibank, .t13, .t12, .qdf, .gdb, .tax, .pkpass, .bc6, .bc7, .bkp, .qgic, .bkf, .sidn,
.sidd, .mddata, .itl, .itdb, .icxs, .hvpl, .hplg, .hkdb, .mdbackup, .syncdb, .gho,
.cas, .svg, .map, .wmo, .itm, .sb, .fos, .mov, .vdf, .ztmp, .sis, .sid, .ncf, .menu,
Jayout, .dmp, .blob, .esm, .vcf, .vtf, .dazip, .fpk, .mlx, .kf, .iwd, .vpk, .tor,
psk, .rim, .w3x, .fsh, .ntl, .arch00, .lvl, .snx, .cfr, .ff, .vpp_pc, .Irf, . m2,
.mcmeta, .vfsO, .mpqge, .kdb, .db0, .dba, .rofl, .hkx, .bar, .upk, .das, .iwi,
Jitemod, .asset, .forge, .lItx, .bsa, .apk, .re4, .sav, .Ibf, .slm, .bik, .epk, .rgss3a,
.pak, .big, wallet, .wotreplay, .xxx, .desc, .py, .m3u, .flv, .js, .css, .rb, .png,
Jpeg, .txt, .p7c, .p7b, .p12, .pfx, .pem, .crt, .cer, .der, .x3f, .srw, .pef, .ptx,
13d, .rw2, .rwl, .raw, .raf, .orf, .nrw, .mrwref, .mef, .erf, .kdc, .dcr, .cr2, .crw,
bay, .sr2, .srf, .arw, .3fr, .dng, .jpe, .jpg, .cdr, .indd, .ai, .eps, .pdf, .pdd, .psd,
.dbf, .mdf, .wb2, .rtf, .wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx,
ppt, xIk, .xlIsh, .xIsm, .xlIsx, .xls, .wps, .docm, .docx, .doc, .odb, .odc, .odm,
.0dp, .ods, .odt

Sau khi cac tap tin dugc ma hoa bang dudi mé rong .osiris, ransomeware
Locky c6 thé tao mot tap tin OSIRIS.html,
OSIRIS_[4_digit_number].html, hoic OSIRIS.bmp filescho mdi thu muc
co tap tin da dugc ma hoa va trén may tinh Windows.

CAc tap tin nay nam trong mdi thu muc c6 chua céac tap tin da duoc ma hoa
cling nhu trong thu muc Startup, thu muc c6 chtra cac chuong trinh tuy dong
hién thi khi ngudi dung dang nhap. Cac tap tin nay sé chta cac thong tin lam
thé nao dé truy cap cac trang web thanh toan va nhan lai cac tap tin cua ban.
Trong hau hét cac trudng hop, ransomeware Locky s& chiém quyén diéu
khién phﬁn dudi moé rong .EXE, khi ban kho1 dong mdt thuc thi nd s€ cd géng
x6a Shadow Volume Copies trén may tinh.

Sau khi hoan tat viéc ma hoa cac tap tin dir li€u, no6 s€ x6a tat ca Shadow
Volume Copies trén may tinh ctia ban. N6 khong cho phép nguoi dung st
dung Shadow Volume Copies dé khoi phuc (restore) cac tap tin d bi ma hoa.

3. May tinh ciia ban c6 bi ransomware Locky - OSIRIS tan c6ng?



Khi ransomeware Lock tan cong may tinh cua ban, n6 s€ quét tat ca cac 6
trén hé thong dé€ tim cac tap tin ma n6 nham dich dén, ma hoa cac tap tin do
va thém phan dudi mé rong .osiris vao cac tap tin.

Sau khi cac tap tin d3 duoc ma hoa, ban khong thé mé céc tap tin nay bang
cac chuong trinh nhu binh thuong ma ban van mé nira. Ngoai ra khi
ransomware Locky két thuc qué trinh ma héa céc tap tin cia nan nhan, no
cling s& 1am thay d6i hinh nén trén may tinh ctia nan nhén.

Ngoai ra n6 ciing s& hién thi mot ghi cht khoan tién chudc dudi dang HTML
trén trinh duyét mic dinh cta ban. Nhimg ghi cha nay bao gdm cach hudng
dan 1am thé nao dé két ndi véi cac dich vu Decrypt Service, noi ban c6 thé
tim hiéu thém vé nhiing gi da xay ra voi cac tap tin cia minh va lam thé nao
dé thanh toan.

Ransomware Locky s& hién thi théng bao:

IMPORTANT INFORMATION !

All of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
hxxps://en.wikipedia.org/wiki/RSA_(cryptosystem)
hxxps://en.wikipedia.org/wiki/Advanced Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt
program, which is on our secret server.

To receive your private key follow one of the links:
[edited]
If all of this addresses are not available, follow these steps:

1. Download and install Tor Browser:
hxxps://www.torproject.org/download/download-easy.html

2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: [edited]

4. Follow the instructions on the site.

11 Your personal identification ID: [edited]



4. Liéu c0 thé giai ma céc tap tin da dwoe ma hda béi ransomware Locky
hay khong?

Tinh cho dén thoi diém nay thi khong thé khéi phuc céc tap tin dugc mi hoa
bdi phan du6i mé rong .0siris.

Piém déng chl ¥ nhat ciia ransomware Locky 1a cach ma né ma hoa céc tap
tin cua nguoi dung. Cu thé 13, nd s dung phuong phap ma hoa AES-265 va

RSA - dé dam bao rang nguoi dung bi “tan cong” khong c6 su lya chon nao
khac ngoai viéc mua key private.

Key RSA public ¢o thé duoc giai mi véi key private twong Gmg cua né. Li do
boi vi key AES bi an khi stir dung mé hoa RSA va key RSA private khong co
san, vi¢c gidl ma cac tap tin 1a khong kha thi.

Va bai vi phai 6 key private dé md khoa cac tap tin ma hoa, ma cac key nay

c6 san thong qua t01 pham mang (cyber criminal), do d6 cac “nan nhan” c6
thé bi “dy” dé mua va tra mot khoan phi cit co.

4.1. Sir dung phan mém dé khoi phuc cac tap tin bi ma hda béi
ransomware Locky

Tay chon 1: Sir dung ShadowExplorer dé khoi phuc céc tap tin bi ma
héa béi ransomware Locky

1. Tai ShadowExplorer vé may va cai dit.

2. Sau khi tai va cai dit xong ShadowExplorer, ban cé thé tham khao cac
budc hudng dan dé restore cac tap tin bang ShadowExplorer trong video dudi
day:

Tay chon 2. Sir dung phan mém khéi phuc tap tin dé khdi phuc cac tap
tin bi ma hoa béi phan mé réng .osiris

Khi phan mé rong .osiris md hda mot tap tin bat ky nao do, budc dau tién né
s& sao chép tap tin d6, ma hoa tap tin ma n6 sao chép va xoa tap tin goc di.
Do d6 dé khic phuc cac tin 3 bi ma hoa béi phan mé rong .osiris , ban c6 thé
str dung phan mém khdi phuc tap tin nhu:



« Recuva:

Tham khao cac buéc khoi phuc tap tin bi ma hoa bang Recuva trong video
dudi day:

. EaseUS Data Recovery Wizard Free:

. R-Studio:
5. Lam thé nao dé gé bé dudi mé rong .osiris?

Buéc 1: Sir dung Malwarebytes Anti-Malware Free dé gé bé virus
"Your personal files are encrypted"'

Malwarebytes Anti-Malware Free 12 phan mém mién phi hd trg viéc phét
hién va loai bo dau vét ciia cac phan mém doc hai (malware) bao gom
worms, trojans, rootkits, rogues, dialers, spyware (phan mém gian diép), va
mot sé phan mém khac.

Piéu quan trong 1a Malwarebytes Anti-Malware chay song song véi cac phan
mém diét virus khac ma khdng bi xung dot.

1. Tai Malwarebytes Anti-Malware Free vé may va cai dit.

2. Sau khi tai xong, dong tat ca cac chuong trinh lai, sau d6 kich dup vao biéu
tuong c6 tén mbam-setup dé bat dau qua trinh cai dat Malwarebytes Anti-
Malware.

LGc nay trén man hinh s& xuat hién hop thoai User Account Control hoi ban
c6 mudn chay file hay khéng. Click chon Yes dé tiép tuc.



User Account Control

Do you want to allow this app to make
changes to your device?

# Malwarebytes Anti-Malware

Verified publisher: Malwarebytes Corporation
File origin: Downloaded from the Internet

Show more details

Yes
Y,

3. Khi bat dau qua trinh cai dat, trén man hinh hién thi cira s6 Malwarebytes
Anti-Malware Setup Wizard, thuc hién theo cac budc hudng dan trén man
hinh d¢é cai dat Malwarebytes Anti-Malware.

9 Setup - Malwarebytes Anti-Malware —

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will install Malwarebytes Anti-Malware version 2,2.1,1043
on your computer,

Itis recommended that you dose all other applications and
temporarly disable your antivirus and firewall before
continuing.

Clhick Next to continue, or Cancel to exit Setup.

Pé cai dat Malwarebytes Anti-Malware, click chon nat Next cho dén khi xuat
hién cua s6 cudi cling ban click chon Finish.



j{;‘J Setup - Malwarebytes Anti-Malware

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished nstaling Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the installed icons,

Click Finish to exit Setup.,

[/] Enable free trial of Malwarebytes Anti-Mahvare Premium
4] Launch Malwarebytes Anti-Mahvare

4. Sau khi cai dat xong, Malwarebytes Anti-Malware s& tu dong mo. Dé bat
dau qua trinh quét hé thong, ban click chon nit Scan Now.

™ Mabnerebytes Anti-Malware Home (Trial) 2.2.1.5043

Malwarebyts

ANTI-MALWARE

A scan has never been run on your system

License Malarebytes Ant-Malware Premaum Tral

Database Version v2016.08.16.04

Scan Progress Next scheduled scon: 8/11/2016 2:449 AM

Real-Time Protection Makvare and Maloous Webske Protechon enabled




5. Malwarebytes Anti-Malware s& bat dau qua trinh quét may tinh ciia ban dé
tim va loai bé phan mém doc hai .osiris.

Malwarebytes

ANTI-MALWARE ; ACTIVATE

DASHBOARD SCAN SETTINGS HISTORY

) &, 2 / 7\
/ W/ \ - \\ J ‘\‘._'/
L Heuristh
t H
® Detec Ubjects 107
b
7
Malwarebytes business products: SMB friendly, enterprise powerful
Matwarebytes business products delver the layvered defense necessary 1o orotect mission-critical data and endpoints

6. Sau khi qua trinh két thic trén man hinh sé& xuat hién ctra so hién thi cac
phan mém doc hai (malware) ma Malwarebytes Anti-Malware phét hién
duoc. Dé loai bo cac phan mém, chuong trinh doc hai ma Malwarebytes
Anti-Malware phat hién ra, click chon nit Remove Seletected.



™ Malwarebytes Anti-Malware Home (Tal) 2.2.1,1043

Malwarebyte

ANTI-MALWARE

ACTIVATE
DASHBOARD = SETTINGS NISTORY

Total Threats Detected: 212

Threat Category Type Locaton

PUF,Optional, Tidyhetwork Registry Key HKLM\SOFTWARE\W...T EXPLORER\LOW

FUP.Optional DNSUniocker. ACMEZ Registry Xey HKLM\SOFTWARE\W...TEMCERTIFICATES
PUP.Optional. TNT2 Registry Value HKLM\SYSTEM\CUR.. CESS|PARAMETERS
PUP.Optional. TNT2 Registry Vaiue HKLM\SYSTEM\CUR.. .CESS\PARAMETERS
Trofan DRSChanger ACMB2 M re Registry Value HEKLM\SYSTEM\CUR,..CPIP\PARAMETERS

PUP.Optional. TNT Registry Key HKU\S~1-5-21-376...19-1000\SCFTWARE

FUP.Optional, TidyNetwork Registry Key HKU\S-1-5-21-376..,19-1000\SOFTWARE

FLP Ontinosl TNT Ronictry Viaho HEINE-1-5-21-3768 10- 1N\ SOETWARF

(‘\' )

7. Malwarebytes Anti-Malware s& "cach ly" tat ca cac tap tin doc hai va key
registry ma chuong trinh phat hién. Trong qué trinh loai bé cac tap tin nay,
Malwarebytes Anti-Malware c6 thé yéu cau ban khai dong lai may tinh dé
hoan tat qué trinh. Nhiém vu cua ban 1a khai déng lai may tinh caa minh dé
hoan tat qua trinh.



Malwarebytes

ANTI-MALWARE ' : ACTIVATE

DASHBOARD SCAN SETTINGS HISTORY

Threat Scan: 212 threats successfully quarantined

™ Malvarebytes Anti-Malware X

Timae to Complete Scan: 23:18:10

All selected items have been removed successfully. A log file has been saved to
Rrems Scanned 290,547 the logs folder
Threats Menbifed: 212 Your computter needs 10 be restanted to complete the removal proceis

Would you like to restant now?

? Malwarebytes Anti-Malware Premium: Our strongest anti-malware
v

Why level up to Malwarebytes Ant-Mahware Pramium? Try real-time protecton and malicous website blodking

Buéc 2: Sir dung HitmanPro dé loai bé ransomware Locky

2

HitmanPro duoc thiét ké dé "gidi cizu™ may tinh cua ban khoéi cac phan mém
doc hai nhu virus, trojans, rootkits, ...) xdm nhap trai phép vao hé thong.
HitmanPro dugc thiét ké dé hoat dong song song vai cac phan mém bao mat
khac ma khong gay ra 16i xung dot. Chuong trinh s& quét may tinh cua ban
trong vong 5 phut va s€ khdng lam cham may tinh cua ban.

1. Tai HtmanPro vé may va cai dat.

2. Kich dup chudt vao file co tén “HitmanPro.exe” (néu str dung Windows
phién ban 32-bit) hodc “HitmanPro_x64.exe” (néu sir dung Windows phién
ban 64-bit).

Click chon Next dé ca dat HitmanPro trén may tinh cua ban.



& HitmanPro 3.7.14 - Build 265 (64-bit)

HitmanPro

second opinion anti-malware
forensics-based, cloud-assisted

Check your computes for all forms of malicious software, including viruses, trojans,

rootiits, worms, spyware, fake software and keyloggers

Click Next to scan for malickous software

3. HitmanPro sé& bat dau qué trinh quét may tinh caa ban dé tim va loai bo cac
tap tin doc hai.



(0> HitmanPro 2.7.14 - Build 265 (64-bat)

Classifying (52%) .

CAWINDOWS\systern32\sfc.dli
Service_KMS.exe B B0
C\Program Files\KMSpico

cvsmon32.exe EE0 N

CA\Program Files (B8] Software Guardian

gcpum.dll

Ch\Users\Malw

InoDiLdi

ChUsers\Malw

gcpum.dil

C\Users'Malw

1.exe

C\Users\Malw

InoDil.dil

CAUsers\Malw

Sexe

CAUsers\Malw

areTips\

areTips

areTips

areTips

sreTips

areTips

AppData\LocahTemp\is-SEIFE tmp

AppData\LocalTemp\is-0JKO) tmp

AppData\LoaiTemp\is-0IKOLtmp

Desktop'\Malware

AppDats\LocanTemp\is-SEIFE tmp

Desktop'\Mahwvare

(Traces 51)

W Malware
& Trojan
& Riskware
W Trojan
& Riskware
W Riskware
W Trojan
& Trojan

W Riskware

Delete w A

Delete »

Delete »

Quarantine v

Delete v

Delete »

Cuarantine v

Delete »

46 ftems

Cancel

4. Sau khi qué trinh két thic trén man hinh sé& hién thi ctra s6 ¢6 chira danh
sach tat ca cac chuong trinh doc hai ma HitmanPro tim thay. Click
chon Next dé loai bo phan mém doc hai trén hé théng caa ban.



& HitmanPro 3.7.14 - Build 265 (64-bit)

Scan results

Maticious software was detected. Closs all applications and click Next to remove the malicious software, During removal
certain programs may terminate unexpectediy,

Service_KMS.exe B I & Malware Delete » A

C\Program Files\KMSpico

cvsmon32.exe BN & Trojan Delete v

C\Prograns Files (x36)\Software Guardian

gepum.dil o Riskware Defete v
C\Users'\MalwareTips\AppDataiLocanTemptls-SEIFE.tmp

InoDIl.dll 2 Trojan

CAUsers'\MalwareTips\AppData\Local Temphis-0JKO ) tmp

gopum.dil Riskware Delete w

ChiUsers'MalwareTips\AppDataiLocaliTemplis-0JKO) tmp

1.exe S Riskware

Clsers\MatlwareTips\Desktop\Malware

InoDil.dll Trojan

CAlUsers\MahwareTips\AppData\LocaliTemp\ls -SEIFE tmp

S.exe J Trojan Delete »

Users'MalwareTips\Desktop \Malware

o Riskware

5. Click chon nut Activate free license dé dung thir chwong trinh mién phi
trong vong 30 ngay va dé loai bo tat ca cac tap tin doc hai khoi may tinh caa
ban.



& HitmanPro 3.7.14 - Build 265 (64-bit)

Product Activation

ftware.

rchased HitmanPro in the field below in format

ct key to this computer

Activate

- Activate free license
This one-time license is valid for thirty days
v g

License Information

, HitmanPro is not activated,

6. Lam thé nao dé bao vé may tinh cia ban khéi ransomeware Locky ?

Dé bao vé may tinh cua ban khoi ransomeware Locky, tét nhat ban nén cai
dat cac chwong trinh diét virus trén may tinh va thuong xuyén sao luu cac
di liéu c& nhan caa minh. Ngoai ra ban ¢ thé sir dung mot s6 chuong trinh
nhu HitmanPro.Alert dé ngin chin cac chwong trinh, phan mém doc hai
(malware) ma hoa cac tap tin trén hé thong.



