IDS ddi véi viéc tAn cong ing dung Web

Trong thé giéi mang truéc nay lubn ton tai mot thé giéi hack ing dung
web ciing c6 thé dwgc Xem nhw mdt thé giéi hoang da. Co nhiéu thir méi
va ludn xay ra khong giéng nhw mong dei. Cac tan cong d6 thuong khai
thac 16 hong trong cac ung dung web hay ky thuat ma hoa dé vong tranh
duoc sy phong chéng cia mang. V61 mot moi truong hoat dong lién tuc nhu
vay ching ta can phai nam chic dugc nhitng diéu co ban cbt 16i cua van dé.
Trén hét, cac quan tri vién hé thong cling nhu nhitng nguoi bao mat mang
phai c6 duoc kién thic hiéu biét vé van dé nay. Néu ban 1a nguoi s& quan tri
va thuong xem cac hanh vi bat thuong ddi véi mang cta minh thi sy khé
khan ma ban s& cam nhan duoc d6 13 lam sao ¢6 thé nidm bét duoc toan bd thé
gidi hack cac tmg dung web. Co nhiéu linh vuc lién quan dén n6 ban nén
quan tam nhung & day ching t61 s€ gidi thi¢u cho cac ban mdét linh vuc dugce
thiét 1ap & murc cao d6 1a viéc ma hoa.

Ma hoa la gi?

Ma hoa la mot qua trinh bién d6i thong tin tir mot dinh dang nay sang mot
dinh dang khéc. Lay mot vi du d6 1a tat ca cac tir duoc viét trong bai bao nay,
chung dang duogc thé hién dudi dinh dang ASCII. Diéu gi s& xay ra néu ma
héa no thanh dinh dang HEX? Y nghia chinh x4c ciia cac tir trong bai bao van
con y nguyén nhung lic nay ching sé dugc hién thi dudi dinh dang HEX.
Hay thuc hi¢n nhanh mot vi du trong truong hop nay.

Mathod Tedt | Hex

ol [ 0x0000 5465 6520
Hex |

6578 6163 7420 776f 7264 6962 The exact wordin

HTTP Ox0010 T56c 64 686c 6c20 g would =till be
HYTP (Full) 0x0020 207 5 7265 Zez0 6275 7420 6874 §579 rhere, but htey
S g | Ox0030 | 2077 6£75 6cb4 Z06e 6£77 2062 6520 696= vould nowv be in
g;‘:c;ficdw Qx0040 2061 2048 4558 Z066 6172 6d6l 74Ze ZO4c a HEX format. L
HTML (Simpie) | Ox0050 657 3 2064 6£20 6120 7175 6963 6b20 et'= do a quick

WS 5578 616a 706c §520 6256 2074 [§B69 73 exampie of this

[ b
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Bay gid chung ta c6 thé thiy trong phan hién thi ctra s6 bén trong, & phan bén
trai c6 mot sd gia trt HEX, con bén phai ¢6 mot vai cau c6 dinh dang ASCII
ma tac gia bai nay da viét trong d6. Ca hai déu chi y mot noi dung nhung
trong cac dinh dang khac nhau. Chung ta c¢6 thé cho rang khong c6 gia tri gi
khi mang mot tai liéu nay va ma hda n6 sang mot dinh dang khac. Tuy nhién
trong mot vi du diéu d6 chua néi hét 1én duogc cac van dé, ma hoa thuc su s&
nhu thé ndo véi viée hack ing dung web thyuc va trong né sé ra sao? Day la
mot cau hoi thi vi, chung ta hay tap trung va giai quyét ciu hoi ndy. Nhiing
gi s& str dung cho vi du cua ching ta 13 18i Directory Traversal c6 dién. Nhiéu
ban ¢6 thé doan duoc mot sb tir trong chiing, nhitng gi 161 nay cho phép ban
thuc hién 1a diéu hudng dén thu muc cha cta website.

MOi trwong phan tich

Céc cong cu va cac chuong trinh ma ching t6i sé str dung dé gidi thiéu mot
s6 tan cong tng dung web va c6 thé phat hién ra ching 1a:

« Snort

« Web browser

« Encoding tool
Ban c6 thé théy dugc khong co nhiéu yéu cau dé thyc hién thanh cong vige
hack phat hién doi véi mot s6 tng dung web. Ban ciing c¢6 thé sir dung HTTP
proxy bo sung cho mdi trinh duyét web hay bat ¢t thir gi ban thich. Néu thuc
hién diéu nay cho may khéch thi chung t6i1 s& sir dung b6 BURP HTTP
proxy. Bay gio chung ta s& bat dau khoi dong Snort dé nd c6 thé xem xét va
kiém tra cac g6i dén may tinh, noi ching ta da c6 Apache webserver dang
chay.


https://quantrimang.com/url?q=aHR0cDovL3d3dy5wb3J0c3dpZ2dlci5uZXQvcHJveHkv
https://quantrimang.com/url?q=aHR0cDovL3d3dy5wb3J0c3dpZ2dlci5uZXQvcHJveHkv
https://quantrimang.com/url?q=aHR0cDovL2h0dHBkLmFwYWNoZS5vcmcvZG9jcy8xLjMvd2luZG93cy5odG1s
https://quantrimang.com/url?q=aHR0cDovL2h0dHBkLmFwYWNoZS5vcmcvZG9jcy8xLjMvd2luZG93cy5odG1s

cv C:\WINDOWS\system32\cmd.exe
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Ban c6 thé thay duoc trong hinh trén, ching t6i di danh thirc va chi dinh
Snort thong qua cac khéa chuyén d6i —i 2, d6 chinh 1a giao dién gitp né co
thé theo ddi. Pay 1a do chung to1 dang str dung Snort va Apache webserver
trong VMware image. Diéu d6 c6 nghia la s€ co nhiéu NIC cho Snort. Chung
ta phai chi ra mot thu de Snort s& kiém tra cho ching ta. Bay g10 hdy nhin
trong phan man hinh tiép theo vdi mot vi du rat co ban trong viéc tan cong

cac tmg dung web, va nhu d3 dé cap tir trude no 1a 16 hong Directory
Traversal.

J Test Page for Apache Installation on Web Site - Mozilla Firefox @@@

Fle Edt Yew Hstory Bookmuwks Tools Hep

@ - - 1?‘ | hitp:){192.168.111.7} il G- @ -
~

It Worked! The Apache Web Server is Installed on this
Web Site!

now have to add content to this directory and replace this placeholder page, or eise pomt the server at their real content

If you are seemg thus page wstead of the site you expected, please contact the admuustrator of the site mvolved

T1 sendy Although thas ste 12 runrang the Apache software i aknost certaindy has no
ofher comnection to the Apache Group, so please do not sead mail about this ste or its contents to the Apache authors. If

you do, your message will be ignored

y mad to <Webmasterfd

iAn>.j

The Apache documentation has been inchided wath thus distnbution

Doen

If you can see this page, then the people who own this domain have just installed the Apache Web server software successfully. They
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Vay Apache webserver duoc danh thirc va dang chay. Hay dua dau vao
Directory Traversal v6i dinh dang goc cua no va xem xem nhiing gi xay ra.
Trude khi thuc hién diéu nay hdy bao dam rang ban phai c6 Snort dang chay
dé xem nhiing gi xay ra néu n6 phat hién ra cd ging tan cong nao do.

3 Test Page for Apache Installation on Web Site - Mozilla Firefox - ;E:WI
age O
Fle Edt Mew Hgtory Bookmaks Tools Help

«-=-Qua

v B G @ -
It Worked! The Apache Web Server is Installed on this ;
Web Site!

If you can see this page, then the people whe own thas dornam have just installed the Apache Web server software successfully. They
now have to add content to this drectory and replace this placeholder page, or eise pomt the server at their real content.

If you are seemg thus page mstead of the site you expected, please contact the admustrator of the site mvolved

{Try sending mad to <Vebwasterfdomain> ) Although this site 15 runrang the Apache software # admost certaindy has no
other connection to the Apache Group, so please do not send mail about this ste or its contents to the Apache authors. If
you do, your message will be ignored.

The Apache documentation has been inchuded wath this distnbution.

v

- = == -
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Chung ta hdy xem trong man hinh ../ 1a nhitng gi Directory Traversal cho ta
thay. Khi ban gtri n6 dén Apache webserver ban sé& thdy rang ban than né s&
khong thuc hién bat ctr thr gi, nd duong nhur bo qua. Chiing ta s& xem xét
ngan gon nhitng gi ma Snort da phat hién duoc. Hiy ma hoa né trong mot
dinh dang khac.




3 Test Page for Apache Installation on Web Site - Mozilla Firefox
Fle Edt ‘Wew Hgtory Bockmarks Tools Help

@ < - &\J _/l‘_ 2 :‘x]?l.x‘:-‘).lll,;"'»')“:-2»:‘.62 ) 7;7 Bl G- oogle 7‘, . Q-
It Worked! The Apache Web Server is Installed on this
Web Site!

If you can zee this page, then the people who own thae domamn have just nstalled the Apacke Web server software successfully. They
now have to add content to thes drectory and replace this placeholder page, or else pomt the server at their real content.

If you are seemg this page mnstead of the site you expected, please contact the admumstrator of the site mvolved.

(Try sending mad to <Webwasterfdomain> ) Although this ste 32 runrang the Apache software # almost certainly has no
other comnection to the Apache Group, so please do not send mail about this sste or its contents to the Apache authors. If
you do, your message will be ignored.

The Apache documentation has been included wath this distnbution.

v
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Nhitng gi chiing ta da thyc hién lic nay 1a ma hoa ../ sang moi truong HEX
tuong duong.

3 | mikezilla | ASCIl to HEX to Unicode Converter | by Mike Golding - Mozilla Firefox
Fle Edt Yew Hgory Bookmaks Tools Help

@5 @ (3 G D it mietncomimpooiz him Tl s ) @ -

| mikezilla.com

ASCII Converter

A utility to convert ASCII characters to Mexadecimal and Unicode

ASCII Text:

(Encode_

Hex Value:
I ~r e ™ e ——
%ZEH2E%IF { Dacode Hexto ASCH |

Unicode value:
E#45.8#45,8447. [ Decode Unicode to ASCI |
Unicode will display in HTML as: ../

R

Dore S
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Luc nay, khi giri 16 hong Directory Traversal di ma hoa HEX dén Apache
web browser thi ban mot 1an nita lai thdy khong co gi xay ra. Chiing ta s&
kiém tra xem nhiing gi Snort da nhin thay ¢ phia sau. Hay thtr lai né mot lan
nira véi phién ban ma hoa UNICODE.




3 Test Page for Apache Installation on Web Site - Mozilla Firefox [Z][EI[Z]

Fle Edt Mew Hgtory Bookmaks Todls Help

-2 QL

It Worked! The Apache Web Server is Installed on this
Web Site!

G- o @S-

~

If you can see thus page, then the people who own this domamn have just installed the Apache Web server software successfully. They
now have to add content to this dwrectory and replace this placeholder page, or eise pomt the server at their real content

If you are seemg this page imstead of the site you expected, please contact the admustrator of the site mvolved

{Try sending mad to <Webwasterfdomain> ) Although this ste is runring the Apache software i aimost certaindy has no
other comnection to the Apache Group, so please do not send mail about this sste or its contents to the Apache authors. If
you do, your message will be ignored

v
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Nhép vao do phién ban ma hoa moi Directory Traversal nay va quan sat
nhimg gi xay ra. Ban s& thiy Apache phan hoi lai mot ma trang thai HTTP
404. Diéu d6 nghia rang URL khong dugc tim thay trén may chu. Vi vay
chung ta phai thir ca ba phién ban khac nhau d6i voi Directory Traversal va
khong cai ndo trong chung lam viéc. Hiy kiém tra xem nhiing gi Snort thong
bao.

C:\Snort\etc\log>more alert.ids

[**] [119:18:1] (http_inspect) WEBROOT DIRECTORY TRAVERSAL
[**]

05/31-10:18:51.262616 0:17:31:8A:93:7F -> 0:C:29:BA:DC:9E
type:0x800 len:0x1F4

192.168.111.2:2780 ->192.168.111.7:80 TCP TTL:128 TOS:0x0 1D:16806
IpLen:20 Dgm

Len:486 DF

**EAP*** Seq: 0x805DCAAC Ack: 0xF13CBB87 Win: OxFFFF TcpLen:
20

C:\Snort\etc\log>
Khong van dé gi véi Snort



V6i dau hiéu WEBROOT DIRECTORY TRAVERSAL di cho ching ta thay
rang hack img dung web cii nay da bi phat hién boi Snort. Piéu nay da dugc
thie hién khong can téi viéc ma hoa tan cong ../ gbc theo nhiéu dinh dang
khac nhau. Bay gio chung ta hay dé cap. dén tan cong Directory Traversal. Co
rat it kha nang diéu nay sé& tranh duoc ddi véi tat ca cac modern IDS. Piéu do
c6 nghia rang, thé gidi hack cac tmg dung web 1a mot thé giéi khong 16. Co
kha nhiéu kiéu hack khac con c6 thé de doa chung ta.

Van dé khi noi dén viéc tan cong cac Gmg dung web 14 nhiéu ‘ung dung nay
khong dugc kiém tra thich hop hodc tham chi bo qua viéc tham dinh ma. Nhu
vy chung c6 thé chua rat nhiéu 16 hong ddi véi vo so cac tin cong. Mot
trong nhiing cach don gian nhat dé ting kién thuc vé hack cac tng dung web
cho ban 13 ty ¢d ging tai tao chung. Khong gi giup mot ai d6 hleu t6t hon
bang tur thue hién. Khi ban da ty dua minh dén, thi ¢6 thé mudn thyc hién
diéu gi d6 khi IDS dang kiém tra luu luong. Diéu nay sé& cho ban c6 duoc ¥
tuong phat trién cac ddu hiéu IDS cho mdi de doa SQL injection hodc bat cir
tAn cong nao ma ban dang tai tao. Cac dau hi¢u thuong s& khong dugc ro
rang hodc khong ton tai thi ban s& muén ty viét, mién I3 giai phap IDS cua
ban cho phép. Dleu d6 sé& gitp ban c6 duge mot cach nhin tong quan nhanh
chong vé viée tin cong cac tmg dung web nhu thé ndo va hy vong né sé
khudy dong sy ham tim toi bén trong ctia cac ban.



