Huwéng dan thiét 1ap Webcam lam Camera giam sat

Nhitng yéu cau, doi hoi vé an ninh va bao mat ngay nay d tré nén cap thiét
va quan trong hon bao gio hét. Ngoai luc lwong an ninh, bao vé thi nhiing
ban c6 thé hoan toan cd thé tan dung duoc nhirng tai nguyén c6 san trén hé
théng may tinh dé giam sat tir xa.

Trong bai viét dudi day, Quan tri mang s& hudng dan céac ban thiét 1ap 1 hé
théng theo dbi, quan sat tir xa sur dung thiét bi ngoai vi webcam va phan mém
hd tro.

1. Yéu cau

Tat ca nhiing gi ban can c6 1a hé théng may tinh sir dung hé diéu hanh
Microsoft Windows, 1 hoac nhiéu thiét bi IP Camera, phan mém hd tro va
chuong trinh xtr ly World-Text Email thanh SMS dé giri tin nhan canh béo.

Néu mudn mua hang online gia ré, ban c6 thé dit va mua hang online trén cac
trang ban hang truc tuyén, chang han nhu Amazon.

2. Thiét 1ap quan sat mei thi trén Webcam thong qua Internet
Buorc 1:

Dit thiét bi Camera ¢ bat ky vi tri ndo ma ban muén.

Bwérc 2:

Dé c6 thé quan sat dugc moi thir trén Webcam thdng qua mang Internet mot
cach dé dang ban can phai tién hanh tao mét tai khoan tur trang quan Iy
Camera.

- Tao mét tai khoan tur trang quan ly Camera.

- Sau khi da dién day du thdng tin va nhan duoc email xac nhan tai khoan,
ban tién hanh dang nhap tai khoan No-1P méi cua minh.

- Tao mot tén nguoi dung Username.



- Click chon thé Hosts/Redirects.
- Tao mot Host méi, sau d6 dién cac thong tin tuong tu.

- V&1 mot Router hoac Firewall (twong hira), ban phai thuc hién Forward Port.
Ban c6 thé kiém tra trén trang hd tro Routers dé xem thém thong tin.

- Tai va cai dat Dynamic Update Client.

Dynamic Update Client s& ty dong theo ddi sy thay doi cia cac IP dong
(Dynamic IP). Mot s6 thiét bi bao gém No-IP Dynamic DNS ¢4 thé la
Routers hoac hé thong Camera. Khi d6 ban s& khéng phai can dén Dynamic
Update Client.

- Budc tiép theo ban can 1am 1a kiém tra xem moi thir ¢3 "6n" va hoat dong
"chinh x4c" hay chua. Ban c6 thé truy cap port check tool dé xac nhan Port
da duoc Forward chinh xac va ban c6 thé xem duoc moi tha trén Webcam tir
trang web.

Buwoc 3:

Sau khi da hoan tat cac budc trén, tién hanh dang nhap vao Camera théng qua
Host ma ban d tao tir trude dé xem va quan sat moi th.

Can dam bao rang phan mém Webcam da duoc mé va san sang chap nhan
két ni Internet.

3. Thiét 1ap hé thong camera quan sat dong bang webcam Logitech va
giri tin hiéu canh bao théng qua tin nhan

Tu liéu duoc sir dung trong bai huéng dan nay 14 webcam Logitech, phan
mém hd tro diéu khién camera nhu webcamXP, webcam7, Webcam Monitor,
Netcam Watcher Pro... vai nhitng chirc nang nhu gtri email, kich hoat
chuong trinh, tai dit liéu téi FTP hoac tu dong chup anh khi phét hién duoc
nhitng ctr dong trong khung hinh. Phan mém duoc sir dung trong day 1a
Yawcam (Yet Another Webcam Software), ngoai nhitng tinh nang thong
dung trén, Yawcam con hd tro kha nang gai email véi co ché SSL, chiém rat



it tai nguyén hé thong, hd tro co ché bao mat da tang c6 s dung mat khau
truc tuyén, dugc xay dung trén nén tang co ban bang Java, sir dung Javascript
hoic Java Applet diéu khién, vi vay nguoi sir dung c6 thé dé dang sap dit co
ché tu dong tat hoac bat camera.

Du6i ddy 14 nhitng budc co ban dé thiét lap hé théng:

- Yawcam hoat dong trong méi trudng Java, vi vay ban hdy chic chan rang
hé diéu hanh di dugc cai dat Java.
- Tai va cai dat phién ban Yawcam méi nhat

- Sau khi cai dat thanh cong, ban s€ nhan dugc thong bao “No device
selected” tai cira s6 Preview. Bo qua, chon muc Settings > Device
(none) > Change to va lya chon ding thiét bi hién thi trong danh séach:
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- Tiép theo, trén thanh cdng cu click chon Windows, roi chon Motion
detection, nhitng lya chon sau ngudi sir dung hiy dé y trong thé Action, tai
day 1a danh sach nhitng hanh dong sé duoc hé thong thyc hién, kich hoat khi
thiét bi phat hién duoc nhitng ctr dong. Ban c6 thé tly chon:

. Save an image file (or a sequence of files) to the local computer: tu
d6ng luu thanh file anh vao thu muc mic dinh da duoc thiét 1ap san
trén may tinh.

. Upload images to an ftp account: tu dong tai file anh do6 1én tai khoan
FTP cua nguoi st dung.



« Send an e-mail (with or without images attached): gtri bao cao c6 dinh
kém file anh d6 vao email ctia nguoi st dung.

« Execute a program or batch file: tu kich hoat file bao v¢.
. Play a sound file: bat am thanh canh béo.

- Bé chuyén d6i giira 2 ché do tu dong phét hién ctr dong - Motion detection,
ngudi s dung chi viée tich vao 6 “Enable” trong bang Control Panel diéu
khién chinh:
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- Tiép theo, ban can dang ky 1 tai khoan World-Text
Ngudi st dung cha y dién day du va dang cac thong tin theo hudng dan.

- Kiém tra hom thu dién tir va kich hoat tai khoan duoc gt vé bo World-
Text.

- Ban s& nhan duoc tin nhan cé chira 5 chit s, st dung chudi Ky tu nay dé
kiém tra va kich hoat tai khoan c6 chira sb dién thoai di dong cuaa ban.



- Bang nhap vao tai khoan World-Text.
- Nhan vao duong dan “Email Gateway Configuration”.

- Chon tiép lua chon “Send SMS Using A Password” va “Current Secure
ID”.

Chu y: véi tai khodn méi sé nhdn dwoc 30 credits mién phi dau tién. Vi du, 1
tin nhan téi VietNam sé mat 15 credit.

- Budc tiép theo, tai man hinh chinh diéu khién cua Yawcam,
chon Window > Motion detection.

- Tai thé Actions > Settings dé tly chinh chirc ning giri thu dién ti.

- Pién day du va chinh xé&c théng tin tai khoan:
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' ¢ Email settings u

~E-mail-
To: 1601288@smswormextcomJ Message:
From: [raymond@gmall com ||webcam Detected Motion! ||

subject:|Your World-Text Secure ID |

Tutorial by www.raymond.cc
Attach Image

~ Smtp server
(utp server: |smtp.gmail.com ) | port:| 25

Use encrypted connection. (SSL)

Password required

username: |raymond@gmail.com |
\\Password: [oooooooo I j

~Image options-
JPEG Quality: i} ] 80 %

[ ]Add overlay

Image array
[[] Activate

Attach images taken with interval

r Flood control-
Activate

Max 1 e-mail during 60! seconds.

A

Cancel OK

To: [s6 dién thoai ciia nguwoi sir dung] @sms.world-text.com
S6 dién thoai phai c6 di ma ving, ma nude theo quy uéc qudc té, vi dy nhu
Viét Nam la +84, 6 UK 1a +44 ...

From: dia chi Gmail cua nguoi sur dung.

Subject: ma s6 World-Text Secure ID ma ban c¢6 dugc khi dang ky.



Tich vao 6 Attach Image

SMTP Server = smtp.gmail.com

Port = 25

Tich vao 6 Use encryption connection. (SSL)

Tich vao 6 Password required

Username va Password: thong tin tai khoan ctia nguoi st dung

Tai muc flood control, kich hoat chic ning Activate va thiét l1ap thoi gian
trung binh 13 60 seconds, dé kiém soat qua trinh giri va nhan tin nhan qua
nhiéu trong don vi thoi gian ngan nhat.

Chon OK va nh¢ kich hoat chtrc ning lira chon Enable trong cira s6 Motion
Detection. Viéc ban phai 1am bay gio 12 kiém tra hom thu Gmail thudng
xuyén dé kiém tra tinh trang an ninh béo céo bgi Yawcam.



