Danh sach 3 loai virus Ransomware siéu nguy hiém va dang s¢ nhat

Néu tir trude dén gio ban nghi rang virus va key-logger 1a nhitng méi de doa
chét nguai thi ding voi khang dinh lai diéu d6 boi van con méi de doa nguy
hiém hon thé nia.

Trong khi cac giai phap bao mat dé bao vé ching ta khoi cac méi de doa,
hacker (tin tic) ngay cang dugc cai thién dan thi cac chuong trinh doc hai
(malware) cling ngdy cang “tinh ranh” hon. Va mét trong nhitng méi de doa
méi xuat hién gan day d6 1a cach thire tong tién thdng qua ransomware.

Virus ransomware 12 mot loai phan mém doc hai, ma hda va khda tat ca hoic
mot s6 tap tin trén may tinh cta nguoi dung, sau d6 yéu cau ngudi dung phai
tra mot khoan tién chudc dé ma khoa.
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Mtrc do nghiém trong cua cac vu tan cdng phu thudc vao loai tap tin ma
ransomware anh huéng. Trong mot s6 truong hop, n6 chi ma hda mot vai tap



tin phan mém ma nguoi dung tai vé tir trén mang Internet ma hé diéu hanh
khéng c6 cac tinh nang d6. Trong mot s trudng hop khac, cac phan mém
doc hai c6 thé anh huong dén toan bo 6 dia cirng va l1am cho may tinh caa
nguoi dung khéng str dung duoc.

Duéi day 1a 3 loai virus Ransomware siéu nguy hiém va dang s¢ nhat tir
trudc dén nay.

Your personal files are encrypted!

Your files have been safely encrypted on this PC: photos,videos, documents,etc.
Click "Show encrypted files” Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated
for this computer. To decrypt files you need to cbtain the private key.

The only copy of the private key, which will allow you to decrypt your files,
Your private key will be is located on a secret server in the Internet; the server will eliminate the key
after a time period specified in this window.
destroyed on: Once this has been done, nobody will ever be able to restore files...

p. / 29 / 2015 In order to decrypt the files open your personal page on site
https:/ /34r6hq26q2h4jkzj.tor2web.fi  and follow the instruction.

Use your Bitcoin address to enter the site:
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Click to copy Bitcoin address to clipboard |

if https://34r6hq26q2h4jkz).tor2web.org is not opening, please follow the steps:
You must install this browser wwwe.torproject.org/projects/torbrowser.html.en
After instalation,run the browser and enter address 34r6hq26q2h4jkzj.onion

Follove the instruction on the web-site. We remind you that the sooner you do,
the more chances are left to recover the files.

Any attempt to remove or corrupt this software will result
in immediate elimination of the private key by the server.

Show encrypted files Check Payment Enter Decrypt Key
Click to Free Decryption on site

1. Locky Ransomware

Locky duoc phét hién dau tién vao thang 2 nim 2016. Loai ransomware nay
thuong duoc gui dudi dang file dinh kém email, c6 tiéu dé ‘Invoice J-00".
Email co chra tai liéu van ban ma macro “lgp trinh” trong do.



Tai liéu nay ndi rang néu ngudi nhan khdng thé nhin thay cac hoa don, ho
nén cho phép macro chay. Va ngay sau khi nguoi dung kich hoat macro, tat
C4 C4C tap tin thyc thi yéu cau caa Locky duoc tai xudng va hé thong duoc
thoa hiép.

Phién ban méi nhat cua Locky kha 1a théng minh, nd c6 thé “an minh” trén
hé thong va cé thé “tw bao vé minh” khi nguoi dung sir dung cac phuong
phap truyén thong dé kiém tra hé théng.

Mai day, mot dang thirc méi cua mail Locky da dugc phat hién ra @6 1a
‘Receipt of Order — 00’ thay vi dang thirc cac hoa don.

2. Cerber Ransomware

Cerber 12 ¢c6 mét dang phan mém doc hai (malware) théng minh va tham chi
1a con kha “manh”. Li do 14 bai vi n6 1a phan mém mién phi, c6 san dé nguoi
ding tai vé, cai dat va vo tinh bi phan mém nay “tin cong” hé théng ma
khong hé hay biét.

Loai ransomware nay sir dung hai phuong phap “van chuyén:

. Phuong phap dau tién ciing gidng nhu Locky, Ceber ciing duoc gui nhu
mét file dinh kém. Khi nguoi ding mé file nay, n6 sé& tin cong may
tinh va hé théng nguoi ding.

. Phuong phap thir hai 1a link dé boé dang ky tir danh sach hra dao, nhung
lai “cung cip” cho ngudi diing c4c tap tin dinh kém va cubi cling 12 tan
cong may tinh va hé thong nguoi ding.

Khi Cerber “lay nhidm” va “tan cong” hé théng caa ban, n6 sé “cudp” quyén
kiém soat hon 400 loai tap tin va ma hoa chung truéc khi yéu cau tién chugc.
Cac khoan tién chudc co thé cao dén khoang 500 $ va néu khong tra tién, ban
s€ khong duoc phép sir dung may tinh cua minh.

3. CryptoWall Ransomware



CryptoWall 1a loai ransomware c6 nhiéu “méi nguy hai”, de doa nguoi ding
nhiéu nhat. Loai ransomware nay khéng sir dung bat ky cac tha doan nhu
dinh kém email ma né dya vao céc 15 hong trong Java va “lay lan” théng qua
cac quang cao doc hai chay trén cac trang web pho bién nhu Facebook va
Disney.

Virus nay xam nhap vao may tinh “4m tham” chu yéu thong qua cac thu
muc% APPDATAY va sau d6 bat dau quét 6 dia cting dé tim cac tap tin ma
n6 nham dich dén. Mot khi da ndm danh sach céc tap tin c6 thé ma hoa, né s&
bat dau qua trinh cia minh.

Piém dang cha ¥ nhat cia CryptoWall lethal 1a kha nang chay trén ca phién
ban hé diéu hanh 32-bit va 64-bit.

Tuy nhién, ngudi ding cé thé “giam b6t stc anh huong

cua CryptoWall bang cach thay thé tam thoi cac tap tin sao luu 6 dia cang.
Tat nhién day chi la giai phap tam thoi chir khong phai 1a giai phap vinh vién,
nhung no kéo dai thém thoi gian dé ban co thé &p dung cac giai phap bao mat
khac.
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4. Mét s6 giai phap bao vé ban khéi cac cudc tan cong ciia Ransomware



Virus Ransomware ngay cang pho bién va tré nén dang sg. Do d6 dé ty bao
vé minh khai cac cudc tan céng cia Ransomware ban nén thuc hién sao luu
may tinh thuong xuyén, cap nhat cac phién ban hé diéu hanh mai nhat va
quan trong nhat 1a "ding dai gi" ma click chudt vao cac tap tin duoc giri tir
cac nguon khong rd trén c4c tap tin dinh kém email.



