Céch g& bé ké tan cong trinh duyét PlusNetwork . com

Ké tan cong trinh duyét Plusnetwork.com dugc tich hop théng qua toolbar
Messenger Plus! Community. Sau khi di duoc cai dat n6 sé thay doi trang
chu va thiét 1ap cong cu tim kiém mac dinh thanh www . plusnetwork . com.

Plusnetwork . com thuong duoc dinh kém trén cac chuong trinh, tng dung
mién phi ma ban tai vé tir trén mang Internet. Va khi ban cai dat cac tng
dung, chuwong trinh nay vo tinh cai dat thém ca Plusnetwork . com ma khong
hé hay biét.

Do d6 trudce khi dong ¥ cai dit bat ky cac phan mém nao ban nén “dé y” dén
cac phan mém di kém, chang han nhu Plusnetwork . com. Luén luén lya
chon tly chinh cai dat va bo chon bat ¢t thy chon khdng phai 1a tiy chon
“quen thudc”, dac biét 1a cac phan mém tiy chon ma ban khdng bao gio
mudn tai vé va cai dat. N6i cach khac 1a khong nén cai dat bat ky phan mém
nao ma ban khong tin tuong.

Tom tit cac buéc g bé chuyén hwéng PlusNetwork.com

Budc 1: G& bo cai dat PlusNetwork trén Windows

Budc 2: Sir dung Zemana AntiMalware Free dé quét may tinh

Budc 3: Quét hé thong bang Malwarebytes Anti-Malware

Budc 4: Quet may tinh véi HitmanPro

Budc 5: Reset lai trinh duyét cua ban vé trang thai thiét 1ap mac dinh
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Cic buwéc go bé chuyén hwéng PlusNetwork.com:
Bwoc 1: Go bé cai dat PlusNetwork trén Windows

Budc dau tién la tim va g& bo cai dat cac chuong trinh nguy hiém duoc cai
dat trén hé thong cua ban.

1. Truy cap Menu Uninstall:
- Trén Windows 10 hoac Windows 8:

1. Dé go bo cai dat mot chuong trinh trén Windows 10 hoac Windows 8, kich
chudt phai vao nat Start rdi chon Control panel trén menu.



Programs and Features
Power Options

Event Viewer

System

Device Manager

Netwerk Connections

Disk Management

Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Control Panel

File Explorer [\‘5)
Search

Run

Shut down or sign out
Desktop

2. Trén ctra s6 Control Panel, click chon “Uninstall a program” tai muc
Programs.

58 > Controf Paned

- Trén Windows 7 hoac Windows Vista:



1. Néu dang sir dung Windows XP, Windows Vista hoic Windows 7, click
chon nut Start, sau do click chon Control Panel.

;l Getting Started

' Connect to a Projector MalwareTips

[l Documents
{ Calculator

Pictures

Sticky Notes

VoS
\% Snipping Too!

= Computer
"j Paint

Music

Control Panel
.\‘ APS Viewer
: Devices and Printers
S’i Windows Fax and Scan

Default Programs

*‘L. Remote Desktop Connection
2z Help and Support

ea Malwarebytes Anti-Malware

» Al Programs

"Shatdown v

2. Trén cira s6 Control Panel, click chon “Uninstall a program” tai
muc Programs.



Adjust your computer's settings

System and Security
Review your computer’s status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing options

@

7

ne |

Hardware and Sound
View devices and pronters
Add a device

Programs

Search Control Panet )

Viewby: Category ~

User Accounts and Family Safety
W Add or remove user accounts
5‘ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Q Clock, Language, and Region

i Change keyboards or other mput methods
Ease of Access

Let Windows suggest settings

Qptimize visusl display

@

2. LUc nay trén man hinh hién thi ctra s6 Programs and Features, tai day

cudn xudng danh sach cac chuong

trinh m&i1 duge cai dat gan day, tim va go

bo cai dat cac chuong trinh ¢6 tén “Messenger Plus! Community Smartbar”

hoac “CrossBrowse”.

Programs and Features

-

T fia » Control Panel » Programs » Programs

Control Panel Home A
Uninstall or change

View mstalled updates
B Tum Windows features on or
off Organize v
Name
©) UpdateAdmin
=1 PremierOpinion
B omaibaxes unmstall

] GamesDesktop 025.004020044

T Tny_Cassiopesa

© Record Page

© Pro 0C Cleaner

0 Opera stable 30.0.1835.125
& One System Care

Uﬂhﬂall@ange

and Festures v Seéarch Programs and Features

P

a program

To uninstall a program, select it from the st and then click Uninstall, Change, or Repair.

Publisher

DownloadAdmin

VoiceFive, Inc.

omnboxes

GAMESDESKTOP
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Bwéc 2: Sir dung Zemana AntiMalware Free dé quét may tinh

Str dung Zemana AntiMalware dé loai bo tién ich mé rong nguy hiém trén
trinh duyét va cac chuong trinh doc hai khac trén may tinh cua ban.

1. Tai Zemana AntiMalware vé may va cai dit.

2. Kich dup chuot vao file c6 tén “Zemana.AntiMalware.Setup.exe” dé cai
dat Zemana AntiMalware trén may tinh cua ban.

Trén man hinh s& xuat hién ctra s6 UAC, hoi ban c6 mudn chay chuong trinh
nay hay khong. Click chon Yes dé chay Zemana AntiMalware.

User Account Control

Do you want to allow this app to make
changes to your device?

‘\’ ZAM

Verified publisher: Zemana Ltd.
File origin: Hard drive on this computer

Click chon Next va thuc hién theo cac budc huéng dan trén man hinh dé cai
dat Zemana AntiMalware trén may tinh caa ban.

3. Khi ctra s6 Zemana AntiMalware mé, click chon nat Scan.



T Zemana Antibatware (Free) zemanNnas'

*

Clean Free Version

< Today

Drag and drop files here to scan them

WAW, ZEMana, com Send Feedback

4. Zemana AntiMalware s& bat dau quét may tinh cua ban dé tim céc file doc
hai. Qué trinh quét co thé s& mat dén khoang 10 phut.



7 Zemana Antifalware (Free)

*

Scanning (95%:)...

L. Frefox Shortaut Suspicious Browser Setting
DS Hjack

3, RemageRepar.exe Scareware:Wini2/ _calOptimzenip

4. Zexe MalwareWin32 TamacaAkat

VO PR, SO

5. Khi két thdc qua trinh quét, Zemana AntiMalware s& hién thi danh séach tat
ca cac chuong trinh doc hai duoc phat hién. Click chon nt Next dé loai bo
tat ca cac file doc hai khoi may tinh caa ban.



T Zemana AntiMabware (Free)

*

Harmful objects detected!

2, Ethemetd DS Hijack
3. RemageRepar exe Scareware:Win32/..calOptimizertp
4. 2.exe Halware:Wini2 [ TamacaiAkat

S, dnsnorthiake exe AdwareWm32/Obfus Attaat

!/

Zemana AntiMalware s& loai bo tat ca cac file doc hai khoi may tinh caa ban
va sé& yéu cau hé thdng khai dong lai dé loai bo tat ca cac chuong trinh doc
hai.

Bwéc 3: Quét hé théng biang Malwarebytes Anti-Malware

Malwarebytes Anti-Malware la mot trong nhitng irng dung quét virus *manh
mé&", str dung ung dung dé loai bo chuyén hudng PlusNetwork . com trén
may tinh cua ban. Diéu quan trong 1a Malwarebytes Anti-Malware s& chay
song song véi cac phan mém diét virus khac ma khéng bi xung dot.

1. Tai Malwarebytes Anti-Malware vé may va cai dat.

2. Sau khi d3 tai xong ¢ng dung, tién hanh dong tat ca cac chuong trinh trén
may tinh cta minh, sau d6 kich dup chudt vao biéu tuong Malwarebytes
Anti-Malware tén 1a mbam-setup dé bat dau qua trinh cai dat Malwarebytes
Anti-Malware.



Lac nay trén man hinh s& xuat hién hop thoai User Account Control hoi ban
c6 mudn chay file hay khéng. Nhiém vu caa ban 1a click chen Yes dé bt dau
qua trinh cai dat.

User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Malwarebytes Anti-Malware

Verified publisher: Malwarebytes Corporation
File origin: Downloaded from the Internet

Show more details

3. Khi qua trinh cai dat bt dau, ban s& nhin thiy ctra s6 Malwarebytes Anti-
Malware Setup Wizard xuat hién kém theo cac budc hudng dan dé ban cai
dat.



;5] Setup - Malwarebytes Anti-Malware

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will instal Malwarebytes Anti-Malware version 2,2.1,1043
on your computer,

It is recommended that you dose all other applcations and
temporarly disable your antivirus and firewall before
continuing,

Click Next to continue, or Cancel to exit Setup.

Thuc hién theo cac bude hudng dan trén man hinh dé cai dat Malwarebytes
Anti-Malware.

j{;‘! Setup - Malwarebytes Anti-Malware

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished nstalling Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the instaled icons,

Click Finish to exit Setup.,

[“] Enable free trial of Mahvarebytes Anti-Mahvare Premium

] Launch Malwarebytes Anti-Mahvare




4. Sau khi da cai dat xong, Malwarebytes Anti-Malware s€ ty dong mé va sé
hién thi théng bao noi rang ban nén update chwong trinh va thuc hién quét
trén hé théng cua ban. Dé bat dau qua trinh quét trén hé théng, ban click chon
nat Scan Now.

Malwarebytes | TrIAL

Scan Status

Last Saan: Nons

Awesome!
You're protected.

Your premium trial ends in 13 days Protection History

Rerms scanned:
Upgrade Now

i 9

5. Malwarebytes Anti-Malware s& bat dau qua trinh quét may tinh cia ban dé
tim cac phan mém doc hai (malware) ciing nhu ké tin céng trinh duyét
PlusNetwork . com trén may tinh cua ban.

Scan devectons: O

Reak-Tar

o detacmons: 16



Malwarebytes | TRIAL el

Threats Identfied:

View Identfied Threats

Malwarebytes Premiom: Protects you when malware attacks
Mabwarebytes Fremium Intercepts malware before it can nfect with real-time heuristic protechon. Cot

6. Sau khi qua trinh quét két thiic, trén man hinh sé& hién thi cira s6 cac phan
mém doc hai ma Malwarebytes Anti-Malware phat hién thay. Dé loai bo cac
chuong trinh, phan mém doc hai nay ban click chon nit Remove Selected.

&

Malwarebytes | TRIAL Achate License. |

Threat Scan Results: 58 of 58 identified

~% selectes toey

S, Threat Type Threat Object Typa Location
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7. Luc nay Malwarebytes Anti-Malware s& "don sach" tat ca cac file va key

Registry doc hai duoc tim thay. Sau khi qué trinh loai bo cac file doc hai két
thic, Malwarebytes Anti-Malware s& yéu cau khoi dong lai hé thong dé loai
bo hoan toan céc file, phan mém doc hai.

Buéc 4: Quéet may tinh veéi HitmanPro

HitmanPro s& tim va loai bo cac phan mém doc hai (malware), phan mém
quang céo (adware), bots va cac phan mém doc hai khac.

1. Tai HitmanPro vé may va cai dat.

2. Kich dup chudt vao file “HitmanPro.exe” (néu st dung win 32-bit) hoic
file “HitmanPro_x64.exe” (néu st dung win 64-bit) ¢&& ma tng dung.

Tiép theo click chon Next dé cai dat HitmanPro trén may tinh cta ban.

& HitmanPro 3.7.14 - Build 265 (64-bit) - X

SurfRight

HitmanPro
second opinion anti-malware
forensics-based, cloud-assisted

Check your computes for all forms of malicious software, including viruses, trojans,

rootiits, worms, Spyware, fake software and keyloggers

Cick Next to scan for malicikous software

3. HitmanPro sé& bat dau quét may tinh cia ban dé tim cac phan mém doc hai
(malware).



(0> HitmanPro 2.7.14 - Build 265 (64-bat)

Classifying (52%) .

CAWINDOWS\systern32\sfc.dil

Service_KMS.exe B0 EIED W Malware Delete v A
C\Program Files' KMSpico
cvsmen32.exe BRI 0N % Trojan Delete »

CA\Program Files (B8] Software Guardian

gcpum.dll % Riskware Delete w

Ch\Users\MalwareTips\AppData\LocahTemp)\is-

InoDil.dil # Trojan Quarantine v

CAUsers\MalwareTips\AppData\Local Templis -0IKO) tmp

gcpum.all &Y Riskware Delete v

C\Users'MalwareTips\AppData\Lo@aiTempis-0IKOLtmp

1.exe * Riskware Delete »

CUsers MalwareTips\Desktop\Malware

InoDil.dh g TTO]BT\ Cuarantine v
ChAUsers\MalwareTips\AppData\LocanTemp)is-

Sexe @ Trojan

CAUsers\MalwareTips\Desktop'Malware

W Riskware Delete »

46 ftems

Cancel

4. Khi qua trinh két thdc, trén man hinh s& hién thi danh sach tat ca cac
chuong trinh doc hai ma (g dung phét hién thay. Click chen Next dé loai bo
cac phan mém doc hai (malware).



& HitmanPro 3.7.14 - Build 265 (64-bit)

Scan results

Maticious software was detected. Closs all applications and click Next to remove the malicious software, During removal
certain programs may terminate unexpectediy,

Service_KMS.exe B I & Malware Delete » A

C\Program Files\KMSpico

cvsmon32.exe EEIEN 2 Trojan Delete v

C\Prograns Files (x36)\Software Guardian

gepum.dil o Riskware Defete v
C\Users'\MalwareTips\AppDataiLocanTemptls-SEIFE.tmp
InoDILdll S Trojan

CAUsers'\MalwareTips\AppData\Local Temphis-0JKO ) tmp

gopum.dil Riskware Delete w

NUsers'MalwareTips\AppData'LocaliTemplis-0JKO ) tmp

1.exe S Riskware

Clsers\MatlwareTips\Desktop\Malware

InoDIl.dll 2 Trojan

CAlUsers\MahwareTips\AppData\LocaliTemp\ls -SEIFE tmp

S.exe X Trojan Delete »

Users'MalwareTips\Desktop \Malware

Riskware

5. Click chon Activate free license dé bat dau dung thir tng dung trong vong
30 ngdy, va dé loai bo tat ca cac file doc hai trén may tinh caa ban.



& HitmanPro 3.7.14 - Build 265 (64-bit)

Product Activation

oftware.

yrchased HitmanPro in the field

duct key to this computer.

Activate

-+ Activate free license
This one-time license is valid for thirty days {"j

License Information

&, HitrmanPro is not activated,

Bwéc 5: Reset lai trinh duyét cia ban vé trang thai thiét 1ap mic dinh
- Trén trinh duyét Chrome:

1. Click chon biéu twgng 3 dong gach ngang & goc trén ciing man hinh,
chon Settings.



2. LUc nay trén man hinh xuat hién ctra s6 Settings, tai day ban cudn xudng
dudi tim va click chon Show advanced settings (hién thi cai dat nang cao).



“' Person 1 (current)

3. Trén man hinh s& xuat hién ctra s6 cai dat nang cao cua trinh duyét
Chrome, tai day ban cuon xudng dudi tim Reset browser settings. Tiép theo
click chon nut Reset browser.



x

+/fsettings

Settings

M Nage

Reset settings

4. Mot cira 56 x&c nhan s& xuét hién trén man hinh, nhiém vu caa ban 1a click
chon ndt Reset dé xéac nhan.



£t Setbngs - Reset sattings X

(" C (‘) ome/isettings/rasetdrofiebatting

- Trén trinh duyét Internet Explorer:

Dé reset trinh duyét Internet Explorer vé trang thai thiét 1ap mic dinh, ban
thuc hién theo cac budc dudi day:

1. M@ trinh duyét Internet Explorer, sau d6 click chon biéu tuong hinh ring
cua & goc trén cung bén phai man hinh, chon Internet Options.

5owOKerts O - @ 6 | [ Google

File

Zoom (100%)

Safety

Add site to Start menu
View downlcads
Manage add-ons

F12 Developer Tocls

Go to pinned sites

Compatibilty View settings
O 8 ( Internet options

Romania About me.& Explover




2. LUc nay trén man hinh xuat hién ctra s6 Internet Options, tai day ban click
chon tab Advanced, sau d6 click chon Reset.

P oo

ww.google.ro/7gws_rd=cr&ei=gl8wl5DwOKerd A P~

Settngs
[ & accelerated graphics

|7 Use software rendering nstead of GPU rendering™
2 Accessbiity

|77 Always expand ALT text for images

m »

b 4
| Enable Caret Browsing for new windows and tabs ga pe internet
[ Move system caret vath focus/selection changas

L Play system sounds

[T Resat text size to medium for new windows and tabs

[ Reset 200m level for new windows and tabs

~| Browsing
( | Close unused folders in History and Favorites®
[ Disable script debugaing (Internst Explarar)
" [¥ Disable sript cebugging (Other)

[ Display a notification about every seript amor
« ] i

’

*Takes effect after you restart your computer

| Restore advanced settngs |
Reset [nternet Explorer settings
Ciutare Ga%l mt;‘nmmt Explorer’s setbngs to their default ]___R:e__*! !

You should only use this if your browser is In an unusable state,

Google ro oferit |

3. Trén cira s6 “Reset Internet Explorer settings”, ban danh tich chon “Delete
personal settings” rdi click chon nit Reset.



IS =R

Nemet Do B |
ws_rd=cr&ei= g8wUSDWOKensA O ~ § ‘ : [ & A
[ General | sequrity | Privacy | Content | Connections | Programs | Advanced |
i 10 I
J Settngs | nectafi-va
- == i i p— |
Reset Internet Explorer Settings. i e 0 e
IA Are you sure you want to reset all Internet Explorer X
= =) settings? ga pe internet

Resetting indudes: ome

* Disable toolbars and add-ons * Advanced options

+ Default web browser settings + Tabbed browsng settings

* Privacy settings * Pop-up settings

* Security settngs

r [¥] Delete personal settings
Resets home pages, search providers and Accelerators to default
settings, Deletes temporary Internet files, history, cookies, web form
information, ActiveX Fitering data, Tracking Protection data, Do Not
Track data, and passwords.
You must restart your computer for these changes to take effect,

Cautdy

Google ro oferit

[ oK H Cancel ; Apply

4. Sau khi qué trinh reset két thtc, click chon nat Close dé déng cira s6 hop
thoai x4c nhan. Cudi cling khoi dong lai trinh duyét Internet Explorer cta ban
lai 1a xong.



| - O X
[nternet Options .
=gi8wUSDwOKertA O ~ § : 10 o
Reset Internet Explorer Settings g— |
! nectati-va

>

' Resetting user customizations
v Disabling browser add-ons

X
' Applying default settings |pbs | figa pe internet

/ Deleting personal settings F tm
Cboe& l | tabs

™ Close unused folders n History and Favorites™
[V’ Disable script debugging (Internet Explorer)
V! Disable soript debugging (Other)
] | Display a notification about every script error .
« n , ’

| 0

*Takes effect after you restart your computer

[ Resbreadvancedsett‘ngi]

Reset Internet Explorer settings

Ciutare God Resevts Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state,

Google.ro oferit i

- Trén trinh duyét Firefox:

1. Click chon biéu twong 3 dong gach ngang ¢ goc trén cling bén phai man
hinh, sau d6 chon Help.



New Private Save Page
Vindow

-
=3
-
Full Screen

Ciutare Google Ma simit sorocos

Google ro ofent in: magyar Deutsch Engish Q SgnintoSyme

Custeenize

2. Trén Menu Help, click chon Troubleshooting Information.

Néu khéng thé truy cap Menu Help, ban nhap about:support vao thanh dia
chi ¢é m¢g trang Troubleshooting information.



B Google

€ @ tetgs v googlers Tun i t0 9 a0 =

Pastel Heop

Firefox Help

Firefox Tour

Keyboard Shortcuts

Firefox Heaith Report

T ng Information
Submit Feedback...

Restart with Add-ons Disabled..,
Reporet Web Forgery.

About Firefox

Google.ro oferit in- magyar Deutsch English

Publictate Companii Despre Conhdentaltate Tesmers Setan

Cookia-unie ne apaa 53 ofenm servcile noastre, Utilzdnd aceste senici, acceptay modul In care utilizam cookie-urile.  Mai multe detalil SIS

3. Click chon nut “Refresh Firefox” ¢ goc trén cung bén phai trang
Troubleshooting Information.




@ Troubleshooting Informati. X

¢ © rnetod »aboutmpport

Troubleshooting Information

This page contams technicalinfoemation that might be useful when you e trying to solve 2 problem. If Give Firefox a tune up

you are lacking for to ¢ icns sbout Firefox, check out our guppan webate,
 Copy rawdata o cipbosid | Copy textio clipbosrd | Ty Sw e
Application Basics

Namu Fuefor

Version 3!0 3

Huild 1D .éth;J# -

Update Channel uduse

User Agest Mosila/S.0 Windows NT 6.3 WOWES, 330} Gecko/ 20100101 Fiefon/390
Frofie Folder :_épnﬁdbit_

Inabled Phagine

Build Configusation

Memory Use

Crash Reports for the Last 3 Days

Report 1D Submitted

Al Ceash Regods

4. Tiép tuc click chon nat Refresh Firefox trén cira s6 X4c nhan.



/@ Troubleshooting Informati.. % | +

@) firefor | aboutsupport

Troubleshooting Information

This page contains technical information that might be useful when you're trying to Give Firefox a tune up
solve a problem. If you are looking for answers to common questions about Firefox, -
check out our support website. migfiesh Firefox

Mode
Start fresh to fix problems and restore performance.

This will: tart with Add-ons Disabled..
Remove your add-ons and customizations
A lication Basi Restore your browser settings to their defaults

—— Refresh ﬁgox Cancel J

Copy raw data to clipboard | Co

Name Firefox
Version 390

Build 1D 20150630154324

(ORRTRSSIIN | <o Updto sty

Update Channel release

ponchgeat Mozilla/5.0 (Windows NT 6.3; WOWBH; v:39.0) Gecko/20100101 Firefox/39.0

Profile Folder ‘ Show Folder |
Enabled Plgins aboutplugmns

5. Firefox sé& tu dong ctra s6 lai va chuyén vé trang thai cai dat mac dinh ban
dau. Sau khi hoan tat, mot cira 6 hién thi cac théng tin s& xuat hién. Click
chon Finish.



