10 giai phap khic phuc su c6 DNS Resolution

Khi DNS Resolution khdng hoat dong, ban sir dung may tinh dé truy cap
mang Internet s& déu bi that bai. DNS khéng phai 14 "tinh ning tuyét voi”
trén hé thong mang, nhung né 1a "tinh nang can" phai co.

Néu vai trd caa ban 1a Network Admin, chac han ban da timg duoc nghe rat
nhiéu nguoi dung thac mac vé van dé hé thong mang cua ho bi "sap", nguyén
nhan thuong 1a do cac méay chit DNS, ¢6 thé kém ca 15i DNS Server not
responding, Khong thé tim thiy DNS Address may cht...

Vay lam thé nao dé khac phuc duoc ha tang co s& mang khi méy tinh nguoi
dung va DNS khong phan giai dugc tén mién? Mai cac ban clng tham khao
bai viét dudi day ctiia Quan tri mang.

1. Kiém tra két ndi mang

Trong rét nhiéu truong hop khi ban mé trinh duyét Web va nhap moét URL
vao d6, nhung URL that bai khong thé truy cap duoc trang Web. Trudng hop
nay nguyén nhan ban nghi dén dau tién 1a do 15i DNS. Tuy nhién thyc té thi
trong trudng hop nay nguyén nhan cé thé 1a do két néi mang cua ban.

Piéu nay cang dung hon néu ban str dung Laptop va két ndi mang bang Wifi.
Véi giao thirc bao mat khdng day, key sé dugc "diéu dinh" lai hodc cuong do
tin hiéu caa song vo tuyén s& bi yéu dan, dan dén két néi mang bj mat.

Nguyén nhan mat két ndi mang co thé xay ra trén bat ky loai mang nao.

N6i cach khac, trude khi d6 18i cho DNS, hay bat d¢au khac phuc su ¢é bang
cach kiém traOSU Layer 1 - Physical' dau tién sau d6 kiém tra két ndi
mang cua ban.
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Hinh 1: Két ni mang khoéng day van & trang thai tot

Luu y vé cach Access la Local and Internet. Néu Access hién thi 1a Local,
ddng nghia voi viéc dia chi mang cua ban khong hop 1 (trong truong hop
nay, ban chi c6 mot APIPA riéng bat dau véi dia chi 169.x.X.X).

Tiép theo ban can dam bao rang ban c6 mét dia chi IP hop 18 trén hé théng
mang. Ban c6 thé kiém tra dia chi IP cua minh bang cach vao View
Status sau do chon Details, kiém tra dia chi IP va x&c nhan dia chi IP caa
DNS Server. Néu dia chi IP caa ban 1a 169.x.x.xdong nghia véi viéc ban
khong thé két ndi Internet duoc.
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Network Connection Details B3
Network Connection Details:

Property Value
Connection-specific DN...  wiredbraincoffee.com
Description Intel(R] Wireless "WiFi Link 49654GN
Physical Address 00-13-E8-57-84-FB
DHCF Enabled Yes /
IPvd IP Address 10.0.1.100
IPvd Subnet Mask 255.255.255.0
Lease Obtained Friday, May 15, 2009 7:37:20 PM
Lease Expires Friday, August 28, 2009 12:32:13 &AM
IPv4 Default Gateway 10.0.1.1
IPvd4 DHCP Server 10.0.1.1
IPvd DNS Servers 10.0.1.20

10.0.1.1
IPvd WINS Server
NetBIOS over TepipEn...  Yes

I Close

Hinh 2: Tham dinh dia chi IP cta ban va cac dia chi IP cia DNS Server
2. Xac nhan dia chi IP cia DNS Server 1a ""chuan” va ding thir tu

Sau khi ban c6 dia chi IP hop 1& va c6 thé két ndi duoc Internet, 1dc nay ban
c6 thé di sau vao cac van dé bén trong DNS bing cach xac nhan lai dia chi IP
ctia DNS Server di chuan va dang thi tu hay chua.

Néu quan sat trong hinh thir 2 & trén ban cé thé nhin thay dia chi IP cta IPv4
DNS Server. Luu y rang dia chi IP cua IPv4 DNS Server IP bao gom ca
Local LAN / Subnet dé ban c6 thé truy cap, tham chi trong trudng hop néu
cong mac dinh bi hong.

Pay 1a cach nd 1am viéc trén hau hét cac mang doanh nghiép. Mac du vay,
cac may cha DNS cua ban khéng phai ltc nao ciing nam trén subnet. Trong
thu té, véi hau hét cac ISP, cac IP caa DNS Server tham chi con khdng nam
trén clng subnet v&i cong mic dinh (default gateway).



Trong hau hét cac cau hinh router cuia gia dinh hay cac doanh nghiép vira va
nho (home/SMB) khdng c6 cac may chu DNS riéng va cac SMB router s¢
proxy (ay nhiém) DNS dén cac may chit DNS thuc. Trong truong hop doé, dia
chi IP caa DNS Server c6 thé cling voi dia chi IP Router cua ban.

Cubi cuing, bao dam rang DNS Server ctia ban nam dung thi tw. Trong
truong hop thé hién trong hinh 2, DNS Server noi bo 1a 10.0.1.20. N6 duoc
c4u hinh dé “forward” tit ca cac tén mién ma n6 khong thé phan giai dén
10.0.1.1, dia chi router noi bo. Router d6 s& proxy DNS dén DNS Server cua
ISP. Chidng ta thé tra ciru cac DNS Server d6 trén router ciia minh, xem thé
hién trong hinh 3.
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AirPort | Internet | Printers Disks  Advanced

Internet Connection Egc?IMT |

Connect Using: [Ethemet '-]

Configure IPv4: | Using DHCP v

IP Address: 76.187.201.240
Subnet Mask: 255.255.240.0

Router Address: 76.187.192.1

DNS Server(s): 24.93.41.127

24.93.41,128

Domain Name;  bx.rr.com

DHCP Client 1D:

Ethernet WiAN Port: | Automatic (Defauk) v

Select if you want this Apple wireless device to share a single IP address with wireless clients using DHCP
and NAT, distribute a range of static IP addresses using only DHCP, or act as a bridge.

Connection Sharing: -Share a public IP address '1

' Help ’ l ﬁéveri .‘i l ijpdafé ]

Hinh 3: Cac DNS Server da nhan tir ISP thong qua DHCP

Pau tién, can dam bao rang DNS Server ciia ban nam ¢ dang th ty. Néu
truong hop ban ¢c6 mot local DNS Server, giéng nhu trén va dang tra ciru tén
mién noi bo (local DNS name), muén PC client tra ciru local DN'S name d6
trong local DNS Server dau tién, trude Internet DNS Server. Khi d6, local
DNS server ctia ban phai nam dau tién trong céc thiét lap DNS.

Thu hai, ban c6 thé ping dia chi IP caia DNS Server caa ISP. Theo cach nay,
chi can cac DNS server duoc liét ké nam & trén router caa minh, ban c6 thé



tham dinh rang minh cé thé ping chiing tham chi tir may tinh noi bo cua
minh:

Luu y vé thoi gian dap tra khi ping dén DNS Server cta ISP. Qua trinh nay
c6 thé 1am cham céc tra ciru DNS hoac tham chi con ¢d thé 1am that bai néu
n6 mat qué lau thoi gian dé DNS server dap tra.

Cormmand Prompt

Microsoft Windows [Uersion 6.6.6080811]
Copyright {(c)> 20086 Microsoft Corporation. All rights re

C:\Users\david>ping 24.93.41.127

.923.41.127 with 32 bytes of data:

24.93.41.127: bhytes=32 time=76%9ms TTL=248
24.93.41.127: hytes=32 time=788ms TTL=248
24.93.41.127: bhytes=32 time=812ms TTL=248
24.93.41.127: hytes=32 time=865ms TTL=248

Ping statistics for 24.93.41.127:

Packets: Sent = 4, Received = 4, Lost = 8 (B%Z loss).
Approximate round trip times in milli-seconds:

Minimum = 76%ms, Maximum = 865ms, Average = 868ms

C:\Users\david>

Hinh 4: Ping DNS Server cua ISP

Luu ¥ vé thoi gian dap tra tir hanh dong ping cua ban dén DNS Server cua
ISP. Biéu nay cd thé 1am cham cac tra cau DNS hozc tham chi con c6 thé
lam that bai néu n6 mat qué lau thoi gian dé DNS server dap tra.

3. Ping dia chi IP ciia host ma ban muén (trwdong hop néu ban biét)

Cach nhanh chéng dé chiang minh 18i 1a do DNS chir khong phai do su ¢6 két
ndi mang d6 1a ping dia chi IP cia Host ma ban muon truy cap dén. Néu két
ndi dén tén mién that bai nhung két ndi dén dia chi IP thanh cong dong nghia
véi viéc van dé cia ban nim & DNS.

Tuy nhién néu DNS Server caa ban khong hoat dong thi rat khé c6 thé chi ra
dia chi IP ma ban dang két ndi dén 1a gi. Bé thuc hién test nay, ban phai c6
mét so do (diagram) mang hoac gidng nhu nhiéu Admin van thuc hién, chi
can nhé dia chi IP cua host.

Néu 1am viéc, cho cho toi khi DNS server kha dung 1an nita, ban c6 thé dat
mét entry trong file hosts ctia minh dé map IP dén hostname.



4. Tim DNS server dang dwoc sir dung bang nslookup

Ban c6 thé sir dung Iénh nslookup dé tim kiém cac thong tin vé DNS
resolution caa minh. Mt trong nhing cach don gian 1a ban c6 thé st dung
lénh nay dé xem DNS server nao dang cung cap cho ban cau tra 1i va DNS
server nao khong.

C:\Users\david>nslookup www.windowsnetworking.com
Server: UnKnown
Address: 10.0.1.20

Non—authoritative answer:
Name : wuww.windowsnetworking.com
Address: 24.28.193.9

C:\Users\david>

Hinh 5: Pau ra cua lénh nslookup

Luu ¥ trong hinh 5, DNS server ctia ISP da cung cap cho chung ta théng tin
“non-authoritative answer”, c6 nghia rang né khdng cau hinh mién nhung van
c6 thé cung cap hoi dap.

Ngoai ra ban ciing c6 thé str dung lénh nay dé so sanh cac hoi dap tir cac
DNS server khac nhau bang cach cung cap DNS server nao sir dung.

5. Kiém tra hau t6 DNS

Néu ban dang tra ctzu host ndi bo trén mot DNS server ma may tinh cua ban
la mot thanh vién nam trong d6, khi d6 ban c6 thé két ndi dén mot host,
khdng can st dung FQDN (fully qualified DNS name) va hy vong vao hau tb
ciia DNS c6 thé gilp ban tim ra van dé.

Cho vi du, néu chiing ta két ni dén “server1”, DNS server ¢ thé ¢ nhiéu
entry cho tén mién d6. Khi d6 Network Adaptor cta ban s& dugc cau hinh voi
hau t6 DNS két noi.

Chang han nhu vi du trong hinh 2, DNS 1a wiredbraincoffee.com. Do d6 bt
ctr khi ndo ban nhap vao mot tén mién nhu serverl, hau té6 DNS s& duoc bo
sung vao phan cudi cia né dé tao thanh serverl.wiredbraincoffee.com.



Ban nén xac nhan hau té DNS ciia minh 12 dtng.

6. Pam bao rang cac thiét 1ap DNS ciia ban dwoc cAu hinh dé “kéo” IP
cua DNS tir may cha DHCP

Ciing giéng nhu khi ban mudn Network Adaptor ciia minh “thu” duoc cac dia
chi IP ctia DNS Server tir DHCP Server. Néu quan sat vao hinh trén, ban c6
thé nhin thay daptor nay di dugc ghi r6 cac dia chi IP cia DNS Server.

Al

Internet Protocol Version 4 (TCP/IPv4) Properties 7 =]

| General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
*) Use the following IP address:

(") Obtain DNS server address automatically

@ Use the following DNS server addresses:

Preferred DNS server: 105y O @ 1 20

Alternate DNS server: W5 0 90 E 89

Advanced...

| ok || cancel |

Hinh 6: Tham dinh cac thiét 1ap caa DNS Server

Ban phai thay doi “Obtain DNS server address automatically” theo thir tu
dé co duoc IP méi cia DNS server. Dé thuc hién diéu do, ban chi can mo
thé Properties cia Network Adaptor, sau do click vao Internet Protocol
Version 4 (TCP/IPv4).



7. Giai phéng va “lam méi” dia chi IP cia DHCP Server (va ca thong tin
DNS)

DU Adaptor caa ban da duogc thiét lap dé kéo cac thong tin DNS tir DHCP,
nhung trong mét 6 truong hop nd o thé xay ra hién twong xung dot dia chi
IP hoac nhan phai cac thong tin DNS server cii. Chinh vi vay sau khi da Iya
chon “thu nhan” dia chi IP va DNS tu dong, ban nén “giai phong” dia chi IP
cua minh va “renew — lam mai” no.

Ban c0 thé thuc hién diéu nay voi Windows Diagnosis trong cau hinh
Network caa minh. Tuy nhién c4ch nhanh nhét 1a sir dung Command prompt.
Néu ban da kich hoat UAC, chay lénh cmd ctia Windows dudi quyén Amin:

IPCONFIG /RELEASE
IPCONFIG /RENEW

Sau do, thuc hién véi Iénh IPCONFIG /ALL dé xem nhirng théng tin IP va
DNS méi nhu thé nao.

8. Kiém tra DNS Server va restart cac dich vu hoic reboot néu can thiét

R rang, néu DNS server bi treo hoac bi hong, hoac bi cau hinh sai, ban s&
khong thé khac phuc diéu d6 tai Client side. Tuy nhién ban cé thé bypass
may chu bi 161 @6 chir khdng thé khac phuc duoc 15i.

Theo cach d6, Admin — ngudi chiu trach nhiém cho DNS server sé phai kiém
tra trang thai va cau hinh cua DNS server dé khac phuc van dé DNS.

9. Khéi dong lai Router DNS vin phong nhé hay gia dinh

Nhu da dé cap & trén trong cach tht 2 va duoc hién thi trong hinh minh hoa
thir 3, trén cac router cua gia dinh va cac van phong nhd, thiét 1ap DNS server
thuong duoc thuc hién théng qua DHCP vai DNS server thiét 1ap mot dia chi
IP ciia router va router s& proxy DNS dén DNS server caa ISP.

Tuy vay, may tinh noi bd cua ban co thé c6 cac thdng tin mang (gom co6 cac
dia chi IP ciia DNS server), nhung cling c6 truong hop router cua ban cé



thong tin sai. Dé bao dam rang router ciia ban c6 cac thong tin DNS server
méi nhat, ban cd thé thuc hién “giai phong” mot DHCP va “renew — lam
ma&i” giao dién WAN cua router véi ISP. Hodc cach dé dang hon c6 thé 1a
reboot router dé n6 nhan duoc cac thdng tin mai nhat.

10. Lién h¢ véi ISP
Tat ca ching ta déu biét rang viéc lién lac véi mot ISP dé khac phuc mét van
dé vé mang s& mét moi nhu thé ndo. Tuy nhién néu may tinh cua ban van gap

van dé vé DNS resolution tir cac may chit DNS caa ISP thi ban can phai lién
lac vé&i ho, va @6 ciing chinh 1a cach giai quyét cudi cung.



