Tong hep Iénh Kali Linux thwong dung

Kali Linux 1a hé diéu hanh ma nguén ma, mién phi, dua trén Linux, dugc
giGi hacker, bao mat, tester dung rat nhiéu. Hé diéu hanh nay hd tro nhitng
cong cu dé kiém thtr tham nhap, quét 16 hong hé thong, website, vi thé rat
hitu ich trong viéc hoc tap va nghién cau vé bao mat.

Tuy nhién, dé str dung hé diéu hanh nay, ngudi dung thuong st dung cac 1énh

hon 12 thao tac thong qua giao dién do hoa. Chinh vi vay, ching t61 da tong
hop Iénh Kali Linux tr A-Z di kem mot s6 1énh Kali Linux thuong dung gitp

ban d& dang thao tac voi hé diéu hanh nay.

Tong hop 1énh Kali Linux tir A dén Z

Lgn_h Kali Chirc nang
Linux
A
apropos Tim kiém trang huéng dan str dung (giong man -k)
ant-get Tim kiém va cai dat goi phan mém (Debian) hay dung cho
Ptg nang cap 16n
: Tim kiém va cai dit g6i phan mém (Debian) hay dung cho
aptitude ~ MDA .
cap nhat thong thuong
aspell Kiém tra chinh ta
awk Tim va thay thé vin ban, sap xép/chi dinh/index co so dir
ligu
B
basename Bo (Strip) thu muc va hau t6 khoi tén file
bash GNU Bourne-Again Shell
bc Ngon ngir tinh toan vdi do chinh xac tuy y
bg Gui dén background
break Thoat khoi vong lap
builtin Chay shell builtin
bzip2 Nén hoac giai nén file dugc dat tén




C

cal Hién thi 1énh
case Thyc hién mot 1énh c6 diéu kién
cat Két ndi va in (hién thi) noi dung cua file
cd Thay d6i thu muc
ofdisk V‘én hanh partrition table cho Linux (c6 thé sira, tao phan
vung)
chgrp Thay d6i quyén s& hiru nhom
chmod Thay d6i quyén truy cap
chown Thay d6i s6 hitu file va nhém
chroot Chay 1énh voi thu muc gdc khac
chkconfig Cac dich vy hé thong (runlevel)
cksum In CRC checksum va tinh s byte
clear X6a man hinh terminal
cmp So sanh 2 file
comm So sanh hai file dugc sap xép theo dong
command Chay Iénh - bdé qua cac ham shell
continue Tiép tuc lan lap tiép theo cua vong lip
cp Sao chép 1 hodc nhiéu file dén vi tri khac
cron Daemon gitp thyc thi cac 1énh da dugc 1én lich
crontab Lén lich chay mdt 1énh vao thoi gian sap t6i
csplit Chia file thanh cac phan xac dinh theo ngit canh
cut Chia mot file thanh nhiéu phan
D
date Hién thi hodc thay ddi ngay va gid
dc May tinh d€ ban (hd trg ky hiéu s6 hoc chinh x4c)
dd Chuyén d6i va sao chép file, viét header dia, tao cac ban ghi

boot (USB boot)




ddrescue

Cong cu khoi phuyc dit licu

declare Khai bao bién va thudc tinh cta ching
df Hién thi dung luong 6 dia trong
diff Hién thi su khac biét gitta hai file
diff3 Hién thi su khac biét gitra 3 file
dig Tra ctu DNS
dir Liét ké ndi dung thu muc mdt cach tom tat
dircolors Thiét 1ap mau cho 'ls’
dirname Chuyén dbi tén duong dan day du sang dudng dan (path)
dirs Hién thi danh sach thu muc da nhé
dmesg In kernel &amp; théng bao driver
du U6c lugng dung lwong file sir dung
E
echo Hién thi thong bao trén man hinh
egrep Tim kiém file cho cac hang phu hop véi biéu thirc mé rong
eject Thao cac phuong tién di dong nhu USB, 6 cing gan ngoai
enable Kich hoat hoac v6 hiéu hoa cac 1énh shell builtin
env Environment variables (Bién moi truong)
ethtool Cac cai dat thé Ethernet
eval Pénh gia vai 1énh/d6i sd
exec Thuc th1 mét 1€nh
exit Thoat khoi shell
expect Cac }'J:ng dung duogc truy cap tu dong, tuy y thong qua
terminal
expand Chuyén d6i céc tab thanh khoang trong (space)
export Thiét 1ap mdt environment variable
expr Pénh gia cac biéu thic




F

false Khong lam gi ca, khong thanh cong

fdformat Dinh dang cap thap mot dia mém

fdisk Kiém tra cac phan ving trén Linux

fg Chuyén mot cong viéc dén foreground

fgrep Tim kiém file c6 cac hang khép véi chudi cb dinh

file Xac dinh loai file

find Tim kiém cac file dép tng tiéu chi mong mudn

fmt Dinh dang lai doan van ban

fold Gop vin ban dé phu hop véi chiéu rong dugc chi dinh

for Mo rong cac tir, va thuc thi cac 1énh

format Format disk hoac bang (tape)

free Hién thi dung luong b nhé da st dung

fsck Do va stra 13i trén filesystem

ftp File Transfer Protocol

function Dinh nghia ham macro

fuser Xac dinh va ngat tién trinh dang truy cap dén file
G

gawk Tim va thay thé van ban trong file

getopts Phan tich tham sd theo vi tri

grep Tim kiém file c6 dong phu hop véi pattern da cho

groupadd Thém user vao group

groupdel Xoba group

groupmod Chinh stra group

groups In tén group chira user

gzip Nén hoac giai nén cac file dugc dat tén

H



https://quantrimang.com/huong-dan-su-dung-lenh-find-trong-linux-82474

hash

Nhé tén dudng dan day du cua dbi sé tén

head Cung cip phan dau tién cua file
help Hién thi tro giup cho 1énh duoc tich hop
history Lich str 1énh
hostname In hodc dit tén hé thong
I
iconv Chuyén dbi bo ky tu cua file
id In ID ngudi dung va group
if Thuc hién Iénh theo diéu kién
ifconfig Dinh cau hinh network interface (giao dién mang)
ifdown Durng network interface
ifup Khoi dong network interface
import Chup man hinh méy chu X va luu hinh anh vao file
install Sao chép tap tin va thiét 1ap cac thudc tinh
J
jobs Liét ké cac cong viéc dang thuc hién
join Noi cac dong trén mot truong chung
K
kil Ngung tién trinh dang chay
killall Ngung tién trinh theo tén
L
less Hién thi ddu ra mot man hinh cting mét luc
let Tinh toan trén cac bién shell
In Tao lién két tuong trung dén file
local Tao bién
locate Tim file
logname In tén dang nhap hién tai




logout Thoat shell dang nhap
look Hién thi cac dong bat dau véi chudi cho trude
Ipc Kiém soat may tin
Ipr Tat may in
Iprint In file
Iprintd Ngung viéc in
Iprintq Liét ké hang doi in
Iprm Loai bd cong viéc trén hang doi in
Is Liét ké thong tin vé file
Isof Liét ke file dang mo
M
make Bién dich lai mot nhom chuong trinh
man Hudng dan sir dung
mkdir Tao thu muc moi
mkfifo Tao cac FIFO (pipe duoc dat tén)
mkisofs Tao filesystem ISO9660/JOLIET/HFS lai
mknod Tao block hoac ky tu cho mot file dac biét
more Hién thi output mdt man hinh cing luc
mount Mount mot file hé théng
mtools Thao tac véi cac file MS-DOS
mtr Chan doan mang (traceroute/ping)
mv Di chuyén hodc d6i tén cac file hodc thu muc
mmyv Di chuyén hodc d6i tén nhiéu file hodc thu muc
N
netstat Thong tin mang
nice bat mac do uu tién cho 1énh hodc cong viéc
nl Panh s6 dong va viét filr




nohup

Chay lénh khong bi treo

notify-send  |Gui thong bao trén man hinh
nslookup Truy van DNS
O
open Mo file bang ting dung mac dinh
op Operator access
P
passwd Stra password cua user
paste Hop nhit cac dong trong file
pathchk Kiém tra tinh kha chuyén cua tén file
ping Kiém tra két ndi Internet
pkill Dirng tién trinh dang chay
popd Khoi phuc gia tri trude do cua thu muc hién tai
pr Chuén bi file dé in
printcap Co s dit liéu may in tiém ning
printenv In environment variable
printf Dinh dang va in dit li€u
psS Trang thai tién trinh
pushd Luu va sau d6 thay d6i thu muc hién tai
pwd Print Working Directory (In thu muc dang lam viéc)
quota Hién thi dung lugng 6 dia da su dung va cac giéi han
quotacheck  |Quét xem file sir dung bao nhiéu dung lugng 6 dia
guotactl Pit han ngach 6 dia
R
ram ram disk device
rcp Sao chép tap tin gitra hai may




read

Doc mot dong tur dau vao tiéu chuan

readarray Poc tir stdin vao mot bién mang

readonly Panh diu bién/ham 1a chi doc - readonly

reboot Khoi dong lai hé thong

rename Poi tén file

renice Thay d6i mirc do wu tién cia tién trinh dang chay

remsync Pong bo hoa cac file tir xa qua email

return Thoat ham shell

rev Déo nguoc cac dong cua file

rm Xoa file

rmdir Xoba thu muc

rsync Sao chép file tir xa (Pdng bo hoa cac cay file)
S

screen Don kénh terminal, chay shell tir xa thong qua ssh

scp Sao chép an toan (sao chép tap tin tir xa)

sdiff Hop nhét hai file twong tac

sed Trinh chinh stra ludng

select Chéap nhan dit liéu nhap vao tir ban phim

seq In chudi sb

set Thiét 1ap cac bién va ham shell

sftp Secure File Transfer Protocol

shift Thay d6i thong s6 vi tri

shopt Cac tuy chon shell

shutdown Tat hodc khai dong lai Linux

sleep Tri hodn trong mot thoi gian nhat dinh

slocate Tim kiém file

sort Sap xép cac file vin ban




source Chay cac Iénh tor mdt file

split Chia nho file thanh cac phan c6 kich thudc ¢ dinh

ssh Secure Shell client (dang nhap tir xa)

strace Theo ddi cudc goi va tin hidu hé thong

su Thay thé nhan dang user

sudo Thuc thi 1énh duéi quyén root

sum In checksum cho file

suspend Tam durng thuc hién shell

symlink bat tén mai cho file

sync DPong bo hoa dir liéu trén dia v6i bo nhd
T

tail Xuét phan cudi cua file

tar Nén hodc giai nén file .tar

tee Chuyén huéng dau ra sang nhiéu tép tin

test Pénh gia mot biéu thirc diéu kién

time Do luong thoi gian chay cua chuong trinh

times Thoi gian user va hé thong

touch Thay d6i timestamp cuia file

top Liét ké cac tién trinh dang chay trén hé thong

traceroute Theo ddi route dén Host

trap Chay 1énh khi mot tin hiéu duoc thiét 1ap

tr Dich, han ché, va/hodc x0a cac ky tu

true Khéng lam gi, thanh céng

tsort Loai t6 pd

tty In tén cua terminal trén stdin

type M6 ta mot 1€nh




ulimit G161 han tai nguyén nguoi dung
umask Quyén duoc thiét 1ap khi file, folder mdi duoc tao
umount Unmount mot thiét bi
unalias Xoa alias
uname In thong tin hé thong
unexpand Chuyén dbi khoang trong thanh tab
uniq Céc file duy nhat
units Chuyén dbi unit tir ty 18 ndy sang ty 1& khéc
unset Loai bo tén ham hodc bién
unshar Giai shell luu trit script
until Thue hién 1énh (cho dén khi 15i)
uptime Hién thi thoi gian hoat dong
useradd Tao tai khoan user méi
usermod Chinh stra tai khoan user
users Liét ké nhitng nguoi dung hién dang dang nhap
uuencode Ma hoa file nhi phan
uudecode Giai ma file dugc tao bdi uuencode
\Y/
Y% Liét ké ndi dung thu muc ('1s -1 -b”)
vdir Liét ké ndi dung thu muc ('1s -1 -b”)
Vi Trinh soan thao van ban
vmstat Bao cdo thong ké bd nhé ao
W
wait Cho qua trinh hoan tat
watch Thuc hién/hién thi mét chuong trinh dinh ky
wce In sd byte, tir, dong
whereis Tim kiém $path cua user, trang mang va file nguon cho




chuong trinh

which Tim kiém $path cta user cho file ing dung

while Thuec thi 1énh

who In tat ca user dang logged in

whoami In ID va tén user hién tai (‘id -un’)

wget Truy xuét trang web hoic tép thong qua HTTP, HTTPS or

FTP

write Gui thong bao dén ngudi dung khéac
X

xargs Chay céac tién ich, bo qua danh sach ddi sd duoc xay dung

xdg-open Mo file hodc URL trong trng dung wa thich cua nguoi dung
Y

yes In mot chudi cho dén khi bi gian doan

Lénh di chuyén, liét ké trong Kali Linux

pwd

hién thi tén thu muc dang lam vigc.

cd

di chuyén sang thu myc home cta nguoi dung.

cd ~/Desktop

di chuyén sang thu muc Desktop ctia nguoi dung.

cd ..

di chuyén sang thu muc cha cta thu muc hién hanh.

cd /usr/apt  |di chuyén sang thu muyc /usr/apt.

Is -1 folder liét ké chi tiét cac tap tin va thu muc trong thu muc hién hanh, hoic thu
dir -l folder |muc folder.

Is -a folder liét keé tat ca tap tin va thu muc (ké ca an) trong thu muc hién hanh, hoic tt
dir -a folder |muc folder.

IS. -d folder liét ké cac thu muc trong thu muc hién hanh, hoac thu muc folder.

dir -d folder

Is -t folder liét k& cac tap tin va thu muc trong thu muc hién hanh, hoac thu muc folde
dir -t folder |sau d6 sap xép lai theo ngay, gan nhat xép ¢ trén roi mai hién thi ra.

Is -S folder  [liét ké cac tap tin va thu muc trong thu muc hi€n hanh, hoac trong thu




dir -S folder |muc folder, sau d6 sap xép theo kich thudc, 16n nhit xép ¢ trén rdi mai hié
thi ra.

Is folder | liét ké cac tap tin va thu muc trong thu muc hién hanh, hoac trong thu

more muc folder va hién thi theo tirng trang.

Phan quyén truy cip tip tin

chown user file  |xac dinh nguoi sé hiru tap tin file 1a user.

chown -

xac dinh nguoi s& hiru thu muc folder la user.
R userfolder

chgrp groupfile  [xac dinh nhom nguoi so hitu tap tin file.

cap quyén (+) thyc thi (x) tap tin file cho nguoi dung (u)

chmod u+x file e
sO hiru.

thu quyén (-) ghi (w) tap tin file cho nhom nguoi ding (g)

chmod g-w file <& hitw.

chmod o-r file thu quyén (-) doc (r) tap tin file cho nguoi dung khac (o).

cap quyén (+) doc (r) va ghi (w) tap tin file cho toan bo

chmod a+rw file o
nguoi dung (a).

chmod -R cap quyén (+) doc (r) va ghi (w) thu muc folder va céc
a+rw folder thu va tap tin con cho toan b nguoi dung (a).

Lénh Kali Linux thao tac véi tap tin va the muc

cp filel file2 chép tap tin filel sang tén mai file2.

copy file folder chép tap tin file vao thu muc folder va giit nguyén tén.

cp -r folder1 folder2 chép thu muc folderl va cac thu muc tép tin con sang

rsync - .
a folderLfolder? thu muc mai folder2.
mv filel file2 di chuyén tap tin filel sang tén moi file2.

mv folderl folder2  |di chuyén thu muc folderl sang tén méi folder2.

di chuyén tap tin file vao thu muc folder va giir

mv file folder A0
nguyén tén.




mv filel folderfile2

di chuyén téap tin file vao thu muyc folder va doi tén
thanh file2

mkdir folder

tao ra thu muc folder.

mkdir -

p folderlfolder2

tao ra thu muc folderl va thu muc folder2 (néu chua
co)

rm file x0a tap tin file.

rmdir folder x6a thu muc trong folder.

rm -rf folder x6a thu muc folder va cac thu muc tap tin con (rf).
In -s file link tao lién két (shortcut) link din dén file.

find folder -name file

tim tap tin file trong thu muc folder va cac thu muc
con.

diff file file

so sanh ndi dung hai tap tin hoac hai thu muc

Lénh Kali Linux lam viéc v6i n¢i dung tap tin

cat file xuat toan b nodi dung tap tin file 18én man hinh Terminal.

more file xuat noi dung tap tin file theo timg trang, Enter xuéng mot
dong, Space xudng mdt trang va q dé thoat

: xuat noi dung tap tin file, giong nhu 1énh more nhung co

less file 2, ,
thé s dung nat Page Down.

head -n file hién thi n dong dau cua tap tin file.

tail -n file hién thi n dong cubi cua tap tin file

vi file soan tap tin file bang trinh soan thao vi.

nano file soan tap tin file bang trinh soan thao nano.

gedit file soan tap tin file bang trinh soan thao gedit.

grep text file

xuat cac dong c6 chira doan text trong tap tin file

grep -
r textfolder

tim doan text trong tat ca tap tin trong thu muc folder

command > file

ghi két qua xuat ra Terminal cua 1énh command vao tap
tin file




command>> file

ghi két qua xuat ra Terminal cua 1énh command vao cudi
tap tin file

Lénh Kali Linux hé thong co béan

sudo command

thie hién 1énh command bang quyén superuser.

gksudo command

tuong tu Iénh sudo nhung dung cho cac ing dung
GUI.

sudo -k

ngung cac tién trinh v&i quyén superuser.

uname -r

hién thi phién ban kernel dang sir dung.

shutdown -r now

1ap tuc tat va khoi dong lai (reboot).

Isush
Ispci

liét ké cac thiét bi usb hodc pci dang két noi.

time command

cho biét thoi gian thyc hién 1énh command

commandl | command2

chuyén két qua ctia command1 lam dau vao
cua command?2

Lénh Kali Linux diéu Khién tién trinh

ps -ef hién thi tat ca tién trinh dd dwoc thuc hién (pid et ppid).
ps aux hién thi chi tiét cac tién trinh.

PS aux | hién thi chi tiét cac tién trinh lién quan dén chuong
grep soft trinh soft

kill pid tat tién trinh pid

xkill tat tién trinh GUL

Lénh Kali Linux lam viéc véi mang may tinh

letc/network/interfaces file cAu hinh network interface

uname -a
hosthame

hién thi tén ctia may tinh trong mang
(hostname).

ping address

Ping dén dia chi mang address.




ifconfig -a hién thi théng tin cac card mang hién co.

xac dinh dia chi ip tinh cho card mang chi

ifconfig interface ip-address dinh.

ifdown interface

ifconfig interface down ngung hoat dong card mang chi dinh.

ifup pid

ifconfig interface up khéi dong card mang chi dinh.

route add default gw ip-

address xac dinh dia chi gateway mac dinh.

route del default bo dia chi gateway mac dinh.

Lénh Kali Linux phan viing 6 cig

lete/fstab tap tin Shu’a thf)ng tin v€ cac 0 cting va hé thong tap tin
duoc gan tu dong.

fdisk -I liét ké cac 6 cimg va phan vung hién tai.

fdisk /dev/hdal |thay doi 6 cing hdal

mkfs.ext3 Y ST Al A

Idev/hdal tao hé thong tap tin ext3 trén 6 cung hdal.

mkfs.vfat Y ST A A

Idev/hdal tao hé thong tap tin fat32 trén 6 cing hdal

Hy vong v61 nhitng [€nh trén viéc st dung hé diéu hanh Kali Linux ctia ban
s¢ dé dang hon.




