Céach cai driver NVIDIA trén Kali Linux

Tai liéu ndy giai thich cach cai driver NVIDIA trén Kali Linux va hd tro
CUDA, cho phép tich hgp v&i cac cong cu kiém tra xam nhép pho bién.

Dieu kién tién quyet
Trudc tién, ban sé can dam bao rang h¢ thong cuia ban dugc nang cap hoan
toan va card ctia ban ho trg CUDA.

Luu y: Cac GPU c6 kha néng tinh toan CUDA> 5.0 duoc khuyén nghi,
nhung cac GPU c6 cong suat thap hon s€ van hoat dong.
apt update && apt dist-upgrade -y && reboot

Hay xac dinh chinh xac GPU da dugc cai dat va kiém tra cac mo-dun hat
nhan dang st dung.

root@kali:~# Ispci -v

01:00.0 VGA compatible controller: NVIDIA Corporation GM204 [GeForce
GTX 970] (rev al) (prog-if 00 [VGA controller])

Subsystem: ZOTAC International (MCO) Ltd. GM204 [GeForce GTX 970]
Region 1. Memory at e0000000 (64-bit, prefetchable) [size=256M]
Capabilities: [60] Power Management version 3

Capabilities: [68] MSI: Enable+ Count=1/1 Maskable- 64bit+

Capabilities: [78] Express (v2) Legacy Endpoint, MSI 00

Capabilities: [600 v1] Vendor Specific Information: ID=0001 Rev=1
Len=024

Kernel driver in use: nouveau

Kernel modules: nouveau

Cai dat
Khi hé théng da khoi dong lai, hdy tién hanh cai dat OpenCL ICD Loader,

Drivers va bd cong cu CUDA.
apt install -y ocl-icd-libopencll nvidia-driver nvidia-cuda-toolkit

Trong khi cai dat cac driver, h¢ thong da tao ra cic mo-dun hat nhan méi, do
do can khoi dong lai mot 1an nira.

Xac minh cai dat driver


https://download.com.vn/linux/nvidia-linux-display-driver/download

Bay gid hé thong di sin sang hoat dong, tiép theo can phai xac minh rang cac
driver da dugc nap mdt cach chinh xac, bang cach chay cong cu nvidia-smi.

root@kali:~# nvidia-smi

| NVIDIA-SMI 375.26 Driver Version: 375.26 |

|---mmmm e e o me e e e e +

| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |

| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M. |

| 0 GeForce GTX 970 Off | 0000:01:00.0 On | N/A |
| 36% 46C PO 47W / 325W | 200MiB / 4036MiB | 0% Default |

| Processes: GPU Memory |
| GPU PID Type Process name Usage |

Véi két qua hién thi driver va GPU mét cach chinh xéc, gio day ching ta c6
thé di sdu vao benchmarking. Trudc khi tiép tuc, hay kiém tra k§ dé chac
chan rang hashcat va CUDAdang 1am viéc cung luc.

root@kali:~# hashcat -1

OpenCL Info:

Platform ID #1

Vendor : NVIDIA Corporation

Name : NVIDIA CUDA

Version : OpenCL 1.2 CUDA 8.0.0

Device ID #1

Type : GPU

Vendor ID : 32

Vendor : NVIDIA Corporation

Name : GeForce GTX 970

Version : OpenCL 1.2 CUDA

Processor(s) : 13

Clock : 1240



Memory : 1009/4036 MB allocatable
OpenCL Version : OpenCL C 1.2
Driver Version : 375.26

C6 vé nhu moi thr dang hoat dong, hay tiép tuc va chay thtr nghiém
benchmark.

Benchmarking

root@kali:~# hashcat -b
OpenCL Platform #1: NVIDIA Corporation

* Device #1: Geforce GTX 970, 1009/4095 MB allocatable, 13MCU

Hashtype: MD5
Speed.Dev.#1.....: 10443.1 MH/s
Hashtype: SHAL
Speed.Dev.#1.....: 3349.8 MH/s
Hashtype: SHA256
Speed.Dev.#1.....: 1321.8 MH/s

C6 v s6 cu hinh dé cai thién tdc do, khong dugc dé cap trong huéng dan
nay. Chung t61 khuyén khich ban doc thém tai liéu cho tirng truong hop cu
the.

Xir ly su co

Trong qua trinh thiét 1ap, moi thir c6 thé dién ra theo ké hoach, chung ta sé
cai dat clinfodé biét thong tin khac phuc su ¢o chi tiét.
apt install -y clinfo

Trinh tai OpenCL Loader

C6 thé can phai kiém tra cac goi bd sung co thé xung dot véi thiét 1ap cua
minh. Trudc tién, hiy kiém tra xem OpenCL Loader nao da cai dit. NVIDIA
OpenCL Loader va OpenCL Loader chung s& déu hoat dong trén hé thong.
root@kali:~# dpkg -1 |grep -i icd

Il nvidia-egl-icd:amd64 375.26-2 amd64 NVIDIA EGL installable client
driver (ICD)

Il nvidia-opencl-icd:amd64 375.26-2 amd64 NVIDIA OpenCL installable
client driver (ICD)



Il nvidia-vulkan-icd:amd64 375.26-2 amd64 NVIDIA Vulkan installable
client driver (ICD)
Il ocl-icd-libopencll:amd64 2.2.11-1

Néu mesa-opencl-icd duoc cai dit chay:
apt remove mesa-opencl-icd

Vi viée cai dit bd nap ICD tuwong thich da dugc xac nhan, chung ta c6 thé dé
dang xac dinh loader nao hién dang duoc st dung.

root@kali:~# clinfo | grep -i "icd loader"
ICD loader properties

ICD loader Name OpenCL ICD Loader
ICD loader Vendor OCL Icd free software
ICD loader Version 2.2.11

ICD loader Profile OpenCL 2.1

Nhu du kién, thiét lap dang su dung loader nguon m¢& da dugc cai dat trude
d6. Bay gio, hiy 14y mot sb thong tin chi tiét vé hé thong.

Truy vén thong tin GPU

Chiing ta s& str dung nvidia-smi mot lan nita, nhung voi mot két qua chi tiét
hon nhiéu.

root@kali:~# nvidia-smi -i 0 -q
Driver Version : 375.26

Attached GPUs : 1

GPU 0000:01:00.0

Product Name : GeForce GTX 970
Product Brand : GeForce

Display Mode : Enabled

Display Active : Enabled

Persistence Mode : Disabled
Accounting Mode : Disabled
Accounting Mode Buffer Size : 1920
Temperature

GPU Current Temp : 47 C

GPU Shutdown Temp : 96 C

GPU Slowdown Temp : 91 C

Clocks



Graphics : 1101 MHz

SM : 1101 MHz

Memory : 3523 MHz

Video : 1012 MHz

Processes

Process ID : 692

Type : G

Name : /usr/lib/xorg/Xorg
Used GPU Memory : 198 MiB

C6 vé nhu GPU dang duoc nhén dién chinh xac, vi vay hay st dung glxinfo
deé xac dinh xem da bat 3D Rendering chua.

root@kali:~# glxinfo | grep -i "direct rendering"
direct rendering: Yes

Su két hop cua nhiing cong cu nay sé hd trg qua trinh xtr 1y su cb rat nhiéu.
Néu ban van gap sy o, chung t6i khuyen ban nén tim kiém cac thiét 1ap
tuong tu va bat ky yéu td ndo ¢ thé anh huong dén hé théng.



