Y Ta Pen - Ky thuat DDoS giup cho mét laptop binh thwong ciing
c6 thé ha guc ca hé théng may chi

Ngay ca khi cac may chii d6 dugc trang bi nhiing thiét bi tuong lira noi tiéng,
chding van c6 thé bi danh guc néu ké tan cong khai thac ky thuat nay.

Nghe c6 vé kho tin, nhung thay vi mot mang botnet khong 16, ban chi can
mét chiéc laptop véi mot dudng két néi Internet dé phat dong cude tan
congDDoS manh mé, ha guc cac may chu Internet quan trong va cac tuong
Itra hién dai.

Céc nha nghién ctiu tai Trung tim Diéu hanh Bao mat TDC da kham pha ra
mot ky thuat tan cédng mai, cho phép nhiing ké tan cong don 1& vaoi nguon luc
han ché (trong trudng hop nay, 1a mot laptop véi mot duong mang biang
théng cd bang thong it nhat 15 Mbps) c6 thé ha guc cac may chia c& 16n.



Puoc ménh danh 13 ki thuat tan cong BlackNurse - Y T4 Pen hay tan
cong toc d6 thap "'Ping of Death™, k§ thuat nay cé thé duoc st dung dé phat
dong hang loat cudc tan céng tir chéi dich vu DoS khéi lugng thap bang cach
gui cac goi tin ICMP hay céc "ping" dé 1am ngap nhitng bo xir Iy trén may
chu.

Ngay ca nhitng may chii dugc bao vé bang twong lira tir Cisco, Palo Alto

Networks, hay cac cong ty khac ciing bi anh huéng boi ky thuat tan cong
nay.

BlackNurse Attack

A Single Computer Can
Bring Down Large Servers

ICMP (Internet Control Message Protocol) la giao thirc duoc cac router va
cac thiét bi mang luéi khac str dung dé guri di va nhan lai cac théng bao 19i.

Ping of Death la ky thuat tan céng 1am qué tai hé théng mang bang cach giri
cac goi tin ICMP ¢6 kich thude vuot qua 65.536 byte dén muc tiéu. Do kich
thudc nay 16n hon kich thudce cho phép caa cac goi tin IP nén nd s€ dugc chia
nho ra rdi gui ting phan dén may dich. Khi ¢én muc tiéu, né s& duoc rap lai
thanh gai tin hoan chinh, do c6 kich thudc qua maic cho phép, nd s€ gay ra
tran bo nhd dém va bi treo.



Theo mot bao céo ki thuat duoc cong bd trong tuan nay, ki thuat tan cong
BlackNurse con duoc biét dén dudi mot céi tén truyén théng hon: "tan cong
gay lut ping" va no dua trén cac truy van ICMP Type 3 (hay 16i Dich t6i
Khéng thé truy cap — Destination Unreachable) Code 3 (16i Cong Khéng thé
truy cap — Port Unreachable).

C4c truy van nay la nhitng goi tin tra loi, thong thuong sé tré lai nguon ping
khi cong dich dén cua muc tiéu khéng thé truy cap — hay Unreachable.

1. Dwéi day la cach ky thuét tan cong BlackNurse hoat dong:

Bang cach gui di mot goi tin ICMP Type 3 véi mot ma so 1a 3, mot hacker
c6 thé gay ra tinh trang tir chéi dich vu (DoS) bang céach lam qué tai cac CPU
trén mot sb loai tuong lira nhat dinh caa may chu, cho du chat lugng cua
duong Internet thé nao di nira.

Khéi lugng truy cap bang ki thuat BlackNurse rat nho, chi tir 15 Mbps cho
dén 18 Mbps (hay khoang tir 40.000 d¢én 50.000 gdi tin mdi gidy), dic biét
khi so sanh véi cudc tan cong DDoS ky luc 1 Tbps nhiam vao nha cung cap
dich vu Internet cua Phap OVH trong thang Chin.

Trong khi d6, TDC ciing cho biét rang khoi luong khong 16 ndy khong phai

van dé quan trong khi chi can duy tri mét dong on dinh céc goi tin ICMP tur

40K dén 50K dén dugc thiét bi mang caa nan nhan 1a c¢d thé pha hay thiét bi
muc tiéu.



Vay tin tét & day 1a gi? Cac nha nghién ctru cho biét: "Khi cugc tan cong dien
ra, ngwoi ding trong mang néi bé LAN sé khdng thé gi+i hay nhdn cac truy
cdp di va dén Internet nira. Tdt cd tuwong lita ma chiing téi da thdy déu phuc
héi sau khi cugc tan céng dang lai."

Tuy vay, diéu ndy c6 nghia 13, k¥ thuat tin cong DoS khéi lugng thap nay
van rat hiéu qua boi vi nd khong chi gy lut tuong lira bang cac truy cap, ma
con bugc cac CPU phai tai véi mire d6 cao, tham chi ha guc cac may chu
offline néu cudc tan cong co du cong suat mang.

Cac nha nghién ctu cho rang khdng nén nham Ian BlackNurse véi cac cudc
tan cdng gay lut ping dya trén cac goi tin ICMP Type 8 Code 0 (hay nhiing
goi tin ping thuong xuyén). Cac nha nghién ctru giai thich:

"Ky thugt tan cong BlackNurse thu hit si chl ¥ cia ching t6i bdi vi trong
cugc ther nghiém gidi phap chéng DDoS, ngay cd khi téc dé truy cdp va khai
lirong cac goi tin mai gidy & mire do rat thap, cudc tin céng nay ciing cé thé
lam dirng moi hoat déng cua khach hang chung toi."”

"Tham chi, ky thudt tdn céng nay ciing c¢é thé ap dung cho cac doanh nghiép
dwoc trang bi tuong lira va c6 dirong két néi Internet Ién. Ching toi hy vong



rang cac thiét bi fuong liza chuyén nghiép sé co thé xit Iy diroC cac cuge tan
cong nay."

2. Céc thiét bj bi anh hwéng
Ky thuat tan cong BlackNurse c6 hiéu qua véi cac san pham sau:

. Thiét bj twong ltra Cisco ASA 5506, 5515, 5525 (& cac cai dat mac
dinh).

Thiét bi tuong lira Cisco ASA 5550 (ddi cii) va 5515-X (thé hé méi
nhat).

. Cisco Router 897 (c6 thé bi giam nhe).
. SonicWall (cau hinh sai c6 thé bj thay d6i va giam nhe).
. Mot s6 thiét bi chua x4c dinh tir Palo Alto.

. Router Zyxel NWA3560-N (tan cong khong day tir mang LAN noi
bo).

Thiét bi twong lta Zyxel Zywall USG50.

3. Lam thé nao dé giam nhe cudc tan cdng BlackNurse?

Van con tin tét cho ban — c6 mot s6 cach cd thé danh tra lai cac cudc tan cong
BlackNurse.

TDC dé nghi mot sé bién phap giam nhe va cac quy tac IDS SNORT (hé
théng phét hién xam nhap theo ma nguén mo SNORT) ¢6 thé sir dung dé
phéat hién cac cudc tan cong BlackNurse. Hon nita, cac code PoC (proof-of-
concept: mé bang chiing cua khai niém) da duoc cac ky su OVH ding tai 1én
GitHub, ciing c6 thé str dung dé thr nghiém thiét bi caa cac nha quan tri
mang trong viéc chong lai BlackNurse.



Pé giam nhe cé&c cudc tan cong BlackNurse vao tuong lira va cac thiét bi
khac, TDC khuyén céo nguoi ding nén l1ap ra mét danh sach cac nguon
dang tin cdy, dwoc phép giri va nhan goi tin ICMP. Tuy nhién, cé4ch tot
nhat dé giam nhe cudc tan céng chi don gian 1a vo hiéu héa goi tin ICMP
Type 3 Code 3 trén giao dién WAN.

Cong ty Palo Alto Networks ciing phat hanh mot tuyén bé, cho biét cac thiét
bi caa minh chi bi anh huang theo "cac kich ban rat cu thé, khdng phdi trong
thiét lap mdc dinh va trai véi cac thong 1é thwong thay." Cong ty cling da liét
ké mot sé khuyén co cho khach hang caa minh.

Trong khi d6, Cisco cho biét ho khdng cho rang hanh vi trong bao céo la mot
van dé an ninh, ma canh bao rang:

"Chung t6i khuyén cao moi nguoi thiét Idp gidy phép cho cac goi tin khdng
thé truy cdp ICMP Type 3. Tir chéi cdc théng diép khong thé truy cdp ICMP
giup vo hiéu héa giao thixc Path MTU Discovery cho goi tin ICMP. Nhizng
viéc nay c6 thé ngan chan 1PSec (Internet Protocol Security: tdp hop cac
giao thize dé bao mdt cho qué trinh truyén tin) va truy cdp theo giao thic
PPTP (Point-To-Point Tunneling Protocol: La giao thizc duwoc diing dé
truyen di liéu giiza cac mang riéng ¢o VPN)."

Hon nita, nha cung cap phan mém doc lap NETRESEC ciing cong bd mot

ban phan tich chi tiét vé BlackNurse véi twa dé: "Ky thudt tdn céng gay ngdp
lut tir nhitng nam 90 da quay tro lai." Bén canh cac canh béo trén, Vién Sans
cling thong bao mot ban ghi nhé ngan vé cudc tan céng caa BlackNurse, thao

luan vé cudc tan cdng va nhimng gi ngudi diung nén lam dé giam nhe n6



