Tim hiéu vé tan cdng Man-in-the-Middle — Gia mao ARP Cache

Trong phan dau tién cta loat bai gidi thiéu vé mot sd hinh thirc tan cong
MITM hay duoc sir dung nhat, chiing t6i s& gidi thiéu cho cac ban vé tan
cong gia mao ARP Cache, DNS Spoofing, chiém quyén diéu khién
(hijacking) HTTP session,..

Man in the Middle la gi?

Man in the Middle 12 mét trong nhitng kiéu tan cong mang thuong thdy nhat
dugc str dung de chong lai nhitng c4 nhan va cac to chure 1on chinh, n6
thudng duge viét tit |a MITM. C6 thé hiéu ndm na rang MITM giéng nhu
mot ké nghe trom. MITM hoat dong bang cach thiét 1ap cac két ndi dén may
tinh nan nhan va chuyén tiép dir liéu gitta chung. Trong truong hop bi tan
cong, nan nhan ct tin tudng 13 ho dang truyén théng mot cach tryc tiép voi
nan nhén kia, nhung su thue thi cac ludng truyén théng lai bi thong qua host
ctia ké tAn cong. Va két qua 1a cac host ndy khong chi co thé thong dich di
liéu nhay cam ma né con c6 thé glri xen vao ciing nhu thay doi ludng dir liéu

deé kiém soat sau hon nhiing nan nhan cua no.

.
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Victim

Trong loat bai nay, ching t61 s€ giai thich mot s6 hinh thirc tan cong MITM
hay duoc st dung nhat, chang han nhu tan cong gia mao ARP Cache, DNS



Spoofing, chiém quyen diéu khién (hijacking) HTTP session,.. Nhu nhing gi
ban thay trong thé gidi thuc, hau hét cic may tinh nan nhan déu 1a cac may
tinh Windows. V61 Iy do do, loat bai nay chung toi s€ tap trung toan b vao
nhiing khai thac MITM trén cac may tinh dang chay hé diéu hanh Windows.
Khi ¢6 thé, cac cude thn cong MITM s€ dugc thyc hién tor may chu chay trén
Windows. Tuy nhién trong mot s trudng hop, khi khong c6 cong cu nao cho
cac tan cong duoc dé cap, chung t61 s€ sir dung Backtrack Linux 4, c6 thé
download dudi dang mét live-CD hodc mot may ao tai day.

Gia mao ARP Cache (ARP Cache Poisoning)

Trong phan dau tién cta loat bai ndy, chiing t6i s& gi6i thiéu cho cac ban vé
viéc gid mao ARP cache. Bay 1a mgt hinh thirc tan cong MITM hién dai co
xuat xr lau doi nhat (d6i khi con dugc biét dén véi cai tén ARP Poison
Routing), tin cong nay cho phép hacker (nam trén cung mot subnet véi cac
nan nhéan cua né) c6 thé nghe trom tat ca cac luu lugng mang gitra cac may
tinh nan nhan. Chiing t6i da chon déy 14 tAn cong dau tién can gidi thiéu vi né
12 mot trong nhitng hinh thtrc tin cong don gian nhat nhung lai 1a mot hinh
thirc hiéu qua nhat khi duoc thuc hién boi ké tin cong.

Truyén thong ARP thong thuong

Giao thitc ARP duoc thiét ké dé phuc vu cho nhu cau thong dich cac dia chi
gitra cac 16p thur hai va thir ba trong mo hinh OSI. Lép tha hai (16p data-link)
st dung dia chi MAC dé cac thiét bi phan cing c6 thé truyén thong v61 nhau
mot cach truc tiép. Lop tht ba (16p mang), str dung dia chi IP dé tao cac
mang c6 kha nang mo rong trén toan cau. Lop data-link xu ly truc tiép vai
cac thiét bi dugc két ndi véi nhau, con 16p mang xur ly cac thiét bi dugc két
ndi truc tiép va khong truc tiép. Mdi 16p c6 co ché phan dinh dia chi riéng, va
chtng phai lam viéc vdi nhau dé tao nén mot mang truyén thong. Véi 1y do
d6, ARP duoc tao voi RFC 826, “mat giao thirc phan dinh dia chi Ethernet -
Ethernet Address Resolution Protocol”.
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ARP Request

Q > >
Q < Source IP: 192.168.0.101

Source: MAC: 12:2:2:12:12:12
Target IP: 192.168.0.1
Target MAC: 00:00:00:00:00:00

© @

ARP Response

Q - -
Source IP: 192.168.0.1

Source: MAC: 02:2:02:12:02:12
Target IP: 192.168.0.101
Target MAC: 12:02:02:12:12:12

Hinh 1: Qué trinh truyén thong ARP

©

Thuc chat trong van dé hoat dong cua ARP duoc tap trung vao hai goi, mot
g61 ARP request va mot go1 ARP reply. Muc dich cua request va reply 1a tim
ra dia chi MAC phén ctng c6 lién quan t6i dia chi IP di cho dé luu luong c6
thé dén duogc dich ciia nd trong mang. Goi request dugc giri dén cac thiét bi
trong doan mang, trong khi giri né néi rang (day chi 1a nhan cach hoa dé giai
thich theo hudng d& hiéu nhat) “Hey, dia chi IP ciia t6i 1a XX XX.XX.XX, dia
chi MAC ciia t0i 1 XX:XX:XX:XX:XX:XX. Toi can giri mét Vai thir dén mot
nguoi 0 dia chi XX XX XX.XX, nhung t0i khong biét dia chi phan cirng nady
nam ¢ dau trong doan mang ciia minh. Néu ai dé c6 dia chi IP nay, xin hay
dap tra lai kem voi dia chi MAC cua minh!” Dap tra sé€ dugc gui di trong goi
ARP reply va cung cap cau tra 101, “Hey thiét bi phat. Toi 1 nguwoi ma ban
dang tim kiém véi dia chi 1P 12 XX. XX XX.XX. Dia chi MAC cia t6i &
XX:XX:XX:XX:XX:XX.” Khi qué trinh nay hoan tat, thiét bi phat s& cap nhat
bang ARP cache cua né va hai thiét bi ndy c6 thé truyén théng v6i nhau.



Viéc gia mao Cache

Viéc gia mao bang ARP chinh la 1¢1 dung ban tinh khong an toan cua giao
thirc ARP. Khong glong nhu cac giao thire khac, chang han nhu DNS (co thé
duoc cdu hinh dé chi chip nhan cac nang cap dong kha an toan), cac thiét bi
st dung giao thirc phan giai dia chi (ARP) s& chap nhéan nang cap bat cr luc
nao. Piéu nay c6 nghia rang bét ¢t thiét bi nao co thé giri goi ARP reply dén
mot may tinh khac va may tinh nay s€ cap nhat vao bang ARP cache ctia n6
ngay gia tri mai nay. Viéc guri mot géi ARP reply khi khong c6 request nao
duoc tao ra dugc goi la viée gui ARP “vu vo”. Khi cac ARP reply vu vo nay
dén duoc cac may tinh da gui request, may tinh request nay s& nghi rang do6
chinh 1a d6i trong minh dang tim klem dé truyén thong, tuy nhién thyuc chét
ho lai dang truyén thong vi mot ké tan cong.
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Hinh 2: Chin truyén théng bang cac gia mao ARP Cache

Str dung Cain & Abel

Hay de chung t61 dua ra mot kich ban va xem xét no tur goc do ly thuyet dén
thuc té. Co mot vai cong cu c6 thé thuc hién cac bude can thiét dé gia mao
ARP cache cua cac may tinh nan nhan. Chung t61 s€ sir dung cong cu bao mat
kha pho bién mang tén Cain & Abel cuia Oxid.it. Cain & Abel thuc hién kha
nhiéu thi ngoai van dé gid mao ARP cache, né 1a mgt cong cu rét hiru dung
can ¢6 trong kho vii khi ctia ban. Viéc cai dat cong cu nay kha don gian.
Truéc khi bat dau, ban can lua chon mot sb thong tin bo sung. Cu thé nhu
giao dién mang mudn sir dung cho tan cong, hai dia chi IP ctia may tinh nan
nhan.



Khi 1an dadu mé Cain & Abel, ban sé& théy mot loat cac tab & phia trén cura $0.
V&1 muc dich cua bai, ching t61 s€ lam viéc trong tab Sniffer. Khi kich vao

tab nay, ban s& thdy mot bang tréng. Dé dién vao bang nay ban can kich hoat
bo sniffer di kem cua chuong trinh va quét cac may tinh trong mang cua ban.
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Hinh 3: Tab Sniffer cua Cain & Abel
Kich vao biéu tuong tht hai trén thanh cong cu, gidng nhu mot card mang.
Thoi gian dau thuc hién, ban s€ bi yéu cau chon giao dién ma minh mudn
sniff (danh hoi). Giao dién can phai duoc két nbi vdi mang ma ban sé& thuc
hién gia mao ARP cache cua minh trén do. Khi da chon xong giao dién,
kich OK dé kich hoat bd sniffer di kém ctia Cain & Abel. Tai day, biéu tuong
thanh cong cu giéng nhu card mang s& bi nhan xuéng. Néu khong, ban hiy
thuc hién diéu d6. Dé xay dyng mot danh sach cac may tinh hi¢n co6 trong
mang ctia ban, hiy kich biéu tuong gidng nhu ky hiéu (+) trén thanh cong cu
chinh va kich OK,
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Hinh 4: Quét cac thiét bi trong mang

Nhitng khung 1uéi tréng rdng lac nay s& duoc dién ddy boi mot danh sach tat
ca cac thiét bi trong mang cua ban, cung vo1 do 1a dia chi MAC, IP cling nhu
cac thong tin nhan dang cua chung. Pay la danh sach ban s€ 1am viéc khi
thiét 1ap gia mao ARP cache.

O phia dudi ctra ) chuong trinh, ban sé& théy mét loat cac tab dua ban dén
cac ctra s6 khac bén dudi tiéu dé Sniffer. Luc nay ban da xdy dung dugc danh
sach cac thiét bi ciia minh, nhiém vu tiép theo cua ban la lam viéc véi tab
APR. Chuyén sang ctra sd APR bang cach kich tab.

Khi & trong cira s6 APR, ban sé& thay hai bang trong rong: mot bén phia trén
va mot phia dudi. Khi thiét 1ap chung, bang phia trén s& hién thi cac thiét bi
c6 lién quan trong gia mao ARP cache va bang bén dudi s& hién thi tt ca
truyén théng gitra cac may tinh bi gia mao.

Tiép tuc thiét lap su gia mao ARP bang cach kich vao biéu tuong giéng nhu
dau (+) trén thanh cong cu chuan ciia chuwong trinh. Cira s6 xuat hién c6 hai
cOt dat canh nhau. Phia bén trai, ban sé théy mdt danh sach tat ca cac thiét bi
c6 san trong mang. Kich dia chi IP ctia mdt trong nhiing nan nhan, ban sé&
thdy cac két qua hién ra trong cira s6 bén phai la danh sach tat ca cac host



trong mang, bé qua dia chi IP vira chon. Trong cura s6 bén phai, kich vao dia
chi IP cua nan nhan khac va kich OK.
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Hinh 5: Chon thiét bi nan nhan cua viéc gia mao
Céc dija chi IP cua ca hai thiét bi ltic nay s& duoc liét ké trong bang phia trén
ctia cra sO ing dung chinh. Dé hoan tat qua trinh, kich vao ky hiéu birc xa
(vang den) trén thanh céng cu chuan. Piéu d6 sé& kich hoat cac tinh nang gia
mao ARP cache cua Cain & Abel va cho phep hé théng phan tich ctia ban trd
thanh nguoi nghe Ién tat ca cac cudt truyén thong giita hai nan nhan. Néu ban
mudn thay nhitng gi dang dién ra sau phong nay, hay cai dat Wireshark va
léng nghe tu giao dién khi ban kich hoat gia mao. Ban s& thay luu luong ARP
dén hal thiét bi va ngay lap tuc thdy su truyen thong gitra chung
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Hinh 6: Chen luu luong ARP

Khi két thic, hiy kich vao ky hiéu birc xa (vang den) 1an nira dé ngimg hanh
dong gia mao ARP cache.

Bién phap phong chong

Nghién ctru qué trinh gia mao ARP cache tir quan diém ctia nguoi phong
chong, chung ta c6 mdt chut bat lgi. Qua trinh ARP x4y ra trong ché do
background nén co6 rat it kha nang c6 thé di€u khién tryc ti€p dugc chung.
Khong c6 mot giai phap cu thé nao, tuy nhién ching ta van can nhiing 1ap


http://www.wireshark.org/download.html

truong di tién phong va phan tng tré lai néu ban lo lang dén van dé gia mao
ARP cache trong mang ctia minh.

Bio mat LAN

Gia mao ARP Cache chi 1a mot k¥ thuat tan cong ma né chi song sot khi cb
gang chin luu luong gitta hai thiét bi trén cing mdt LAN. Chi c6 mét 1y do
khién cho ban lo s¢ vé van dé nay 1a liéu thiét bi ndi bd trén mang ciia ban co
bi thoa hiép, nguo1 dung tin cdy c6 y dinh hiém doc hay khong hoic lidu co ai
d6 c6 thé cam mot thiét bi khong tin cy vao mang. Mac du ching ta thuong
tap trung toan bo nhiing c6 gang bao mat cua minh 1én pham vi mang nhung
viéc phong chdng lai nhirng moi de doa ngay tur bén trong va viéc co mot thai
do bao mat bén trong tdt co thé gitp ban loai trtr dugc su s¢ hai trong tan
cong duogc dé cap ¢ day.

Ma& hoa ARP Cache
Mot cach c6 thé bao vé chéng lai vin dé khong an toan von ¢ trong cac ARP
request va ARP reply 1a thuc hién mot qua trinh kém dong hon. Pay 1a mdt
tiy chon vi cac may tinh Windows cho phép ban c6 thé bo sung cac entry
tinh vao ARP cache. Ban c6 thé xem ARP cache ctia may tinh Windows bang
cach mo nhic 1énh va danh vao d6 1énh arp —a.

@y Administrator: C«WMm\systemBZ\cmdm

Copyright fu) 2889 Microsoft Corporation. All rights reserved.

IC:\Users\csandersdarp —-a

Interface: 172.16.16.128 Axd

I Internet Address Physical Address Type
172.16.16.1 280-85-5d4~21-99-4c¢ dynanic
172.16.16.116 00-1f-3¢c~-37-el1-2a dynanic

l)’ 16 16.1¢ B0-1a-aB-52-2e-7f dynanic
255 FE-FF-FF-FF-FF-FF static

91-88-5¢-80-88-16 static
91-08-5¢-88-88-fh static
91-88-5e-00-88-fc static
B1-88-5e-2f-ff-fa static
FF-fFf ff FF-FF-fF static

7 Hinh 7: Xem ARP Cache
C¢ thé thém cac entry vao danh sach nay bang cach st dung 1énh arp —s <IP
ADDRESS> <MAC ADDRESS>.

Trong céc truong hop, noi cau hinh mang cta ban khong may khi thay doi,
ban hoan toan ¢ thé tao mot danh sach cac entry ARP tinh va st dung chiing
cho cac client thong qua mot kich ban ty dong. Diéu nay s€ bao dam dugc
cac thiét bi s& luén dua vao ARP cache ndi bo cua chung thay vi cac ARP
request va ARP reply.

Kiém tra hru lwong ARP véi chwong trinh ciia hang thir ba



Tuy chon cudi cing cho viéc phong chong lat hién tugng gia mao ARP cache
1a phuong phap phan mg c6 lién quan dén viéc kiém tra luu luong mang cua
cac thiét bi. Ban c6 thé thuc hién diéu ndy voi mot vai hé thong phat hién
xam pham (chang han nhu Snort) hodc thong qua cac tién ich duoc thiét ké
dic biét cho muyc dich nay (nhu xARP). Piéu nay co thé kha thi khi ban chi
quan tam dén mot thiét bi nao do, tuy nhién no van kha cong kénh va vudng
mac trong viéc giai quyet v6i1 toan bd doan mang.

Két luan

Gia mao ARP Cache la mot chiéu kha hiéu qua trong thé gi6i nhiing ké tin
cong thu dong “man-in-the-middle” vi né rat don gian nhung lai hiéu qua.
Hién viéc gia mao ARP Cache van 1a mot mbi de doa rat thuc trén cc mang
hién dai, vira kho bi phat hién va khé danh tra. Trong phén tiép theo cua loat
bai nay, ching toi sé tap trung vao van dé phan giai tén va khai niém gia mao
DNS.

ARP va nguyén tic 1am vigc trong mang LAN

Nhu ta di biét tai tang Network ctia m6 hinh OSI , chung ta thuong sir
dung cac loai dia chi mang tinh chat quy wdc nhu IP, IPX... Cac dia
chi nay duoc phan thanh hai phan riéng biét 1a phan dia chi mang
(NetID) va phan dia chi may ( HostID) . Cach danh s6 dia chi nhu vay
nham giip cho vi€e tim ra cac dudng két ndi tir hé thong mang nay
sang hé théng mang khac dugc dé dang hon. Céc dia chi nay c6 thé
duoc thay d6i theo tly ¥ nguoi st dung.

Trén thuc té, cac card mang (NIC) chi co thé két ndi v4i nhau theo dia
chi MAC, dia chi ¢ dinh va duy nhat ciia phan cimg. Do vay ta phai
c6 mot co ché dé chuyén doi céac dang dia chi nay qua lai véi nhau. Tu
do ta c6 giao thirc phan giai dia chi: Address Resolution Protocol
(ARP).

Nguyén tdc lam viéc ciia ARP trong mét mang LAN
Khi mot thiét bi mang mudn biét dia chi MAC cua mot thiét bi mang
nao d6 ma né da biét dia chi ¢ ting network (IP, IPX...) nd s& gui mot
ARP request bao gdm dia chi MAC address ctia né va dia chi IP cta
thiét bi ma n6 can biét MAC address trén toan bd mot mién broadcast.
Mdi mot thiét bi nhan duge request nay s€ so sanh dia chi IP trong




request v6i dja chi ting network ctia minh. Néu trung dia chi thi thiét
bi d6 phai giri nguoc lai cho thiét bi giri ARP request mot goi tin
(trong d6 c6 chira dia chi MAC ctia minh). Trong mot hé thong mang
don gian, vi dy nhu PC A mudn giri géi tin dén PC B va né chi biét
duoc dia chi IP cua PC B. Khi d6 PC A s¢€ phai gui mdt ARP
broadcast cho toan mang dé hoi xem "dia chi MAC cta PC c¢6 dia chi
IP nay 1a gi ?" Khi PC B nhan dugc broadcast nay, n6 sé so sanh dia
chi IP trong goi tin nay véi dia chi IP ctia nd. Nhan thay dia chi d6 1a
dia chi cua minh, PC B s€ gui lai mot goi tin cho PC A trong do co
chtra dia chi MAC cua B. Sau d6 PC A méi bit dau truyén goi tin cho
B.

Nguyén tic hoat dong ciia ARP trong mdi truwong hé théng mang

Hoat dong cua ARP trong mot mdi truong phuc tap hon do 1a hai hé
thong mang gan voi nhau thong qua mot Router C. May A thudc
mang A muon guri goi tin dén may B thudoc mang B. Do céc broadcast
khong thé truyen qua Router nén khi d6 may A s€ xem Router C nhu
mot cau no1 hay mot trung gian (Agent) dé truyén dit lidu. Trudce do,
may A s& biét duogc dia chi IP ciia Router C (dia chi Gateway) va biét
duoc rang dé truyén goi tin t6i B phai di qua C. T4t ca cac thong tin
nhu vay s€ dugc chira trong mot bang goi la bang dinh tuyén (routing
table). Bang dinh tuyén theo co che nay dugc luu gitr trong moi may.
Bang dinh tuyén chtra thong tin vé cac Gateway dé truy cap vao mot
hé thong mang nao d6. Vi du trong truong hop trén trong bang sé chi
ra rang dé di téi LAN B phai qua port X ctia Router C. Bang dinh
tuyén sé& c6 chira dia chi IP ctia port X. Qua trinh truyén dir liéu theo
ting budc sau :

- May A giri mot ARP request (broadcast) dé tim dia chi MAC cia
port X.

- Router C tra 101, cung cip cho may A dia chi MAC cua port X.
- May A truyén géi tin dén port X cia Router.

- Router nhan dugc goi tin tir may A, chuyén géi tin ra port Y cua




Router. Trong goi tin co chira dia chi IP cua may B. Router s€ gui
ARP request dé tim dia chi MAC cua may B.

- May B s& tra 10i cho Router biét dia chi MAC ciia minh. Sau khi
nhan duogc dia chi MAC ctua may B, Router C guri goéi tin cia A dén B.

Trén thyc té ngoai dang bang dinh tuyén nay ngudi ta con dung
phuong phap proxyARP, trong d6 c6 mot thiét bj dam nhan nhiém vu
phén giai dia chi cho tat ca cac thiét bi khac.Theo d6 cac may tram
khong can giir bang dinh tuyén nita Router C s€ c6 nhiém vu thuc
hién, tra 101 tat ca cac ARP request cua tat ca cac may.

ARP cache

ARP cache c6 thé coi nhu mot bang c6 chira mot tip twong Gng giira
cac phan cimg va dia chi Internet Protocol (IP). Mdi mot thiét bi trén
mot mang nao dé déu cé cache riéng. Co hai cach luu giit cac entry
trong cache dé phan gii dia chi dién ra nhanh. D¢ 1a:

* Céc entry ARP Cache tinh. O ddy, sy phan giai dia chi phai
dugc add mét cach thi cong vao bang cache va dugce duy tri lau dai.

* Cac entry ARP Cache dong. O day, cac dia chi IP va phan cling
duoc giir trong cache bai phan mém sau khi nhan duoc két qua cua
viéc hoan thanh qué trinh phan giai trudc do. Cac dia chi dugc gitr tam
tho1 va sau do6 dugc go bo.

ARP Cache bién mot qua trinh c6 thé gay lang phi vé mat thoi gian
thanh mot qua trinh su dung thoi gian mot cach hiéu qua. Mac du vay
n6 co thé bat gap mot sd van dé. Can phal duy tri bang cache. Thém
vao d6 ciing co thé cac entry cache bi “ci” theo thoi gian, vi vay can
phai thuc thi hét hiéu luc d6i voi cac entry cache sau mot quang thoi
gian nao do.




