Tao béo cao d6 hoa cho Exchange 2007

Trong loat bai nay ching toi sé gigi thiéu cho cac ban vé cach tao nhirng
bao céo bang @d hoa bat mit tir cac phan mém danh cho Exchange
Server,

Giéi thieu

Mot trong nhitng yéu cau pho bién nhat tir tat ca cac nha quan tri thu tin trén
toan thé gisi 1a kha ning tao cac bao co toan dién cho méi trudng ma ho
quan ly. Néu mot buc tranh dang gia hang nghin tir thi moi ngudi ¢é thé hiéu
mét cach dé dang su can thiét phai chuyén dbi hang nghin file ban ghi ma
mot may chu Exchange c6 thé tao vao mét thir gi d6 than thién vai con
nguoi.

Tir khi Exchange Server 2007 (va tat ca cac phién ban trude d6) khong cé
kha ning tao cc bao cao dd hoa phong ph, tuy nhién c6 mot vai cong ty da
khoa lap khoang tréng ndy bang cach xay dung cac phan mém béo céo cho
Microsoft Exchange.

Véi Microsoft, phat hanh khong 16 ciia phan mém nam 2005, SQL Server
2000 Report Pack for Microsoft Exchange, Ia mét phién ban riéng cua
Exchange Reporter, mot phan mém thuong mai dugc phat trién boi cong ty
va mang tén goi SSW. Thuc su c0 rat it ngudi da sir dung SQL Server 2000
Report Pack for Microsoft Exchange vi cac yéu cau cua SQL Server va SQL
Server Reporting Services doi hoi kha cao.

Microsoft da thuc hién dong thai kha tha vi vai mot phuong phap khac.
Microsoft Operations Manager (MOM) 2005 véi Exchange Server
Management Pack c6 nhiéu tinh ning tao b&o céo rat manh. Tuy nhién
Exchange Server Management Pack cho phién ban tiép theo ctia phan mém
quan 1y Microsoft, System Center Operations Manager (SCOM) 2007 dd mét
di mot sb bao cao trude do van c¢d. Mic di vay Microsoft Exchange Server
2007 Management Pack for System Center Operations Manager 2007 R2 méi



nhat c6 cung cap dén hon 30 béo cao cu thé cho Exchange Server 2007 dé
kiém tra kha nang san ¢ va hiéu sut.

Khi chaing t6i quyét dinh gidi thiéu huéng dan nay, chiing t6i chua bao gid 6
y twong st dung phan mém thuong mai, hoic sir dung cac tinh ning bao cao
ctia phan mém quan ly hé thong ma thay vi d6 chung t6i mubn cung cap cho
cac ban nhiéu kha ning bao céo bang d6 hoa cho Exchange Server, bang céch
str dung mot cong cu don gian va mién phi, mot sé tir Microsoft, con s6 khac
duoc phat trien bai Microsoft MVP va mot sé ca nhan trén khap thé gioi.

Tat ca nam & cac file ban ghi

O trén chung toi da gidi thiéu rang Exchange Server khong c6 céc tinh ning
bao céo bang d6 hoa nguyén ban, tuy nhién diéu nay khong c6 nghia rang n6
khong thé tao ra cac théng tin ma ban can (tham chi con nhiéu hon). T4t ca
déu nam ¢ céc file ban ghi!

Ban biét duoc nhitng kiéu file ban ghi thdng tin gi cd trong t6 chiac Exchange
Server thong thuong? Bang 1 dudi day sé liét ké cac bang ghi chung nhét.
Luu y rang cac ban ghi nay c6 thé trai rong trong toan bo cac may cha
Exchange, ly do 12 tat ca cac role Exchange s& khdng thé dat trén ciing mot
may.

Ban ghi Puong dan mic dinh

Protocol Logs \Exchange

(SMTP Send) Server\TransportRoles\Logs\ProtocolLog\SmtpSend
Protocol Logs \Exchange

(SMTP Receive) Server\TransportRoles\Logs\ProtocolLog\SmtpReceive

Agent Logs \Exchange Server\TransportRoles\Logs\AgentLog

I1S Logs [Windows 2003]
\Windows\System32\LogFiles\W3SVC1




[Windows 2008] \Inetpub\Logs\LogFiles\W3SVC1

Message Tracking  |\Exchange
Logs Server\TransportRoles\Logs\MessageTracking

POP3/IMAP Logs [\Exchange Server\ClientAccess\Poplmap

Connectivity Logs |\Exchange Server\TransportRoles\Logs\Connectivity

Pipeline Tracing \Exchange Server\Transport
Logs Roles\Logs\PipelineTracing

Routing Table Logs [\Exchange Server\TransportRoles\Logs\Routing

MRM Logs \Exchange Server\Logging\Managed Folder Assistant

Bang 1: Cac file ban ghi chung trong Exchange

Budc tiép theo 1a cau hinh dung muc ghi, do khong phai tat ca cac ban ghi
déu duoc kich hoat mic dinh va mot trong sé ching can mot vai diéu chinh
i vai dir liéu lich ma chdng ta muén git.

Trong phan nay, ching t6i sé chi sir dung 5 file ban ghi tir bang trén. Trong 5
ban ghi nay, co hai ban ghi khong duoc kich hoat mac dinh la cac ban ghi
giao thirc: SMTP Send va SMTP Receive. Mtc ghi truyén tai SMTP dugc
diéu khién tai mac connector cua Exchange.

Dé tao cac bao cao d6 hoa Exchange hitu dung, chiing tdi gia sir rang cac ban
ghi giao thirc tir cAc may chi trén duong bién cia mang 1a rat quan trong, vi
chung diang ky céc phién giao dich SMTP tir mail vao hoic ra khoi to chirc
ctia ban. Trong trudong hop ban da trién khai may cha truyén tai Edge, céac
ban ghi ndy co thé dugc cau hinh tir may cha Hub Transport bén trong (néu
chinh stra cac thudc tinh cua connector tir may chu Edge, ban s€ nhan duoc
15i nhu thé hién trong hinh 1).




Microsoft Exchange Error

' 8‘ The following error(s) occurred while saving changes:

set-sendconnector &9 Fai A

Error:

This task may not be run on an Edge Transport server that is subscribed to an
Active Directory site. You must perform this operation on a Hub Transport
server in the subscribed Active Directory site. The changes will be replicated to
the Edge Transport server when synchronization nest occurs.

Select Ctil+C to copy the contents of this dialog.

Y
Hinh 1: L&i trong khi thay d6i muc khi trén Edge server

Pé kich hoat SMTP Protocol Logs cua EdgeSync Send Connectors, ban hay
mo Exchange Management Console, mé Organization Configuration,
chon Hub Transport,sau d6 trén panel bén phai, kich tab Send Connectors.
Kich chudt phai vao hai connector va chon Properties (hinh 2).

Trén cira s6 EdgeSync Connector Properties, thay doi Protocol logging
level thanh Verbose (hinh 3).
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Hinh 2: Cau hinh EdgeSync Send Connector




EdgeSync - Default-First-Site-Name to Internet Properties

General IAddfess Space | Network | Source Server |

E ! IEdgeSync - Default-First-Site-Name to Internet

Connector status:  Enabled

Modified: Saturday, June 20, 2009 6:26:17 PM

Protocol logging level: I 'l
Specify the FQDN this connector will provide in response to HELO or EHLO:

[Example:mail. contoso.com)

IV Maximum message size (KB): I1024EI

| oK I Cancel I Apply l Help I

Hinh 3: Cac thudc tinh EdgeSync Send Connector

Néu ban thich sir dung PowerShell, chay lénh duéi day (cho ca hai
connector) dé thiét lap muc ghi 1a Verbose (hinh 4):

Set-SendConnector "EdgeSync - Inbound to Default-First-Site-Name" -
ProtocolLoggingLevel Verbose

[# Machine: E2K7-x64 | Scope: mycorp.org M= E3

[PS] C:\D>Set-SendConnector “EdgeSync - Inbound to Default-First-Site-Name' —Protl’
ocolLogginglLevel Verbose

[PS] C:=N\>_

Hinh 4: Thay d6i mac ghi bang PowerShell



Sau khi kich hoat SMTP Transport Logs, chiing ta phai dinh nghia s6 luong
dir liéu lich st can giit. Exchange Server cho phép chiing ta diéu khién kich
thuéc file ban ghi tdi da, kich thudc thu muc téi da va tudi tho cua file ban
ghi toi da bang lénh Set-TransportServertrong PowerShell.

Céc tham

s6 SendProtocolLogMaxDirectorySize va ReceiveProtocolLogMaxDirectoryS
izechi dinh kich thudc tdi da ciia cac thu muc Send va Receive Connector
Protocol Log. Khi dat dén kich thuéc thu muc téi da, may chu s& x6a cac file
ban ghi cii nhat. Gi4 tri toi thiéu 12 1MB, gia tri mac dinh dugc thiét lap 1a
250MB.

Do kich thuéc mac dinh 250MB 1a khong du, nén chang ta hay thay doi kich
thudc tdi da cia thu muc Send Connector thanh 2GB va Receive connector
thanh 4GB bang céch sir dung lénh Exchange Management Shell:

Set-TransportServer -ldentity E2K7EDGE -
SendProtocolLogMaxDirectorySize 2048MB -
ReceiveProtocolLogMaxDirectorySize 4096MB

Luc nay chung ta da sin sang véi cac ban ghi ciia minh, dy 1a lac bat dau
phan tich chung.

Can phai biét rang, phu thudc vao chét luong dix liéu ban dang phén tich, viéc
phan tich ct phap va xu Iy cac ban ghi co thé dién ra nhanh hay cham.

Phan tich cu phap ban ghi

Bo phan tich cu phap ban ghi Log Parser la mét cong cu kha manh, cho phép
ban truy van dit liéu van ban chang han nhu cac file ban ghi, cac file XML,
cac file CSV ciing nhu ngudn dix liéu chinh trén hé diéu hanh Windows,
Event Log, Registry, hé thong file hoac tham chi ca Active Directory. Ngoai
kha ning cung cap cac thdng tin phan tich ct phép, Log Parser con cho két



qua cac truy van dudi dinh dang tiy chinh ¢ dau ra, chang han nhu luéi dix
liéu datagrid, hoidc c6 thé chuyén d6i thanh cac biéu do truc quan.

Log Parser khéng can dugc cai dat trén Exchange Server, tat ca nhitng gi ban
can thuc hién 1a bao dam sy truy cap cho cac thu muc ban ghi cia Exchange.

Thuc hién theo huéng dan dudi day dé cai dat Microsoft Log Parser:
1. Download va cai dat Microsoft Logparser 2.2.

2. Download va cai dat Office 2003 Add-in: Office Web Components.
Pay la thao tac can thiét dé cung cap tinh ning do hoa cho Log Parser.

3. Download va cai dat Microsoft Office 2003 Web Components Service
Pack 1 (SP1) for the 2007 Microsoft Office System.

Log Parser c6 mot file tro gitp kha day du (hinh 5), mic dinh nam tai
C:\Program Files (x86)\Log Parser 2.2, c4c ban nén doc can than tro gidp
nay. Ciing c6 mot vai vi du dugc cung cap tai C:\Program Files (x86)\Log
Parser 2.2\Samples dé cac ban cé thé tham khao.
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Log Parser

Log parser is a powerful, versatile tool
that provides universal query access to
text-based data such as log files, XML
files and CSV files, as well as key data
sources on the Windows® operating
system such as the Event Log, the
Registry, the file system, and

Active Directory®.

You tell Log Parser what information you
need and how you want it processed.
The results of your query can be custom-
formatted in text based output, or they
can be persisted to more specialty
targets like SQL, SYSLOG, or a chart.
The world is your database with Log
Parser.

Most software is designed to accomplish
a limited number of specific tasks. Log
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Hinh 5: File Log Parser

Trong cac phan tiép theo, ching ti s& gisi thiéu cho cac ban mot sé vi du vé
c4c truy van ciia Log Parser dung dé tao cac bao cao truc quan mong mudn.

CAc truy van nay co thé duoc chay truc tiép tir dong 1énh hoic ban cd thé tao
cac file batch khac véi mdi mot truy van (nén thuc hién).

Cac bao cao sir dung Log Parser veéi cac ban ghi Agent

Néu ban dang str dung cac tac nhan (agent) anti-spam ciia Exchange Server,
c6 mot vai bao cao ching ta c6 thé nhan bang cach phan tich cac ban ghi
Agent. Céac ban ghi nay nam trén may chi Exchange Edge, néu ban dang st
dung no, hoac trong may chu Exchange Hub, trong trueong hop né da kich
hoat cac tac nhan anti-spam va dang chay.



Pé c6 duoc ¥ tudng vé mail dang di vao td chirc ciia ban, ching ta cé thé bat
dau bang céch to chirc s cac thu theo Spam Confidence Level (SCL) cua
chding va hién thi ching trong dang datagrid.

Day la Iénh tao datagrid d6 (hinh 6):

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT
ReasonData, count(*) AS hits FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\AgentLog\AGENT™.
log WHERE ReasonData<>NULL GROUP BY ReasonData ORDER BY
hits DESC" -i:CSV -nSkipLines:4 -0:DATAGRID -dtlines:800 -rtp:-1

S

Edit View Format

ReasonData

N — N~ W o

not available: policy is disabled.

not available: content filttering was bypassed.

Hinh 6: Agent reason spread (Datagrid)

Néu ban thich mét biéu do cho cac két qua trude, cach thuc hién rat dé dang.
Bang céch sir dung tham sé —chartType:PieExplode3D trong lénh dudi day,
chding ta s& nhan dugc mot biéu do truc quan nhu thé hién trong hinh 7.

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT CASE
TO_INT(ReasonData) WHEN NULL THEN 0 ELSE TO_INT(ReasonData)




END AS ReasonData2, count(*) AS hits INTO agentreasonspread.gif from
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\AgentLog\AGENT™.
log GROUP BY ReasonData2 ORDER BY hits DESC" -i:CSV -
nSkipLines:4 -0:CHART -chartType:PieExploded3D -chartTitle:"Agent
Reason Spread" -e 200 -dtlines:600

Agent Reason Spread
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Hinh 7: Agent reason spread

Mic du SCL thay d6i tir 1 dén 9, nhung céc ban s& thay rang c6 mot lat mong
ctia biéu dd trude c6 gia tri 0. Gié tri 0 biéu thi cho tat ca chinh sach bi v
hiéu hda va chire nang loc noi dung bi vo hiéu hoa (xem datagrid trudce),
nghia rang n6 thé hién mail di vao t6 chic ban.

Néu ban thich c6 mot khung nhin hop nhat hon di véi biéu do trude, véi chi
mail dugc chap nhan va duoc loai bo, truy van logparser dudi day sé& thyuc
hién cong viéc d6. Luu ¥ rang cac thu ¢ ti 16 SCL bang 8 hoic cao hon sé
duoc coi nhu bi loai b, SCL 7 ¢6 nghia bi cach ly, con lai 1a dugc chap
nhan.




"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT CASE
TO_INT(ReasonData) WHEN 9 THEN 'REJECTED' WHEN 8 THEN
'REJECTED' WHEN 7 THEN 'QUARANTINED' ELSE 'ACCEPTED' END
AS ReasonData2, TO_INT(mul(100.0,PropCount(*))) as Percent, count(*) as
hits INTO agentAcceptedRejected.gif FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\AgentLog\AGENT™.
log GROUP BY ReasonData2 ORDER BY hits DESC" -i:CSV -
nSkipLines:4 -0:CHART -chartType:PieExploded3D -chartTitle:"%%
Accepted/Rejected mail" -dtlines:600 -categories:OFF -values:ON -view:ON

% Accepted/Rejected mail

@ REJECTED
W ACCEFTED
O QUARANTINED

Hinh 8: % mail duoc chap nhan va duoc loai bo




Cac bao c4o bang Log Parser véi cac ban ghi giao thic

Phan tiép theo, chling ta s& str dung cac ban ghi giao thitc SMTP. Vi cac ban
ghi giao thtc ndy, ching ta cé thé trich cac théng tin hitu dung vé phan viing
cua cac két ndi SMTP va vé cac host (khong phai nguoi dung).

Pé ¢ mot image cua Total Inbound Simultaneous Connections, chiing ta sé
st dung ma dudi day:

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT
QUANTIZE(TO_TIMESTAMP

(EXTRACT _PREFIX(TO_STRING(EXTRACT_SUFFIX([#Fields: date-
time],0,'T")),0,"."), 'hh:mm:ss'),3600) AS Hour, COUNT(*) AS Hits INTO
radar_traffic.gif FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\ProtocolLog\SmtpRe
ceive\RECV*.LOG WHERE event="+' GROUP BY Hour ORDER BY Hour
ASC" -1:CSV -nSkipLines:4 -0:CHART -charttype:RadarLineFilled -
charttitle:" Global total SMTP inbound simultaneous connections per hours"




Global total SMTP inbound simultaneous
connections per hours

Hinh 9: Cac két ndi SMTP di vao

Néu ban thich hinh 9 va ban thich thidy mot biéu d6 twong tu nhu vay cho cac
két ndi guri di, dau ra cua lénh dudi day 1a mot biéu d6 radar md ta trong hinh
10.

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT
QUANTIZE(TO_TIMESTAMP
(EXTRACT_PREFIX(TO_STRING(EXTRACT _SUFFIX([#Fields: date-
time],0,'T")),0,"."), 'hh:mm:ss'),3600) AS Hour, COUNT(*) AS Hits INTO
radar_traffic_send.gif FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\ProtocolLog\SmtpSe
nd\SEND*.LOG WHERE event="+' GROUP BY Hour ORDER BY Hour
ASC" -i:CSV -nSkipLines:4 -0:CHART -charttype:RadarLineFilled -
charttitle:" Global total SMTP outbound simultaneous connections per hours™




Global total SMTP outbound simultaneous
connections per hours

Hinh 10: Céc két ndi ddng thoi di ra

Lénh tiép theo phan tich dau 1a ngudi giri nghi ngo dén to chire ban. Pé thyc
hién muc tiéu d6, chung ta can trich tr SMTP Receive Log tat ca cac host c6
trang thai ma 500 va l6n hon, chang han nhu 504, 535, 550,...

Qua trinh nay duoc thuc hién trong hai budc: truy van logparser dau tién trich
dix liéu tir cac ban ghi, 1énh tht hai thuc hién mot tra ceu DN'S nguoc di véi
dau ra ban dau. Ly do ching ta can thuc hién theo hai budc 1 gi viéc thuc
hién mot hanh dong tra ciru DN'S nguoc trong qué trinh trich dix liéu s& rat
mat thoi gian.

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT
EXTRACT_PREFIX(remote-endpoint,0,":") AS Remote-host, count (*) AS
hits INTO SuspiciousSenders.xml FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\ProtocolLog\SmtpRe




ceive\RECV*.log WHERE TO_INT(SUBSTR(DATA,0,3)) > 500 AND
event = '>' GROUP BY Remote-host ORDER BY hits DESC" -i:CSV -
nSkipLines:4 -0: XML

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT TOP 10
REVERSEDNS(Remote-host), hits FROM SuspiciousSenders.xml™ -i: XML -
0:DATAGRID

Luu y ¢6 mot host bén trong trén cac két qua mo ta trong hinh 11. Host nay
c6 thé 12 mot may cha ang dung bén trong hoac mot chuyén tiép mail bén
trong da dugc tham dinh.

,

Edit View Format

REVERSEDNS(Remote-host)

192.168.16.79

anchorelay-1.mail thus net

lon1+elay-1.mail thus .net

kexodos static.otenet.gr

mcs-64-183-145-57 west biz.m.com

69.165.168.61 provo static broadweavenetworks.net
198.79.101.15

vmail1.dpnet.com

211.234117.113

Auto Resize I Close l

L —

Hinh 11: Cac host nghi ngd dang giri mail dén t6 chtc ban

Chiing ta ciing c6 thé tao mét datagrid voi Top Outbound Rejection Errors
bang cach phan tich SMTP Send Protocol Log. Biéu nay rat hitu dung di voi
viéc nhan dang céc 16i gui ra hoic trong viéc tim xem may chu cua ban ¢
duoc liét ké trong mot sé danh sach den hay khong. Pay 1a 1énh dé tao
datagrid tur hinh 12:

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT CASE
TO_INT(SUBSTR(DATA,0,3)) when NULL then O else TO_INT(




SUBSTR(DATA,0,3)) END AS RemoteHostReturnCode, data, count (*) AS
hits FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\ProtocolLog\SmtpSe
nd\SEND*.log WHERE RemoteHostReturnCode > 400 AND context <>
‘Certificate thumbprint’ AND context <> 'sending message' GROUP BY
RemoteHostReturnCode, data ORDER BY hits DESC" -i:CSV -nSkipLines:4
-0:.DATAGRID

data

500 Syntax error. command unrecognized

500 5.3.3 Unrecognized command

501 <SRVEXCHEDGE hcf Jocal> is invalid or DNS says does not ex
452 Emor: too many recipients

421 temporary envelope faiure (84.3.0)

451 4 7.1 Greylisting in action, please come back later
451 Please try agan ister

454 TLS not avadable due to local problem

550-The account does not exist

550 A conta do destinatano nao exste (85.1.1)

Hinh 12: Top cac 16i rejection gui di

Mot trong nhiing bdo c4o mong muébn nhat 12 sy phan biét top ngudi guri dén
t6 chtrc ban. Cau tra 11 dugc bo gon trong cac ban ghi SMTP Receive
Transport Logs nay.

Luu y trong qua trinh hai budc & trén, tra ciru DNS nguoc chi duogc thuc hién
véi dau ra tir truy van dau tién, muc dich dé toi wu thoi gian né dién ra.

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT TOP 10
EXTRACT_PREFIX(remote-endpoint,0,":") AS RemoteSendingHost,




count(*) AS Hits INTO topsenders.xml FROM
C:\Progra~1\Microsoft\Exchan~1\TransportRoles\Logs\ProtocolLog\SmtpRe
ceive\RECV*.LOG WHERE event="+' GROUP BY RemoteSendingHost
ORDER BY Hits DESC" -i:CSV -nSkipLines:4 -0:XML

"C:\Program Files (x86)\Log Parser 2.2\logparser.exe" "SELECT TOP 10
REVERSEDNS(RemoteSendinghost), Hits INTO topsenders.gif

FROM TopSenders.xml" -i: XML -0:CHART -chartType:PieExploded3D -
chartTitle:"TOP 10 Senders" -groupSize:1024x768

TOP 10 Senders
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Hinh 13: Top cac host nguoi giri VAo t6 chirc
Két luan

C6 thé ban s& phan van tai sao lai can dén nhiéu ban ghi Exchange dén vay,
hoac ban cho rang xem xét cac file ban ghi khdng mong muén, tuy nhién
cong viéc trén lai rat hitu dung va 1a chia khoa dé mé tat ca cac kiéu thong tin



Vvé co s& ha tang thu tin ctia ban. Phan tiép theo cua loat bai nay, ching toi s&
gidi thiéu cho cac ban mot sb van dé c6 lién quan dén Log Parser va chuan bj
cho mot sé truy van khac!



