Kiém tra qua trinh ma hda email

Phan tich giao thitc POP3, IMAP va SMTP thong qua co ché bao mat
SSL

Pé thuan loi cho qua trinh phan tich ndy, sé rat tét khi “néi chuyén” truc tiép
voi server SMTP hoac IMAP cia ban. Nhung moi viéc s€ tro nén phuc tap
khi tién hanh ma hda dir liéu dau cudi, nhung véi cac cong cu thich hop, viéc
nay sé khong qua kho khan.

Thong thuong, hau nhu tat ca hé thong mail server déu yéu cau lya chon co
ché ma hoa két ndi. 2 phuong thirc sau duoc sir dung — hoic toan bo cac dia
chi gui qua SSL hoic 1 co ché khac 1a StartTLS sé& duoc st dung dé kich hoat
quéa trinh ma hoa sau khi nhan duoc yéu cau két noi.

Trudc tién hdy xem qua vé dich vu SSL, thuong duoc sir dung Véi cac yéu
cau chuyén dung, dic biét qua cong TCP. Sau day 1a bang tham khao vé cac
cong quan trong khac:

HTTP over SSL https 443
IMAP over SSL Imaps 993
IRC over SSL ircs 994
POP3 over SSL pop3s 995
SMTP over SSL ssmtp 465

Dich vu nay s& lang nghe yéu cau tir cong TCP, dic biét 1a nhitng két néi truc
tiép qua SSL, vi du nhitng hé théng email client nao khéng ho tro SSL s&
khong thé giao tiép vai server IMAPS qua cong 993. Mot khi cac dit liéu va



thong s6 ma hoa di duoc thuc hién, ching sé dugc “cap phép” va tao ra 1
tunnel — dudng ham riéng biét, thong qua do, qua trinh luu chuyén di lidu
duoc thuc hién trong thuc té. Dua vao cac su két hop va cac thanh phan lién
quan trong két ndi SSL, khi xay ra bat ky su ¢6 nao, cac cong cu hd trg nhu
telnet va netcat thudng co xu hudng rat ngan qué trinh nay lai.

Tiép theo 1a 1 budc kiém tra nho nhé véi OpenSSL, ¢6 bao gom 1 vi du SSL
client nho nho c6 thé duogc sir dung dé tao két ndi téi dich vu SSL
nhu https://www.heise.de:

$ openssl s_client -host www.heise.de -port 443
CONNECTED(00000003)

[]

Certificate chain

0 s:/C=DE/ST=Niedersachsen/L=Hannover/O=Heise Zeitschriften Verlag
GmbH Co KG/OU=Netzwerkadministration/OU=Terms of use at
www.verisign.com/rpa (c)05/CN=www.heise.de

1:/0O=VeriSign Trust Network/OU=VeriSign, Inc./OU=VeriSign International
Server CA - Class 3/0U=www.verisign.com/CPS Incorp.by Ref. LIABILITY
LTD.(c)97 VeriSign

1 s:/O=VeriSign Trust Network/OU=VeriSign, Inc./OU=VeriSign
International Server CA - Class 3/OU=www.verisign.com/CPS Incorp.by
Ref. LIABILITY LTD.(c)97 VeriSign

1:/C=US/O=VeriSign, Inc./OU=Class 3 Public Primary Certification
Authority

[...]
Céc thong tin trén duoc cung cap va ching thuc bai openssl, cho phép ching
ta kiém tra cac chung nhan khac da duoc st dung. Néu khong lam nhu vay,

ching khac nao cac nha quan ly & ctra san va cho doi nhitng cudc tan céng
theo kiéu man-in-the-middle. VVé mat ky thuat, nhitng ai c6 thé st dung cong



nghé ettercap hoan toan c6 thé lay duoc mat khau quan tri 1 cach don gian.

Tham sb ma hoa va giai ma tin hiéu SSL client hoan toan “v6 hinh” —
transparent, vi vay ngudi sir dung cé thé lién lac truc tiép dén server:

GET/HTTP/1.1

Host: www.heise.de

<return>

HTTP/1.1 302 Found

Date: Wed, 16 Sep 2009 10:24:44 GMT
Server: Apache/1.3.34

Location: http://www.heise.de/

[]
Pang nhip vao IMAPS

Quaé trinh nay chi phurc tap hon 1 chut:

$ openssl s_client -host imap.irgendwo.de -port 993
[...]

* OK IMAP4 Ready 0.0.0.0 0001994

1 Login user-ju secret

1 OK You are so in

2 LIST ™

* LIST (\HasChildren) "." "INBOX"

* LIST (\HasNoChildren) "." "INBOX.AV"
[..]

2 OK Completed (0.130 secs 5171 calls)

3 logout

* BYE LOGOUT received

3 OK Completed

Khi thuc hién xong budc nay, ding quén sap xép lai cac sb tht tu twong tng
véi cau lénh IMAP trude d6. Di véi giao thirc POP3 ciing twong tu nhu vay,



chiing ta phai tu xac thuc bén trong “duong ham” SSL bang cau lénh USER
va PASS POP3:

$ openssl s_client -host pop.irgendwo.de -port 995

[]

+OK POP server ready H mimap3

USER user-ju

+OK password required for user "user-ju"

PASS secret

+OK mailbox "user-ju" has 0 messages (0 octets) H mimap3
quit

+OK POP server signing off

Pay co thé coi 1a sy lra chon va thay thé thich hop danh cho cong cu telnet-
ssl.

StartTLS

Nhitng nha cung cip dich vu Internet dic biét thich st dung mé hinh SSL,
Transport Layer Security thong qua StartTLS. M8 hinh nay c6 lgi thé hon voi
nhiéu lya chon trong khi van cho phép client khdng giao tiép véi server ma
khong duoc ma hda. Mit trai cua diéu nay 1a cac email client can phai twong
tac truc tiép vai server néu muon tir chdi 1 két néi TLS bat ky nao do.

Lua chon mac dinh cua email client 1a "TLS, if available" di kem vai sy mao
hiém, cac cudc tan cdng man-in-the-middle c6 thé “nhe nhang” thay d6i cau
Iénh StartTLS — vai tinh nang kich hoat qué trinh mé& hoa, thanh XtartTLS.
Sau d6, server s& phan hoi lai rang khéng thuc hién 1énh XtartTLS, va gay ra
hién tuong cac email client khi gui dir liéu trong dang chua ma hoa vao 1
form khong xac dinh nguoc vé phia ngudi sir dung. Do d6, khuyén céo nén
kiém tra ky rang may cha c6 thé xu ly 1énh StartTLS, va sau d6 kich hoat tinh
nang nay. Néu nhan duoc théng bao 16i bat ky, rd rang 1a da c¢6 van dé dau do
trong hé théng.



Cac cong ma dich vu TLS hoat dong trén d6 phu thudc vao phia nha cung
cap. Vé nguyén tic, cac kiéu ma hoa nay co thé nhang 1 cach “vo hinh” —
transparent, vao trong hé théng ma khong yéu cau bat ky hanh dong nao. Bé
tim hiéu vé hé thong mail server c6 hd tro tinh ning nay hay khong:

$ nc smtp.irgendwo.de smtp

220 Mailserver ESMTP Exim 4.69 Wed, 16 Sep 2009 13:05:15 +0200
ehlo test

250-Mailserver Hello loki [10.1.2.73]

250-SIZE 78643200

250-PIPELINING

250-STARTTLS

250 HELP

quit

221 Mailserver closing connection

Danh sach nay nén di kém vaéi I1€nh StartTLS, chirc nang chinh 1a kich hoat
qué trinh ma héa Transport Layer Security:

STARTTLS
220 TLS go ahead

Vao thoi diém nay, Netcat s& gay ra 1 s6 phién phuac kho hiéu, nhung
OpenSSL lai c6 thé khac phuc diéu nay dé dang. Cac nha phat trién da tao ra
hé thong SSL client du thong minh dé yéu cau ma hoa TLS d6i vai cac giao
thac SMTP, POP3, IMAP va FTP, mic du khéng hoat dong vai tat ca cac
server:

$ openssl s_client -host mail.irgendwo.de -port 25 -starttls smtp
CONNECTED(00000003)

[...]

250 HELP

ehlo test

250-Mailserver Hello loki [10.1.2.73]

250-SIZE 52428800



250-PIPELINING
250-AUTH PLAIN LOGIN
250 HELP

Co ché xac thuc SMTP

Viéc xac thuc trong SMTP ¢6 1 chit rac roi hon. Di véi hau hét server, nhu
trong vi du nay, hd tro phuong thirc AUTH PLAIN, noi cac dit liéu phai dat
chuan Base64. Qua trinh nay dugc xir Iy bai cau lénh Pearl sau:

$ perl -MMIME::Base64 -e 'print encode_base64("\000user-ju\000secret™)'
AHVzZXItanUAc2VjcmV0

Két qua thu duoc s& phai khép véi yéu cau tir SMTP server:

AUTH PLAIN AHVzZXItanUAc2VjcmVO0
235 Authentication succeeded

Nhing tin hiéu nhan duoc di san sang voi cac cac cau lénh SMTP tiép theo,
d6i vai cac dia chi va server khdng hd trg OpenSSL, ngudi sir dung c6 thé
diing gnutls-cli c6 san trong goi gnutls-bin. Pau tién, né tao ra 1 két ndi co
dang cleartext téi bat ky dich vu doc quyén TLS nao nhu:

$ gnutls-cli -s -p submission smtp.heise.de
Resolving 'smtp.heise.de'...
Connecting to '10.1.2.41:587"...

- Simple Client Mode:

220 taxis03.heise.de ESMTP Exim 4.69 Wed, 16 Sep 2009 18:03:01 +0200
ehlo test

250-taxis03.heise.de Hello loki.ct.heise.de [10.10.22.75]

250-SIZE 78643200

250-PIPELINING

250-STARTTLS



250 HELP
starttls
220 TLS go ahead

Tiép theo, chuyén sang cau Iénh thir 2 dé xt Iy 1D caa c4c cdng cu va guri
truc tiép tin hiéu SIGALARM té6i do:

$ ps aux | grep gnutls
ju 6103 pts/3 S+ 18:03 0:00 gnutls-cli [...]
$ kill -s SIGALRM 6103

Piéu nay s& khién gnutls-cli dan xép véi chuan TLS va ty dong két ndi lai
tham sé stdinva stdout dé tao ra “dudng ham” méi. Pong thoi, cling chi ra 1
s6 thong tin kha thi vi vé két néi TLS méi tao ra:

*** Starting TLS handshake
- Certificate type: X.509
- Got a certificate list of 1 certificates.

- Certificate[0] info:

# The hostname in the certificate matches 'smtp.heise.de’.

# valid since: Thu Dec 14 14:08:41 CET 2006

# expires at: Sun Dec 11 14:08:41 CET 2016

# fingerprint: 28:8C:E0:29:B9:31:9B:96:F6:3D:B4:49:10:CD:06:80

# Subject's DN: C=DE,ST=Niedersachsen,L=Hannover,O=Heise
Zeitschriften Verlag GmbH Co
KG,OU=Netzwerkadministration,CN=smtp.heise.de, EMAIL=admin@heise.d
e

# Issuer's DN: C=DE,ST=Niedersachsen,L=Hannover,0=Verlag Heinz
Heise GmbH & Co
KG,0U=Netzwerkadministration,CN=admin@heise.de,EMAIL=admin@heis
e.de

- Peer's certificate issuer is unknown



- Peer's certificate is NOT trusted

- Version: TLS 1.0

- Key Exchange: DHE RSA

- Cipher: AES 256 CBC

- MAC: SHA

- Compression: NULL

quit

221 taxis03.heise.de closing connection

- Peer has closed the GNUTLS connection

Piéu nay cho phép ngudi sir dung két ndi truc tiép dén thu vién luu trir cac
dich vu dé kich hoat TLS. Néu nguoi ding muén thir nghiém thém dé chac
chan rang OpenSSL ¢6 hd tro's_server dé cé thé thyc thi cac cau lénh va gui
dén www server. Tinh ning gnutls-serv ddng thoi ciing cung cap cac chic
nang tuong duong & trong goi gnutls-bin.



