HulaToo 14 gi? Lam sao dé g& bé HulaToo0?

Phan mém quang cao HulaToo duoc thiét ké dé chinh sira céac thiét 1ap
trinh duyét va cé thé cai dat thém céc plugin (toolbars, extensions (tién ich
mé rong) hoac add-ons) trén trinh duyét web dé “chén thém" cac link quang
c40 vao d6. Ngoai ra chuong trinh nay con ¢ thé diéu hudng may tinh nguoi
dung dén céc trang web doc hai hoic c6 thé cai dat thém cac chuong trinh
doc hai dé "thoa hiép” van dé bao mat trén may tinh nguoi dung.

Phan 1: HulaToo la gi?

“HulaToo” 1a mot phan mém quang cao déc hai, néu HulaToo dugc cai dit
trén may tinh, nd s& chinh stra cac thiét 1ap hé théng dé hién thi cac cta s6
popup quang céo kiém tién hoac diéu hudng cac trinh duyét web dén céac
trang web chira quang céo. Va néu may tinh cta ban bi HulaToo tan cong,
trén man hinh may tinh s& hién thi cac cira s6 quang cdo. Va day ciing 1a mot
trong nhitng nguy@n nhan khién may tinh cia ban ngay mét cham dan
béi cac chwong trinh ddc hai chay trén nén background.

Phan mém quang cao HulaToo dugc thiét ké dé chinh sira cé4c thiét Iap trinh
duyét va co thé cai dit thém cac plugin (toolbars, extensions (tién ich mo
rong) hoac add-ons) trén trinh duyét web dé "chén thém" cac link quang cao
vao d6. Ngoai ra chuong trinh ndy con c6 thé diéu huéng may tinh nguoi
dung dén cac trang web doc hai hoic ¢d thé cai dit thém cac chuong trinh
doc hai dé "thoa hiép” van dé bao mat trén may tinh nguoi dung.
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Vé mit ky thuat, HulaToo khong phai 1a mot dang virus ma né duoc phan
loai 12 mot chuong trinh khong mong mudn (PUP - Potentially Unwanted
Program) c6 thé chua va cai dat cac chuong trinh doc hai trén may tinh cua
ban, chang han nhu adware (cac phan mém quang céo), toolbars hoac virus.
Néu may tinh cta ban bi “nhiém” cac phan mém quang céo, khi d6 trén man
hinh may tinh cua ban s& lién tuc xuat hién cac ctra S6 popup quang cao,
banner va cac lién két tai tro hoic trong mét sb trudong hop tée do duyét Web
ctia cac trinh duyét bi cham do cac chuong trinh doc hai chay trén nén
background.

Chuong trinh quang cdo HulaToo duoc cai dat trén hé thong ma nguoi dung
khong hé hay biét, Ii do 1a bai vi cac chuong trinh nay duoc dong goi bén
trong cac phan mém mién phi khac va khi ngudi dung tai cac phan mém nay
vé cai dit thi vo tinh cai dit ca cac chuwong trinh quang cdo cao HulaToo.

Vi 1y do ndy ma khi cai dit bat ci mot chuong trinh nao trén may tinh ban
nén:

Trén man hinh cai dat wng dung, khdng nén click chon ndt Next qué
nhanh.

Poc ki cac diéu khoan truéc khi click chon Accept (chap nhan).

Ludn luén chon “Custom” installation — tuy chinh cai dat.

Tt chéi viéc cai dat cac phan mém bd sung ma ban khéng mudn cai
dat.



. Bo tich bat ky céc tly chon ndi rang trang chu va cac cai dat tim kiém
s€ bi chinh sura.

Phan 2: G& bé tan géc HulaToo
Buéc 1: Go bé cai dat HulaToo trén may tinh Windows

Budc dau tién ban can lam 1a tim va g& bo chuong trinh HulaToo duoc cai
dat trén may tinh caa minh.

1. Truy cap menu Uninstall.
- Trén Windows 7 va Windows Vista:

Néu st dung Windows XP, Windows Vista va Windows 7, click chon
nut Start, sau d6 click chon Control Panel.
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- Trén Windows 10 va Windows 8:




Pé g bo cai dat mot chuong trinh trén may tinh Windows 10 hoic Windows
8, dau tién ban kich chuot phai vao nat Start roi chon Control Panel.
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2. Trén cira s6 Control Panel, click chon tuy chon “Uninstall a program” niam
tai muc Programs.

Néu dang sir dung Classic View trén Control Panel, ban kich dap chudt vao
biéu twong Programs and Features.

Adjust your computer's settings

System and Security
our computer’s status

Programs




3. Trén cira s6 Programs and Features hoac Uninstall a Program, cudn xudng
danh sach cac chuong trinh dugc cai dit gan day, sau d6 tim va g& bo cai dt
chuong trinh HulaToo.

- Ngoai ra tim va g& bo cai dit cac chuwong trinh khong rd ngudn gdc.

- Bé xem cac chuong trinh méi duoc cai dit gan day, ban click chon Installed
On dé sip xép cac tng dung theo ngay. Sau d6 cudn xudng danh sach va go
bo cai dat cac chuong trinh khong mong muén di.

- Néu gap su cb trong qua trinh g& bo cai dat cac chuong trinh doc hai trén,
ban c6 thé sir dung Revo Uninstaller dé g& bo hoan toan cac chuong trinh
khéng mong muén trén may tinh caa minh.

Buéc 2: G& bé phan mém quang cao HulaToo trén trinh duyét Internet
Explorer, Firefox va Chrome bang AdwCleaner

AdwCleaner 12 mot tién ich mién phi, tién ich nay s& quét hé thong va céac
trinh duyét web dé tim va loai bo cac chuwong trinh quang cdo, cac tap tin doc
hai HulaToo, va cac tién ich mé rong khdng mong mudn dugc cai dat trén
trinh duyét ma ban khdng hé hay biét.

1. Tai AdwCleaner vé may va cai dat.

2. Trude khi cai dat AdwCleaner, dong tat ca trinh duyét web trén may tinh
ctia ban, sau d6 kich dap chudt vao biéu twong AdwCleaner.

Néu Windows hoi ban c6 mudn cai dat AdwCleaner hay khong, click
chon Yes dé cho phép chay chuong trinh.

3. Khi chuong trinh d& m¢, click chon nat Scan nhu hinh duéi day:
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Va AdwCleaner s& bat dau qua trinh quét dé tim va loai bo cac chuong trinh
quang cao (adware) cling nhu cac chuong trinh doc hai khac.

4. Dé loai bo cac tap tin doc hai Babylon Toolbar dwgc AdwCleaner phat
hién, click chon nut Clean.
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[V] C:\Program Files (x86)"Freeven pro1.2

] C:\Program Files (x86)\NewPlayer

[¥] C:\Program Files (x86)\SearchProtect

[¥] C:\Program Files (x86)\TidyNetwork

[V] C:\Program Files (x86)\Uninstaller

[¥] C:\Users\MalhwareTips\AppData\Local\SearchProtect

V] C\Users\MahwareTips\AppData\Local\ TidyNetwork

V] C:\Users\MalwareTips\AppData\Roaming\Mezilla\Firefox'\Profiles\wbbyeizb.default\Extensions\tidynetw
] C:\Users\MahvareTips\AppData\Roaming\Mozilla\Firefox\Profiles\wbbyeizb.default\Extensions\2ab9302
V] C\Users\MalwareTips\AppData\Roaming\Mozilla\Firefox\Profiles\wbbyeizb.default\Extensions\a0046 b0k
V] CAUsers\MalwareTips\AppData\Local\Google\Chrome\User Data\Default\Extensions\dmgpbjjcdccinnne
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5. AdwCleaner s& thong béo ban Iwu lai bt ky cac tap tin hozc tai liéu ndo
ma ban dang mé vi chuong trinh can phai khoi dong lai may tinh dé hoan tat
qué trinh don sach céac tap tin doc hai. Nhiém vu cua ban 1a luu cac tap tin va
tai liéu lai, sau do click chon OK.



Fide: Tools Help
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. @3 A programs will be closed in order to proceed correctly to the removal
i P' of the infections, Please save any work in progress and then click [OK]

] C:\Program Files idyNetwork
V] C:\Program Files (x86)\Uninstaller
V| C:\Users\MalwareTips\AppData\Local\SearchProtect

Bwéc 3: Don sach virus HulaToo biang Malwarebytes Anti-Malware Free

Malwarebytes Anti-Malware Free 1a cdng cu quét hé thong theo yéu cau,
cdng cu sé& tim va loai bo tat ca cac méi "de doa", cac phan mém doc hai
(malware) khoi may tinh cua ban, trong d6 bao gdm worm, trojian, rootkit,
rouge, dialer, spyware (phan mém gian diép),....

Va diéu quan trong hon ca Ia Malwarebytes Anti-Malware s& chay song song
véi cac phan mém diét virus khac ma khong xay ra 16i xung dot.

1. Tai Malwarebytes Anti-Malware vé may va cai dat.

2. Sau khi da tai xong Malwarebytes Anti-Malware Free, tién hanh dong tat
Ca cac chuong trinh lai, sau d6 kich dp chudt vao biéu tuong c6 tén mbam-
setup dé bat dau qua trinh cai dat Malwarebytes Anti-Malware Free.

Ldc nay trén man hinh xuat hién hop thoai User Account Control hoi ban ¢
mudn chay tap tin hay khdng. Click chon Yes dé tiép tuc qua trinh cai dat.



3. Thuc hién theo cac budc hudng dan trén man hinh dé cai dat
Malwarebytes Anti-Malware Setup Wizard.

19 Setup - Malwarebytes Anti-Malware —

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will install Malwarebytes Anti-Malware version 2,2.1,1043
on your computer,

It is recommended that you dose all other applications and
temporarly disable your antivirus and firewall before
continuing,

Click Next to continue, or Cancel to exit Setup.

Click chon Next dé thuc hién cai dit Malwarebytes Anti-Malware, cho dén
ctra 5O cudi cing ban click chon Finish dé hoan tat.



j{;’:l Setup - Malwarebytes Anti-Malware -

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished nstaling Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the installed icons,

Click Finish to exit Setup.,

[“] Enable free trial of Mahvarebytes Anti-Mahvare Premium
4] Launch Malwarebytes Anti-Mahvare

4. Sau khi cai dat xong, Malwarebytes Anti-Malware s¢ tu dong mé va
update dit liéu diét virus. Dé bat dau qua trinh quét trén hé théng ban click
chon nat Fix Now.
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Scan Progress:

Rea-Time Protection:

v Mawarebytes AntsMaware ol
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W Next scheduled scan 2/28/2014 3:32:52 AM

v Malware and Malcous Webske Protection enabed

Hozc cach khéc 1a ban c6 thé click chon tab Scan rdi chon Threat Scan, sau

do click chon Scan Now.
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5. Malwarebytes Anti-Malware s& bit dau kiém tra cac ban cap nhat (update)
méi nhat. Néu cd bat ky ban cap nhat méi nao, ban click chon nit Update
Now.



Malwarebytes
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e t recent Shreats (s racommenced to perform updates whenever they're avadable. (52 “Update Now" below to hegn

™, Updates are available

Updates are available. Chick 'Update Now' to download updates.

Cancel Scan Skip Update Lp:a’ta Now
~

6. Malwarebytes Anti-Malware s& bit dau quét hé thong caa ban dé tim va g&
bo céc chwong trinh, phan mém doc hai trén hé thong cua ban.
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Malware can't dodge Malwarebytes Chameleon

Malware dodges (and ducks, dipz, dves and - dudges) snti-malware’s attempts to find it. It can even hlods the mstaiation of anti-seaslware on an Hifected
machine. But malware can't fool Matwarchytes. Yhe propnetary Mabwarebytes Chameleon technology makas it sa even the smartest malware can't block its

nstalason.

Learn more »

7. Sau khi két thic quéa trinh quét, trén man hinh s& xuat hién cta s6 hién thi
tat ca cac tap tin, chuong trinh doc hai ma Malwarebytes Anti-Malware phét
hién dugc. Dé g& bo cac chuong trinh doc hai ma Malwarebytes Anti-
Malware phat hién duoc, click chon nat Quarantine All, sau d6 click chon
nut Apply Now.
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.m Malwarebytes Ant-Malware has detected one or more theaats,
- - Cick heate Yo view results.

8. Malwarebytes Anti-Malware s& loai bo tat ca cac tap tin, chuong trinh doc
hai va key registry ma né phat hién. Trong qué trinh loai bo c4c tap tin nay,
c6 thé Malwarebytes Anti-Malware s& yéu cau khai dong lai may tinh dé
hoan tat qué trinh.



3& Potential Threats Detected!

Bpotilog o Copy to ".'hpi'n:l-‘a! G
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r T
£ Mabwarebytes Anti-Matware &

All selected items have been removed successfully, A log file has been saved to
the logs folder.

Your computer needs to be restarted 1o complete the removal process.
Would you ke to restart now?

Main Menu

Néu trén man hinh xuét hién théng bao yéu cau khai dong lai may tinh, chi
can khoi dong lai may tinh cua ban 1a xong.

Bwéc 4: Quét lai hé thong bang HitmanPro

HitmanPro tim va loai bé cac chuong trinh doc hai (malware), cac chuong
trinh quang cao (adware), cac mdi de doa hé thong va tham chi 1 ca virus.
Chuong trinh dugc thiét ké dé chay cung cac chuong trinh diét virus va cac
cong cu bao mat khac.

Chuong trinh s& quét may tinh caa ban vai mot tée dd kha nhanh (trong vong
chua day 5 phat) va khdng hé 1am cham may tinh caa ban nhu cac chuong
trinh diét virus khéc.

1. Tai HitmanPro vé may va cai dat.

2. Kich dap chudt vao file c¢6 tén “HitmanPro.exe” (néu sir dung phién ban
32-bit) hoic kich dup chudt vao file “HitmanPro_x64.exe” (néu sir dung



phién ban 64-bit). Khi chuong trinh khéi chay, trén man hinh sé& xuat hién
ctra s6 nhu hinh dudi day:

& HitmanPro 3.7.14 - Build 265 (64-bit)

HitmanPro

second opinion anti-malware
forensics-based, cloud-assisted

Check your computes for all forms of malicious software, including viruses, trojans,

rootiits, worms, spywate; fake software and keyfoggers

Cick Next to scan for malickous software

Click chon Next dé cai ¢t HitmanPro trén may tinh cua ban.



Would you like to store a copy of the HitmanPro program file on this computer?
@ Yes, create a copy of HitmanPro so [ can regularly scan this computer (recommended)

[V! Automatically scan the computer daily during startup
[V] Create 2 shortcut on the desktop
[V] Create shortcuts in the Start menu

() No, T only want to perform a one-time scan to check this computer

Registration
E-mail Address:

Confirm E-mail Address:

2 Please e-mail me important product notifications and opportunities to save on
enhancements to my online security

3. Va HitmanPro s& bit dau qué trinh quét céc tap tin doc hai HulaToo khoi
may tinh caa ban.



Classihyang (7 1%) 1 20
CiWindows\SysWOWES\ d3430 35.41

fiv_en_1.exe ¥ Riskware Quarantine v 4
CiUsers\dMalwareTipsi\Desktop',

LocalHWUntwhaOX.exe ¥ Trojan
Ch\UsersiMalwareTips\Downloadsiwakwadxd

LocaltayFNkbjT.exe ¥ Malware Quarantine w
CllUsersiMabwareTipsi\Downloads xabadxd

fiv_en_l.exe i Riskware Quarantine v
C\Users\MalwareTips'Downloads)

bot (3).exe W Trojan Delete v

Chllsers\MalwareTips \ Downloadsixabmdxy

cd.exe ¥ Trojan Deicte v
ChUsers'\ddahwareTips\Downlioads\xalwdxc\

kl.exe %_3 Trojan Quarantine v
ChUsers\Mahwaretips\Downloads'xalwdxe,

exe-gpi.Sor & Trojan Delete w

ChUsers\MatwareTips\Downloads'salwdxe

bot (2).exe ¥ Trojan Delete v

4. Sau khi qua trinh két thdc, HitmanPro sé& hién thi danh sach cac chuong
trinh doc hai (malware) ma né phat hién duoc trén hé théng caa ban. Click
chon Next dé g& bo cac chuong trinh doc hai ciing nhu virus HulaToo di.



Scan results

Maficious software was detected, Close all apphications and click Next to remiave the malicious software, During remaoval

certain progeanss may termmnate unexpectedly

flv-player.exe ¥ Riskware Quarantine v 4
CAUsers'‘MatwareTips\Desktop'

Re-Markable_2040-2083.exe % Riskware Quarantine
COUsersiManvareTips Desktopy

Re-Markable_2040-2083.exe i@ Riskware Quarastine v

Ch\UsersiMatwareTips\Downloads\

fiv_en_l.exe “}3? Riskware Quarantine »
CAUsers\MahwareTipsiDownloads),

fix_even.exe %¥ Riskware Quarantine +

Cl\Users\MahwareTips\Downloads)

PricePeep.exe W Riskware Delete =
Chlsers\MatwareTips\Downloads),

bot (3}.exe %W Trojan Delete v

CAlUsersiMatwareTips\Downloads'\wahwdx,

cd.exe & Trojan Datetos
ChUsers\MahwareTips\Downloads'\xalwdxa,

kl.exe % Trojan Quarantine v

Identifred Thraats: 107

5. Click chon nit Activate free license dé ding thir HitmanPro trong 30 ngay
va dé g& bo cac tap tin doc hai khoi hé thdng cua ban.



Product Activation

Activate your copy of HitmanPro to remove malicious software.

Please enter the product key that you received when you purchased HitmanPro in the field below in format
OO XX XXX XX, Actvation will register the product key to this computer,

Product Key:

1do not have a product key

- Activate free license

This ona-bme license is a% therty days

Licence Information

A\ HitmanPro is not activated,

Buéc 5: Reset trinh duyét Internet Explorer, Firefox va Chrome vé thiét
lap mic dinh ban dau

Dé loai bo tan géc HulaToo khoi trinh duyét Internet Explorer, Firefox,
Google Chrome va Microsoft Edge ban s& phai reset lai trinh duyét vé trang
thai thiét lap mac dinh ban dau.

- Trinh duyét Internet Explorer:

Ban c6 thé reset trinh duyét Internet Explorer vé trang thai thiét 1ap mac dinh
ban dau. Pé lam duogc diéu nay:

1. M¢ trinh duyét Internet Explorer trén may tinh cua ban sau d6 click chon
biéu twong hinh ring cua & goc trén ciing bén phai man hinh, chon Internet
Options.
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Romania About Interibt Explorer

2. Trén cira s6 hop thoai Internet Options, click chon tab Advanced roi click
chon nut Reset.

': Options

ww.googhe.ro/ 2gws_rd=cr&ei=gl8wlSDwOKerdA O ~

“mﬂmwlwwxﬂo«mt[c«m[mm, Advanced |
Settings | octativa
‘ = Accelerated graphks -
|77 Use software rendaring nstead of GPU rendering™
2 Accessbity
[T Always expand ALT text for mages
| Enable Caret Browsing for new windows and tabs
[T Move system caret vath focus/selection changas
L Play system sounds
[ Resst text size to medium for new windows and tabs
| Reset zoom level for new windows and tabs

~ Browsing
| Close unused folders in History and Favorites®
[ Disable script debugaing (Internat Explarar)
i ¥ Disable saript debugging (Other)

[ Display & notification about every script error

m

iBba pe interne!
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*Takes effect after you restart your computer
| Restore advanced settngs |
Reset [nternet Explorer settings
Cautar G°H Resets Internat Explorar’s sathngs to their default [
s condton. I—R‘-’}ﬁ}—«'

You should only use this if your browser is In an unusable state,

Google ro oferit |

3. Tiép theo trén ctra s6 Reset Internet Explorer settings, danh tich
chon Delete personal settings roi click chon nit Reset.
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Internet Options 2 X N

ws_rd=criei=g08wUSDwOKerdA O ~ § ‘ ,‘ S A O
| General | seaurity | Privacy | Content | Connections | Programs | Advanced
N | R
Settngs | nectati-va
- ==, et ol
Reset Internet Explorer Settings. i e 0 )
| Are you sure you want to reset all Internet Explorer X
-8 settings? ga pe internet
Resetting indudes: ome
* Disable toolbars and add-ons * Advanced options
+ Default web browser settings + Tabbad browsng settings
* Privacy settings * Pop-up settings

* Security settngs

’ [¥] Delete personal settings

Resets home pages, search providers and Accelerators to default
settings, Deletes temporary Internet files, history, cookies, web form
information, ActiveX Filtering data, Tracking Protection data, Do Not
Track data, and passwords.

You must restart your computer for these changes to take effect,

Cautg)

J
!

Google ro oferit i} |

4. Sau khi két thuc qua trinh, click chon nat Close trén hop thoai xac nhan.



Internet Options

=g08wUSDWOKerdA O ~ §

| Reset Internet Explorer Settings

Resetting Internet Explorer settings

' Resetting user customizations
' Disabing browser add-ons

v Applying default settings

" Deleting personal settings

figa pe internet

s Close]

Close = and Favorites™
[V’ Disable script debugging (Internet Explorer)
V! Disable script debugging (Other)

Display a notification about every script error
<« | m }

(

*Takes effect after you restart your computer

Restore advanced settings ]
Reset Internet Explorer settings
Cautare God Resep' Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state,

Google.ro oferit i
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Trinh duyét Firefox:

Qua trinh reset trinh duyét Firefox s& khdng lam mat cac thong tin quan trong
ma ban d3 luu trén trinh duyét nhu mat khau, bookmark, ty dong dién théng
tin, lich st duyét web va mé céc tab.

Dé reset trinh duyét Firefox vé trang thai mic dinh ban dau, ban thuc hién
theo cac buoc dudi day:

1. M¢ trinh duyét Firefox trén may tinh cta ban, sau d6 click chon biéu
tugng 3 dong gach ngang & goc trén cung bén phai man hinh, click chon
nut Help.
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2. Tu Menu Help, chon Troubleshooting Information.

Néu khéng thé truy cap Menu Help, ban nhap about:support vao thanh dia
chi roi nhan Enter dé mo trang Troubleshooting Information.
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3. Click chon nut Refresh Firefox ¢ goc trén cung bén phai trang
Troubleshooting Information.
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4. Dé tiép tuc, click chon nat Refresh Firefox trén cira so6 Xac nhan.
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Troubleshooting Information

This page contains technical information that maght be useful when you're trying to scive a problem. ¥ Reset Firefox to its default state
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| Reset Firefon

E Copy raw dala to chpboard J { Copy Mhi Are you sure you want to reset Firefox to its initial state?
Firefox will try to preserve your:
Windows and Tabs
Application Basics Browsing History and Bookmarks
Saved Pasowords
Saved Form History
Coolies
Firefox will restart and everything else will be removed.

{Mfgw. Cancel

Reset Firefox- |

Crash Reports for the Last 3 Days

5. Firefox s& tu dong lai va chuyén vé trang thai thiét 1ap mic dinh ban dau.
Sau khi hoan tat mot ctra s6 hién thi cac thong tin da dwgc chuyén doi xuat
hién. Ban click chon Finish la xong.

- Trinh duyét Chrome:

Google Chrome tich hgp tiy chon reset trinh duyét vé trang thai thiét 1ap mic
dinh ban dau. Viéc reset thiét 1ap trinh duyét sé reset lai cac thay dbi khéng
mong mudn gay ra béi viéc cai dit cac chuong trinh khac trén hé théng. Tuy
nhién mat khau va bookmark ma ban luu sé& bj x6a sach.

1. Trén trinh duyét Chrome, click chon biéu twong 3 dong gach ngang hoic 3
dau cham & goc trén cling bén phai man hinh, sau dé click chon Extensions.
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2. Trén ctra s6 Extensions, tim va x6a bo tién ich mé rong Hula Too va cac
tién ich ma rong khong ré ngudn goc bang céch click chon biéu tugng thing

rac.
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