Gio6l han giri va nhan mail trong Exchange 2007
Gia sir ching ta c6 mét hé théng mail c6 tén MSExchange.org va mot

ngwoi dung co tén Anderson Patricio.

Trong bai viét nay ching ta s& thuc hién quan ly kha niang giri va nhan mail
tir Internet caa nguoi dung nay trong hé thong, ngoai ra chung ta ciing sé& thuc
hién cac tac vu co ban sau:

. Chdan moi mail ngoai hé thong gur téi nguoi dung.
. Chdan moi mail gu#i ra ngoai hé thong.

. Cho phép nguroi diing giri mét lieong mail nhdt dinh téi mét nguroi ding
ngoai mang.

« Chi cho phép nguoi ding nhan mail tir mgt mién cu thé.

Muc dich chinh ctia bai viét 1a tim hiéu mot s6 phuong phap thuc hién cac tac
vu quan 1y trén cho hé thong mail hay cho toan b hé thong mang. Ban c6 thé
két hop nhitng tac vu nay lai voi nhau dé dap (ing yéu cau dac thd cia mdi hé
théng.

Quan Iy lru lwong mail dén cia ngwoi dung
C6 vai phuong phap quan 1y luong mail duoc giri dén mot ngudi ding nhat
dinh. Ching ta c6 thé tao Transport Rule, cau hinh cho Recipient Filtering,

thay d6i cap do hom thu, ...

Phuong phap dau tién ma ching ta &p dung d6 1a st dung Transport Rule.
Cong cu nay cho phép chiing ta tao mot Rule tra vé mot NDR toi ngudi g,



vi du trong truong hop nguoi dung khong duoc phép nhan mail dugc giri dén
tir Internet. Dé thuc hién dugc nhu vay ban hay thuc hién cac thao tac sau:

Mo Exchange Management Console.

Mo rong Organization Configuration.

Click vao Hub Transport.

Chon tiép tab Transport Rules.

Trong Toolbox Actions, click chon New Transport Rule ...

Trén trang Introduction, nhap tén cho Rule rdi click Next.

Trén trang Conditions, chon muc From users inside or outside the
organization va muc Sent to people. Trong hop Step 2 ban c6 thé xac
dinh gia tri cua cac muc da chon trudc d6. Tuy nhién dé lam duoc diéu
nay ban phai chic chan rang gié tri Outside duoc lua chon cho lién két
thir nhat va lién két thir hai khi ban b6 sung hom thu nguoi ding vao
danh sach khdng thé nhan mail tir Internet. Thuc hién xong nhan

tiép Next.

. Trong trang Actions, hdy luya chon tuy chon Send bounce message to
sender with enhanced status code, sau d6 ban hiy thay dbi noi dung
cua mail va ma hién trang (status code).



* New Transport Rule

B Introdhuction
Y Condhons

[ Acton:

J Excephion:
i Create Rule
4 Completion

Actions

Step 1: Select agtion{s}
0] append disclamer text using fork, size, coloe, wih separator and falback to achon | -]
[ setthe spam confidence level to vabe

3 set heades vith vakie

O remove heade:

[ 2dd a recipient in the To field addiesses

[ copy the message to addesses

[ 8ind casbon copy [Bec) the message 1o addiesses
[ reduect the message to addesses

Y send bounce message to sendet wath enhanced status code

O siently drop the message =

J | o

Step 2. Ecit the e description by clicking an underined value:
Apply nde 1o messages
from users Quisde the organizabion
and sent to Anderzon Patncio
send Delfvery not sthotized, messaqe efused to sender with 571

cgock |[ Net> | o |

Hinh 1: Cdu hinh cho Rule mdi trén trang Actions.

« Trén trang Exceptions, ban hay click vao nat Next, New va Finish.

Phuong phép thtr hai ma ching ta c6 thé do 1a str dung Recipient Filtering
Anti-spam Agent. N6 da dugc mac dinh kich hoat trong mot may chu Edge
Transport, tuy nhién néu dang sir dung Hub Transport Role dé nhan mail tir

Internet ban can phai kich hoat Anti-Spam Transport Agent.

Cach khéc, ching ta c6 thé thuc hién cau hinh cho Recipient Filtering tuong
tu nhu cac budc o trén. Tiép theo ching ta s& kiém tra nhitng thay doi trong

mot Hub Transport.




Mo Exchange Management Console.
Mo rong Organization Configuration.
Click vao Hub Transport.

Chon tab Anti-spam.

Click dup vao Recipient Filtering.
Chon tiép tab Blocked Recipients.

Click chon hop chon Block the following recipients va nhap tai khoan
mail cia ngudi ding ndi bd ban muébn chin thu giri dén tir Internet
(hinh 2).



Recipient Filtering Properties

General Blocked Recipients

[~ Block messages sent to recipients not listed in the Global Address List

[V Block the following recipients:
[
Add /7 Edt X

anderson@®msexchange.org

| 0K I Cancel Apply Help

Hinh 2: Cai dat chdn ngwoi dung nhan mail tze Internet.

Khi @6 moi mail tir Internet dwoc gui tdi dia chi anderson@msexchange.org
s& nhan dugc mot NDR cho biét ngudi dung d6 khong ton tai trén hé théng.



Tuy nhién d6i khi ban lai muén ap dung mot sb gigi ban cao hon viéc chi
chan luu lwong mail gui dén mot ngudi ding, chang han chi cho phép mot
ngudi ding nhan mail tir cap trén va khong dugc nhan mail tir mot may tram
mail nao khac.

Luwu v: Ban ciing ¢é thé thuc hién thao tac nay véi Transport Rule, tuy nhién
Muc dich cia bai viét nay 1a gidi thiéu nhiéu phirong phdp khéc nhau nén
ching ta sé thuec hién cdu hinh trong hom thu.

Qué trinh cau hinh duoc thyuc hién nhu sau:
« Mo Exchange Management Console.
« Mo rong Recipient Configuration.
« Chon Mailbox.
« Click dup vao hom thu mudn giéi han.
« Click chon tab Mail Flow Settings.
. Phai chudt 1&8n Message Delivery Restriction roi chon Properties.

. Trén hop thoai xuét hién chdng ta c6 thé giéi han cho ngudi ding chap
nhan hay tir choi nhan mail tir nhitng ngudi dong cu thé. Nguoi ding
nay cé thé chi nhan mail tir nhitng nguoi dung da dugc xac thuc (hinh
3).

Lwu V: Moi mail dwoC Quri dén tir Internet déu khéng dwoc Xac thuc.



Message Delivery Restrictions E

Accept messages from

" Dnly senders in the following list:

Add..

™ Require that all senders are authenticated

Reject messages from

' No senders

" Senders in the following list:

add...

oK I Cancel

Hinh 3: Cdu hinh chgn mail trong hép thoai Properties ciia Message
Delivery Restriction.

Quan ly lwu lwong mail giwi di

Chiing ta da tim hiéu mot s phuong phap chin luu lwong mail giri dén ap
dung cho mot sé nguoi ding cu thé trong hé thong, tiép theo ching ta s& gidi
han kha nang guit mail ndi bo ciing nhu giri mail ra ngoai hé théng. Khi thyuc
hién gidi han, chung ta da ap dung phuong phap str dung két hop cau tric
Hub Transport véi Transport Rule ma khi két hop s& cd hiéu qua quan ly rat
l6m. Do d6 mot phuong phap don gian dé quan 1y lugng mail gui di 1a sir



dung Transport Rule.
« Mo Exchange Management Console.
« Mo rong Organization Configuration.
« Click vao Hub Transport.
. Chon tiép tab Transport Rules.
« Trong Toolbox Actions, click chon New Transport Rule ...
. Trén trang Introduction, nhap tén cho Rule roi click Next.

« Trén trang Conditions, chon muc From users inside or outside the
organizationva muc Sent to people. Trong hop Step 2 ban ¢ thé xac
dinh gia tri cua cac muc da chon trudc d6. Tuy nhién dé lam duogc diéu
nay ban phai chac chan rang lién két dau tién (from people link) ban da
lya chon tat ca ngudi dung khong duoc cho phép guri mail di, va gia
tri Outside duoc lya chon cho lién két thi hai.

« Trén trang Actions, hdy lya chon tuy chon Send bounce message to
sender with enhanced status code, sau d6 ban hiy thay dbi noi dung
cua mail va ma hién trang (status code). Trong trrdng hop nay ching ta
s¢ thay ddi doan text thanh You are not allowed to send external
messages (hinh 4).



« New Transport Rule

B Introduction Actions

I Condons Step 1: Select agtionfs)

0 Act O 2ppend disclaimer test using fork, size, color, with separator and falback to action i 4 |
G Escoon [ et the spam confidence level to vahue

R aeopons ] set header with value

[J Create Rule O remave header

I Completon [ 304 a tecipient in the To field addesses

O copy the message to addresses

[0 8ind cabon copy (Bec) the message to sddeesses

[ redrect the message to addesses

[ send bounce message to sendes with enhanced status code
O slertdy drop the message

)
<] | >|

Step 2. EdR the rule descripion by chicking an underined value:

fpply rule to meszages
from Andesson Padicio

Hep | ek | Nets | came |

Hinh 4: Cdu hinh Actions cho Transport Rule.

Khi d6 moi mail dugc nguoi dung Anderson Patricio gui di s€ tao ra mot
NDR trong hom thu va ngudi ding ndy sé ¢ thé kiém tra thong tin vé théng
tin cai dat trong hé thong ndi bo ma ching ta vira bd sung trong Transport
Rule.



Undeliverable: XX

Sentt Soveday, At 01, 2009 1143 A
Too : #s

Delivery has failed to these recipients or distribution lists:

Your messdge wasn't delivered because of securty polices. Microsoft Exchange will not try to redeinver this message for you. Please provide the following
DENOEDC 2002 50 yOur Systemn admarastrator

Hinh 5: Théng bao nhédn dwec sau khi g mail.

Tao trwong hop ngoai I¢

Viéc ap dung Rule trén hé thong that sy can thiét nhung chung ta can biét
rang trén hé théng luén c6 mot s6 ngoai 18. Viéc dat ra nhitng ngoai 18 nay
kha dé& dang vi ban ¢ thé thu hién trong qué trinh khai tao Rule.

Tuy nhién, trong cac Transport Rule ching ta vira tao ¢ trén thi chua c6 Rule
nao cho phép mot ngudi ding noi bo gai mail téi mot mién ngoai. Ban co thé
tao mot dia chi méi va chi dinh ngoai 18 cho dia chi nay, nhung diéu nay sé
khdng thé thuc hién dugc d6i vai toan bo mién, boi vi trong truong ho ngudi
ding c6 rat nhiéu dia chi can lién lac trén mién d6 thi qua trinh tao mot dia
chi mai s& rat khé khan va ban ciing kho c6 thé quan ly nhiing dia chi nay.

Tiép theo chlng ta s& quay lai hiéu chinh Transport Rule ma chung ta di tao
dé chan mail duoc guri dén tir ngoai hé théng, va ching ta lva chon

muc except when the text patterns appears in a message header trén
trang Exceptions. Click vao lién két message header nhap TO, va click vao



lien két Text Patterns roi nhap @domain.com$(trong d6 @domain.com la
tén mién ngoai muén cho phép nguoi ding guri mail t6i).

Chung ta sé& sir dung mot biéu thirc RegEx dé lya chon (nhiing) mién muon
Transport Rule hién tai chap thuan. Khi st dung chudi “@domain.com$” thi
moi dia chi chira chudi do s& phl hop, vi

du: userl@domain.com, userXX@domain.com.

Truong hop ngoai 1é ma ching ta da bo sung vao Transport Rule dé cho phép
nguoi dung noi bo giri mail téi mot mién ngoai duoc thé hién trong hinh 6.
Khi d6 ngudi ding Anderson Patricio ¢6 thé gui mail toi mién

ngoai @andersonpatricio.org$ (dugc thé hién o lién két TO).

—

/- Edit Transport Rule

B Introduction Exceplions
B Condtions Step 1: Select exgeption(s) f necessany
B Actions [0 except when any of the recipeents i the To field or Cc field is people Al

[0 except when anp of the recipients in the To field or Cc fiedd is 8 member of distrbuts

03 Exception: [0 except when the message is marked as classiicaton
-~ Update Rule [0 except when the test specific words appears in the subject
i Compledion [ except when the text speciic words appears in the subject o the body of the mess

[0 except when the et specific words appears n a message headet

D except when the From address contans spechc woeds

[ except when the test pattems appeats in the subject

[ encept when the text pattains appeats in the subject o the body of the message
except when the lexd paltemns appeais i 3 message header

q except when the From address contains text pattems | _,;‘
< »

Step 2 Edit the rule descripbion by chicking an undedined vahae:
Apply rde to messages
from Andesson Paticio

and sert 1o users Qidade the organzaton

send You ae not 0 send sxternal mes: s Mot mfocmation
hitp /it anet srgeschange oa/pokcy to sender with 5,71
i0

except when the @andssonpaticio ogt appes in 8

Heo | sk [ Net> |  coxa |




Hinh 6: Cdu hinh cho phép ngwoi diing giri mail téi mién ngoai.

Chung ta c6 thé sir dung phuong phap trén dé cho phép ngudi ding nhan
mail tir Internet bang cach hiéu chinh cau hinh Transport Rule va lya

chon except when the text patterns appears in a message header trén
trang Exceptions. Sau d6 ban can phai bo sung chit FROM vao lién

két message header, va trong danh séch nhitng mién duoc chap thuan su
dung cling mau ching ta da st dung trudc d6 (@domain.com$). Sau khi cau
hinh cho phép ngudi ding nhan mail tir Internet thi théng tin cau hinh
Exceptions cia Transport Rule duoc thé hién nhu trong hinh 7.

« New Transport Rule

1 Introduction Exceplions

B Condtions Step 1: Select exception(s) f necessay

Y Actions O except when any of the recipients in the To field or Cc field i people _:]
7 [ except when any of the recipiants in the To field or Ce field is 3 mamber of distrbuts

O Excepions D except when the message is marked as classihcation

i Create Rule [ except when the text specific words appeas in the subject

) Comgpletion [ except when the text specific words appeass in the subect o the body of the mess

[ except when the test spaciic words appears in 8 message header

[ except when the From addiess contains specific woeds

[ except when the test pattemns appears in the subject

[ except when the text pattemns appears in the subject of the body of the mescage

B except when the text patteins sppears in a message header

q except when the From addiess contains text pattemns | _]:J
] »

Step 2 EdR the rule descrphion by clicking an underined value:
Apply rule to messages
fram users Dutade the organization
and sert to Anderson Palricio
send Delvety not suthomged, message refused to sendes with 57.1
except when the @anderscopaticio oqf appears in 2 EROM

__teo | casex ||| med> [ icema |

Hinh 7: Cdu hinh cho phép ngwoi diing nhan mail tir mién ngoai.



Khi d6 ngudi ding Anderson Patricio ¢6 thé nhan mail dwoc giri dén tir mién
ngoai @andersonpatricio.org$ (dugc thé hién & lién két FROM).

Két luan

Trong bai viét nay chiing ta di tim hiéu phuong phap han ché luu luong mail
gui dén va guri di trong ndi bd, luu lwong mail nhan tir Internet, luong mail
gui ra ngoai hé théng va toa mot s6 ngaoif 18 cho nhimg ngudi ding nhat
dinh. Pay 1a nhiing thao tac thong thuong ma nguoi quan tri hé thong Mail
Server ludn phai thuc hién.



