Céch giau dir liéu bi mat vao hinh anh hoac file &m thanh chi trong
mét not nhac

Steganography Ia nghé thuat che gidu thong tin va trong huéng dan nay,
chiing ta sé& str dung Steghide - mot céng cu dong Iénh don gian dé thuc hién
diéu do.

Steganography la gi?

Khong gidng nhu ma héa c6 mot thong tin dwoc an mot cach rd rang,
Steganography an di liéu & ché d6 xem don gian, bén trong mot tép tin nhur
hinh anh, file &m thanh.

Steganography rat hitu ich trong cac tinh huéng gui tin nhan duoc ma hoa
chang han nhu & nhiing quéc gia khong dugc ty do ngdn luan. N6 cling
thuong duoc str dung nhu mot watermark ky thuat sé dé tim cac hinh anh
hoac tap tin &m thanh bj danh cép

Céch Steganography hoat dong

C6 mot s6 ki thuat khac nhau dé an dix liéu bén trong cac tép thong thuong.
Mot trong nhitng cach str dung rong réi nhat va co 18 don gian nhat 1a ki
thuat bit cd trong s6 nhé nhat (Least Significant Bit), thuong duoc biét dén
dudi tén LSB.

K§ thuat nay thay doi vai bit cudi cling trong mot byte dé ma hoa mot thong
diép, dac biét hitu ich vai hinh anh, trong do6 cac gia tri mau do, xanh la cay
va xanh da troi cia mdi pixel duoc biéu dién bang 8 bit (mot byte) c6 pham
vi tir 0 dén 255 theo thap phan hozc 00000000 d¢én 11111111 & dang nhi
phan.

Thay doi hai bit cudi cting trong mot pixel mau do hoan toan tir 11111111
xubng 11111101 s& chi thay d6i gia tri mau do tir 255 xudng 253, ma mt
thuong khong thé nhan ra su thay doi mau sac nhung van cho phép ching
ta ma hoa dir liéu bén trong burc tranh.



Original Image

11111111 00000000

Steganography

11111111 00000000
11111111 ©oooe000
00000000 11111111

Stego Image

11111101 00000011
00000010 000GGGO1 c a t
00000000 00000010

01100011 01100001 01110100
11111100 00000011
11111101 00000001
00000001 11111100

Ky thuat bit c6 trong s6 nho nhat ciing dugc sir dung cho céc tép am thanh.
C6 hai thtr can xem xét khi an thong tin 1a ma hoa va nén. M4 hoa dit liéu
trude khi nhing né vao 1op bao mat bo sung trong khi nén dir liéu.

Cach an dir liéu trong hinh anh hoic file &m thanh
Buwdc 1: Nhang dir liéu vao mot tép

Str dung Steghide rat dé dang, dé cai dat né tir Terminnal trong Linux, chi
can sir dung apt.

apt-get install steghide
Khi hodn tat cai dat, nhing dit liéu vao mét tép, nhap lénh dudi day.

steghide embed -ef secretFile -cf coverFile -sf outputFile -z
compressionLevel -e scheme

Cac thanh phan cau Iénh dugc chia nho nhu sau:



. -ef xac dinh duong dan caa tép mudn an, co thé nhing bat ky loai tép
nao bén trong tép bia nhu script Python hoac tép tin shell.

« -cflatép ma dir licu dugc nhang vao, né gidgi han ¢ cac dinh dang
BMP, JPEG, WAV va AU.

. -sf 1a mot d6i so tiy chon xac dinh tap tin dau ra. Néu bo qua, tép géc
sé bi ghi dé bai tép steganographic mai.

. -z x4c dinh mutc d6 nén, tir 1 dén 9. Néu khdng muon nén tép, hay st
dung ddi s6 -Z.

. -e xac dinh kiéu ma héa. Steghide hd tro nhiéu kiéu ma hoa, va néu bo
qua dbi s6 theo mic dinh, Steghide s& sir dung m& hoa AES 128-bit.
Néu khdng muén sir dung ma hoa, chi can gé -e none.

Trong vi du nay, théng tin bi mat duoc an trong hinh anh cua mét chi méo,
khong ghi dé 1én hinh anh ban dau hoc nén n6, chi ma hoa hinh anh

steghide embed -ef secret.txt -cf StegoCat.jpg -e none -Z
7. ferminal

Fle Edit View Terminal Tabs Help

root@blackslash:~# cd /root/stego

root@blackslash:~/stego# ls

secret.txt StegoCat.jpg StegoCat ORIGINAL.png

root@blackslash:~/stego# steghide --embed -ef secret.txt -cf StegoCat.jpg -e none -Z
Enter passphrase:

Re-Enter passphrase:

embedding "secret.txt" in "StegoCat.jpg"... done

root@blackslash:~/stego# |




Sau khi thuc hién Iénh Steghide, c6 mét thong bao dit mat khau dé trich xuat
dix liu nhing xuét hién, nhap mat khau va xac nhan lai.

Buwéc 2: Trich xuat dix liéu an tir tép

Trich xuat dix liéu an tir mot hinh anh steganographic tham chi con dé dang
hon vai 1énh sau:

$ steghide extract -sf stegoFile -xf outputFile

Khi chay 1énh nay, ban s& dugc nhic nhé dé nhap cuing mot mat khau da tao
ra o trén.
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root@blackslash:~/stego# steghide --extract -sf stegoCat.jpg
Enter passphrase:

wrote extracted data to "extractSecret.txt".
root@blackslash:~/stego# head extractSecret.txt

John,

If you want what you're looking for,
meet me at 2nd and Main at 9 PM tomorrow,
and come alone.

blackslash
root@blackslash:~/stego#

xf extractSecret.txt




