Cac phwong thirc Crack Passwords

Username va Password |a hai van dé nhay cam nhat trong mot may tinh, mot
mang nho cho téi mang Internet. N6 ciling la phuong thirc Xac thuc duoc sur
dung rat nhiéu trong cac hé théng may tinh, website. Tuy nhién, phuong thtc
x&c thyc nay van con ton tai nhitng 16 hong va cé kha ning bi phé va.

Trong bai viét nay t6i trinh bay vai cac ban tong quat vé cac phuong thic xac
thue, cac cach pha mat khau va cac Tools sir dung dé pha mat khau. Chidng
t6i cling dua ra 151 khuyén cho ban vé cach dat mat khau an toan, tir d6 cac
ban sé& biét cach tao mat khau manh ciing nhu ty bao vé minh trudc cac cudc
tan cong.

Céc budc tién hanh trong qua trinh tan céng pha mat khau:
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1. Xac thuc — Authentication

Xéc thuc 1a mot qua trinh nhan dang ngudi dung. Trong hé théng mang may
tinh, xé4c thuc cha yéu sir dung LoginID (Username) va Password. Biét mat
khau cta mot tai khoan 1a diéu can thiét dé xac thuc, nhung Password c6 thé
bi mat, bi danh cap, bi thay doi va bi pha, diéu nay dan téi nguy co bao mat

cho hé théng.



Bén canh mat khau cé nhiéu cach dé xac thuc ngudi ding, ching ta sé di tim
hiéu cu thé trong phan tiép theo.

2. Cac phwong thic xac thuc
. Hau hét cac phuong thirc xac thue déu dua trén:
. Nhitng gi ban biét (Username Password)
« Nhiing gi ban co (Smart Card, Certificate)
. Nhitng gi 1a ban (Sinh trac hoc)
. HTTP Authentication — Xéac thyuc trén WEB.
« Basic Authentication
« Digest Authentication
. Két hop véi phuong thirc xac thuc NTLM cua Windows
« Negotiate Authentication — Thoa thuan xac thuc
« Xac thuc dya vao Certificate.
« Xac thuc dua vao Forms
« Xac thuc duya vao RSA Secure Token
. Xé&c thuc dya vao Sinh tric hoc (x4c thuc van tay, mat, méng mat,.)
2. 1. HTTP Authentications

a. Basic Authentication



Enter Network Password 3 _"Jll

'?> Fleasa type youruser hame and passvrd,

Sita: vnow regsofl. net

Healm ReoSctcom Yendor Ares

User [Name ]m'yuseﬂci

Paszward Im

I S this password nvour passaord lis?

I o< I Cancel I

. La mot phuong thuc xac thuc phd théng cé trén nén tang tng dung
Web.

. N6 sé& xuat hién ra khi Client y&u cau nhitng thdng tin phai duoc xac
thuec.

. Gi6i han nhitng giao thuc, cho phép nhitng ké tan cong khai thac.

. Strdung SSL dé ma hoa dit liéu Username Password dé truyén giira
Client va Server.

b. Digest Authentication



Add/Edit Listeners - - i 21

Server lFAST 1S4 SERVER
IP &ddress: I 196.x.yv.2
Display Name: I

[ Use a server certificate to authenticate to web clients

—Authentication k
V' Basic with this domain:

Digest with this domain:

Select domain... I

Select domait..

vV Integrated

[ Client certificate [secure channel only)

[ ok ]| cance |

. Duoc thiét ké dé nang cao bao mat hon phuong thirc Basic
Authentication

. DPuoc dya trén nén tang xac thuc Challenge-Response

. Nang cao bao bao mat hon phuong thirc Basic Authentication, hé théng
s& ma hoa Usernaem Password trudc khi truyén di trén mang.

2.2. Két hop véi phwong thic xac thuc NTLM cia Windows



x|

¥ Anonymous access
No user name/password required to access this resource.

Account used for anonymous access:

Username: [IUSR_ECCOUNCIL Browse.._ |

Password: Ioooooooooo

v Allow IS to control 2assword

Authenticated access

For the following authentication methcds, user name and password
are required when

- anongmous access is disablzd, or

- access is restricted using N™FS access control bsts

| Digect Suthentivation for Windows domain eorore

I Basic authentication (password is sent in clear text]

Default domain: I Selec

\I—Dd \Windows authenhication
ok | Cancel | Help |

« St dung céng nghé xac thuc NT LAN Manager (NTLM) cho HTTP

. Chi lam viéc véi IE va trén nén tang Web server 12 11S.

. Két hop voéi xac thuc trén Windows sé& thich hop cho méi trudng mang
cuc bo cua doanh nghiép

. NO 12 mot phuong thic xac thuc ma khong phai truyén bat ky thong tin
nao vé Username password trén mang.

2.3. Xéac thwc Negotiate
« DPay la mdt phuong thirc xac thuc mo rong cho NTLM Authentication
. Cung cip xéc thuc dua trén nén tang Kerberos

. St dung qua trinh thuong luong dé quyét dinh mie d6 bao mat dugc sir
dung.



. N6 duoc cau hinh va str dung khéng chi cho mang cuc bg.

2.4. Xac thuc dwa vao Certificate

Certificate =0 =5 21X

General | Details | Certification Path |

Tty
:—'% Certificate Information

This certificate is intended for the following purpose(s):

*Ensures software came from software publisher
*Protects software from alteration after publication
+'Windows Hardware Driver Verification

Issued to: Microsoft Windows Hardware Compatibility

Issued by: Microsoft Root Authority

¥alid from 10/1/1997 to 12(31/2002

Isstier Statement l

OK l

. St dung Public Key dé ma hoa va chang chi s6 (Digital Certificate) dé
xac thuc nguoi dung.

. N6 duoc quan tam va két hop véi phuong thic xac thuc two-factor.
Khi mot ngudi dung biét dugc Username Password ngudi d6 con phai
cung cap Certificate nira thi méi duoc xac thuc.

« Ngudi ding c6 thé bi danh cap Certtificate.
. RA&t nhiéu phan mém hién nay hd trg xac thuc qua chang chi so.

2.5. Xac thuc dwa vao Forms-Based



gw-paris : User Authentication Rule Properties - 1 |
User Authentication Rule | Log Settings |
Radius Options Agent Options I Restrictions |
General
Login Type: IFDRM _v_l
Realm Sting: I
HTML Directory: l _vJ

(1) TheHTML Directory is used in order to customize the
pages, which are presented to the user at
authentication time. Leave this blank in order to use
the default pages. The HTML root directory is
specified in the Firewall properites options tab,

L’L’ OK Cancel | Bl |

. N6 khong duogc hd tro trén nén tang HTTP va SSL
NG 1a mot lwa chon cao cip cho phuong thirc Xac thuc st dung mot
Form, va thuong tich hop dang HTML.
La mot phuong thirc Xac thuc rat pho biét trén Internet.

2.6. Phwong thuc xac thuwe RSA SecurID Token

« Phuong thtrc xac thuc SecurelD st dung mét "token — V¢, card). Co
mot thiét bi phan cang sé sinh ra cac ma xéac thuc sau mdi 60 gidy va sir
dung mot tAm Card dé giai méa key.

« M0ot nguoi dung thuc hién qua trinh xac thuc va tai nguyén mang sé
phai dién ma PIN va s hién thi cho SecurelD cho mdi thoi gian do.

2.7. Biometrics Authentications



. Mot hé thdng xac thuc dya vao Sinh tric hoc s& phai c6 nhitng thiét bi
nhan dién duoc nguoi ding dwa vao cac yéu té sinh hoc nhu: Van tay,
mat, mat, ban tay....

. Day 1a mot phuong thirc xac thuc c6 tinh bao mat rat cao va thuan tién
cho nguoi st dung khéng phai nhé mat khau hay mang theo mot tdm
Card.

3. Lam thé nao dé c6 mt mat khau biao mat
Chiing t6i d3 c6 mot bai viét rat chi tiét vé viéc tao mat khau an toan véi rat
nhiéu phuong phap va meo dé ban co thé tao dugc mot mat khau manh nham
bao vé dir liéu cia minh. Dudi day 1a nhitng luu ¥ co ban khi dat mat khau.

. Ap dit chinh sach d6 dai toi thiéu cua mat khau 1a 8 va tt nhat 1a 15

. Yéu cau phai c6 nhiing ky tu dic biét, s, chix hoa, chir thuong trong
maot mat khau

. Khéng st dung bat ky tir khda nao trong tir dién English hay nhitng
nudc khac

. Khong sir dung Password gidng tén Username, va phai thay doi thuong
Xuyén



. Chon Password ban dé dang sir dung ma ngudi khac khé doan biét
duoc.

4. Nhirng khuyén cao dat password khac

« bung bao gio chi dat mot ky tu dac biét sau mot tir khoa vi du: Khong
dat password la: vnexpertsl

. bung bao gid sir dung ghép hai tir voi nhau dé duoc mot Password vi
nhu: vnevne

 Khong dit Password dé doan
. Khong dit password qua ngan
« Khong dat Password ma tir thuong xuyén go dung nhu: asdf;1kj

. Hay thay d6i mat khau thuong xuyén it nhat mot thang mot lan — Hay
thay d6i ngay lap tic khi phét hién ra mat khau cua minh bi ngudi khac
su dung.

. Dung bao gid chtra Password trén may tinh cua ban — nhiéu ngudi c6
thoi quen vao céc trang web va luu lai mat khau cua minh diéu nay
khong bao mat bai ma hoa trong may tinh dé dang bi giai ma.

. Céac mat khau trong Windows luu vao cac file .pwl khong duoc bao
mat.

. Khong noi cho nguoi khac biét mat khau caa minh.
. Khéng gtri mail va tranh dit tring Password trén nhiéu tng dung
. Khéng ghi Password ctia minh ra cho dé nhé.

. Khi g Password hay can than véi cac loai Keylogger va nguoi xem
trom.

5. Hacker ldy mat khiu cia ban qua nhitng phwong phap nao?

. Xem ban g& mat khau



. Tim xem ban c6 ghi mat khau ciia minh ra giay hay khong
. Doan mat khau dua vao cac sé quen thudc nhu: 123456, 654321...

. St dung phuong thirc tan cong Brute Force: Py 1a phuong thirc tong
hop cac ky tu lan luot dé tan tim ra mat khau, thir va sai lién tuc cho
dén khi tim ra mat khau dung.

. St dung phuong thirc tan cong Dictionary Attack: Phuong thuc tan
cong nay tim mat khau trong mot bo tir dién duoc sinh ra trude do.

. Céach tao ra mot mat khau kho:
. Chang han mat khau cua toi ban dau dinh dit 12; yeuemnhieu
. Gio toi viét hoa chir Y va chit U thanh: YeUemnhieU

. Chir E trong bang chit cai ding vi chi 5 mat khau t6i thanh:
Y5U5mnhi5U

. Chiti toi d6i thanh ! mat khau thanh Y5U5mnh!5U

. Password cta t6i du 10 Ky tu ¢6 6, ¢6 hoa, co thuong, c6 Ky tu
dac biét.

6. X0a Password da dwoc lwu trong Windows XP

Vao run gd: Rundll32.exe Keymgr.dll, KRShowKeyMgr, s¢ hién ra
bang danh sach website va ban hay x6a hét nhitng mat khau da dugc luu
trong hé théng.

7. Pha mat khau tong quat

Vé dinh nghia mdt Password Cracker 1a chuong trinh c6 thé giai ma dugc
mat khau hay c6 thé vo hiéu hoa dugc mat khau.

Password Cracker c6 hai phuong phéap chinh do la: Brute
Force va Dictionary Attack, ngoai ra hién nay méi c¢6 chuwong trinh pha mat



khau théng minh hon hai kiéu c6 dién trén d6 1a phuong thuc tim
Password: Smart Table Recovery — dap tng toc do tim mat khau rat nhanh.

Password Cracker ciing c6 thé 1a mot chuong trinh ding dé giai ma nhiing
mat khau da duoc ma hoa, vi nhu cadc mat khau duge luu trong IE, Firefox,...

8. Muc tiéu ciia cac chwong trinh tim méat khau

Trén hé thong Windows va Linux c6 hai tai khoan toan quyén trong hé théng
d6 1a: root va Administrator, va muc tiéu tin cong 1a tim duoc password cua
hai tai khoan d6

Khi tim duoc Password cua tai khoan cé quyén quan tri ké tan cong sé c6
toan quyén véi may dich.

Ké tin cong cling c6 thé ding cac phan mém Sniffer dé tom céc goi tin
Username Password duogc truyén di trong hé thong mang.

Va anh hudng caa viéc bi chiém mat quyén quan tri tdy thuéc hoan toan vao
dir liéu va céc ung dung trong hét héng.

9. Chwong trinh Password Cracker hoat dong nhw thé nao

Dé hiéu duoc mot Password Cracker 1am viéc nhu thé ndo ching ta can phai
hiéu duoc cac chuong trinh quan ly Password thuc hién ra sao. Hau hét cac
chuong trinh quan 1y Password déu ma héa Password theo mét phuong thuc
nao do.

Mat khau sau khi duoc tao ra va luu vao trong hé thong s& dugc ma hda, hé
thong s& chira Key dé giai ma mat khau. Nhiing phan mém Password Cracker
s& tim cach lay dugc cac doan mat ma d6. Sau khi da 1ay duoc cac doan mat
ma trén may cua nan nhan ching sé tién hanh giai ma mat khau bang nhing
phuong thirc cu thé cho tirng tinh hudng.

10. C4c dang Password Cracker

. Dictionary Attack: Tim mat khau trong mot file tir dién tao san



. Brute Force Attack: Tim mat khau bang cach t6 hop céac ky tu
« Hybird Attack: Lai gitra hai phuong thirc trén

. Smart Table Recovery Attack: Phuong thtc tin cong tim mat khau
théng minh nhat dua trén cac bang dit liéu — Khoang 700MB dit liéu
text.

11. Tim Password bing phwong thirc don gian
C6 2 phuong thirc dé tim mat khau don gian Ia:

. Poan mat khau

. Thay thé doan URL
12. Tim Password bang giai ma Cookies

« Vo1 chuong trinh CT cookie Spy 2.0

. Cookies thuong luu lai rat nhiéu théng tin quan trong ciia ngudi ding
khi truy cap vao Internet nhu Username va Password truy cap vao mot
Website.

. V6i phan mém nay ban c6 thé tim kiém cac Cookies dugc luu dir trong
hé théng va giai ma chung dé tim Username Password.
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CT COOKIE SPY 2.0

C:ADocuments and Settings Lj

Number of Cookies Found: 113

‘Where they came from:

[1 28.242.232.142/ Delete I
Date Irstalled: 12/25/2002 5:16:05 PM

Date Expires: 12/26/2002 5:16:06 PM

CookieLife: 0 year 23 hours, 0 minutes, 1 second

About | MailngList | Clse |

13. Tan cbng Dictionary Attack
Tao tir dién ding phan mém: Dictionary Maker

[#Dictionary B =10] x|
~ Dictionary:
File: Status:
: F-"-.dv:n.-'-,'n oads\H-MDictionaries zip Size [bytesk 954465
Crezte I llozd I Close I Save | Size (words} 106167

™ set:
sbedefghikimnoparstuvwsyzABCDEFGHWKLMNOPQRS TUMWIYZa445a4 aeadiaiiiidfioosdo+audiiujbidAsAAl
—_Files to process: — Options: :
_‘J ¥ Case register [lesrresults I
~ Results:

Current file name: H-MDictionaries.zip
Curent file size: 963357
Total words: 70540

2l || Checked words: 47496
Addfiefeyh || Glear Glat Cancel ||| Work speed  Processing...
— Progress:
e — 2 | About

||Processing ..

A



14. Danh sach cac Tools Password Crackers
. Lophtcrack - WebCracker
« John The Ripper - Munga Bunga
« Brutus - ReadCookies
« Obiwan - SnadBoy
« Authforce - WinSSLMiM
. Hydra- RAR
« Cain & Abel Gammaprog

Hau hét cac tools nay déu mién phi va néu cé phi thi hoan toan crack duoc
mat cach dé dang.

Hau hét chung déu c6 kha ning st dung tat ca cac loai tn cong trén, déu co
thé Export Username Password tir mot hé thong Local hay Remote.

. Theo kinh nghiém cua t6i hay dung d6 la: Cain & Abel tuy nhién phan
mém nay manh vé giai ma va Sniffer hon. Lophcrack c6 1& crack khé
nhanh bat ky password nao dai dugi 10 ky tu may tinh cua tdi chi can
khoang hon 1 gio 1a ¢6 thé giai ma dugc.

. John the Ripper ddy 1a phan mém chuyén pha mat khau trong moi
trrong Unix va st dung ma hoa DES, Extend DES, MDS5 ciing tich hop
nhiéu phuong phéap giai ma.

. Brutus 1a mot chuwong trinh Online hay Remote Password Cracker. Tan
cong téi mot hé thdng nhu may chu IIS, Windows, Modem ADSL....
Chaing thir lan luot Username va Password nhat dinh dé tan céng vao
may chu

. Obiwan khac phuc nhuge diém cua Brutus 1a c6 do tré khi sir dung
Username Password sai.



. Authforce dua vao HTTP Basic Authentication ho trg viéc thu
Username Password téi mot site nhat dinh

. MessenPass co thé giai nén duoc hau hét cac tai khoan chat nhu Yahoo,

fEMessenPass | _l_l- jm] ll
File Edii Yiew Help
B LE - b ]
OB dzaEa
Scftware  / I Prococol I Lcer | Password
@ Miranda Jakber jaber1 2345 KSmnj61
@ MSN Messenger MSH Messenger nhbggttf@hotmall.com  1PIKSEW2
2 Nekscape-AOL Instant Messenger  AOL Instent Messenger  anl26612 POGSTRRA
3 Trillian MSH Messenger rsnh?65 OiTbyatr
2 Trillan ‘Yahoo! Messenger wahool2zd kjlLsce
2 Yahoo Messerger ‘Yahoo! Messenger nrsoft821 ACGGSEyr
[6 account(s), 1 Selected A

« Luu y tir phién ban YM 7 password khong bao gio dugc luu & may
Local 1én phan mém nay khong crack duoc.

. Wireless WEP Key Password Spy ddy 1a mot tools hd tro giai ma dé
truy cap vao mot hé théng mang vWireless dit mat khau.



