Ban di biét bao nhiéu loai malware va da biét cach phong chéng
chung chwa?

T6i pham may tinh st dung rat nhiéu phan mém doc hai (malware) khac nhau
dé tan cong hé théng. Duéi day 1a mot sb loai phan mém doc phé bién nhat
va cach phong chéng.

Céc chuyén gia bao mat CNTT thuong sir dung cac thuat ngir chung ma
khong dinh nghia chinh x4c ¥ nghia ctia ching. Piéu d6 c6 thé khién nguoi
dung ban khoan vé nhiing cau hoi co ban nhu phan mém déc 1a gi? hay phan
mém déc va virus khdc nhau nhw thé ndo? Crimemare va malware c6 gi
giong nhau? Va phan mém gidn diép (ransomware) dwoc hiéu chinh xac 1a
gi? Trong bai viét dudi day, ching t6i s& giai dap hét nhitng thac mac nay.

Vay Malware la gi?

Malware thuc chét 1a tén viét tat cua malicious software. V& co ban, malware
la nhitng phan mém ma ban khdng mudn xuat hién trén may tinh hay thiét bi
di dong cua minh. RS rang day 1a mot nhém phan mém 16n bao gom nhiéu
loai phan mém doc khac nhau. Malware gom virus, worm, trojan, adware va
ransomware......

Cac muc dudi day s& cung cap dinh nghia cho mot sb loai malware phé bién
nhét.

Adware

Adware 12 mot loai phan mém doc hai tai xuéng hoac hién thi pop-up quang
c&o trén thiét bi ctia nguoi dung. Thong thuong, Adware khdng lay cap dir
liéu tir hé thdng, nhung nd bude ngudi ding phai xem nhing quang c&o ma
ho khéng muén trén hé thong. Mot sb hinh thic quang céo cuc ki gay khé
chiu cho ngudi dung d6 1a tao ra pop-up trén trinh duyét ma khong thé dong
lai dugc. Poi khi nguoi dung ty 18y nhiém adware duoc cai dat mac dinh khi
tai vé nhirng tng dung khac ma khong hé hay biét.
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Vay lam cach nao dé chin cac adware nay?

Giai phap 1a cai dat anti-malware cd kha ning chian cac phan mém quang céo.
V0 hiéu hda pop-up trén cac trang trinh duyét va quan sat qua trinh cai dat
cac phan mém mai, dam bao bo chon nhitng 6 cai dat phan mém b sung mac
dinh.

Backdoor

Backdoor 1a mét chuong trinh bi mat c6 thé truy cap thiét bi hay hé théng
mang cta ngudi dung. Thong thudng, cac nha san xuat thiét bi hay phan mém
tao ra backdoor trong san pham cua ho hoac ¢ y dé nhan vién cong ty xam
nhap vao hé théng thdng qua viéc thuc hanh ma hoa. Backdoor ciing c6 thé
duoc cai dit boi cc phan mém doc hai khac nhu virus hodc rootkit.



Cach phong chéng backdoor

Backdoor 1a mét trong nhitng méi de doa Ién nhét rat kho dé phong chéng.
Cac chuyén gia cho biét: chién lugc bao vé tét nhat 1a cai dat firewall, phan
mém chéng malware, giam sat mang, ngan chan xam nhap va bao vé di liéu.

Bot va botnet

N6i chung, bot 12 phan mém chay nhiém vu ty dong, ciing c¢6 nhiéu loai bot
cé ich. Vi du, cac chuong trinh thu thap dit liéu Internet va cac trang chi muc
cho cac cong cu tim kiém va chatbot d6i khi ciing tra 1oi cac cau hoi cua
khach hang trén website cong ty.

Tuy nhién, khi thao luan vé bao mat CNTT, bot thuong duoc dung dé chi mot
thiét bi da bi nhiém phan mém doc co thé gay hai may tinh ma ngudi ding
khdng hé cho phép hay biét dén. Bonet 1a mot nhdm I6n bao gom cac bot
duoc tap trung lai dé 1am cung mot nhiém vu. Nhitng ké tan cong thuong sir



dung bonet dé giri hang loat cac tin nhan spam, lira ¢ao hoac thuc hién tan
cong tir chdi dich vy (distributed denial of service - DDoS) tgi cac trang web.
Gan day, cac Attacker da bat dau két hop céc thiét bi mang ludi van vat két
ndi Internet (10T) vao cé4c cudc tan cong bonet cua ho.

Hwéng dan cach chong lai bonet

C4c t6 chuc c6 thé giup ngan chan may tinh khoi viéc trg thanh mot phan caa
bonet bang cach cai dat phan mém anti-malware, sir dung firewall, cap nhat
phan mém lién tuc va budc ngudi ding sir dung mat khau manh. Ngoai ra,
phan mém giam sat mang cd thé hitu ich trong viéc xac dinh hé thong da tro
thanh mot phan cuiia bonet chua. Bén canh d6, ban ciing nén thuong xuyén
thay d6i mat khau mic dinh cho bat ki thiét bi 10T ndo ma ban cai dit.

Browser hijacker

Browser hijacker, hay con duogc goi 1a Hijackware c6 thé 1am thay d6i hanh
vi trinh duyét web cua ban, vi du nhu bang cach guri dén ngudi ding mot
trang tim kiém mai, thay doi trang chu, cai dat cac thanh cong cu, chuyén
hudng nguoi ding téi cac trang web khdng mong mudn va hién thi quang cao
ma ngudi ding khdng mudn xem. Cac Attacker thuong kiém tién tir loai phan
mém doc nay qua viéc nhan phi quang cdo. Ho ciing c¢6 thé str dung trinh
duyét bi tan cong dé chuyén huéng ngudi diing téi cac trang web tai phan
mém doc hai hon vao hé thong.
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Cach ngan chan browser hijacker



Phai rat can than khi cai d¢at mot phan mém mdéi trén hé théng bai rat

nhiéu browser hijacker s& chén thém vao phan mém ban da cai dat, vi du nhu
phan mém quang cao. Ngoai ra, ban nén cai dit va chay phan mém anti-
malware trén hé thong va cai dit bao mat cho trinh duyét 1én cip do cao hon.

Bug

Bug 12 mot thuat ngir chung chung chi 16 hong trong mot doan code. Tét ca
cac phan mém déu c6 18i nhung hau nhu khong duoc chu ¥ dén hay chi gay
nhitng khé chiu nhé. Tuy nhién, ciing c6 lac bug dai dién cho mot 16 hong
bao mat nghiém trong, st dung phan mém chua loai bug nay dé tan cong hé
théng cua ngudi ding.

Céch phong chéng bug

Cach tbt nhat dé ngan chan cudc tan cdng tir viéc khai thac 16 hong bao mat
trong phan mém 1a cap nhat cac phan mém lién tuc. Khi Attacker biét dén cac
16 hong thi cac nha cung cap thudng nhanh chong phéat hanh mot ban va dé
ngan ngira thiét hai cho hé théng cua khéach hang.

Cac t6 chirc mudn ngan chin 15i bao mat trén phan mém ma ho viét thi nén
thuc hién cac phuong phap ma hoa an toan va stra 16i cang sém cang tot. Ho
cling s& thuang cho nhitng nha nghién ciru ndo tim ra 16 hong bao mat trong
cac san pham cua ho.

Crimeware

M6t s6 nha cung cap st dung thuat ngit "crimeware" dé chi phan mém doc
hai duoc st dung dé pham t6i, thuong 1a mot toi pham lién quan dén lgi ich
tai chinh. Ciing giéng nhu malware, crimeware 1a mot pham tru rong gém
hang loat cac phan mém doc khéc.

Lam cach nao dé ngin chin crimeware?

Dé bao vé hé thdng caa ban khoi crimeware, ban nén thuc hién cac bién phap
bao mat tot nhat, bao gom str dung firewall, ngan chian xam nhap, giam sat
mang va ding nhap, bao vé dir liéu va cac théng tin bao mat, hé théng giam



sat an toan mang (SIEM) va cac cong cu bao mat thong minh. Ban cling nén
st dung mat khau manh va cap nhat mat khau thuong xuyén.

Keylogger

Keylogger 1a trinh theo d&i thao tac ban phim ghi lai tat ca cac phim ma
ngudi ding nhan vao, bao gom email, céc tai liéu va password da nhap cho
muc dich nhét dinh. Théng thudng, nhiing ké tin cong thuong dung loai phan
mém doc nay dé lay mat khau va dot nhap vao hé théng mang hoac account
ngudoi dung. Tuy nhién, cac nha tuyén dung db6i khi ciing sir dung keylogger
dé xac dinh xem nhan vién caa ho c6 bat ki hanh vi pham toi trong hé théng
cua cong ty khong.

Cach phong chéng Keylogger

Thay mat khau 1a mét trong nhitng cach tot nhat dé ngin ngira hoic giam nhe
thiét hai gay ra boi keylogger. Hay nhé sir dung mat khau manh va cap nhat
thuong xuyén. Ngoai ra, ban cling nén str dung network firewall va giai phap
chéng phan mém doc hai.

Ung dung di dong déc hai

Khdng phai tat ca cac tng dung co san trén App Store caa Apple hay Google
Play déu Ia ttng dung an toan. Mac du cac nha khai thac tng dung da cb gang
ngan chin cac tng dung doc hai nhung mot s6 van trot lot. Nhitng ung dung
nay co thé an cap thdng tin nguoi dung, tong tién hoic cd truy cap vao hé
théng mang caa cdng ty, budc nguoi ding xem nhitng quang céo khong
mong muén hay tham gia vao cac hoat ¢ong khdng mong mudn khac.

Cach chan cac &wng dung di dong doc hai

Trang bi kién thire cho nguoi ding 1a mét trong nhitng cach manh nhat dé
ngan chin cac ang dung di dong doc hai bai nguoi dung o thé tranh nhitng
phan mém nay bang cach khdng download hay truy cap cac app store cia bén
thr ba va can than khi download c4c tng dung maéi vao thiét bi di dong. Ung



dung chéng phan mém doc hai trén di dong ciing gitp nguoi dung tranh khoi
cac tng dung Xxau nay.

C4c t6 chuc c6 thé chian cac ting dung ma doc ndy bang cach tao ra chinh
sach bao mat di dong manh mé va trién khai giai phap bao mat di dong dé
thuc thi cac chinh sach do

Phishing

Phishing 1a mot loai tan cong email nham lira nguoi ding tiét 16 mat khau, tai
file dinh kém hodc truy cap mot trang web da duoc cai phan mém doc trén hé
théng cua ching. Spear phishing 1a chién dich lira ddo nham vao ngudi ding
hoic t6 chuc cu thé.

PHISHING

E=

Cach phong chéng phishing

Bai phishing dya trén ki thuat social engineering (thuat ngir bao mat dé lia
nguoi dung lam mot viéc gi d6) nén viéce trang bi kién thitc cho nguoi dung 1a
mét trong nhitng bién phap tot nhat dé tranh bi tin cong. Nguoi dung nén
trién khai céc giai phap chéng thu rac va chéng phan mém doc hai ciing nhu
khong duoc tiét 16 thdng tin ca nhan hoac mat khau email. Ngoai ra, ho can
duoc canh b4o vé viéc can than khi tai cac file dinh kém hay nhap vao cac
lien két trong thu ngay ca khi ching xuat hién tir mot nguén phé bién boi
nhitng ké tan cong thudng gia dang mot cong ty hay mot ngudi nao d6 ma
nguoi dung quen biét. Email cling thuong 1a d6i twgng Ransomware hoat
dong.



Ransomware

Trong nhimg nim gan day, Ransomware nhanh chéng tré thanh mot trong
nhitng loai phan mém ddc hai phé bién nhat. Trén thyc té, theo bao cao

cua Malwarebytes, su c6 do Ransomware gy ra di ting 267% tir gitra thang
1 dén thang 11 ndm 2016. Cac bién thé phan mém pho bién nhat nay s& khoa
hé théng, chan bat ki thao tac nao thuc hién cho dén khi nan nhan tra mot
khoan tién chudc cho nhiing ké tin cong. Cac dang Ransomware khéc sé& de
doa cong khai cac thong tin khong hay vé nguoi dung, chang han nhu hoat
dong cua nguoi dung trén cac trang web nguoi 16n néu nguoi dung khong tra
tién chuoc.

Cach ngin chin nhiém Ransomware

Thong thuong cac to chirc c6 thé giam bot cac cudc tan cong bang cach cap
nhat cac ban sao luu. Thém vao dé, cac to chirc nén dao tao nguoi dung vé
cac mdi de doa, va phan mém khi can thiét va thiét 1ap cac phuong phap bao
mat thong thuong. Tuy nhién, mét sb loai Ransomware dugc cho 12 rat kho
dé chan, nén rat nhiéu ca nhan va té chirc da phai mat tién oan.

Phan mém bao mat gia mao Rogue

Rogue security software thuong dugc mo ta nhu mot dang cua Ransomware
va Scareware. Phan mém nay danh lira ngudi ding rang hé théng may tinh c6
van dé vé bao mat va goi ¥ ho mua mot phan mém bao mat gia mao dé giai
quyét van dé. Trén thuc té, thay vi cung cap tinh niang bao mat, cac phan
mém gia mao thuong cai vao hé théng nhitng phan mém doc hai hon.

Cach phong chéng Rogue security software

Ciing gidng nhu hau hét cac phan mém doc hai khac, ban cd thé chin cac
phan mém bao mat gia bang cach cai firewall hay str dung cac phuong phap
phong tranh nhu d4i véi Phishing.

Rootkit



Rootkit 1a mot trong nhiing loai malware nguy hiém nhét béi chiing cho phép
nhitng ké tn cong co quyén truy cap cap admin vao hé théng ma ngudi ding
khdng hay biét. Khi ké tan cong truy cap vao hé théng, ching c6 thé 1am bat
ctr diéu gi vai hé thong, gom cac hoat dong ghi am, thay doi cai dat hé thng,
truy cap di liéu va tan cong 18n hé théng khac. Cac cudc tan cong ndi tiéng
nhu Stuxnet va Flame 13 hai vi du dién hinh cua rootkit.
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Céach phong tranh

Cach phong tranh rootkit ciing twong tu véi cac loai phan mém doc trén. Tuy
nhién c6 mot diéu dang chu ¥ 1a néu rootkit 18y nhiém vao hé thong, nguoi
dung rat kho dé phét hién va g& bo. Trong nhiéu treong hop, ban phai x6a
sach 6 cirng va bat dau lai tir dau dé loai bo no.

Spam



Trong bao mat CNTT, Spam la nhitng email khéng mong mudn. Thong
thudng, thu rac bao gdm nhiing quang cao khdng can thiét, nhung ciing c6
thé n6 chua cac lién két hoic file dinh kém cai dat phan mém doc vao hé
théng ngudi ding.

Cach ngan chan

Hau hét cac giai phap hoic dich vu email déu bao gém nhiing tinh ning
chbng spam. Str dung nhitng cach dé 1a phuong thirc tét nhat dé ngan tin
nhan spam xuat hién trén hé thong.

Spyware

Phan mém gian diép Spyware Ia nhirng loai phan mém thu thap théng tin vé
ngudi ding ma ho khdng hé hay biét hoac dong y. Vi du, website bat cookies
theo ddi trinh duyét web cia nguoi dung cé thé duoc coi 1a mot hinh thic cua
Spyware. C4c loai phan mém Spyware khéc c6 thé an cap thong tin cua ca
nhan hoac doanh nghiép. Déi khi, cac co quan chinh phu va lyc lugng canh
st cling st dung phan mém gian diép nay dé diéu tra nghi pham hozc chinh
pht nudc ngoai.

Cach phong chéng

Ban c0 thé cai dat phan mém anti-spyware trén may tinh, hoac cac gai anti-
virus va anti-malware cling chira tinh nang ngan spyware. Tuong tu, ban
cling nén sir dung firewall va can than mdi khi cai phan mém trén hé thong.

Trojan

Trong than thoai Hy Lap, mot s6 chién binh trong quan doi Hy Lap an nau
bén trong mot con ngua gd ngoai thanh Troy sau d6 rat hét quan. Khi nguoi
Trojan mang con ngua nay vao thanh vi nghi day 1a chién lgi pham, cac chién
binh Hy Lap chui khoi bung ngua va mé cong thanh cho quan Hy Lap vao
tan céng va chiém giir thanh Troy. Trong bao mat may tinh, con ngya Trojan
hay con duoc goi tit 12 Trojan - 1a mot phan mém doc an minh dudi mot
chuong trinh v6 hai nhung thuc chét lai phuc vu cho mét muc dich xau. Vi du



Trojan c6 thé xuat hién duéi dang mot tro choi mién phi, nhung khi da duoc
cai dat, n6 cd thé pha huy 6 cang cua ban, an cip dir liéu, cai dat phan mém
doc backdoor hoac thuc hién cac hanh dong gay hai khéc.

Cach ngan chan
Tuong tu cac phuong phap phong chong phan mém doc khac.
Virus

P6i khi ngudi ta sir dung tir "virus" va "malware" dé thay thé cho nhau,
nhung thyc ra virus 12 mot loai cu thé ciia malware. Bé duoc coi 1a virus,
phan mém doc hai phai 1ay nhiém cac chuong trinh khac va cac hé thong
khac. Virus ciing thudng thuc hién mot sé hoat dong khéng mong muén trén
hé thong lay nhiém nhu két hop céac hé théng thanh botnet, gui thu rac, an
cap thong tin thé tin dung, mat khau hozc khoa hé théng.
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Cach ngan chin twong tu cac phan mém doc hai khéc.
Worm

Worm dugc tao ra twong tu nhu virus vi n6 tu 1y lan chinh n6, nhung mot
diém khac 1a n6 khdng lay nhiém sang cac chuong trinh khac. Thay vao do,
n6 1a mot phan doc lap cua cac phan mém doc hai, lay lan tir may nay sang
may khéac hozc tir mang nay sang mang khac. N6 c6 thé gay ra céc loai thiét
hai twong tu nhu virus trén hé thong.

Cach phong chéng

Gidng nhu virus, cach tot nhat dé tranh bi nhiém Worm 13 st dung phan mém
diét virus hoic anti-malware. Ciing twong tu nhu d6i Vi cac loai phan mém



doc khac, nguoi dung chi nén nhap vao céc lién két email hay file dinh kém
khi thuc su biét rd vé noi dung do.

Con loai Malware pho bién ndo ma Quan Tri Mang chua dé cap trong bai thi
ban c6 thé cho y kién bang cach comment phia duéi nhé! Quan Tri Mang
mong rang bai viét s& mang lai nhitng théng tin hitu ich cho ban.



