10 phan mém twong lira mién phi dang dung nhat

Windows c6 tudng lira tich hop tuyét voi, nhung ban c6 biét con ¢ cac phan
mém tuong lia thay thé va hoan toan mién phi ma ban cé thé cai dat

khong? Bing vay, ¢d nhiéu phan mém tuong lira dé sir dung hon va c6 nhiéu
tinh ning, tiy chon dé hiéu hon tuwong lira cua Microsoft tich hop trong hé
diéu hanh cua ho.

Ban khong can thiét 1ap hai 16p bao vé vi diéu nay c6 thé gay hai hon 1a mang
lai loi ich. Dué6i day 1a 10 phan mém tuong lira mién phi dang dung nhét.

Luwu y: Danh sach cac cong cu tuong lira mién phi bén dudi duoc sap xép tir
t6t nhat dén kém nhat, dya trén mot sd tiéu chi nhu tinh ning, d& sir dung,
lich str cap nhat phan mém va nhiéu tinh nang khac.

Tuong lira mién phi khong phai 1a phan mém c6 thé thay thé phan mém diét
virus tét. Do d6 ban van nén cai dit phan mém diét virus trén may tinh cua
minh.

1. Phan mém Comodo Firewall



COMODO SN
Firewall : . Q @. C) @

Tasks @

Realtime Protection:  Active

Last Update: 1 minute ago

Sandbox Objects
Drop programs here

Game Made i —

Comodo Firewall cung cip trinh duyét Internet 40, cong cu chin quang cao,
may chu DNS tiy chinh, ché d6 Game Mode va Virtual Kiosk ngoai cac tinh
nang dé dang chan bat ky tién trinh hoic chuong trinh nao truy cap/roi khoi
mang.

Phan mém nay duoc danh gia cao vé viéc dé dang thém cac chuong trinh vao
danh s&ch dé chan hoic cho phép. Thay vi phai doc mot trinh huéng dan dai
dé xac dinh cac cong va céc tly chon khac, ban cd thé duyét cac chuong trinh
va thyc hién. Tuy nhién, né ciing c6 cac cai dit nang cao cu thé néu ban
muén sir dung.

Comodo Firewall ¢ tly chon Rating Scan dé quét tat ca c4c tién trinh va
hién thi mac do dang tin cy cua ching. TUy chon nay dic biét hiru ich néu
ban nghi ngd ¢6 phan mém doc hai chay trén may tinh.



Comodo KillSwitch 1a mot phan nang cao ciia Comodo Firewall, liét ké tat ca
C4c tién trinh dang chay va gilp ban d& dang chdm dut hodc chan bat ca tha
gi khéng mudn. Ban c6 thé xem tat ca cac ung dung va dich vu chay trén may
tinh tir cra s6 nay. Comodo Firewall c6 file tai ning trén 200MB, do d6 qua
trinh cai dat s& mat thoi gian hon khi file tai xudng, dac biét trén mang két
nbi cham.

Comodo Free Firewall hoat dong trén Windows 10, 8 va 7.

Luu y: Comodo Firewall s& thay d6i trang cha mic dinh cta ban va cong cu
tim kiém trir khi ban bo chon tiy chon dé trén man hinh dau tién cua trinh cai
dat trong khi thiét lap ban dau.

2. Phan mém AVS Firewall

AYS Firewall 2.1
Main Page = 5 .
Welcome to Quick Security page of AVS Firewall!
@ NetworkRules Select security mode: tore aptions
Eﬁh Registry Defender Off All the connections are allowed that makes your computer more vunerable.
0 Custom All the connections are controlled by your own rules.
-@ and High All the connections are rejected.
A parent Control
il Registry Defender
S This component protects registry from being More options
ESS Monitoring & to ownch modified by malidious software.
il Statistics T Anti-banner
This component blocks the undesirable web page thore options
content and advertising stuff in programs.
Journal
- T Parent Control
This component limits the list of web sites allowed tore options
Settings k to switch to be viewed.
Abouk

AVS Firewall c6 mot giao dién rat than thién va dé sir dung cho tat ca moi
nguoi. NG bao vé may tinh khoi nhimg registry doc hai, cac cira s bat Ién,
banner flash va hau hét cac quang cdo khac. Ban tham chi cd thé tly chinh
URL dé chin quang céo, banner néu khdng c6 trong danh sach.



Ngoai ra, ngudi ding co thé dé dang cho phép hoic tir chéi dia chi IP cy thé,
cong, chuong trinh, v.v... Ban cd thé thém ching biang cach thi céng hoac
chon tir trong danh sé&ch cac tién trinh dang chay. AVS Firewall c6

phan Parent Control, dugc ding dé cho phép truy cap vao mét danh sach
trang web cu thé. Ban cd thé dat mat khau bao vé phan nay cuaa AVS Firewall
dé ngdn chan nhimg thay doi trai phép. Ngoai ra, ban cd thé xem lich st két
ndi mang trong phan Journal dé kiém tra xem céac két ndi trudc day.

AVS Firewall hoat dong trén Windows 8, 7, Vista va XP.

Luwu y: Trong khi cai dat, AVS Firewall s& cai dit phan mém don dep
registry cia ho néu ban khdng bo chon né.

Cap nhat: AVS Firewall gio khong con 1a mot phan cua b chwong trinh cua
AVS ma no lién tuc cap nhat, nhung né van la mot twong lra mién phi tuyét
voi, dic biét khi ban van sir dung phién ban cii cua hé diéu hanh Windows.

3. Phan mém TinyWall

5 TinyWall Firewall Settings - Private zon

| General || Application Exceptions :| Special Exceptions | Maintenance |

Edit the list of applications that you'd like to grant network access. Only enabled applications will be able to
communicate. An enabled application will be able to send and receive only traffic which classffies as one of
its enabled communication profiles.

!  Detect

Enabled applications

Executable Path Profiles 4= Add application
. BxplorerEXE  C:\Windows'\Explorer.EXE Outbound

Ufirefoxexe C:\Program Files\Mozilla Firefox\firefox.exe Web browser Modify
t—Grablt exe C:\Program Files\Grablt\Grablt exe QOutbound ’
2 iexplore exe C:\Program Files\Intemet Explorer\iexplore exe Web browser

00pera exe C:\Program Files\Opera'\opera exe Web browser @« Remove
) orbitdm exe C:\Program Files\Orbitdownloader\orbitdm.exe QOutbound

|® " plugincontain... C:\Program Files\Mozilla Firefox'\plugin-container.exe Web browser

& sidebar.exe C:\Program Files\Windows Sidebar\sidebar.exe HTTP(S) client

2 Skype exe C:\Program Files\Skype\Phone\Skype exe Symmetric TCP, ...

nsteam EXE C:\Program Files\Steam'\steam.exe Steam, Web bro...

¢ UpdateScann... C:\Program Files\Downloadcrew UpdateScanner\UpdateS... Outbound

o foors |




TinyWall 1a mot chuong trinh tuong lira mién phi, gitp ban ngin chin hang
tan cac thong bao nhu hau hét cac phan mém tuong hira khéc. TinyWall di
kém véi mot trinh quét tng dung dé scan cac chuong trinh may tinh c6 thé
thém vao danh sach an toan. Ban ciing c6 thé thém cac tién trinh, file hoac
dich vu bang cach thi cdng va cap cho nd quyeén truy cap tuong lira vinh vién
hoac trong mét thai gian nhat dinh.

Ban c6 thé chay TinyWall & ché d6 Autolearn dé "day" n6 chuong trinh nao
ban mudn cap quyén truy cap mang dé c6 thé ma tat ca va sau do tat ché do
dé thém nhanh tat ca cac chuong trinh ban tin tuéng vao danh sach an

toan. Connections s& hién thi tat ca cac tién trinh hoat dong cé két ndi
Internet ciing nhu cac cong mé. Ban c6 thé click chudt phai vao mot trong
nhitng két ndi nay dé dot ngot cham dat qué trinh hoac tham chi giri n6

dén VirusTotal.

TinyWall cling chan c4c vi tri c6 chira virus, worm, bao vé nhiing thay doi
duoc thuc hién trong Windows Firewall, c6 thé bao vé bang mat khau va
khoa file host dé khéng thé thuc hién nhimng thay d6i khdng mong muén.

Luwu y: TinyWall chi hoat dong véi Windows Vista va méi hon, bao gom
Windows 10, 8 va 7. Windows XP khong duoc hd tro.

4. Phan mém NetDefender



® NetDefender E] :,..7 @

Fie Tools Help
Siop Blgll iulwil All no Aoo

Below are the rules that are currently registered by Netdefender. :
SOURCE IP | DESTINATIONIP | SOURCE PORT | DESTINATION PORT | PROTO |

For Help, press F1 L NUM @@

NetDefender 1a mot chuong trinh twong lira kha co ban danh cho Windows.
Ban c6 thé xac dinh dia chi IP ngudn va dich ciing nhu sé céng cling giao
thire dé chan hoic cho phép bat ky dia chi nao. Piéu ndy c6 nghia 1a ban c6
thé chan FTP hoac bt ky cong nao khac dang duoc str dung trén mang.

Céc tng dung bi gidi han mdt chit vi chuong trinh dang chay dé thém no vao
danh sach chan. Diéu nay hoat dong don gian bang cach liét ké tat ca cac
chuong trinh va co tiiy chon dé thém vao danh sach cac chuong trinh bi

chin. NetDefender ciing c6 mot ¢ong cu quét cong dé ban co thé nhanh
chéng xem céc cong nao dang md trén mdy tinh, dé dé dang nhan ra va x6a
chung.

NetDefender hoat dong chinh thac chi trong Windows XP va Windows 2000,
nhung né khong gy ra bat ky sy ¢4 nao trong Windows 7 hoic Windows 8.

5. Phan mém ZoneAlarm Free Firewall



Z- ZoneAlarm

ZONEALARM 1&} Check Point
Free Firewall

Scan Update Tune-Up Tools Help

« J YOUR COMPUTER IS SECURE S ﬂ Bl u (oot ,MNM‘
) ANTIVIRUS FIREWALL IDENTITY & DATA [2
Basic Firewall
E—Eé Blocks invasions and hacker activily,

0 access attempts blocked

View Zones | Settings

Application Control
Blocks dangerous behaviors and unauthorized Intemet hansmissions. ON

=~ 26 programs secwed

Settings

ZoneAlarm Free Firewall la phién ban co ban cua ZoneAlarm Free Antivirus
+ Firewall nhung khong c6 phan diét virus. Tuy nhién, ban c6 thé thém phan
nay vao ban cai dit sau néu muén ¢ mot trinh quét virus ciing véi chuong
trinh twong lua nay.

Trong qua trinh cai dat, ban co tuy chon cai dat ZoneAlarm Free Firewall vai
mot trong hai loai bao mat: AUTO-LEARN hoac MAX SECURITY. Loai
bao mat dau tién thyuc hién thay d6i dua trén hanh vi cua ban va loai bao mat
sau cung cap kha ning kiém soét tirng ung dung cai dat tha cong.

ZoneAlarm Free Firewall c6 thé khoa file host dé ngan chin nhiing thay doi
doc hai, truy cap vao ché do Game Mode dé quan Iy thdng bao tu dong, mat
khau bao vé dé ngan chan nhimng thay doi trai phép va tham chi gai email bao
cao trang thai bao mat.

Ban ciing c6 thé st dung ZoneAlarm Free Firewall dé dé dang diéu chinh ché
d6 bao mat caa mang Public va mang Private véi cai dat thanh truot. Ban co
thé thiét lap cai dat tir bao vé twong lra sang muc trung binh hoic cao dé diéu



chinh xem ai trén mang c6 thé két néi vai ban, diéu nay cho phép han
ché chia sé file va may in ddi véi mot sé mang nhat dinh.

Luwu y: Chon cai dat tiy chinh trong khi thiét 1ap va click Skip all offers dé
tranh cai dat bat ky thar gi ngoai ZoneAlarm Free Firewall.

ZoneAlarm Free Firewall hoat dong vai Windows 10, 8, 7, Vista va XP.

6. Phan mém PeerBlock

& peerBlock 1.2

| Protection | Settings 1 | Settings 2 | Port Settings |

HTTP is Blocked Allow HTTP

Blocking 786,680,211 IPs

List Manager 1 Lists: 1 up-to-date - O failed updating - O disabled View History
Check Updates Last Updated Thursday, April 03, 2014
Time Range Source Destination Protocol
| 07:56:01 SOFTWARE WORKBE... 192.168.194.131:1295 216,38.164,155:80 TCP
07:55:42 SOFTWARE WORKBE... 192.168.194.131:1295 216,38.164,155:80 TCP
07:55:32 SOFTWARE WORKBE... 192.168.194.131:1295 216,38.164.155:80 TCP
07:55:26 SOFTWARE WORKBE... 192.168.194.131:1295 216,38.164.155:80 TCP
07:55:25 SOFTWARE WORKBE... 192.168,194,131:1295 216,38.164.155:80 TCP
07:55:23 SOFTWARE WORKBE... 192.168.194.131:1295 216,38.164,155:80 TCP
07:55:23  TELEPHIA INC 192.168.194.131:1428 65.171.135,52:80 TCP
07:95:23  TELEPHIA INC 192.168.194.131:1424 65.171.135.52:80 TCP
07:55:20 TELEPHIA INC 192.168.194.131:1426 65.171.135.52:80 TCP
07:55:20  TELEPHIA INC 192,168.194,131:1424 65.171.135,52:80 TCP
07:54:39 SOFTWARE WORKBE... 192.168.194.131:1285 216.36.164,155:80 TCP
07:53:40  Stopped displaying all...
| € >

PeerBlock khac vai hau hét cac chwong trinh tuong ltra trong danh sach nay
bai vi thay vi chan cac chuong trinh, n6 s€ khda toan b danh sach dia chi
IP theo tirng loai nhat dinh.

NG hoat d6ng bang cach tai danh sach dia chi IP ma PeerBlock sé sir dung dé
chan quyén truy cap cta ban véi cac két noi gui dén va gui di. Biéu nay c6
nghia 13 bat ctr dia chi nao duoc liét ké s& khéng thé truy cap vao may tinh
ctia ban ciing gidng nhu cach ban khdng thé truy cap vao mang cua ho.



Vi du: ban c6 thé tai danh sach cac vi tri duoc tao trude vao PeerBlock dé
chin dia chi IP di duoc gin nhan 12 P2P, cac nha cung cap dich vu Internet
doanh nghiép, gido duc, quang c&o hoic phan mém gian diép. Ban tham chi

c6 thé chan toan bo dia chi trong mot québc gia va to chuc.

Ban c6 thé tao danh sach dia chi cta riéng minh dé chin hoic sir dung mét s6
dia chi mién phi tir 1-BlockList. Danh sach ban thém vao PeerBlock c6 thé
duoc cap nhat thuong xuyén va tu dong ma khdng can bat ky sy can thiép

nao.

PeerBlock hoat dong trong Windows 10, 8, 7, Vista va XP.

7. Phan mém Privatefirewall

8 privatefirewall 7.0

Ervatefirewall fle

Yiew

Help

€D Trusted Sites / IP Addresses
| URL/IP Address | Net Mask ]

Home Profile

4 . o Sure : 1 ’ -
e 3 O REY I IR ¥
MAIN MENU @ Internet Security £ High
Custom - Highly Recommended. The safest way
APpCATIONS| |  (iSusn ] | Mtk Recawmend
Default - Appropriste for sites that may have
harmiul content.
PROCESS MONITOR - Default Privatefitewall Setting Cuetons
FIREWALL LOG ~
44 Network Security
PORT TRACKING | Custom l - Shared diives/printers are accessible
within the local network (make swre your
local network IP Addiess/Netmask is ] Low
listed by clicking on the ‘Sites' button)
m - Recommended if the network is secure )
and frequent file sharing is requised. Lustom

€ Blocked Sites / IP Addresses
| URLAP Address | Net Mask |

L( Add |[ Ed | [Removel

() () (o)

Firewall ON - Filter Traffic

Q@

Main Menu

Internet Security -

Assign protection levels for
Internet use, For most systems,
the High setting is advised.

Network Security -
Configue setings for Intemet
Protocols (IPs) that access the
network of Intemet. If dive o
printer sharing is tequired,
select the 'Low’ setting and
tollow the onscreen
nstiuctions, (local network may
have been auto-detacted by
Privatefrewal).

Trusted Web Sites/IPs -
Specify websites or IP
addresses Suthonzed to
ACCess your compater,

Blocked Web Sites/IPs -
Specify websies ot IP
addresees that should be
denied access to your
computer

C6 ba profile trong Privatefirewall, cho phép d& dang chuyén d6i giira cac
thiét 1ap duy nhat va cac quy tic teong hira. Danh s&ch cac ¢ng dung cho
phép hoic bi chan rat d& nhan biét va thay ddi. Ban cd thé thém céc ung dung




mai vao danh sach va xem tng dung nao bi chan va ng dung nao duoc cho
phep.

Khi chinh stra quy tac truy cap cho mét tién trinh, c6 cac cai dat thuc sy nang
cao nhu xac dinh cho phép, yéu cau hoic chian kha ning cua tién trinh d¢é mo
chudi, sao chép noi dung man hinh, theo ddi noi dung clipboard, bat dau
tat/dang xuét, qua trinh g& 16i va nhiéu tién trinh khac.

Khi click chudt phai vao biéu tuong Privatefirewall trong viing thong bao cua
thanh tac vu, ban c6 thé nhanh chéng chin hoic loc luu lugng truy cap ma
khdng can bat ky 16i nhac hodc nit bd sung nao. Day 1a mét cach don gian dé
nhanh chong ngung tat ca hoat dong mang cting mot luc.

Ban ciing c6 thé st dung Privatefirewall dé han ché email gui di, chin cac dja
chi IP cy thé, tir chdi truy cap vao mang va vo hiéu héa quyén truy cap vao
cac trang web tuy chinh,

8. Phan mém Outpost Firewall

2« Qutpost Firewall 2009

0UTPOST

%2 My Security
Firewall > N
Host Protection OUTPOST

B Event Viewer FIREWALL

B Produict Internal Events VYersion: 6.5.1 (2725.381.0687)

B Frewal

B Anti-Leak Controd Component Stavs

Firewall policy Rudes Wizard

Self-protection Enabled

Host protection level Cptimal o

License Free, Get Pro Yersion...

—~— Get Full Protection For Free
U ? Want to feel yourself fully protected from T0 thefts? Dont want to pay meney for inernet sacurity? We have a good
LA opportunity for you: get full Functional Qutpost Frewal PRO for absolutely fres with our partner Trial Pay. You save $39,95!
L Gat Outpost Frawal PRO for FREE

o Yunerable? Te your PC calne

Srewall: Rulss Wizard

Mic du Outpost FireWall kho sir dung va khong con duoc phaét trién nira
nhung né c6 mot vai cai dat nang cao hitu ich. Khi khoi dong lan dau, cac



quy tic s& duoc ty dong tao cho cac ung dung noi tiéng, diéu nay rat thuan
tién vi ban khong phai ty thao tac quy tic néu cé nhiéu chuong trinh phd bién
da cai dat.

Ciing giéng nhu cac chuong trinh tudng lira khac, Outpost Firewall cho phép
ban thém cac chuong trinh tly chinh vao danh sach chan/cho phép va xac
dinh céc dia chi IP va cong cy thé dé cho phép hoac tir choi.

Tinh niang Anti-Leak Control ngan phan mém doc hai cung cap di liéu théng
qua cac ung dung dang tin cay khac, khong cé trong cac chuong trinh tuwong
ltra nhung chic chan hitu ich. Tuy nhién chuong trinh khong con duoc phat
trién nira, nghia 1a khéng con dugc cap nhat, hd tro hoic bd sung thém tinh
nang moi.

9. Phan mém R-Firewall

~ R-Firewall

| Applications and Rules

D 8 N (@] (] tow security v
Action | Dieclion  Prot.  Remote |P Remote Port Local IP Local Pott
® NETBIOS
Q. ¥Waw Trusted Netwer...
@ . ¥aw p Blocked Networ...
©. ¥aw r
o ! ‘
Esvd‘\ost !LowSeo.rity l-“?-‘:f:durrv Security ‘ﬁtht Securky 2
SYnC
rundi32
i e
4, googleupdate

ia‘ Apphcations and Rules I@ Presets | (8] Port Groups | [@) Host Zones | 4



R-Firewall 6 tat ca cac tinh nang ma mot phan mém tuong lira sé hitu,
nhung giao dién khdng dé sir dung. Ngoai ra khdng c6 bat ky huéng dan nao
gilp giai thich vé cai dat s& thuc hién khi &p dung.

C6 trinh chin ndi dung khién ban khdng thé duyét theo tir khoa, bo loc mail
dé chan cookie, Javascript, cac ctra s6 bat 1én, ActiveX, trinh chin hinh anh
s& x6a quang céo co kich thudc ¢6 dinh va trinh chian quang cao chung chin
quang cao theo URL. Mot wizard s& chay dé p dung cac quy tic cho mot s6
chuong trinh ciing mét lGc bang cach phat hién phan mém hién duogc cai dat.

10. Phan mém Ashampoo FireWall

% Ashampoo FireWall (Version 1.20)
File Tools Settings Internet Help

Main Menu

i
Ashampoo [ Defined rules: 4
Q-‘ ——
/ ’ 9 Edit rule
Rules h'_fj TI I t _ a L - i ]
! /; Learning Mode Activated Q
Statistics

d Learn Mode is activated!
3 When an application for which no rules have been defined
N tries to establish a connection a dislog will be displayed . You
can then decide whether you want the program to connect,

| && Edit rules
|\ View statistics
Block All (] view logs

| Firewall configuration
This option blocks all connections. This can be useful in some
situations - for example if you suspect that a virus or Trojan horse
program might be active in your system. Click on the icon on the
left to block all connections.

Khi Ashampoo FireWall duoc khai chay lan dau tién, ban dugc cung cap tly
chon dé xem wizard trong ché ¢6 Easy Mode hoic Expert Mode dé thiét lap
chuong trinh ma dugc hoac chan s dung mang.



Tinh ning Learning Mode 1a mot tinh nang tuyét vai vi né thiét 1ap tat ca
moi thir déu bi chan. Piéu nay c6 nghia 1a khi cac chuwong trinh bat dau yéu
cau truy cap Internet, ban phai tu cip quyén cho né theo cach thu céng va sau
d6 thiét 1ap Ashampoo FireWall nhé lua chon caa ban. Ty chon nay rat hitu
ich vi ban c6 thé biét chinh xac chuong trinh dwoc truy cap Internet va cac
chuong trinh bi chan.

Mot tinh nang ma nguoi dung thich & Ashampoo FireWall 1a Block All, béi
vi khi click vao tly chon nay n6 sé ngay lap tic chan tat ca cac két ndi dén va
di. Tinh nang nay hoan hao khi ban nghi ngo c¢6 virus trén may tinh va dang
giao tiép vai may chua hoic chuyén file qua mang. Ban phai yéu cau mot code
ban quyén mién phi dé sir dung chuong trinh nay.

Luwu y: Ashampoo FireWall chi hoat dong véi Windows XP va Windows
2000. Pay 1a mot 1y do khac ma tuong hira mién phi nay nam & cudi danh
sach.



