5 cach siéu nhanh chin dao tién ao trén trinh duyét web

Cryptocurrency la mot loai tién ki thuat so hoic 4o sir dung ma hoa dé bao
mat. Vi ching cd tinh chat vo danh va duoc phan quyén nén nhiéu nguoi c6
thé str dung chiing dé thanh toan ma chinh phu khong thé theo dai. Khi khai
pha Cryptocurrency tré nén pho bién, cac chua trang web sir dung céc script
khai thac Cryptocurrency dé sir dung sicc manh CPU cuia khach truy cap dé
kiém loi nhuan. Vi vay bai viét nay sé& gigi thiéu cho cac ban mét sé phuong
phap ngan chan khai thac tién ao trong trinh duyét web.

Cach phat hién may tinh dang bi mat khai thac tién ao

Ngoai mot s6 ransomware, phan mém doc hai dao bitcoin dang ting truéng
theo liiy tién. Trong truong hop toi pham sir dung trinh duyét web caa ban dé
dao tién cryptocurrency, ban hoan toan c6 thé tim ra mot cach dé dang.



Activity Monitor (All Processes)
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Process Name % CPU CPU Time Threads Idle Wake Ups User

& Google Chrome 0.3 24:02.23 51 8 Adarsh
Google Chrome Helper 0.0 16:04.99 18 0 Adarsh
Google Chrome Heiper 0.0 12:14.44 7 2 Adarsh
kernel_task 8.1 12:03.76 126 root
WindowServer 5.8 11:41.80 5 35 windowserver
Google Chrome Heiper 0.1 9:09.39 i5 1 Adarsh
VTDecoderXPCService 0.0 3:52.42 2 v} Adarsh
Slack Helper 0.6 2:09.77 17 9 Adarsh
hiad 4.5 2:01.48 8 1 _hidd
usernoted 0.0 1:17.48 2 0 Adarsh
Google Chrome Helper 0.0 1:15.87 i3 1 Adarsh
Google Chrome Helper 0.0 1:04.76 14 Adarsh

77) iTunes 0.0 1:03.93 20 Adarsh
Google Chrome Helper 0.0 57.27 14 Adarsh
Google Chrome Helper 0.0 46.21 15 Adarsh
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Nguoi st dung Pirate Bay da phat hién ra nguoi khai thac do su gia tang dot
ngot trong viéc st dung CPU khi truy cip trang web. Ban ciing c6 thé sir
dung k§y thuat tuong tu dé xem mat trang web cu thé “an trom” bo xt ly va
kiém tién.

Céach ngan chan khai thac cryptocurrency trong trinh duyét web

Hau hét cac trang web véi cac tiéu dé gidng nhu TPB dang st dung mot dich
vu m&i goi 1a Coin Hive dé khai thac. C6 vai cach don gian dé chin cac hoat
dong nhu vay.

1. Swr dung extension No Coin cho trinh duyét web Chrome

Cai dat extension Chrome 1 phuong phap don gian nhat dé ngan chan khai
thac tién ao trong trinh duyét web. No Coin 1a mot giai phap mién phi.



Extension md nguén mé nay 1a mot cach dang tin cay va an toan kiém soat
cach trang web dang tuong tac vai trinh duyét web.
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Ngay khi truy cap vao mot trang web, No Coin sé& phét hién va hién thi néu
c6 hoat dong khai thac cryptocurrency dang dién ra. Nguoi dung s& thady mot
biéu twong mau dé nhu trong hinh minh hoa. Mac du extension nay chan bat
ky hoat dong nao nhu vay nhung no ciing cho phép nguoi dung dua danh
s&ch trang cé4c trang web trong mot khoang thoi gian.

2. Swr dung extension minerBlock cho trinh duyét web Chrome

Gidng nhu No Coin, extension minerBlock 1a mét céng cu ma nguon mé
khac ma ngudi ding c6 thé si dung dé chan khai thac cryptocurrency trong
trinh duyét web. Extension nay liét ké mot vai tén mién dao cryptocurrency
pho bién vao danh sach. Duéi day 1a thong bao ctuia minerBlock khi truy cap
trang web cua Coin Hive:
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3. Chan tén mién khai thac tién ao trong tép host

Pay la cach thi cong dé chan cac tén mién cy thé ma ngudi dung nghi ngd c6
hai. Vi chin t&n mién nhu vy, nén trinh duyét caa ban s& khong thé két néi
véi cac tén mién nay. Ching ta co thé chinh sira tép host va chuyén huéng n6
dén 0.0.0.0.



®0e - Adarsh — nano « sudo — 80x24
GNU nano 2.0.6 File: /private/etc/hosts

#e

# Host Database

#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##

127.0.0.1 localhost

255.255.255.255 broadcasthost

Sy localhost

[ Read 9 lines ]
18§ Get Help 4 WriteOut il Read File Prev Page Cut Text 8 Cur Pos
Exit &) Justify Where Is i/ Next Page UnCut Textgll To Spell

Trong Linux, ngudi ding chi can ma tép host bang cach chay lénh sau va
thém 0.0.0.0 coin-hive.com vao cudi tai liéu:

sudo nano /etc/hosts
Trong Linux, hay chay Iénh sau:
sudo nano /private/etc/hosts

Péi vi Windows, diéu hudng dén C:\Windows\System32\drivers\etc va
chinh sta tai liéu host dé thém 0.0.0.0 coin-hive.com & cudi.

Luwu V: thay d6i nay s& chin céc script khai thac duoc host bai coin-
hive.com. Trong trudng hop gap c4c tén mién script khai thac khac, nguoi
ding c6 thé thém chidng vao cubi dong.

4. Chan tén mién trong trinh chin quang cao

Cac extension chan quang cao nhu AdBlock c6 thé ngin khai thac tién
cryptocurrency. Ty thudc vao trinh duyét web, ngudi ding cd thé tim thay



cac cai dat co lién quan dé chan cac t&n mién cu thé. Vi du, trong Chrome,
diéu huéng dén danh sach extension va tim AdBlock. O d6, truy cap
vao Customize > Block an ad by its URL, sau @6 thém van ban sau vao hop

van ban:
() AdBlock e

Customize AdBlock

The fiiter lists block most ads on the web. You can also:

Block more ads:

F0ck URLS contanng this taxt
https:j/coin-hive.com/lib/coinhive.min.js
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5. Str dung NoScripts cho Firefox

TER LISTS CUSTOMIZE SUPPORT
O pagea 10 appy ¢
Block it!
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Get Firefox

Download Firefox with the latest
sacurity and stability updates.
Available for Windows, Mac 0S X
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Péi vai trinh duyét web Firefox, ngudi ding c6 thé st dung cac extension
chan JavaScript nhu NoScript. Truéc khi sir dung nd dé chin khai thac
cryptocurrency trong trinh duyét web, xin luu ¥ rang n6 kha manh va co thé
pha v& rat nhiéu trang web vi n6 vo hiéu hda tat ca cac script chay trén cac

trang.




