Tim hiéu co ché hoat dong ciia NAT (Network Address Translation)

Két ndi Internet hién dai ngay nay déu phai str dung dén ki thuat NAT (Network
Address Translation). NAT(Network Address Translation) cho phép mot hay
nhiéu dija chi IP n61 mién dugc anh xa voi mot hay nhiéu dia chi IP ngoai mién.
Dé hiéu thém vé NAT cling nhu co ché hoat dong cua NAT, cac ban cung tham
khao bai viét dudi day.

Mang Internet ngay cang phat trién hon so véi tudng tugng ctia chiing ta. Miac du
khong thé thong ké con s6 chinh xéac 1a bao nhiéu nhung ching ta c6 thé udc tinh
duogc con s6 12 hon 100 triéu Host va hon 350 triéu ngudi truy cap Internet hang
ngay. Trén thuc té, ti 16 nay tang gap doi theo mdi ndm .

Két ndi Internet hién dai ngay nay déu phai st dung dén ky thuat NAT (Network
Address Translation). NAT cho phép mot (hay nhiéu) dia chi IP noi mién dugc
anh xa voi mot (hay nhiéu) dia chi IP ngoai mién.

Pia chi IP ( IP — Internet Protocol ) 1a chudi s6 c¢6 chiéu dai 32 bit (IPv4) hoic
128 bit (IPv6) dung dé dinh danh mot thiét bi mang trén hé théng mang giup
chung nhan dién va lién lac v6i nhau. Trong mdt mé hinh mang, moéi mot thiét bi
mang chi c6 mot dia chi IP duy nhat. C6 thé hiéu ném na dia chi IP giéng nhu dia
chi noi ban sinh song. Nguoi khac c6 thé tim ra ban va giri thong tin cho ban théng
qua dia chi do.

Cung voi sy bung n6 Internet nhu hién nay va nhu cau st dung hé thong mang
ngdy cang gia tang, khong gian dia chi IPv4 bt dau bi gidi han. Giai phap dua ra
14 thiét ke lai dinh dang dia chi IP, cho phép nhiéu dia chi IP hon nita (cy the

la IPV6 ). Tuy nhién giai phap nay van dang trong giai doan nghién ciru va phat
trién va phai mat nhleu nam dé thuc hién.

Do d6 giai phap tot nhat 1a sir dung dén k¥ thuat NAT (Network Address
Translation). NAT hay Network AddressTranslation cho phép mot thiét bi

nhu Router hoat dong nhu mot nguoi dai dién trung gian

giita Internet (hodc Public Network: hé thong mang cong cong)

va Local (hoac Private: h¢ thong mang ndi bd). Piéu nay c6 nghia 1a mdt may tinh
chi c6 mot dia chi IP duy nhét.

NAT (Network Address Translation) la gi?

Hiéu ném na, NAT cling giéng nhur mdt nhan vién 1€ tan tai mot vin phong 16n.
Néu ban mudn gap mot ai d6 trong cong ty deu phai thong qua va lam theo hu’O'ng
dan ctia nhan vién 1€ tan. Hodc néu ban mudn goi dién néi chuyén voi mot ai do
nhung nguoi do khong c6 mat ¢ cong ty hodc ho dang ban hop,... ban co thé dé lai
tin nhin cho 18 tan sau d6 ho s& chuyén tiép tin nhan t6i ngudi ma ban can noi



chuyén dé thong bao. Trong mot truong hop khéac ban c6 thé noi chuyén véi 1€ tan
va yéu cau ho nd6i mdy dén nguoi ban can gap.

Hay c6 thé hiéu khi mot ngudi mudn néi chuyén véi ban, nhung ho chi biét s6 dién
thoai van phong noi ban lam viéc. Ho s€ goi dién dén van phong cua ban va yéu
cau nhan vién 18 tan chuyén tiép cudc goi dén ban. Lac nay nhan vién 18 tin sé& tién
hanh kiém tra trén bang tra ciru dé tim ra tén ctia ban va cac thong tin mé rong
khac. Va sau d6 ho s& chuyén tiép cudc goi dén cho ban trén phin mo rong cia
ban.

NAT (Network Address Translation) lam nhiém vu gi?

NAT (Network Address Translation) gidng nhu mot Router, chuyén tiép cac goi
tin gitta nhitng 16p mang khac nhau trén mot mang 16n. NAT dich hay thay doi
mot hodc ca hai dia chi bén trong mot goi tin khi goéi tin d6 di qua mot Router, hay
mdt s6 thiét bi khac. Thong thuong NAT thuong thay doi dia chi thuong 14 dia chi
riéng (IP Private) cia mot két ndi mang thanh dia chi cong cong (1P Public).
NAT ciing c6 thé coi nhu mot Firewall (tudong lira) co ban. NAT duy tri mot bang
thong tin vé mdi gdi tin dugc giri qua. Khi mot may tinh trén mang két ndi dén 1
website trénInternet header cua dia chi IP ngudn duoc thay thé bang dia

chi Public di dugc cau hinh sin trén NAT sever, sau khi c6 géi tin trd

vé NAT duya vao bang record ma n6 da luu vé cac goi tin, thay doi dia chi IP

dich thanh dia chi ciia PC trong mang va chuyén tiép di. Thong qua co ché d6
quan tri mang c6 kha nang loc cac géi tin duoc gui dén hay giri tir mot dia chi

IP va cho phép hay ngin truy cap dén mot port cu thé.

NAT (Network Address Translation) dugc phat trién bai Cisco. NAT bao gdm
mot sO loai co ban dudi day:

Static NAT (NAT tinh)

Static NAT (NAT tinh) l1a phuong thitc NAT mot d61i mot. Mot dia chi IP
Private sé dugc map véi mot dia chi IP Public.
NAT tinh dugc st dung khi thi€t bi can truy cap tr bén ngoai mang.
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Trong Static NAT (NAT tinh), dia chi IP cia may tinh 1a 192.168.32.10 ludn
duoc Routerbién dich dén dia chi IP 213.18.123.110.

Dynamic NAT (NAT dong)

Mot dia chi IP Private s€ dugc map voi mot dia chi IP Public trong nhém dia
chi IP Public.
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Trong Dynamic NAT (NAT dgng), may tinh c6 dia chi IP 192.168.32.10 ludn
duge Router bién dich dén dia chi dau tién 213.18.123.100 trong day dia chi IP tr
213.18.123.100 deén 213.18.123.150.

Xem thém: Thii thuit thay déi cau hinh dynamic NAT

Overloading NAT

NAT Overloading 1a mot dang thirc cia NAT dong (Dynamic Overload).

Nhiéu dia chi IP Private s& dugc map véi mot dia chi IP Public qua cac Port
(cong) khac nhau.

Ciing giéng nhu PAT (Port Address Translation), mot dja chi NAT hoic Port s&
c6 nhiéu mirc d6 NAT khac nhau.
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Trong Overloading NAT, moi may tinh trong mang ndi bo (Private
Net\Nork)q dugc Router bién dich dén cung mot dia chi 1P 213.18.123.100 nhung
trén cac cong giao tiép khac nhau.

Overlapping NAT
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Khi dia chi IP trong hé thong mang ndi bo 14 IP Public dang sir dung trén mot hé
thong mang khac, Router phai duy tri mot bang tim kiém cac dia chi nay dé ngan
va thay thé bang mot IP Public duy nhat.

Diéu quan trong can luu rang NAT router phai bién dich dia chi "ndi bo" thanh
mot dia chi IP Public duy nhét cling nhu bién dich dia chi "ngoai" thanh mdt dia
chi IP Privateduy nhét. Ban c6 thé st dung NAT tinh hoic str dung két hop DNS
va NAT dong.

Hé thong mang ndi bd thong thuong 1a LAN (Local Are Network), hay con goi
la Stub Domain. Mgt Stub Domain 1a mot LAN str dung dia chi IP ndi bo.

Hau hét cac Network Traffic (1a luu lwong mang 6n dinh, khong bi gian doan
trong qua trinh truyén) trong Stub Domain mang tinh chat cuc bo, do d6 hé thong
mang ndi bd khong bao gio bi 16 ra bén ngoai.

Mot Stub Domain cé thé bao gom ca dia chi IP Public va IP Private. Bat ky may
tinh nao st dung dia chi IP Private déu phai dung NAT (Network Address
Translation) dé trao doi thong tin v&i cac mdy tinh khac.

Trong phan tiép theo Quan tri mang sé& gi6i thiéu cho ban ciu hinh NAT.
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