10 1énh PowerShell giip ban quén 1y may tinh tir xa hiéu qua nhat

Windows PowerShell 1a mot hé thong dong 1énh "Command executive" va ngon
ngit kich ban "Script" ma ban c6 thé str dung dé quan 1y hé thong cua minh. Trong
bai viét duéi day Quan tri mang s€ gi61 thi¢u cho ban 10 I¢nh PowerShell dé quan
1y mdy tinh cua ban tir xa mot cach hiéu qua.

Yéu ciu:
- May tinh cta ban chay hé diéu hanh Windows Vista (hodc cao hon).
- Server chay trén Windows Server 2008 (hodc cao hon).

- PowerShell 5.0.
- Truy cdp quyén Admin.

1. Tao mot PowerShell session
Lénh: Enter-PSSession
Vi du:



Enter-PSSession -ComputerName REMOTE_COMPUTER_NAME -Credential
USERNAME

5 Administrator: Windows PowerShell

PS C:\Windows\system32> Enter-P55ession -ComputerName Jesusa5bl -Credential Jesus

< 1] >

Viéc tao mot PSSession cho phép mot Admin c6 thé két ndi tir xa véi mot may tinh
khac trén mang ludi va chay bao nhi€u Iénh PS trén may tinh do cling dugec.

Trong qua trinh twong tac, nhiéu cau 1énh c6 thé dugc thyc hién tir xa, 1i do 1 bai
vi Admin c6 giao dién truy cap giong nhu ho dang ngoi trudc may tinh cua ban
vay.

Windows PowerShell credential req...
=5 I

PS C:\Windows\sys" Jesus

Enter your credentials.

User name: l € Jesus

Password: ] ssssssee

[ oK H Cancel ]

> | Administrator: Windows PowerShell

PS C:\Windows\system32> Enter-PSS5ession -ComputerName Jesusa5bl -Credentia
[JesusaSbl]: PS C:\Users\Jesus\Documents> _




2. Thuec thi cac cau Iénh
Lénh: Invoke-Command
Vi du:

Invoke-Command -Computer REMOTE_COMPUTER_NAME -ScriptBlock
{PowerShell Command}

2 Administrator: Windows PowerShell

PS C:\Windows\system32> Invoke-Command -Computer Jesusa5bl -ScriptBlock

< 1] >

Str dung 1€nh Invoke-Command trén PS s€ cho két qua tuong tu nhu thuc hi€én mdt
session trong cau I¢nh 1 ¢ trén, tuy nhién khi str dung Invoke d€ goi 1 1énh tir xa,
chi c6 duy nhat 1 1énh dugc thyc thi tai thoi diém do.

Diéu nay dé ngan can vi¢c chay nhiéu 1énh cung mot luc, trir khi cac Iénh nay dugce
luu thanh mot tap tin .PS1 va Script cua cac 1énh nay duoc goi.

3. Khéi dong lai may tinh

Lénh: Restart-Computer

Vi du:

Restart-Computer -ComputerName REMOTE_COMPUTER_NAME —Force

£5 Administrator: Windows PowerShell

PS C:\Windows\system32> Restart-Computer -ComputerName JesusaSbl -Force_

< m >

Poi khi trong mot so truong hop khi ban cai dat hodc cau hinh lai hé thong d¢é hoat
dong ding cach, khi do ban s€ dugc yéu cau khoi dong lai may tinh cia minh. Hay
trong mot so truong hop khac, chi don gian 1a khoi dong lai may tinh ciia ban dé ap



dung cac thay ﬁéi, refresh lai may tinh. Khi d6 ban chi can sir dung mot cau 1énh
PS duy nhat dé thuc hién ma thaéi.

4. Ping may tinh

Lénh: Test-Connection

Vi du:

Test-Connection -ComputerName DESTINATION_COMPUTER_NAME -Source
SOURCE_COMPUTER_NAME

> | Administrator: Windows PowerShell

< 1] >

PING 1a mét trong nhitng 1¢énh hitu ich nhét trong “kho vii khi” cua Sysadmin
(Systems Admin). Rat don gian, ban chi can nhap 1énh PING va lénh sé kiém tra
két ndi trén tram hién tai (current station) trén may tinh ctia ban va trén hé théng tir
xa khéc.

~

Test-Connection s€ “nang tam” 1énh PING lén mdt muirc dd méi bﬁng cach “nhét”
no vao PS cmdlet.

Gia st trong truong hop ban can phai kiém tra thong tin két ndi gitra may chu va
thiét bi tir xa. Cac yéu cau ICMP s& duoc gui tir may cha dén céc thiét bi tir xa,
nhung bao cao dugc gui trd lai tram admin cua ban.

5. Xem va chinh sira cac services
Lénh: Set-Service
Vi du:

Set-Service -ComputerName REMOTE_COMPUTER_NAME -Name
SERVICE_NAME -Status SERVICE_STATUS



:\Windows\system32> Get-

Name

W32Time

wWassvc
WcsPlugInService
Wd1iServiceHost
WdiSystemHost
Wecsvc
wercplsupport

WerSvc
WinHttpAutoProx...
W1inmgmt

WinRM

wmiApSrv
WPDBusEnum
wWSService
wuauserv

wudfsvc

PS C:\Windows\system32>

Administrator: Windows PowerShell

Service -ComputerName Jesusa5Sbl
DisplayName

Windows Time

Windows Assessment Services Service
Windows Color System

Diagnostic Service Host

Diagnostic System Host

Windows Event Collector

Problem Reports and Solutions Contr...

Windows Error Reporting Service

WinHTTP Web Proxy Auto-Discovery Se...

Windows Management Instrumentation

Windows Remote Management (WS-Manag...

WMI Performance Adapter

Portable Device Enumerator Service
Windows Store Service (WSService)
Windows Update

Windows Driver Foundation - User-mo...

Cac Services doi khi rat “kho tinh”. Tuy thudc vao nhiing gi dang xay ra trén mot
may tinh cu thé, cac service co thé “dung lai” & thoi diém toi t& nhat co thé. Viéc
xéc dinh cac services dang chay bang 1énh Get-Service cmdlet gitip ban nim bat

dugc trang thai cac service hién tai.

Sau khi d3 “ndm bat” duoc déy du thong co san, ban c6 thé thiét 1ap trang thai cho
service — c6 thé 1a mot service bat dau bang chir cai W hodc c6 thé thiét 1ap tat ca
cac service cung mdt lac.

:\Windows'\system32> Set-Service -ComputerName Jesusab

Administrator: Windows PowerShell
bl -Name Wuauserv -5Status Running

| = |I= IIIIIII

PS C:\Windows\system32> Get-Service -ComputerName Jesusa5bl | Where-Object {$_.name -Like "W*'}

Name

W32Time

Wassvec
WcsPlugInService
WdiServiceHost
Wd1iSystemHost
Wecsvc
wercplsupport
WerSvc
WinHttpAutoProx...
W1inmgmt

W1inRM

wmiApSrv
WPDBusEnum
wWSService
wuauserv
wudfsvc

PS C:\Windows\system32>

DisplayName

Windows Time

Windows Assessment Services Service
Windows Color System

Diagnostic Service Host

Diagnostic System Host

Windows Event Collector

Problem Reports and Solutions Contr...

Windows Error Reporting Service

WinHTTP Web Proxy Auto-Discovery Se...

Windows Management Instrumentation

Windows Remote Management (WS-Manag...

WMI Performance Adapter

Portable Device Enumerator Service
Windows Store Service (WSService)
Windows Update

Windows Driver Foundation - User-mo...

6. Chay background tasks (nhiém vu phu)




Lénh: Start-Job
Vi du:
Start-Job -FilePath PATH_TO_SCRIPT.PS1

> ] Administrator: Windows PowerShell
PS C:\Windows\system32> Start-Job -FilePath C:} ] \Script.psl

< m >

St dung 1énh nay dé thuc thi script hodc cac ing dung chay trén nén background
ma khoéng can phai dang nhap hoac thuc Ilién cac nhiém vu khéc. Ngoai ra cau 1€nh
nay s€ dugc thuc thi ngay ca }(hi 1énh bi 161 va khong lam gian doan dang nhap cuc
b0 ctuia nguoi dung trén hé¢ thong.

7. Tit may tinh

Lénh: Stop-Computer

Vi du:

Stop-Computer -ComputerName REMOTE_COMPUTER_NAME —Force

D Administrator: Windows PowerShell

PS C:\Windows\system32> Stop-Computer -ComputerName Jesusa5Sbl -Force

< m >

Ciing giéng nhu céc thiét bi khac, sau khi sir dung may tinh cta ban ciing can phai
"nghi ngo1". Khi thuc hién qua trinh tat may, ban c6 thé sir dung 1énh cmdlet nay
dé chac chac rang may tinh cua ban s€ duoc "tat" dung cach.

8. Gia nhap may tinh vao mét mién (domain)

Lénh: Add-Computer

Vi du:

Add-Computer -ComputerName COMPUTER_NAMES_TO_ BE_JOINED -
DomainName DOMAIN.COM -Credential DOMAIN\USER -Restart



> Administrator: Windows PowerShell

PS C:\Windows\system32> Add-Computer -ComputerName Jesusa5bl,lb5asuse] -DomainName THEMACJESUS.COM -Credential THEMACIE
US\Jesus -Restart_

Qua trinh gia nhap mdt may tinh vao mot mién kha don gian, ban chi can click
chuét 3 lan, sau do nhap cac thong tin Admin day du 1a xong. Tuy nhién néu st
dung cach truyén théng nay dé gia nhap hang trim mién thi vo ciing ton thoi gian.
Trong trudng hop nay ban c6 thé nghi dén giai phap 1a sir dung PowerShell. Lénh
cmdlet cho phép gia nhap nhiéu may tinh vao mot mién (domain) cing mét luc, va
chi yéu cau nhap thong tin Admin dang 1 1an duy nhat.

9. Quan ly cac ing dung va service

Lénh: Import-Module

Vi du:
Import-Module -Name NAME_OF POWERSHELL_MODULE
> Administrator: Windows PowerShell [=[© .

PS C:\Windows\system32> Import-Module -Name ActiveDirectory_

Mot trong nhing tinh ning noi bat nhat ciia PowerShell 1a quan 1y cac Gmg dung,
chuong trinh,... mot cach linh hoat, tir hé théng may tinh dén cac tng dung nhu
Microsoft Exchange. Mot s6 ung dung va dich vu chi cho phép quan 1y & mot mirc
d6 nhat dinh thong qua giao dién d6 hoa. Phan con lai duwoc mic dinh dé PS quan
ly.

Diéu nay duoc thuc hién thong qua viée st dung cac module co chira cac codebase
can thiét dé chay thém bat ky cac 1énh PowerShell cia mét dich vu hay irng dung
cu thé. Modules duoc st dung chi khi can thiét, va lac ching s€ mo rong chiic
nang PS dén mot dich vu hodc ung dung cu thé. Sau khi hoan tat, ban c6 thé loai
b6 cac module hoan toan tir cac phién hoat dong ma khong phai tat né di.

10. Poi tén may tinh



Lénh: Rename-Computer
Vi du:

Rename-Computer -NewName NEW_COMPUTER_NAME -LocalCredential
COMPUTERNAME\USER —Restart

> Administrator: Windows PowerShell

PS C:\Windows\system32> Rename-Computer -NewName 1b5asuse] -LocalCredential 1b5asusel\Jesus -Restart

Tuy thudc vao nhiéu yéu td, bao gém bao mat, chinh sach cu cong ty,... ma ban co
thé d6i tén duoc may tinh hodc khong. Du bang cach nao thi 1énh Rename ciing
hitu ich trong qua trinh lam viéc trén mot hodc nhiéu hé théng - nhém hodac trén
mot mién (domain).

Lénh s& doi tén mot thiét bi va khoi dong lai dé ap dung cac thay doi c6 hiéu lyc.
Pbi v6i mdt mién (domain), néu Schema Active Directory hd trg, cac may tinh

mdi cling s€ dugce d01 tén trong AD. Céac d6i tuong s& giit lai tat ca cac thiét lap cua
n6 va tinh trang mién tham gia nhung s& hién thi tén moi.



