Top 20 phan mém ma hoa tét nhat cho Windows

Trong méy tinh PC, nhiéu thong tin c& nhan cua ban cd thé bi truy cap trai phép.
D6 13 boi vi dit lisu Windows duoc Iuu cong khai trén 6 dia khong dugc md hoa
hoac bao vé boi cac phan mém ma hoa do d6 bat cir ai ciing ¢6 thé truy cap vao cac
thdng tin mat va riéng tu ctia ban. Va dé bao vé sy riéng tu cta minh, ban can phan
mém mi hoa dé dam bao an toan cho dit liéu. Bai viét s& gisi thiéu cho céc ban
mot s6 phan mém ma hda tét nhat dé ma hoa file va thu muc trén Windows.

1. Phan mém AxCrypt

Pay 1a mot trong nhitng cong cu tot nhat dé ma hoa tat ca céc file trén may tinh.
AXCrypt la phan mém ma hoa file nguén mé hang dau cho Windows. N6 tich hop
hoan toan vai Windows dé nén, ma hoa, giai ma, luu trit, gui va lam viéc véi cac
file riéng lé.
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2. Phan mém DiskCryptor
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DiskCryptor la mot giai phap ma hoa nguén ma cung cap ma hoa tat ca cac phan
ving 6 dia bao gdm phan viing hé thdng. Tinh ning ndi bat cia phan mém nay Ia
khéng can format 6 dia dé thuc hién cong viéc ma hoa. Giao dién don gian va dé
str dyng chinh la mét trong nhitng dic diém thu hat cua no.

3. Phan mém VeraCrypt

Encryption

Options
Wipe mode: | None (fastest)

Done| 54.238% Status| Enaypting  Lleft! 9 minutes

You can dick Pause or Defer anytime to interrupt the process of
encryption or decryption, exit this wizard, restart or shut down your
computer, and then resume the process, which will continue from the
point it was stopped. To prevent slowdown when the system or
applications write or read data from the system drive, VeraCrypt
automatically waits until the data is written or read (see Status
above) and then automatically continues encrypting or dearypting.

More information

¢ Back Encrypt Defer
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Mot cdng cu tuyét voi khac ¢é ma hda file 12 VeraCrypt. Phan mém nay sé ting
cudng bao mat cho cac thuat toan dugc str dung cho ma hda hé thdng va phan
viing, gilp nd khdng bi anh hudng bai cac cude tan cdng brute-force ngay cang
phat trién.

4. Phan mém Dekart Private Disk

[~

U?ﬂ Dekart Private_ rDis_ T

Fisk Options | Recovery | Customize

[T]Run automatically on System start:

[¥| Check ff a new version of Dekart Private Disk is available

[¥] Closing the window will minimize the program to System taskbar

[} Enable emor and operation logging

Explore disk after connecting

[] Check for opened files before disconnecting

[] Do not show exit program confimation dialog

Display icon on System taskbar

[¥] Associate with <.dpd> file extension

[] Choose the drive letter before connecting

[ Disconnect all disks after inactivity period of: :'1 0 |2 minutes
[ Disconnect all disks before hibemating

Try to create a backup copy of the disk’s encryption key automatically

[7] Run Private Disk as a service

Restore Defaults }

Mot || Hep | Close

Disk Firewall cung cap kha ning bao vé tuyét voi chdng lai

virus, spyware va trojans ma khong lam cham hé thong nhu phan mém diét

virus va c6 thé truy cap dir lisu ¢ bat cir dau, ngay ca khi ban khdng c6 quyén quan
tri.

5. Phan mém 7-Zip
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Chéc han nhiéu nguoi da biét dén 7-Zip nhu 13 mot céng cu nén file, nhung né
ciing 13 cong cu ma hoa hitu ich. Vi phan mém nay, ban cé thé nén file, sau d6
bao vé chling bang mat khau.

6. Phan mém Gpg4win



¥ Gpgdwin Setup

Completing the Gpg4dwin Setup
Wizard

Gpg4win has been installed on your computer.

Click Finish to close this wizard.

Show the README file

Click here for the project's homepage

Gpgdwin cho phép ngudi diing chuyén email va file an toan véi tinh ning ma hoa
va chit ky s6. M hoa s& bao vé noi dung dé ngudi khac khong thé truy cap vao doc
né. Chir ky sé dam bao noi dung khdng bi chinh stra va nhan dang ngudi gii cu
thé. Gpgdwin hd trg ca hai tiéu chuan ma hda OpenPGP va S/IMIME (X.509) va
day 14 ban phan phbi GnuPG chinh thac cho Windows.

7. Windows 10 Device Encryption



03 SYSTEM | Find a seting

cuoun WINUOWS oo
Display Product 1D ®oW SRR (e N o gEss
Processor Intel(R) Core{TM) 15-4300U CPU @ 1.90GHz 2.50 GHz

Notifications & actions
Installed RAM 8.00GB

Apps & features System type 64-bit operating system, x64-based processor
Multitasking Pen and touch  Pen and full Windows touch support with 10 touch points
Change product key or upgrade your edition of Windows
Tablet mode x
Read the Privacy Statement for Windows and Microsoft services
Battery saver Read the Microsoft Services Agreement that applies to our services
Power & sleep Read the Microsoft Software License Terms
Storage i "
Device encryption
Offline maps Device encryption helps protect your files and folders from
unauthorized access in case your device is lost or stolen,
Default apps
You need a Microsoft account to finish encrypting this device
w Sign in with a Microsoft account instead

Tum off

Pay 1 tinh niang duoc tich hop sin trong Windows 10. Bé mé hoa 6 dia, ban can
dang nhap vao Windows bang tai khoan Microsoft. Key khéi phuc sé& tu dong dugc
tai [8n may cha cua Microsoft. Ban c6 thé diéu hudng dén System> About va tim
kiém Device encryption.

8. Phan mém Bitlocker

BitLocker

Enter the password to unlock this drive

Press the Insert key to see the passwore




BitLocker 1a mot tinh ning ma hoa 6 dia day du di kém véi phién ban Windows da
duoc chon. N6 dugc thiét ké dé bao vé dit liu bang cach ma hoa toan bo volume.
Theo mac dinh, né st dung thuat toan ma hoa AES trong ché do xich lién két khoi
ma CBC hoic ché d¢o XTS véi key 128 bit hoic 256 bit. CBC khong duoc st dung
trén toan bo 6 dia, no chi dwoc ap dung cho tirng sector cta 6 dia.

9. Phan mém Symantec Drive Encryption

JSymantec‘ SMALL & MEDIUM BUSINESS ~

Products & Solutions Secunty Response Support

Symantec Drive Encryption

s o Ve Euaoniiit Sioiiod
= - (powered by PGP Technology) uokiiarriiica
Transparent drive encryption for laptops, desktops and

' g removable media © 1 license USD 0.00

% « Encrypts data against unauthonzed access @ 5ficenses USD 0.00

> o Secures sensitive information ® 20 hcenses USD 0.00
? « Centralizes management and simplifies deployments
g Add to Cart

Prefer encryption with management?
r bust management that enables easy enterprise-scale

Symantec Drive Encryption [a mot cong cu ma hda 6 dia trong sudt cho may tinh
xach tay, may tinh dé ban va thiét bi lwu dong. N6 ma hoa dix lisu dé tranh truy cap
trai phép, bao vé thong tin nhay cam cta ban. Ngoai ra, phan mém cung cp nhiéu
tinh ndng nhu mat khau, khdi phuc may, token st dung mot lan va tly chon khoi
phuc khac.

10. Phan mém Rohos Mini Drive



+*» Rohos Mini Drive

Disk is connected. Encrypted Disk (R:)
& | g Size: 98,9 MB. Free space: 85,2 MB.
X Disconnect Browse Tools...
. Encrypt USB drive Options

Create protected partition on your USB flash Setup disk auto start, disconnect hotkeys and
drive. other options.

g\lq Encrypt Application = Restore Rohos disk.

(% Hide and protect apps like Skype, Chrome = How to upgrade Rohos Mini...
or folders.

Phan mém nay c6 kha ning tao phan viing an va ma hda trén 6 USB flash. Néu c6
nhiéu file riéng tu trén 6 USB va mudn gitr bi mat, ban c6 thé bao vé chiing bang
mat khau, ma h6a manh mé& bang Rohos Mini Drive. Phién ban portable ndy cho
phép ban lam viéc trén mat phan ving 6 dia USB da dugc ma hoa trén tat ca cac
may PC.

11. Phan mém Challenger

File Extras 7

Challenger 2.4.5 for Windows
Phrase 'B' is active, 128 Bit R

Standard-PAD is active . Phrase management

Activate phrase

1 Enciypt/D écrypt file... ‘

i Folder or Drive... ‘

i Favorites ‘
Freeware - Only for private usel




Pay 3 mot cdng cu mién phi hoat dong trén Windows va c6 mot sé tinh ning dic
biét nhu mi hoa di dong, ma hoa dé luu trit d4m may va nhiéu tinh ning khac.
Challenger c6 hai phién ban cho may tinh ca nhan, do d6 ban c6 thé chon phién
ban mién phi hodc phién ban day du cung cap mot sé tinh nang mo rong.

12. Phan mém AES Crypt

=i Open
lhead) Print
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Open with >

Share with 4

Restore previous versions
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AES Crypt la mot phan mém ma hda file trén mot s6 hé diéu hanh st dung tiéu
chuan Advanced Encryption Standard (AES) dé dé dang ma hoa file an toan. Khi
str dung Windows, ban chi can click phai vao file muén ma hda va chon AES
Encrypt hoic AES Decrypt, nhap mat khau va AES Crypt s& thuc hién céc cong
viéc con lai.

13. Phan mém SecurStick



W SecurStuck - ‘m Safe Zon,

¢ Favorites l 3 &) Web Slice Gallery v

l'gSecurStick-Login Safe ... [—‘ o~ v [ g v Pagev Safety~v

SecurStick - Login Safe Zone

™ Password: eeeesssee
[ Login read-only
[C1Log access

Homepage [SecurStick 1.0.11] Support mail

€ Internet | Protected Mode: Off

Pay 13 mot cdng cu md hoa phuong tién khac sirdung AES-256 dé bao mat tat ca
dix lisu duoc luu tri trén 6 USB hoic céc thiét bi ru dong khac. Ban khdng can la
quan tri vién dé sir dung SecurStick va nd hoat ¢ong trén hé diéu hanh Windows,
Linux va Mac.

14. Phan mém Folder Lock



L2 Folder LOck version 761

B tockrouers

u Encrypt Fies

)" | 2 v

Secure Backup

Protect USB

Password Wallets

| Aok Master Paswword bor Lok Fles ondy

wdy et ertenng Matter Paiowaord

Chean History

Folder c6 tiéu chuan khoa file cao nhat, cho phép ban tao mat khau bao vé thu muc
va ma hoa cac file va thu muc bi mat. Ngoai ra né con bao vé 6 diabang mat khau,
sao luu trong thoi gian thuc, x6a file, 6 dia va lich st

15. Phan mém Cryptainer LE



4 Cryptainer LE f=lle =
File Edit View Tools Window Languages Help
N :'
0 G & * | 9
Wiewy in Explorer Load Unload Secure Email Shutdown & Exit | Have More Power
25 mb not enough?... I @ Recommend to a friend... I
B2 B8 BEEEE E
- CAYPTAINER (G:) Name = l Size ' Type l D ate modified l
89 1.pwp 912 bytes  PWP File 4/10/2008 10...
b 1_pwp.exe 73.1KB Application 4/14/2008 9:19
|| 1_pwp.sit 116KB SIT File 4/14/2008 3:19
= test.jpg 213KB  JPEG Image 4/10/2008 3:41
|7 untitled database.... 255KE DGDE File 4/3/200813:33
win_softpedia_co... 894 bytes lcon 4/8/2008 3:54
E‘, z#.odt 476 bytes  OpenDocume...  4/7/2008 16:53

Cryptainer LE ctia Cypherix s& bao mat dir liéu va d¢am bao su riéng tu tuyét doi
ctia ban. N6 str dung ma hoa 448 bit manh még, tao ra nhiéu 6 dia 100 MB duoc ma
hoa trén 6 ciing. Nhiing 6 dia dwoc ma hda cd thé duoc load va unload khi can.

16. Phan mém CertainSafe

Edit User

o Persenal Info o Password




Certainsafe vé co ban la mot céng cu bao mat da tang, ma hda céc file va chia
ching thanh céc khbi. Mbi khdi sé duge uu trir trén cac server khac nhau.

17. Phan mém CryptoForge

% CryptoForge Files Properties X

Passphrase Algorithms Compression Shredder General

2

# 0 Enter passphrase:

Hide Typing

Passphrase Quality: GGG

Remember passphrase:

(O Do not remember passphrase

(® Rememberforupto  |00:05:00 | (HH:MM:SS)

(O Remember until manual deletion

Delete Now Delete using HotKey: |Ctrl + F12

Display notification on passphrase remembered

| Cancel | Apply | Help

Giai phap phan mém ma héa CryptoForge cho phép cac ca nhan va to chuc bao
mat dit liéu nhay cam cuia ho bang ma héa chuyén nghiép. Ban c6 thé bao mat cac
file trén may tinh, tai cac file va thuy muc dugc ma hoa lén dam may.

18. Phan mém InterCrypto



U Eheryption Packaga
2012 Preiiesional

AEP 2012 PRO (version 5.56) built on October 27, 2011
Unregistered Trial version. 30 days left. Buy Now!

Product Support

Intecrypto offers free and priority support for registered users and customers. If you have
questions relates to IntertCrypto products and technologies, feel free to contact us via
email.

If you have any questicns about purchasing InterCrypto products and additional
licenses, pleae feel free to contact our sales team at sales@aeppro.com.

Copyright (c) InterCrypto, 1999-2012. N B € o T )
All rights reserved. —S 3 S
WWW.3EpPro.com

Céc cong cu ma hoa dit liéu InterCrypto c6 thé ma hda cac file riéng Ié va tao céc
phién ban tu giai ma cac file cua ban. InterCrypto c6 thé thuc hién ma hoa toan bo
phuong tién bang phan mém méa héa CD Encryption Software hoic USB Flash
Drive.

19. Phan mém LaCie Private-Public



@ LaCie Private-Public —_ x
Volume Format
o o Options !
I"IVCIfe-PU bhc Volume size  3,5GB Encryption Algorithm AES 256 |
[_seort ]|
Done | Speed | Left|
Click Format to create the volume.
Help ] <Back Format Cancel

Lacie Private-public 1a mot cong cu hd trg thuat todn ma hoa AES-256. Pay 1a mot
trong nhitng cong cy ma hda ngudn mé tot nhat. Cong cu ndy vé co ban co kich
thudc nhoé hon 1 MB va cho phép ngudi dung luu trit dit liéu c& nhan bang céch tao
mot 6 diaduoc ma hoa. Tinh ning ndi bat nhat cua LaCie Private-Public 1a n c6
phién ban portable va c6 thé chay trén hé thbng ma khdng can cai dit.

20. Tor Browser



E)) How Tor Works: 1 € Tornodo

« « o unencrypted link
g oncrypted link
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a directory server. — — —
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Cong cu nay khdng gidng nhu cac phan mém ma hoa ¢ trén. N6 [a mot trinh duyét
web cho phép nguoi ding truy cap an danh. Tor viét tit cua The Onion Router
hudng luu Iugng truy cap web ciia ban bang cach méd hda dia chi IP tir noi n6 dén.

Trén day 1a danh sach cac phan mém mé hda tét nhat cho Windows, hy vong ban
s& chon lya duoc cong cu thich hop dé ma hda bao vé sy riéng tu cua minh.



