Tong hep nhitng phan mém Anti-Ransomware hiéu qua

Cudc khing hoang tin cong "khiang khiép" mang tén ma doc WannaCry t6i hé
thong an ninh mang trén toan thé gisi cho thay viéc cai dat cac phan mém chdng
mi doc, anti-ransomware 13 diéu vo cung can thiét.

Virus, malware, ransomware,... 13 nhitng mdi nguy hiém ludn c6 thé tan céng hé
thdng may tinh ctia ban bat cir lac nao. Bic biét, nhiing loai bién thé ctia ma doc
ransomware ngay cang nguy hiém nhu WannaCry 1a minh chiéing rd nhat, khi
ching da lam té liét hé thdng may tinh toan thé giéi, doi tién chudc dir liéu. Vi vay,
dé han ché kha ning may tinh bi nhiém virus hoac bi tin cdng bai céc loai ma doc,
nguoi ding can cai dat nhiing phan mém anti-virus, anti-ransomware. Ban doc c6
thé tham khao mét sé nhitng phan mém chéng ma dd¢ ma Quan tri mang gisi thiéu
dudi day.

1. BitDefender Antivirus Plus 2017:

BitDefender [a cong cu phong chdng ma doc téng tién va virus manh m&. Phan
mém xay dung mot hé thdng bao vé chit chg, tién tién dé chdng lai moi loai virus,
phan mém gian diép hoic nhirng loai ma doc tong tién nhung khong 1am anh
huong dén toc do lam viéc cua may tinh.
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Thong thuong céc loai ransomware s& tim kiém cac tép ma rong cu thé, céc vi tri
file phd bién khac dé tin cong va xam nhap sau hon vao may tinh. Va BitDefender
c6 kha nang ngan chan moi hanh dong truy cap trai phép vao nhiing thu muc ma
nguoi dung dua ching vao vong bao v§, nhu Documents, Desktop, Pictures, Music
va Videos hay céac dich vu luu trir Dropbox va Google Drive.

Ngoai ra, phan mém nay conkiém soat mang WiFi céng cong khi ngudi dung két
ndi, tir d6 ngin chin moi nguy co tan céng hé théng tir WiFi.

2. Trend Micro Antivirus+:

Phan mém bao mat nay tap trung vao viéc ngan chan sira d6i thu muyc tréi phép,
phan tich hanh vi, phat hién mé hoava cachly, sao hru va khoi phuc tap tin.
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Trend Micro Antivirus sé€ bao vé thu muc Documents va cac thu muc conmac
dinh. Ngoai ra, cdng cu con s hitu hé théng Smart Protection Network kiém tra
cac mang x& hoi nhu Facebook, Twitter,... kiém tra céc link lién két. Néu phat hién
link d6 ¢ van dé, nguoi ding s& nhan duoc thong béo.



Dac biét, phan mém con cung cap thém 1op bao mat cho tai khoan Facebook, ngoai
viéc ban di thiét lap bao mat 2 16p. N6 s& quan Iy céc cai dit tai khoan, kiém soét
toan b ban bé twong tac vai tai khoan Facebook.
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3. Avast Free Antivirus 2017:

Avast Free Antivirus la cai tén qua quen thudc trong linh vuc bao mat, anti-virus
cho may tinh. Mic du, phan mém nay tuy khdng c6 kha ning chong ransomware
manh mé& nhu cic phan mém trén, nhung van c6 thé dam bao sy an toan chat ché
cho hé théng.

Avast Free Antivirus sé tién hanh quét hé thong, phat hién nhing loai phan mém
doc hai gay rui ro, chin URL doc hai, theo ddi cac hanh vi tng dung dé chic chan
rang nhitng wng dung d6 khong bi xam pham dot ngot.
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4. Malwarebytes Anti-Ransomware Beta:

Ciing nhu Avast Free Antivirus, Malwarebytes 13 thuong hiéu tin cay dé bao mat
hé théng. Phan mém s& chay & ché do nén, khong anh hudng dén hiéu suit cua
may tinh, tién hanh kiém soat hé thong tir 6 phat hién cac loai ransomware dé
dang.

Malwarebytes Anti-Ransomware c6 thé nhan biét va ngan chan nhiéu chung loai
ransomeware nhu CrytoWalld, CrytoLocker, Tesla va CTB-Locker. Ngoai ra, dung
lwong ctia phan mém twong dbinhe khong chiém qua nhiéu tai nguyén cua may
tinh, nhu nhing chuong trinh anti-ransomware khac.
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5. Kaspersky Anti-Ransomware Tool for Business:

Day 1a phan mém phat hién va phong chdng méa doc danh cho céc doanh nghiép va
may tinh c& nhan. Kaspersky Anti-Ransomware chi yéu bao vé may tinh khoi 15
hong trong giao thic chia sé dit lisu SMB, giao thic ma WannaCry, EternalRocks
loi dung dé tn cdng may tinh.
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Sau khi cai dat trén may tinh, cong cu s& chay nén trén hé thdng va giam sat moi
hanh vi trén may tinh, phét hién nhiing loai ransomware doc hai. Ngoai ra, phan
mém con co tinh ning quan Iy nhimg chwong trinh cai dat doc hai, gitp nguoi
dung d& dang thém hoac loai bo cac chuong trinh dugc xép vao dién an toan trén
may tinh hay khéng.
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6. Cybereason RansomFree:

Cong cu chdng mi doc RansomFree dén tir Cybereason s hitu giao dién don gian,
V6i tinh nang chinh 14 phat hién va bao vé may tinh khoi nhiing dot tin céng cua
ma doc téng tién.

Dac biét, phan mém s& tao ra nhirng tap tin mdi & nhirng vi tri ma ransomware
thuong xuyén tién hanh ma héa. Tir d6, RansomFree s& dua vao nhiing tap tin nay
dé phét hién nhitng hanh vi bat thuong, ngin chin ransomware ngay sau d6 trudc
khi n6 tién hanh tiép cong doan ma hoa.
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c:\python27\python.exe (started on Thursday, Dec 15 at 4:04
PM) might be attempting to maliciously encrypt files on your
hard drive and has been suspended.

If you recognize it as familiar and safe, click ‘No". If you are
unsure, click ‘Yes', to avoid the encryption of valuable files (e.g.
documents, photos, videos, etc.)
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Trén day 1a mot s6 nhitng phan mém anti-ransomware hiéu qua, c6 tinh ning bao
mat may tinh manh m&. Tuy c6 nhitng co ché hoat dong va s hitu cac tinh ning
khac nhau, nhung cac chuong trinh ny s& déu tap trung vao viéc ngan chin nhiing
loai virus gy hai, c4c loai ma doc tong tién nguy hiém nhu WannaCry hay
EternalRocks.

Hy vong bai viét trén hiru ichvai ban!



