Tim hiéu vé keylogger la gi?

Keylogger la gi? Nhiéu nguoi c6 thé mo hd hiéu rang keylogger la mét thir gi
d6 nguy hiém c6 thé ghi lai mei thao tdc bAm phim, nhung khong phai ai ciing
hiéu ré vé cong cu nay.

Chéc han trong chlng ta, nhiéu ngudi ta khong dudi 1 1an nghe t6i khai niém
“keylogger”. Tuy c6 thé cam nhan mo ho rang d6 1a tht nguy hiém, mot céng cu
loi hai c6 thé giip ké xau lay cip thdng tin ma ta nhap vao tir ban phim. Nhung
liu ban da c6 thé ty tin ndi rang minh hoan toan hiéu dung vé thir cong cu nay?
Hay clng ching tdi tim hiéu vé keylogger, muc dichstr dung cua nd, loai théng tin
nd thu thap cling nhu cach thirc n6 hoat dong, tir d6 rat ra nhitng kinh nghiém bao
vé ban than mot cach hiéu qua nhét.

Keylogger la gi?

Keylogger thuong a2 mot phan mém nho gon — hoic d6i lic nguy hiém hon tham
chi 1a mot thiét bi phan cung — véi kha niang ghi lai mei phim bAm ma nguoi
dung da nhan trén ban phim. Téng hop két qua cua céc to hop phim nay, ké cai
dit keylogger c6 thé thu dugc tin nhan ca nhan, noi dung email, sb thé tin dung va
di nhién nguy hiém nhat la moi loai mat khau cuia nguoi dung.

Keylogger thwong dwoc sir dung dé lam gi?

Keylogger duoc st dung trong cac to chiac Cong nghé Thong tin (IT) dé khic phuc
su ¢ k§ thuat voi may tinh va mang luéi kinh doanh. Keylogger ciing c6 thé duoc
str dung boi mot gia dinh (hodc doanh nghiép) dé am tham theo déi viéc sir dung
mang ctia cac thanh vién; d6i khi ching duoc stir dung nhu mot phan cua tinh ning
gidm sattré em.

Cubi cung va ciing 13 muc dichnguy hiém nhat cua keylogger chinh 1a céc hacker,
ngudi 6 muu d6 den ti cO thé cai keylogger trén cac mdy tinh dé an cip mat
khau, théng tin ca nhan, bi mat hoac théng tin thé tin dung.

Nhitng thong tin keylogger c6 thé thu thap?

Tuy ting loai keylogger va muc dich ctia nguoi tao ra né ma né c6 nhitng kha nang
khac nhau, nhung khi dwoc gan trén thiét bi, né thuong cé thé thuc hién céc thao
tac sau:



. Ghi lai bt ky mat khiu ndo duoc ngudi diing nhap trén thiét bi.
. Chuyp anh man hinh cua thiét bi theo chu ky nhét dinh.

. Khi lai cac URL ma ngudi dung d3 vao bang trinh duyét, tham chi chup anh
cac trang web nguoi dung da xem.

. Ghi lai danh sach céc tng dung ngudi dung chay trén thiét bi.

. Chup ban ghi cua tat ca tin nhan tc thoi (Zalo, Facebook Messenger,
Skype, Viber,...)

« Chuyp ban sao email da gui

. Tudong gui béo céo chira cac ban ghi duoc luu trit va giri email dén mot dia
diém tir xa théng qua email, FTP, HTTP.
Hau hét céc keylogger khong chi ghi lai nhitng thao tac ban phim ctia nguoi ding
ma con c6 thé chup man hinh may tinh. Keylogger ¢6 thé luu trit dit liéu ma né thu
thap duoc ngay trén 6 cting ciia nguoi ding hoic ty dong truyén dit ligu qua mang
ta1 may tinh tir xa hoac Web Server.

Keylogger xam nhap vao may theo cachnao?
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Trong da sb truong hop, keylogger dugc cac malware caidit mgt cacham tham
1én may ngudi ding sau khi thAm nhap thanh cong. Mot s6 truang hop khéc c6
phan it gap hon la khi chame mudn quan ly truy cap cta con céi, khi cac quan ly
ctia mot cong ty mudn kiém tra thai do lam viéc cta nhan cong hay... cac cap doi
mudn theo ddi nhau. O Viét Nam, d6ilic ta cling nghe duoc chuyén keylogger
nam trong cac may cua hang net — khong phai do may bi nhidm malware ma do
mot ké nao d6 tdy may mudn “thir tay ngh&” ctia minh, thim chi c¢6 ngudi concho
rang chinh c&c chu quan 14 ngudi chi dao viéc ndy. Thuc hu cua cac 101 don ciing
nhu tinh hop phap ctia cac truong hop dong cham dén riéng tu c4 nhan cua ting
ngudi — ké ca khi chame muén theo ddi con céi la chuyén van connam trong vong
tranh cdi. Nhung nhu cau quan Iy nhan vién cua cac to chac lon thong qua
keylogger la c6 that, va nguoi ta tham chi d4 c6 nhitng dong san pham phan ctng
chuyén dung cho céng viéc nay.

Nhu d4 néi & trén, da sé keylogger trén céc may tinh pho thong dugc phat tan qua

cac malware. Néu may tinh ctia ngudi dung da bi thAm nhép, doan ma doc nay c6
thé mang san trong minh chirc ning cua mot phan mém keylogger nhé gon — hozc



né c6 thé hoat dong nhu mot Trojan, tién hanh tai vé va cai dat goi keylogger mot
cach am tham, tham chi la kém theo nhiéu phan mém doc hai khac. Thuong thi cac
malware ciing s& tu dong thiét lap mot kénh dé giri thdng tin ma keylogger thu
duoc vé cho “chiinhan”. C6 thé noi keylogger 1a mot trong nhitng cong cu dugc
tin tic wa chudng nhat boi chiing c6 thé thu dugc moi loai théng tin ciia nguoi
ding bang phuong phép nay.

Ngoai kénh xam nhap bang malware, da s cac truong hop may nhigm keylogger
con lai xuat phét tir ngudi than cta ching ta. Hai d6i twong d& c6 lién quan nhat,
nhu da néu tir trudce, di nhién la cac bac phu huynh va... nguoi yéu (hoac
vo/chong). Cac bac chame cam thay can phai kiém soét ki lwong viéc truy cap thé
gidi Internet rong In ctia conminh thuong sir dung cac goi phan mém quan ly
(parental controls), trong d6 thuong khong kho dé tim ra chirc ning tuong tur
keyloggers. Va dinhién trong thé giéi mang ngay nay, mot co nang hay ghen véi
mot chat von tiéng Anh sé& chi mat chwa day 30° dé Google ra mot bo cai keylogger
(hodc cac phan mém tham chi da chic ning hon) nham theo ddi xem ban c6 lén It
"an pho™ ¢ ngoai khong.

Con trong trweong hop cac 6ng chi chi dao cai dat keylogger trén may ciaa
nhan vién, can nhé rang viéc phan tich két qua ma keylogger thu dugc, dic biét la
véi s6 luong lon may khéng phai la viéc ton it cong sirc va tai nguyén. Trong da sé
truong hop néu phat hién minh dang trong “tam ngam”, hay tu kiém tra lai xem
minh c6 lam gi dé bi dit vao dién “dditwong tinh nghi” dé 16 théng tin cua cong ty
hay khong trudc. Cac bo luat lién quan dén van dé theo ddinay ciing thay doi tly
thudc theo qubc gia va ving dia Iy. Dong thoi mot s6 cong ty ciing yéu cau nhan
vién khdng lam viéc ca nhan trong moi tredng cong s, Vi vay Viéc theo ddi nhu
vay van dugc mot sé ngudi cho 1a hop phép va hop Iy — boi du sao thi néu nhap
thong tin ¢4 nhan trén cac may niy dong nghia véi viéc ban than nhan vién d6 da
vi pham quy dinh, khong thé trach ai khac dugc.

Phan mém Keylogger

Pay 1a nhiing keylogger duoc cau hinh trong céc chuong trinh chay trén may tinh
cua ban. Cac keylogger nay duogc cai dat trén may tinh cta ban baoi cac hacker va
chay trén nén background, trong mot sé trudng hop ngudi dung kho c6 thé ma phét
hién duoc.



Loai keylogger nay duoc sir dung dé chuyén tiép dix lisu toi hacker. Ching c6 thé
lam “té liét” hé théng cua ban.

Phan cirng keylogger

Vi tién bo cua cong nghé ngay nay, viéc tao ra mot keylogger dudi dang thiét bi
phan cting khong con 13 diéu gi qua kho khan. Nhu chung ta d¢éu biét, ban phim PC
thuong dugc ndi véi case qua cap ndi st dung cdng USB (hoac mot sé mau van st
dung cong PS2). Viéc két ndi céc phan ctng keylogger chuyén dung chi don gian
la thao két ndi cuia ban phim téi case, cam vao thiét bi keylogger nho gon. Thiét bi
ndy dinhién sau d6 duoc ndi tiép vao case dé bao dam ngudi dung van nhap dir
lidu dugc mot cach binhthuong ma khdng may may phét hién, dac biét la trong
mot s6 moi trudng cOng sé ma noi dit case thudng duoc dong kin va doi lac chi co
nhan vién IT mai c6 chiakhda tiép can. Ngay ca trong quan net, hay vai nhing
ngudi dung bat can khéng bao gio dong toi case nam bui bam dudi gam ban cua
minh, cach nay ciing van rat hiéu qua. V&i cachlam nay, khéng phan mém bao mat
duoc cai dat trén may c6 thé gilip chling ta phat hién ra rang céc dit liéu nhap vao



tir ban phim dang 4m tham duoc ghi lai, boi thiét bi nay khdng théng béo gi vai hé
diéu hanh vé su hién dién cua no.

Tuy thudng khdng c6 loi thé nhu cac phan mém duoc malware cai dit 1a c6 thé gui
dit liéu thu duoc qua mang. Nhung ngudi lap dat thiét bi keylogger chi can quay lai
sao vai ngay, rat thiét bira va cam ban phim lai nhu cii la di c6 trong tay mot
lugng dir liéu twrong d6ilon cua ngudi sirdung. Quan trong nhat van 1 viéc né
khong dé lai bat ki dau vét “mém” nao dé mat cac phan mém bao mat, phan tich
két ndi... c6 thé phét hién ra.

Dai luc, cac thiét bi ndy con c6 thé duoc nguy trang dudi dang adapter trdng c6 vé
rat “hién lanh” nhu trong bt hinh phia trén. Hay xuét hién trong USB hoac cac
thiét bi 6 cumg di dong khac. Trong hau hét cac trudng hop, céc keylogger nay
duoc nhing & mat sau CPU dé ghi lai thao tac ban phim cua nguoi dung.

Céachthuc hoat dong caa keylogger

Keylogger dudi dang phan mém thuong chay ngam trén may, ghi lai moi phim
bam ma ngudi dung nhap vao. Doi lac dé tranh viéc gui dit liéu thuong xuyén
khién viéc theo ddibi nguoi dung “cha ¥, cac gbi phan mém ndy c6 thé dugc thiét
ké dé chi giri di cac chudi dir liéu ¢ vé hiru dung — chang han nhu mot chudi s6
“c vé” gidng ma thé tin dung.

Pé tang tinh hiéu qua, keylogger ciing thudng dugc két hop vai mot sb loai phan
mém theo doi khéc, nho vay ké xam nhap cd thé phan biét duoc cac thong tin ma
nguoi dung nhap vao khi chat chit vo nghia véi cac thong tin nhap vao khi dang
ding nhap vao tai khoan ngan hang truc tuyén. Cac chudi ki ty dau tién nguoi ding
nhap vao sau khi khoi dong mot chwong trinh chat, email client hay game
online ciing rit quan trong — boi day thuong Ia chudi username va password
dung dé dang nhap vao tai khoan cua dich vy do.

V6i nhitng truong hop can duge “chim soc”ti mi hon, ké cai dit keylogger thudng
s& phai str dung céng cu dé quét qua toan bo file log ghi lai tat ca nhimg gi nguoi
dung da nhap vao trong sudt thoi gian bi theo ddi, tir d6 loc ra ca nhitng théng tin
nhu ndi dung tim kiém Google, comment trong mot topic.... bay ba nao d6 trén
mang. Thuong thi cac g6i phan mém theo ddi cung cap cho céc bac phu huynh va
cac cong s& con dugc tich hop catién ich chup anh man hinh. Tir d6 cung cap day



du théng tin va bang ching vé nhitng gi ma “nan nhan” da lam trong sudtqué trinh
st dung may.

Bao vé minh trwéc keylogger
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Vé cét I6i, phan mém keylogger van luon duoc xép vao dang ma doc — malware.

Vi vay ta c6 thé phat hién keylogger trén may bing céc cong cu quét thuong ding.
Quan trong nhét [a hdy chon dung phan mém bao mat — khdng can thiét phai manh
mé va dat tien, chi can co tén tudi va danh tiéng 16 rang. Avast, AVG, Avira déu co
cac giai phap mién phi va hiéu qua cho nguoi ding pho thdng. Néu thiéu can trong,
rat c6 thé phan mém gan “anti-virus” hay “anti-malware” ma ban tai btra tir mot
ngudn nao d6 trén mang lai chinh [a tha pham cai dat keylogger 18n may cua ban,
hoic nhe nhang hon thi s& kéo theo vo van bloatware — céc phan mém khéng mong
mudn - cling nhu cac quang cao kho chiu 1&n may.

Néu that sy lo lang va khdng chic vé sy ton tai ctia keylogger hay xa hon 1a cac
phan mém quan Iy do ngudi khac cai dat Ién may minh, tét nhat 1a ban hay ludn tan
dung chic ning ban phim ao san cd trén cac dich vu ctia ngan hang, kénh thanh



toan truc tuyén hay cac game online. Dimg dé mot ngy dep troi sau khi ding nhap
vao game thi bi phan nhan ra nhan vat cua minh d3 bi “1ot tran”, trong khi tha
pham khdng phai ai xa la ma chinh la cac bac... phu huynh.



