Loai bé hoan toan Adware va Spyware trén hé théng cia ban

Adware 1a mot pop-up quang co hién thi trén may tinh hozc trén quang céo.
Spyware 1a mot chuong trinh diéu khién céc hoat dong va théng tin trén may tinh
cua ban, sau d6 gui cac thong tin nay cho mot may tinh tir xa khac.

Ca Adware va Spyware déu la nhitng chuong trinh nguy hiém. Mot khi may tinh
ctia ban bi nhiém Adware va Spyware, chling s& bat dau tan tan cdng va phé hé
thong ctia ban. Vay lam sao dé loai bo hoan toan Adware va Spyware trén hé
thong, moi ban clng tham khao bai viét dudi day ctua Quan tri mang.

1. Ngattoan b két ndi Internet trén may tinh

Doéng tat ca ctra o trinh duyét va tng dung trén may tinh cua ban (bao gom ca
email), sau d6 tién hanh ngat toan bo két néi Internet trén may tinh cta ban. Céch
don gian nhat 1a rat day mang két néi may tinh véi modem hoic router.

2. Sir dung phwong phap gé bé caidit ing dung truyén thong

Mot s6 chuong trinh, tng dung cai dit trén may tinh cua ban cé thé dinh kém theo
ca adware va spyware ma ban khong hé hay biét. Do d6 dé "donsach™ adware va
spyware, cachdon gian nhat 1a g& bo cai dit cac chuwong trinh nay. Trudc khi tién

hanh g& bo cai dat, mé Control Panel => Program, sau do truy cap tuy



chon Uninstall or change a program va kiém tra cac chuong trinh dugc cai dat
trén may tinh cua ban.

Néu phat hién cac chuong trinh khong mong mudn cai dat trén may tinh, rat don
gian ban can kich chuot phai vao tén chuong trinh d6 roi chon Uninstall 12 xong.

Trén Windows Vista, truy cap tlly chon Programs and Features dé g& bo cac ung
dung, chuong trinh cai dit khdng mong muén.

Sau khi d4 loai bo Adware va Malware, tién hanh khai dong lai may tinh cua ban
lai 1a xong.

3. Sir dung chwong trinh diét virus dé quét may tinh cia ban

Sau khi ngat toan bo két ndi Internet, g& bo adware va spyware va khai dong lai
may tinh ctia ban, budc tiép theo Ia str dung céc chuong trinh diét virus dé quét
toan bo hé théng cua ban. Néu chuong trinh diét virus ban dang str dung cho phép,
ban c6 thé quét toan bo hé théng o ché do Safe Mode. Néu chua cai dat chuong
trinh diét virus nao, ban c6thé lua chon tai va cai dit cac chuong trinh diét virus
tra phi hodc cac chuong trinh diét virus mién phi tét nhat dé sir dung.

4. Str dung SmitFraudFix, MalwareBytes, va cac cong cu khac
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Phan I6n cac phan mém gian diép (spyware) dugc phan phdi théng qua Zlob
family cua Troijan downloader. SmitFraudFix 1a mét trong nhitng cong cu mién
phi loai bo cac phién ban Zlob c6 lién quan dén adware va spyware tot nhat.

MalwareBytes hd tro viéc loai bo scareware, cac phan mém kra dao ma hijacks
(khong tic) tan cong may tinh ciia ban.

5. Gianh quyén truy cap o dia

Mac di viéc quét toan bo hé thdng caa ban & ché do Safe Mode Ia mot giai phéap
t6t, tuy nhién van chua du dé ngan chin mot s6 phan mém doc hai. Néu adware
(phan mém quang cao) va spyware (phan mém gian diép) van ton tai trén hé théng
ctia ban mac sic ban d 4p dung dt moi cach ma van khéng thé loai bo duoc
ching, giai phép tiép theo ma ban c6 thé nghi dén Ia truy cap 6 dia ma khong can
su cho phép cua adware va spyware.

Céch tot nhat dé gianh quyén truy cap 6 dia la sir dung BartPE Bootable CD. Sau
khi khoi dong vao BartPE CD, ban c6 thé truy cap File manager (quan ly tap tin),
tim cac chuong trinh diét virus ban cai ¢t va quét hé thong cia ban mot lan nira.

Hoic xac dinh vi tri c&c tap tin va thu muc 13 “thu pham” va tién hanh xda céc tap
tin, thu muc do di.

6. Hoan tac Residual Damage (thiét hai gian tiép)

Sau khi d4 chic chan cac phan mém doc hai: adware va spyware da duoc loai bo
hoan toan khoi hé théng ctia ban, khi d6 ban c6 thé két néi lai Internet trén hé
thong.

Trudc khi tién hanh két ndi lai Internet, reset lai trinh duyét ctia ban va trang cha
(homepage).

DPam bao rang file HOSTS cuia ban da khong bi tan cong.
7. Don dep trinh duyét

Ngay ca khi nhitng cach trén hoat dong hiéu qua, tuy nhién nhitng phan mém
quang cao nay c6 thé da lay nhiém vao trinh duyét ctia ban va g& cai dat chuong
trinh ciing khong thé loai bo dugc phan mém quang céo. Pé lam sach trinh duyeét,



ban chi can reset cong cu tim kiém cua né (néu né da thay doi) va tim kiém céc
extension hoac add on ban khéng nhan ra.
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Dé reset cong cu tim kiém:

« Chuyén dén cai dat cua trinh duyét va tim tiéu dé Search ¢ trong
phan General.

« Choncong cutim kiém mudn x6a (nhu Google) tir trinh don tha xudng.

Dé tim extension hozc add on phan mém quang cao, ban nén st dung céng cu cua
bén thir ba dé hién thi tat ca cac extension va plugin tir tit ca cac trinh duyét trong
mot ctra s, bao gém ca nhiing extension an. C6 rat nhiéu cong cu thix ba gidp ban
thuc hién duoc diéu nay nhu trinh quan Iy plugin tich hop ciia CCleaner.



S —

CCIeaner Free

,, Uni 6 These items are set to run when your browser starts

Cleaner

Browser Phagins
Key Program Version

L]
[ | ] Disk Analyzer No Extension  Alexa Traffic Rark 4.0.1

Registry Extension  Calculator 3.33
Oupicate Finder

Extension  Chrono Download Manager 0.9.3
Extension  Download Chrome Extension 2.3.0
Extension  Google Smilar Pages 0.6.6.2
Orive Wiper Extension  Grammarly for Chrome 14.752.8¢

Extension LastPass: Free Password Manager 4.1.44.85

System Restore

Save 1o text fle .

« M@ CCleaner va chuyén dén phan Tools tir bang diéu khién bén tréi.

« Chon Browser Plugins va ban s& thay tat ca cac trinh duyét da cai dit o
thanh trén cung va cac plugin va extension & bén dudi ching.

« Xem ting trinh duyét va tim kiém nhiing extension hoic plugin ban chua
tung cai dat.
« Chon nhiing extension/plugin d6 va nhap vao nit Delete mau xanh & bén
phai dé xoa.
Xem thém:

8. Kiém tra Task Manager

Déi véi nhitng phan mém quéang céo thong thudng thi nhimg cach trén 1 du,
nhung néu ban van thiy quang céo, thi c6 thé no dang bi an trong cac dich vy hoic



tién trinh nén. Ban c6 thé kiém tra céc tién trinh nén trong Task Manager bang
cach nhan t6 hop phim Ctrl + Shift + Esc va chuyén dén tab Processes.

Tiép theo, hdy tim cac tién trinh nén cd vé bi an, tuy nhién rat kho dé chi ra dang
tién trinh trinh nén trir khi ban biét tn phan mém quang c&o vi Windows liét ké tat
ca céc tién trinh cua nd o day. Do vay ban nén tim kiém trén mang céc tén tién
trinh ban nghi ngd va néu n6 khong phai 1a tién trinh Windows, hdy thuc hién theo
cac budc dudi day:

« Click chuot phai vao no6 va chon Open File Location.
. Xoatat cadi liéu ban thay.

. Néu khong thé x6a nd, sau d6 quay lai Task Manager dé két thdc tién trinh
va sau do thir x0a lai.

‘% Windows Task Manager
File Options View
[ Appications | Processes | services | Performance [ Networking | Users

| Image Name User Name CPU Man&y (... Desaiption -

{Listandinciad ™ Admne_ 00 776K Lstanto...
opera Open File Location 120K Operacra...
winlog 584K Windows ...
Classi End Proce: 236K  Classic St...
taskm End Process 528K Windows ...
CClea Debua 328K CCleaner
csrss. i R 472K  Client Ser...
opera P A STRTALON 040K Operaint...
opera Create Dump File 168K Operalnt...
opera = 424K Operalnt...
opera Set Priority ¥ keak Operaint...
opera Set Affinity... 848K Operalnt...
opera : 772K OperaInt...
dwm{  Properties 496K Desktop ...
Listar] Go to Service(s) DSOK  Listary %

[ | show processes from all users ( ﬁ"dp}“m R

fProcesses: 48 CPU Usage: 1% Physical Memeory: 39% j
L

9. Tatcac chuong trinh va dich vu khéi déng

Cach nay da duoc nhiéu nguoi st dung dé vo hidu hoa cac chuwong trinh quang cao
Vva gia mao va nd co thé khac phuc dugc van dé cua ban.



« Nhin céc phim Windows + R va nhap msconfig vao hop thoai Run dé mo
ctra s6 cau hinh hé thdng.

. Chuyén déntab Services tai day va chon hop checkbox bén canh Hide all
Microsoftservices.

. Xem danh s&ch nay va bo chon tat ca cac dich vu ban khdng nhan ra hoic
khong can khoi dong cling hé thong.

« Click vao nat Apply bén duéi dé xac nhan thay doi.

L3 System Configuration ﬁ - _

General | Boot | Services |startup | Tools |
| Service Manufacturer Status  Date Disabled g
@] Adobe Acoh-© pdate Service  Adobe Systems Incorporated 4/24/2017 4:43... |
] Ag r o Player Update Service Adobe Systems Incorporated Stopped — 4/24/2017 4:43... ‘
[ #eeSe Genuine Software Integri... Adobe Systems, Incorpora... Stopped  5/5/2017 4:55:...
|| | egGetsve Unknown Stopped  5/5/2017 4:55:...
] Google Update Service (gupdate)  Google Inc. Stopped  4/24/2017 4:43... |z
("] Google Update Service (qupdatem) Google Inc. Stopped  4/24/2017 4:43... |
[ Google Software Updater Google Stopped  4/24/2017 4:43...
[ IObit Uninstaller Service 1Obit Stopped  5/5/2017 4:55:...
[] ListaryService Unknown Running
[] NVIDIA Display Driver Service NVIDIA Corporation Stopped  4/24/2017 4:43... |
[ sigmaTel Audio Service SigmaTel, Inc. Stopped  4/24/2017 4:43...
"] Steam Client Service Valve Corooration Stooped  4/24/2017 4:43...
Note that some secure Microsoft services may not be disabled. Enable al Disable a
| | [V¥]Hide all Microsoft services ‘
| [ —— o - |
[ ox ][ conce aoply | [ Hep ||

Chuyén sang tab Startup va ban sé& thiy tt ca cac chuong trinh khoi dong. Nguoi
dang Windows 8 va 10 s& phai m¢ Task Manager va chuyén dén

tab Startup items dé xem cac chuong trinh khéi dong. Chi can bo chon hop
checkbox bén canh céac chuong trinh khéi dong khong dugc cong nhan va ap dung
cac thay doi.




EJ System Configuration e |

Gmeral]Boo;__]Servioes] Startup | Tools |

Startup Item Manufacturer Command Location Date Disabled Y|
Jlcissic shel J
[¥] Listary Bopsoft "C:\Program Fil... HKCU\SOFTWARE)... ‘ 1 i‘
Piriform Ltd "C:\Program Fil... HKCU\SOFTWARE\...

... Unknown “C:\Program Fil... HKLM\SOFTWAREW... 4/24/2017 4:4...

... Adobe System... "C:\ProgramFil... HKLM\SOFTWAREWM... 4/24/2017 4:4...

. Unknown "C:\Program Fil... HKLM\SOFTWAREWM... 5/4/2017 7:53:...

. Unknown “C:\¥Program Fil... HKLM\SOFTWAREW... 5/4/2017 7:53:...

. Unknown "C:\Program Fil... HKCU\SOFTWARE\...  4/24/2017 4:4...

[|fadvanced S... Unknown "C:\Program Fil... HKCU\SOFTWARE\... 4/24/2017 4:4...

(] BAndy Unknown C:\Program Fil... HKLM\SOFTWAREW... 4/24/2017 4:4...

[ Bppnhost Unknown C:\Users\Admi... HKCU\SOFTWARE\...  4/24/2017 4:4...
"1 ECleaner Piriform Ltd "C:\Program Fil... HKCU\SOFTWARE\...  5/4/2017 7:53:... _|
1 B A A AINTE At | il ou Pl Ly TP | L MLEAETIAI AN E A AINAINAAT A A |
| Enableal | [ pissbleat |

| o (o Jaw ) [me ]|
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Ban s& phai khoi dong lai may tinh dé cac thay d6inay c6 hiéu hrc va xem cac
phan mém quang cdo c6 dung hay khdng. Néu thay hiéu qua, ban nén

chay AdwCleaner dé tim céc phan mém quang céo vi khi dung dich vu, n6 khdng
bi an khai trinh don dep nira.

10. Khéi @dong & ché dd Safe Mode

Néu cac céch trén khong hiéu qua, ban c6 thé thir khai dong méy tinh & ché do
Safe Mode. Khi ¢ trong ché d¢o Safe Mode, n6 chi tai céc file hé thong va driver
can thiét, rat hiém khi cac chuong trinh gia mao c6 thé “songsot” trong ché do
Safe Mode. Sau d6 chay AdwCleaner tir Safe Mode dé loai bé cac phan mém
quang cao.

11.Ngan chan Adware va Spyware

Sau khi loai bo phan mém quang céo, hoc cach tranh cac phan mém nay trong
twong lai cling 13 mot cach “phong bénh hon chita bénh”. Ban c6 thé thuc hién theo
cach cach dudi day:



Néu thay nghi ngo bt ky chwong trinh, phin mém nao hay tim kiém trén
Google

Mot quy tic rit don gian nhung hiéu qua dé gitr an toan trén Internet Ia khi nghi
ngd mot wng dung hoic file nao do, cachtét nhat 1a tim kiém trén Google hon 1a
tai va ty kiém tra. Cong thac tim kiém don gian 1a “chuong trinh x c6 phai la phan
mém ddc hai hay quang céo?”.

Tranh tai cac phan mém crack

Néu ban thich truy cép vao cac trang web torrent dé "an cap" cac ban sao céc ung
dung hop phap tra phi, thi c6 thé ban sé& bi lay nhiém cac phan mém quang céo va
doc hai.

Nhitng phan mém crack ctia cac chuong trinh tra phi thuong bi nhigm phan mém
doc hai va quang cao, gay nguy hai nghiém trong cho may tinh. Do vay, ban chi
nén tai cac chuong trinh tir trang web chinh va khong tai cac chuong trinh crack.

Khong nén tai bat cir thir gi dwoe dé xuat

Internet day ray nhirng quang c&o yéu cau ban tai mot chuong trinh tuyét voi dé
nhan duogc nhiing loi ich tét nhat, chang han nhu “tai chuong trinh kiém tién nay
dé tro thanh triéu phu” hodc “bot tu dong X mién phi ndy sé& lam céac cdng viéc X tu
dong”, v.v... Néu ban nghe theo nhitng i du dd nay, thi c6 cohdi ban s& phai don
dep hoac reset lai may tinh.

Doc cac budc khi cai dat chuwong trinh

Co nhiéu phan mém quang céo Ién vao ciing chuong trinh hop phap nhu i mot
phan mém dinh kém. Trong khi cai dit chuong trinh hop phép, nd s& hra ban dé
xac dinh cai datnd. Giai phap don gian 1 trong khi cai dit bat ctr chwong trinh
nao, hdy kiém tra cac budc that can than va tim kiém céc checkbox yéu cau ban cai
dat cac chuong trinh khac cung v&i chuong trinh chinh.

Trinh cai dit cling c6 thé truc tiép yéu cau cai dat mot chuong trinh cu thé va chi
cung cap cho ban tiy chon click vao Next hoic Decline, ban nén chon Decline.



Ngoai ra, néu trinh cai dit c6 ty chon Custom Installer hoic twong tw, hdy chon
tly chon ndy. Chuong trinh c6 thé khong dé xuat tly chon ndy, nhung diy 1a meo
dé dam bao ban chua bo tich cac chuong trinh an.

Kiém tra cac budc cai dit bang cach thi cong 1a didu quan trong, va ban nén lam
diéu d6 moi lan cai dat chuong trinh. Tuy nhién, c6 mot cach nhanh hon 1a cai dat
tng dung Unchecky dé tu dong tir chdi hodc bo chon cac chuong trinh di kém dé
XUAt.

Loai bo phan mém quang céo, doc hai cang sém cang tét 1a rat quan trong khdng
chi bai vi nd gay phién nhiéu cho ban ma conkhién ban tai nhiéu phan mém quang
c40 hon va tham chi la phan mém doc hai c6 thé gay hai cho may tinh hozc an cip
dir liéu cua ban.

Mac di c&ch cach & trén du dé loai bo bat ky phan mém quang cdo ndo, nhung ban
ciing nén khdi phuc may tinh vé thoi diém trudc hoic reset dé loai bo bt ky loai
phan mém quang c&o hoic doc hai nao.



