Hwéng dan bao mat Gmail toan dién

M3i khi nguoi sir dung ding nhap vao tai khoan ngan hang, quy bao hiém, thé
tin dung, mua hang truc tuyén... tit ca nhitng hé thong trén déu cé diém
chung 13 gi? P6 13 yéu cAungudi dung khai bao dia chi email. Trén thuc té,
rat nhiéu ngudi chi sir dung 1 dia chi email duy nhat do6i véi tat ca cac tai
khoan nhw trén. Do vay s& rat nguy hiém néu ho ¢é mat tai khoan hodc tin tic dot
nhap va lay cép thanh cong nhiing di liéu ca nhan. Email duwoc ding phéd bién nhat
hién nay la Gmail.

Sau hang loat vu danh cap dit liéu ca nhan, bi hack tai khoan Gmail xay ra vira qua
cong vai tinh trang an ninh mang ngay cang tro nén phc tap thi viéc lam thé nao
dé bao mat Gmail tét nhat thuc sy 1a van dé nén duoc ban lru tam. Hay tuong
tuong Mot ngay ban tinh day, mé may check mail nhu binh thuong, nhung ban bi
out ra khoi tat ca Gmail trén may tinh, dién thoai va khong thé dang nhap tai khoan
Gmailcua minh nita. Bi kich hon, email d6 lién két véi tai khoan ngan hang,
Facebook, 1a cdng cu giao tiép trong cdng viéc, véi khach hang. Chic han ban s&
muén noi dién Ién va chiri béi ké da hack Gmail ctia minh mot cach tham té.
Nhung trude khi dinh 1am thé, hdy tu hoi xem minh da dbixir véi mot cong cu
quan trong nhu thé dung mirc chwa? DA lam moi cach dé bao vé nd chwa? Hay tur
bao vé minh trudc khi bi hacker, ké xau so gay nhé.

Trong bai viét dudi day, ching toi s& trinh bay mot s thao tac co ban dé ban c6 thé
tir bao vé tai khoan Gmail an toan trudc nhitng mdi nguy hiém ludn luén “rinh rép”
bén ngoai.

1. Sirdung mat khau Gmail da an toan

Day 1a yéu té dautién quyét dinh dén su an toan cua tai khoan déi véi mdi nguoi
dung. Va ciing that bat ngd khi rat rat nhiéu nguoi da, dang va van sir dung
chudi 123456 1a mat khau cua ho, tiép theo sau la password.



Bet You Can Guess These

The most popular among 188,279 Gawker Media passwords that leaked online.
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Thoat nghe thi c¢6 vé don gian, nhung chinh nhitng s6 liéu thuc té nhu trén da chi
ra rang, moi nguoi Van “lam ngo” va khong coitrong mirc d6 an toan cua tai khoan
ho dang str dung. Lam thé nao dé dat mat khau an toan?

2. Ludn ludn kiém tra dwong din URL Kkhi ding nhap Gmail

Bén canh d6, nan hra dao qua hinh thic Fishing — 1a khi tin tic khéo 1éo “dudé”
ngudi ding vao nhitng trang quen thudc va yéu cau ho cung cap dia chi email, mat
khau ciing nhu cac thong tin c4 nhan khac. Quy luat ¢ day 1a khong nén truy cap
vao nhimg duong dan la duoc gui téi hom thu email cua ban, lubn kiém tra duong
dan URL thuc sy trén thanh Address dé chac chan riang d6 1a domain chinh thic
cua Gmail:

1/#inbox

& C Secure | https:/ s‘mail.googl@?w

Google

apps-scripts-notificatio.

Dia chi cua Gmail chinh xac phdi la https://mail.google.com nhuw hinh
3. Thuwong xuyén Kiém tra Gmail @é phat hién nhimg hanh dong bat thuong

Khoang hon 1 ndm trudc, Google da cung cép thém tinh ning canh bo vé nhiing
hanh dong khac la trong tai khoan dén nguoi dung. Do vay, cac ban cd thé kiém tra
cac thao tac xay ra gan day nhét, chic ning nay s& hién thi day du tac vu trong 10


https://quantrimang.com/photos/image/062011/05/securegmail--02.jpg

lin dang nhap méi nhat. Va dya vao vi tri dia Iy, dia chi IP ciing nhu thoi gian truy
cap, ngudi st dung sé biét dugc chuyén gi dang xay ra.

Dé xem duoc, ban kéo chudt xudng cudi ciing man hinh, nhip vao Chi
tiét/Details nhu hinh dudi:
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Hoat do qan“ga‘m‘-éy nhat: trong 1 phot

Chi tiet

Céac hoat dong Gmail gan day sé& duoc liét ké, néu thay nhiing hoat dong bat
thuong hdy chonPing xuat khéi tat ca cac phién web khac va doi mat khau
ngay lap tuc.

MM Théng tin hoat déng - Google Chrome = =
@ Secure | https://mail.google.com/mail/u/1/7ui=2&ik= B jsver=F—= Bl

Hoat dong trén tai khoan nay

Tinh nang nay cung cfip‘lhﬁng tin vé hoat dong gdn day nhat trén tai khoan thir nay ciing nhw bat ki
hoat dong nao dién ra dong théri. Tim hidéu thém

Ca vé nhur tai khoan nay hién khing duwoc mé & bét ky vi tri nao khdc. Tuy nhién, c6 thé co nhiing
phién chwra dugc dang xuat.

.' Dang xuat khéi tat ca cac phién web khéc |

Hoat dong gan day:

Loai truy cap [ 2] Vi tri (dia chilP)[2] |Ngayigio

{Trinh duyét, thigt bi di dong, POP3, {Elrcre hién thi theo mui gitr cla

v.v) ban)

Trinh duyét (Chrome) Hién thi chi tiét | * Viét Nam 14:10 (2 phiit tredc)
[T

Trinh duyét (Chrome) Hién thi chi tiét | Viét Nam 6 thg 7 (1 ngay trwdc)
()

Trinh duyét (Chrome) Hién thi chi tiét | Viét Nam 5 thg 7 (2 ngay truoc)
(T I)




4. Kich hoat tinh nang bao mat nang cao cua Gmail

Vi chire nang nay, tai khoan ciia ngudi ding Gmail s& duoc bao vé chac chan hon
rat nhidu bing cach xac thuc thém 1 1an nira sau khi nhap mat khau. Biém dic biét
& day 1a chudi ky tu xac thuc dugc thay d6i ngau nhién theo thoi gian (dwgc giri vé
thiét bi di dong qua so dién thoai dang ky), do vay ban c6 thé yén tam tuyét doi
mot khi da kich hoat chirc nang nay.
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2-Step Verification

A text message with a 6-digit verification code was just
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5. Giam sat cac dia chi ngwoi nhan hoic giri dang ngo

Google d timg phét hién duoc hang tram dia chi email ctia cac quan chiic cao cap
tir Trung Qudc, Han Quéc va chi yéu a My da bi xam nhap va bi mat chuyeén tiép
noi dung ra bén ngoai. Do vay, céc ban hdy kiém tra lai tai khoan xem c6 bi tu
dong chuyén tiép mail dén dia chi ndo khéc khdng, bang cach nhip vao biéu tuong
banh xe ¢ goc bén phai, chon Cai dit > Chuyén tiép va

POP/IMAP (Settings > Forwarding and POP/IMAP):



Chung Nhan Hopthwdén Tai khoanva Nhdap B loc va dia chi bi chin uyén tiép va POP/IMAP

Chuyen tiép: Thém dia chi chuyén tiép |
Tim hiéu thém

Meo: Ban cling cd thé chu*,rén ﬁép mét sb thue b%ng cach tao bd lpcl
Tai xuéng POP: 1. Trang thai: Da tat POP
Tim higu thém Bat POP cho tat ca thuw
B4t POP cho thw dén tir bay gié trée di

2. Khi truy cap thw bang POP | giif ban sao ciia Gmail frong Hop thir dén

Néu trong muc Chuyén tiép cta ban hién ra nhu trén hinh nghia Ia email ctia ban
khong bi chuyén tiép dén bat ky dia chi ndo ca.

6. Luon dam bao mirc d§ an toan cua may tinh ca nhan

Néu d3 thyc hién day du nhimg budc trén thi van chua du, vi tai khoan caa ban van
c6 thé bi “nhom ngd™ néu may tinh st dung khong duoc trang bi nhitng phuong 4n
bao mat thuc su can thiét. Cu thé, d6 1a nhitng thao tac don gian nhat trong qua
trinh str dung, quan ly file va thu muc ca nhan, st dung nhirng chuong trinh diét
virus couy tinva hiéu qua nhu: Avira Premium Security Suite, BitDefender Total
Security 2010, PC Tools Spyware Doctor with Antivirus 2010, Kaspersky Internet
Security 2011...

7. Canh giac véi lién két va file dwge dinh kém trong Gmail

Khi nhan dugc email tir ngudi la, c6 dinh kém file, lién két, ban can hét suc than
trong khi nhap vao lién két, tai file dinh kém vé méay. Ban con nhd WannaCry d3 bi
lay lan nhu thé ndo? Va rat nhiéu vu bi hack Gmail khac nita? Hay can than! Néu
cam thay nghi ngd tot nhat ban nén x6a email d6 thay vi nhdp chudt vao bat cir
phan nao trong email. Tham chi khi email duoc gui tir dia chi c6 trong danh ba ma
chira nhitng link la, hoac tén file dinh kém la, ban nén hoi lai nguoi gui xem co
phai ho giri khéng va van can than trong vai nhimg link, file do.



