Pit mat khau BIOS va UEFI bao vé dix liéu trén may tinh Windows 10 caa
ban an toan

Trén hé diéu hanh Windows 10 cung cép tinh ning mat khau diang nhap hoic mat
khau tai khoan dé bao vé céc di liéu quan trong cua nguoi ding. Tuy nhién diém
han ché cua cac tinh niang nay 1a c6 thé dé dang bi "bypass" ma khong can phai
nho dén sy hd trg ctia tng dung, cdng cu thir 3.

NGi cach khac, mat khau dang nhap hay mat khau tai khoan ciing khong thé bao vé
dit lidu duoc luu trir trén may tinh Windows 10 ctia ban an toan dugc, cach tot nhat
ban c6 thé &p dung [a thiét lap mot mat khau BIOS hoic mot mat khau UEFI.

Vay lam sao dé thiét 1ap mot mat khau BIOS hoac mot mat khau UEFI trén may
tinh Windows 10 cta ban, moi ban cing tham khao bai viét dudi day cua Quan tri
mang.

1. Mat khau BIOS va mat khau UEFI 14 gi?

Enter Password to unlock system

Mat khau BIOS hoac mat khau UEFI s& ngan may tinh khong khoi dong néu

khong nhap dting mat khau. Néu may tinh khong c6 mat khau BIOS/UEFI trong
truong hop quén mat khau may tinh, hozic khong biét mat khau, ai d6 chi can sir
dung USB boot, CD boot hay bat cir phwong phap twong tu nao dé bootvao may



tinh. Ban cd thé hiéu don gian rang mat khau dang nhap may tinh hay mat khau tai
khoan Microsoft 1a chua du dé bao vé may tinh cua ban.

Mat khau UEFI hay mat khau BIOS?

Néu ban mua mét may tinh cai dat san Windows 8, Windows 8.1 hay Windows 10,
rat c6 thé may tinh cua ban hd trg UEFL khi d6 ban can thiét 1ap mat khau UEFI.
Va néu may tinh cta ban khdng hd trg UEFL, khi d6 ban chac chan phai thiét lap
mat khau BIOS cho may tinh ctia minh.

Trén c4c dong may tinh khac nhau, qua trinh thiét lap mat khau BIOS hozic mat
khau UEFI s& khac nhau. Qua trinh nay phu thudc vao c4c nha san xuit dong may
tinh ban dang str dung, nhung vé coban s& nhu dudi day.

2. Patmat khau BIOS trén may tinh Windows 10

Dé thiét lap mat khau BIOS trén méy tinh Windows 10 cuia ban, thuc hién theo cac
budc sau day:

Bwoc1:

M@ may tinh cuaban Ién va nhan phim Del, F2, Esc, F10 hoic phim F12 dé truy
cap BIOS. Trén cac dong may tinh khac nhau, phim truy cap BIOS sé& khac nhau.

Bwoc 2:

Sau khi d4 truy cap BIOS, ban diéu hudng ¢én muc Security hoac Password bang
cach sir dung phim mii tén dé diéu hudng giira céc myc.

Bwoc 3:

Du6i muc Security hoic muc Password, tim kiém muc c6 tén Set supervisor
password, User password, System password hoac cac tly chon khac tuong tu.
Sau khi d4 lya chon dting tuly chon, tién hanh thiét 1ap mot mat khau "manh".



Set Supervisor Password

T

Luuy:

« Néu BIOS cua ban c6 ca 2 tly chon Supervisor password hoac User
password, khi d6 giai phép tt nhat [a ban thiét lap mat khau ca myc
Supervisor password va User password.

. Supervisor password kiém sodt cac truy cap dén tién ichcai dit. Nghia la
khong cd/khéng nhap dting mat khau thi s& khong thé chinh cac cai dat trong
BIOS.



. User password kiém soat c4c truy cap vao hé thong lic khai dong. Nghia 1a
khéng c6/khdng nhap dung mat khau thi s& khdng thé dang nhap vao may
tinh.

. HDD password: Mot sé6 may con cé thém tlly chon ma hoa 6 ctng nay, day
la mot 16p bao vé cuc ky chac chan. Du ¢ thio duoc 6 ciing va mang sang
may khac lap thi van phai nhap dtng mat khau mai cé thé giai ma di lieu
trén do.

- Mot s6 nha san xuat c6 thé tich hop thém céc tly chon bao mat, ban c6 thé nhin
thdy nhu hinh minh hoa duéi day. Néu may tinh cua ban ¢ sén céc tly chon nay,
hdy chic chan rang cac tly chon ndy di dwoc cau hinh chinh xac dé ting cuong do
b&o méat cao nhit.



Password
IEnter!
- Password Status Disabled
Lock UEFI BIOS Settings [Disabled]l

Password at Unattended Boot [Enabledl
Password at Restart [Disabled]l
Password at Boot Device List [Disabled]l

Password Count Exceeded Error [Enabledl

Set Minimum Length [Disabledl
Power-0On Password [Enterl

- Password Status Disabled
Hard Diskl Password [Enterl

Select Item +/ Change U

Select Menu Inter Select »

Bwoc4:

Cubi cung dimg quén luu lai thay doi cai dat BIOS. Trén hau hét cac may tinh, ban
c6 thé nhan phim F10 dé luu lai cai dat. Kiém tra man hinh BIOS cho duong dan
hoac key dé luu lai cai dit.

Khai dong lai may tinh ctia ban dé xem théng béo mat khau BIOS.



