Cach nhan biét may tinh bi lay nhiém virus véi 10 dau hiéu dic trung

Khong ai mudn s& hitu mot chiéc may tinh bi lay nhiém virus. Lam sao dé c6 thé
biét dugc may tinh ctia ban d bi dinh virus? Thyc chét, c6 mot sé dau hiéu gilp
ban nhan dang su hién dién ctia malware trong may tinh ctia minh, hdy cung tim
hiéu.

Chung ta déu biét virus may tinh — va cac loai malware khac — c6thé gay rbi khién
ching ta buc minh hoic ning né hon 1a gay tham hoa. Mot s6 malware c6 thé tu
sao chép cho tai khi chung c6 day trén 6 ciing cua ban, bién may tinh cua ban
thanh mét khdi thdng nhat cua ching. Mat sé loai khac huy hoai dir liéu trén méay
tinh hoic khién may tinh hoat dong khéng 6n dinh. Mét sé it khac tham chi sir
dung chuong trinh email ctia ban dé phat tin ma doc téi moi nguoi ¢d trong danh
séch cua ban. Tham chi, ludn c6 nhitng hacker st dung malware dé chiém quyén
diéu khién may tinh cua ban tir xa, cai ma doc trén may dé tién hanh nhitng vu tan
cong DDOS.

Khong ai muén sa hitu mot chiéc may tinh bi lay nhiém virus. D6 chinh 13 Iy do tai
sao Viéc giir cho may tinh duoc an toan Ia rat quan trong ciing nhu cai dat mot
chuong trinh diét virus dang tin. Ban c6 thé tranh duoc hau hét cac malware chi
Véi viéc chiu kho dé y va nhé tranh xa mot sé bay thong thuong. Néu chuong trinh
diét virus ctia ban duoc cap nhat, nghia I ban dang & mot tinh trang tét.

Tuy nhién, mot lic nao d6 virus may tinh c6 thé lot qua duoc hé thong bao vé. Co
thé do chuong trinh diét virus cua ban d3 15i thoi hozdc da bi xam nhap bai ma
thong minh niao d6. Ciing c6 thé Ia ban d vo tinh kich vao duong link nao d6 va da
kich hoat mét loai virus hoic ai d6 da st dung may tinh ctia ban dé tai mot s6
malware ma khdng biét.

Lam sao dé c6 thé biét dugc may tinh cua ban da bi dinh virus? Néu chuong trinh
diét virus cia ban thuc su manh va duoc cap nhat day du, ban s& nhan duoc théng
b4o g dung s& quét may tinh cta ban. Diéu ndy s& gilp bao vé may tinh cua ban
va loai bo dugc virus. Tuy nhién, néu phan mém cua ban bi 16i thoi hoic virus da
kiém soat va 1am ngung hoat dong cua chwong trinh diét virus thi sao? C6 dau hiéu
nao cho ban cd thé nhan dién mot virus?



Thuc chat, c6 mot s dau hiéu gitip ban nhan dang sy hién dién ctia malware trong
may tinh ctia minh, hdy cing tim hiéu.

Dau hiéu ciia may tinh bi nhiém virus
May tinh chay cham, hoat dong khdng on dinh

Néu may tinh cua ban chay khdng on dinh, day la dau hiéu cua diéu gi d6 khong
on. Mot sé malware 1am loan céc file quan trong gilip 6n dinh may tinh cua ban.
Diéu nay tham chi con khién may tinh cua ban bi hong. Néu may tinh bi hong khi
ban ¢ gang chay mot ¢ng dung nao d6 hodc ma mot file cu thé, s& cé thdng bao
rang dit liéu ctia ban da bi hong. Chinh malware da gay ra diéu nay.

May tinh chay cham hon rat nhiéu so véi binh thuong? Day c6 thé Ia két qua cua
malware v&i ma doc bat dau lam can kiét cac ngudn xu Iy trong may tinh cua ban.
Néu ban khong chay tng dung ning ma may tinh van chay rat cham, ban c6 thé da
“dinh”mot con virus may tinh.

Ngoai ra, nhitng thdng bao ban khdng thé truy cap mot s6 6 diatrong may tinh
ciing 1a mot dau hiéu khéc. Cung véi mot phuong thic, cac tng dung khong chay
duoc hoic file khéng thé ma dugc 2 két qua cua su [ay nhidm virus. Mot sé dau
hiéu khac bao gdm nhiing phan cimg khac nhu may in khong c6 tra 151 véi bat ki



lenh nao. Trong khi nhitng dau hiéu nay khong phai [a dau hiéu cua virus, c6 I8 ban
nén kiém tra lai may tinh cua minh.

Néu ban thiy dung Iwong file khdng 6n dinh, ngay ca khi ban khong truy cap
nhimg file nay, day la mot dau hiéu khac cua virus may tinh. Va cudi ciing, néu
ban truy cap menu va giao dién ciia né khac thuong hoic bi xau di, hdy can nhac
to1 kha nang ban da la nan nhan cua malware.

Canh bao gia

Mot Mot trong nhitng du hiéu gay phién nhiéu nhat caia phan mém doc hai chinh
la nhiing cira s6 pop-up khdng mong muén thuong xuyén nhay ra trén may tinh.
Néu viéc nay xay ra véi tan suét cao thi chic chan may tinh cua ban da dinh phan
mém doc hai roi nhé. Trudng hop ndy khdng chi gay anh hudng dén viéc ding
may tinh ma con kha kho khan dé loai bo ching khoi hé thong. Hon nira, chling
con di kém nhirng phan mém doc hai khac duoc che gidu phiasau va c6 thé pha
hoai may tinh.
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Pé tranh phan mém gian diép va tac dong ciia chling 18n may tinh, ban hay ghi
nho:

Khong nhap chudt vao bat cir ctra SO pop-up dang ngd nao

Khong tra loi email, tin nhan khong dang tin cay

Hay can than khi tai tng dung mién phi

Dé loai bo nhitng phan mém gian diép kiéu ndy, ban sé& can dén ang dung diét
virus, diét spyware, malware nhu Malwarebytes, Spybot Search and Destroy,
Avast,...

May tinh bi 16i

Néu chuong trinh, hé théng bi 16i lién tuc hoic 15i man hinh xanh chét choc xuat
hién thuong xuyén thi d6 chinh Ia mot canh béo rd rang rang may tinh dang c6 van
dé.

C0 2 nguyén nhén chinh:



« Yéu td k¥ thuat: Su khong twong thich gitta phan mém véi phan cung, giira
cac phan mém véi nhau

« Phan mém doc hai

Néu nghi ngd 1a yéu té ky thuat chri can kiém tra xem ¢6 phan mém nao xung dot
VGi nhau va g& di la duoc. Néu khdng thi may tinh chac chan da nhiém virus, quét
toan bo hé thong dé tim va diét nd voi mot phan mém an ninh dang tin cy 1 diéu
ban can lam ngay lap tuc.

Hoat ddng dang ngd trén 6 cing:

Néu nhan thay 6 dialién tuc hoat dong qua mirc, ngay ca khi ban khong sir dung
n6, khong download hay upload cai gi, thi hdy nghi dén virus. Tét nhién, day la khi
da loai trir truong hop 6 cing cua ban bj I6i.

O citng hét dung lwong trong

Ban can kiém tra xem khong gian luu trit vat ly ctia 6 ciing gan day c6 ting én
khéng hoic c6 file nao di bién mat, bi d6i tén khong. Pay 1a mot dau hiéu hoat
dong khéc ctiia phan mém doc hai. Rat nhieu phan mém doc hai st dung nhitng



phuong phap khac nhau dé "lap day" 6 cing ctia ban va gay ra su c¢d trén may tinh
nham muc dichphé hoai.
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© Low Disk Space

You are running out of disk space on Windows (C:).
Click here to see if you can free space on this drive.

Hoat ddng mang ting cao bat thuwong
Truéc hét, ban can tra 1oi vai cau hoi:
. C6ban cap nhat Windows nao vao thoi diém dé khong?
« Co chuong trinh, Gtng dung ndo dang tai I8n, tai xudng di lisu khong?
« Coban cap nhat tng dung nao dang chay khong?
. Cofile tai no ban dang tai dé ma quén mat, va gio n6 dang chay an khong?

Néu tat ca cau tra la khdng ma mang cua ban van dang bi st dung cao mot cach bat
thuong thi hily nghi dén virus, phan mém doc hai,



=

Nhig thay doi trén trinh duyét

Trang chu trén trinh duyét bi thay d6i dU ban khong 1am diéu d6, thanh toolbar méi
xuat hién di khdng cai va nhitng website khdng mong muén tu dong duoc truy cap
du ban khong go dia chi ctia n6. Ban thir truy cap vao trang web yéu thich nhu
Quantrimang.com nhung né di bi chuyén dén mot trang web khac?

k_] eicome to MSN.com - Microsoft Interne! —_ mwcb search f%'ﬂm ﬂ@gg

Fle Edt View Favorites Tooks Help A NSO B o ) Free Hotmal ] Windows @] Windows Media 24 B
5\ A A f:‘: - = Y | £ ! [¢ * § »
2860 mesBh 052905 BO
\ - & [ 3
£] Enter Keyword or Web Address Hered @p v ﬁ]G«o
(Hide PeopleOnPage 68) G100 7'.,'—.;‘;'::;""{ m -
s, « [SeachHerst ] Quweb « | 2| | A 518 Blocked | loker
'~ Web Search: .[ . EE ! 3 alentine ' Coins ' Furniture 'Keno
- 3

DAtexa - Jlase
ClCK To WIn @ FREE LUBS TER

I¢) prosay Commurications Corn. . + atavists (@) (123 [amazoncom]
v -! l [9['”593Ch. . More»

mywebsearch 'ir »~ Seaich ~ @Screemavets @Smﬂey[ennal %Cuso«Mama OHyln!o *

Diéu nay thuong xay ra khi ban truy cap vao mot trang web, vo tinh nhap vao lién
két hodc ctra s6 pop-up, dan dén viéc tu dong tai vé va cai dat nhitng phan mém




khéng mong muén. Ching khdng chi gy khé chiu ma con anh hudng dén hiéu
SU4t ctia may tinh ciing nhu sy an toan cua dir liéu trén may.

Nhirng théng bao hoac chwong trinh tw khéi dgng mét cach khdong binh
thuong

Vai day hiéu canh bao s& lam ban nghi ngo:
« Vai chuong trinh tu dong mo, dong
. Heé diéu hanh Windows tit ma khéng cé ly do
. Xuét hién ctrasé lai trong qué trinh khoi dong
. Windows thdng bao ban mat quyén truy cap vao motsb 6 diactia minh

Loai trir yéu to k thuat, thi day rat c6 thé la dau hiéu cho thay may ban di dinh
virus. Trong truong hop mét quyén truy cap vao mot sé khu virc quan trong trén
may tinh, ban c6 thé s& phai format sach s& céc 6 diadé cai dat lai hé diéu hanh, tat
nhién, dir liéu trén d6 cling sé bi xda.

Phan mém diét virus bi tat

Néu phan mém diét virus dudng nhu khong hoat dong hoic mé-dun cap nhat cua
né bi tat, hdy kiém tra may tinh mot cach nghiém tlc. Mot sé phan mém doc hai
duoc thiét ké dic biet dé vo hieu hoa cac phan mém diét virus, khién ban khong c6
bat ctr bién phap phong tranh ndo. Néu di cb ging khoi dong lai may tinh, dong va
ma lai phan mém diét virus ma van khdng cé tién trien gi thi chac chan may da bi
lay nhiém phan mém doc hai. Luc nay c6thé phai khoi dong lai may tinh o ché do
Safe Mode va ding cdng cu diét malware, rootkit chuyén dung dé xir chling.

Ban bé ndi riang he nhan dwgc thong bao la tir ban

Thong béo la nay cd thé Ia email, tin nhan trén cac ang dung chat. Ching c6 thé
dinh kém cac tap tin hoic lién két. Trudc hét can xac dinh xem nhiing email hozc
tin nhan d6 c6 phai dwoc gui tir tai khoan caia ban khdng. Néu khdng c6 gi bat
thuong, c6 thé nhitng thong bao nay da duoc gii tir mot ang dung nam ngoai su
kiém soét ctia ban.



Néu thong diép duoc guri tir tai khoan, hay 1am theo cac budc sau:
. Ding xuét khoi tai khoan, trén tat ca cac thiét bi
. Dt lai mat khau that khé cho tai khoan
. St dung xac thuc hai yéu tb

Diéu rat quan trong ma ban can phai nhé 1a virus may tinh c6 thé 1a nguyén nhan
ctia nhitng van dé duoc liét ké bén trén, nhung d6 khong phai tat ca. Néu ban cho
rang may tinh ctia minh ¢ bi lay nhiém bai virus, khdng nén hoang loan. Hay sir
dung cac chuong trinh diét virus dé loai bo ching.



