Cac phuong phap fake IP gilp ban truy cip 4n danh

Trong nhiéu bai viét trudc day, ching toi da timg dé cap t6i van dé an danh truc
tuyén 1a diéu v6 clng quan trong. Nhimg thong tin riéng tu bi ro ri mdi nam khién
van dé bao mat truc tuyén ngdy cang tré nén can thiét. D6 ciing chinh d Iy do
chiing ta nén sir dung dia chi IP a0. Dudi day, chiing ta s& cling tim hiéu céc
phuong phap tao fake IP nhé!

Phwong phap 1 - Sirdung VPN

VPN Ia mang riéng ao nhung cach sir dung thi don gian hon nhiéu so véi céi tén
ctia nd. V& co ban, ban c6 thé két néi may tinh hosc thiét bi ctia minh véi mang cua
nguoi khéc, sau d6 duyét web qua mang cua ho. Khi ban két nbi véi VPN, nghia 1a
ban dang gidu dia chi IP ctia minh bang mét trong nhimg dia chi IP khac trong
mang d6. Tuy nhién, dé dat duoc Su riéng tu cao nhét, chling t6i khuyén ban nén sir
dung dich vu VPN phién ban tra phi dé dam bao an toan tuyét déi.

Bit dau vai VPN

C6 rat nhiéu dich vu VPN nhung ban nén xem xét ExpressVPN va NordVVPN boi
ching déu la nhiing lya chontuyét voi. DU ban chon bat ki dich vu ndo, ban ciing
chi can tai ung dung vé, chay va st dung no dé két ndi voi VPN theo yéu cau. Cac
thao tac nay thuc su rat don gian.



VPN 12 mot dich vu hitu ichva rit dang tin cay.
Phwong phap 2 — Sir dung Web Proxy

Web proxy hoat dong twong ty nhu VPN: ban két ndi téi may chu proxy, sau d6 tat
ca luu lugng truy cap web cua ban s€ chay qua may chi proxy. Nhu vay, dia chi IP
cuia ban s& duoc an boi dia chi IP ctia may chu nay.

Céchthiét 1ap web proxy

Tim mot dich vy web proxy mién phi sir dung nhu mot trang web nhu PremProxy
hoac Proxy List.

Trong Firefox

Configure Proxies to Access the Internet 2

No proxy
Auto-detect proxy settings for this network
Use system proxy settings

@® Manual proxy configuration

HTTP Proxy:| 138682339 Port 0 s
Use this proxy server for all protocols
, A
SSL Proxy Port 0
~ -
ETP Proxy Port 0
N e LS -
SOCKS Host Port 0
SOCKSv4 @ SOCKSvS
No Proxy for
localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
A it Ann atin manwns sranfimcrating 1101 Y
OK Cancel Help

« Trong menu chinh, chon Options.

. Diéu hudng toi tab Advanced, sau d6 tdi phan Network.



« Trong Connection, nhép chon Settings.

« Chon Manual proxy configuration, sau d6 nhap dia chi vao cong proxy
vao truong HT TP Proxy.

Trong trinh duyét Edge

Use a proxy server

@ on
Address Port
138.68.233.9] X 80

Use the proxy server except for addresses that start with the
following entries. Use semicolons (;) to separate entries.

[ ] Don't use the proxy server for local (intranet) addresses

Save

« Trong menu chinh, chon Settings.
. Cudnxudng va nhap vao View advanced settings.
. Tiép tuc cudn xudng va nhap chon Open proxy settings.

. Trong Manual proxy setup, kich hoat Use a proxy server, sau d6 nhap dia
chi va cong proxy vao truong Address.

Trong trinh duyét Chrome, Operava Vivaldi



h Local Area Metwork (LAN] Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
[ ] Use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings wil not apply to
dial-up or VPN connections).

e o At

[] Bypass proxy server for local addresses

Cancel

. Trong phan Network, nhip chon Change proxy settings.
. Trong tab Connection, nhap chon LAN settings.

. Kichhoat Use a proxy server for your LAN, sau d6 nhap dia chiva céng
proxy vao Address.

Chrome, Opera, Vivaldi va céc trinh duyét dua trén Chromium khac khdng cé tinh
ning proxy duoc tich hop san trong trinh duyét ma no str dung cai dat proxy cho
toan hé thong.

Phwong phap 3 — Sir dung Wi-Fi cong cong

Thay vi dinh tuyén luu lwgng truy cap ctia ban qua mang cta ngudi khéc, ban co
thé chon cach két ndi truc tiép vai mang cua ho - va cach don gian nhat 1a st dung
Wi-Fi cong cong.

Khi ban st dung Wi-Fi cong cong, khong c6 cach nao dé ai d6 cé thé theo dbiban
ca. Voi nhitng dia diém nhu cac quan ca phé Starbuck hay san bay thi hoat dong
ctia ban s& bi che khuat bai hang chuc nguoi ding khéc nira.



Tuy nhién, st dung Wi-Fi cong cong doi luc cling ¢ nhitng rai ro. Theo mac dinh,
hau hét cac diém truy cap Wi-Fi cong cong khong duoc ma hoa nén thiét bi cua
ban cd nguy co bi lay nhidm phan mém doc hai. Bén canh do, tin tic c6 thé danh
cap danh tinh cua ban trén Wi-Fi cong cong. Vi vy, du ban dang an dia chi IP cua
minh thi vin cé nguy co gip CAc rai ro bao mat va riéng tu khac.

Hau hét chung ta déu c6 xu hudng chia sé qué nhidu thdng tin truc tuyén. Néu ban

thuc su lo ling vé van dé bao mat thi hiy thay doi cac thoi quen xau d6 va cha y
t6i c4C meo bao mat truc tuyén trén nhé.



