10 tinh néing t6t nhit chia Windows Server 2016

Hién gio, nguoi dung c6 thé str dung Windows Server 2016. Ban phat hanh nay
phan anh xu huéng cng nghé thdng tin hién dai va két ndi lai vai céc dich vu dam
may. Bai viét s& gisi thiéu cho cac ban 10 tinh ning tot nhat cua Windows Server
2016.

1. Nano Server

Nano Server ty hio c6 cai dat nhd hon 92 phan trim so v&i tly chon cai dat giao
dién d6 hoa ngudi ding Windows Server (GUI). Ngoai ra, nhiing ly do thuyét phuc
sau c6 thé khién ban bat d¢au chay Nano cho cac lugng céng viéc Windows Server:
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. Heé diéu hanh Bare-metal c6 nghia I nguoi dung s& phai it cap nhat va khoi
dong lai.

« B&i vi nguoi dung phai vao cac vai tro may cha tir bén ngoai Nano, nén may
chu s& c6 mot bé mat tan céng giam nhiéu khi so véi GUI Windows Server.



. Nano nho dén mic né cé thé dugc chuyén dé dang qua cac may chuy, trung
tdm dir liéu va céac trang web vt ly.

« Nano Iuu trit céc khdi lwong cong viéc Windows Server phd bién nhat bao
gom may chu Hyper-V.

Nano duoc thiét ké dé quan Iy hoan toan tir xa. Tuy nhién, Nano bao gom mét giao
dién quan Iy cuc bo tdi thiéu duoc goi la "Nano Server Recovery Console" cho
phép thuc hién cac tac vu cau hinh ban dau.

2. Container (vat chaa)

Microsoft dang lam viéc v&i nhdm phét trién Docker dé mang container dya trén
Docker vao Windows Server. Cho dén nay, container d ton tai gan nhu hoan toan
trong thé giéi ma ngudon mé Linux/UNIX. Ching cho phép ban tach cac tng dung



va dich vu mot cach nhanh chéng dé d& quan ly. Windows Server 2016 cung cap
hai loai dich vu chira Windows Sever khac nhau:

. Windows Server Container. Loai container ndy danh cho céac khéi lugng
cdng viée co dd tin cy thap va khong can quan tdm khi dich vu container
(container instance) chay trén cing mot may chi cd thé chia sé mot sé tai
nguyén thong thuong.

« Hyper-V Container. Bay khong phai la may cha huu trir Hyper-V hoac may
a0. Dich vu chira Windows Server cua n6 “hoan toan tach biét vai cac
container khac va may chu luu trit khdc. Céc contianer Hyper-V thich hop
véi khéi Iugng cong viée co do tin tuong cao.

3. Ché d Secure Boot Linux

Ché @6 Secure Boot Ia mot phan théng sé giao dién firmware mé rong hop nhat
(Unified Extensible Firmware Interface - UEFI) bao vé méi truong khéi dong cua
may chi chdng lai viéc 1ay nhiém rootkit hodc cac phan mém doc hai khoi dong
khac.

Van dé véi Secure Boot dua trén Windows Server 1a may chi cua ban s& gap su ¢
néu cd tao mot may ao Hyper-V thé hé 2 dua trén Linux vi driver hat nhan Linux
khong phai 1 thiét bi dang tin cay. V& mat ky thuat, firmware UEFI ctia may 4o
hién thi 161 "Failed Secure Boot Verification" (Khéng xac thuc khai dong bao mat)
va dung khoi dong.

Céac doingi ki su ctia Windows Server va Azure duong nhu rat yéu thich Linux.
Vi vay, bay gio chling ta c6 thé trién khai cac may ao Linux trong Windows Server
2016 Hyper-V ma khdng bat cir van dé gi ma khéng can phai v hiéu héa tinh ning
Secure Boot.

4. ReFS

Resilient File System (ReFS) da c6 dugc mot thoi gian dai trén Windows Server.
Trong Windows Server 2016, cudi cting ngudi dung ciing ¢ thé sir dung duoc
phién ban ReFS 6n dinh. ReFS 1a mot hé thdng tép tin hiéu suat cao, c6 kha ning
khoi phuc tot duoc st dung véi Storage Spaces Direct va khdi lwong cong viéc cua
Hyper-V.



5. Tinh nang Storage Spaces Direct

Storage Spaces la mot tinh nang Windows Server tuyét voi gidp cac quan tri vién
tao ra dung lugng dia du phong linh hoat hon. Tinh nang Storage Spaces Direct
trong Windows Server 2016 Ia tinh ning nang cap tir Storage Spaces cho phép cac
node trong failover cluter sir dung b nhé cuc bo bén trong cluter nay, khdng can
dung bo hru trir dung chung (storage fabric).

6. ADFS v4

Active Directory Federation Services (ADFS) la mot vai tro Windows Server hd
tro nhan dang dya trén tuyén b (Claims -based identity) (token). Xac dinh danh
tinh dua trén tuyén bd 1a rat quan trong nho sy can thiét phai xac thuc mot lan

(SSO) giita Active Directory tai chd va cac dich vu dua trén dam may khac nhau.

ADFS v4 trong Windows Server 2016 cudicing da mang dén sy hd trg cho xac
thuc dyatrén két ndi OpenlD, xac thuc da yéu té (MFA) va "truy cap co diéu kien
két hop". Cong nghé nay cho phép ADFS phan hdi khi cac thuoc tinh cua nguoi
dung hoic thiét bi khdng tuan thu cac chinh sdch bao mat & ca hai diém cudi cua
méi quan hé tin cay (trust relationship).

7. Nested Virtualization (40 héa long nhau)

Ao hoa 1ong nhau dé cap dén kha ning ctia mot may ao déivoi may chi ao. Ao
héa 16ng nhau ¢ tac dung khi mot doanh nghiép muén trién khai cac may cha
Hyper-V bo sung va nhu cau dé giam thiéu chi phi phan cung.

8. Phan cing ao Hyper-V
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Hyper-V Server cho phép thém phan cting a0 hoidc diéu chinh RAM dugc phan bo
cho mot may ao. Tuy nhién, trude day dé thuc hién nhiing thay d6i ndy can phai tat
may 4o trudc. Bay gio, trong Windows Server 2016, ching ta c6 thé thém phan
cting 4o trong khi cac may ao dang truc tuyén va dang chay.

9. PowerShell Direct

Trong Windows Server 2012 R2, cac quan tri viéen Hyper-V thuong thuc hién quan
ly tir xa cho méy ao dua trén Windows PowerShell theo cach twong tu véi cac may
chu vat ly. Trong Windows Server 2016, cac Iénh tir xa cua PowerShell gio day co
cac tham s6 -VM * cho phép gui PowerShell truc tiép vao cac may ao ctia may cha
Hyper-V.



Invoke-Command -VMName 'server2' -ScriptBlock {Stop-Service -Name
Spooler} -Credential 'tomsitprotim' -Verbose

Chung ta da sir dung tham sé -VMName mai cua cac lénh Invoke-Command dé
chay cac lénh Stop-Service trén may ao Hyper-V c6 tén server2.

10. May ao dwgc bao vé (Shielded VM)

Vai tro may chua Host Guardian Service méi la uu trir tinh nang may ao duoc bao
vé. Windows Server 2016 d3 bao vé cac may 40, cho phép kiém soat sau hon, tinh
vi hon d6i véi truy cap may ao Hyper-V.

Vi du, may chu Hyper-V c6 thé c6 cac may 4o tir nhiéu nguoi ding va can dam
bao rang cac nhdm quan tri vien Hyper-V khéc nhau chi c6 thé truy cap vao cac
may 4o dugc chi dinh. Bang céch sir dung BitLocker Drive Encryption dé m hda
cac diacung 40 cua may 40, Cac may ao duogc bao vé c6 thé giai quyét duoc van dé
do.



