10 lénh Netsh ciia Windows Server 2008 nén biét

Netsh qua thyuc rat manh va linh dong, tuy nhién do khong thé chon cac Iénh Netsh
“quan trong nhat”, vi sw quan trong cua mdi lénh tiy thudc vao cong viéc quan tri
trong mdi nhiém vu cu thé. Nén nhitng gi ching tdi gii thiéu trong bai nay 1a 10
léenh ma ching tdi cam thay c6 nhiéu gia tri cho cac ban va gilip ban nhitng khi gap
van dé su 6. C4c bannén Iuu ¥ rang cac Iénh nay c6 thé duogc viét ma (vi tat ca
ching déu la cac cdng cu dong Iénh), vi vay bét cir thi gi ban ¢d thé thuc hién véi
mot Iénh ndo d6 trén mot may tinh thi ban ciing c6 thé viét mot kich ban dé thuc
hién lénh d6 trén tit ca cac may tinh ndm trong mang.

Netshla gi?

Microsoft Windows Netsh la moét tién ich kich ban dong Iénh. Véi Netsh, ban c6
thé xem hoic thay d6i cau hinh mang cua may tinh ndi bo hoac may tinh tir xa. Co
thé chay cac lénh Netsh mot cach thi cong hoic c6 thé tao cac file khdi hoic céc
kich ban dé ty ¢dong hda qué trinh. Ban khong chi ¢ thé chay céc 1énh nay trén
may tinh ndi bd ma con ¢ thé chay no trén cac may tinh diéu khién xa trén mang.

Netsh ciing cung cap mét tinh ning kich ban va c6 thé cho phép ban chay mot
nhdm cac Iénh trong ché do khbi dbi véi mot may tinh cu thé. Véi netsh, ban con
O thé lwu mot kich ban céu hinh theo dinh dang van ban cho cac muc dichkhac
nhau hozc c6 thé cau hinh cac may tinh khéc.

Netsh khong phai la mai véi Windows Server 2008 hay Windows Vista. N6 da
duoc biét dén tir rat [au rdi. Cac lénh ctia nd xuat hién trong ca Windows 2000, XP
va Windows Server 2003. Nhitng gi méi ¢ day 1a mot sé céc tly chon cho Netsh
d6i véi Windows Server 2008 va Vista.

Nhirng diém Khac biét ciia netsh giira Windows Server 2008 va Windows XP

CO mdt s sy khac nhau vé muc lénh “I51” gitra phién ban Windows XP cua netsh
va phién ban Windows Server 2008. Dé so sanh, chung t6i di chay “netsh/?”
trong mdi hé diéu hanh. B6ivéi Windows XP ¢6 “19 trinh” duoc liét ké dudi dang
nglr canh con Windows Server 2008 thi khong, d6 chi la ngr canh ma Win 2008
thiéu (va diéu d6 dugc nhdm trong ngit canh ctia 2008 RAS). Nguoc lai, Windows
Server 2008 lai c6 céc tuy chon nglr canh dudi day ma Windows XP khong co:



. dhcp

« dhcpclient
« http

. ipsec

. lan

. nap

« netio

. IpC

« winhttp

Nhu nhitng gi ban c6 thé thiy, c6 nhiéu tdy chon “ngir canh” hién hiru hon trong
Window Server 2008.

Dé khong di lan man, ching t6i s& di vao gii thiéu 10 Iénh cua Netsh ma mdi
quan tri vién nén biét dén no.

#10— Tim kiém tro giap

MGi quan trj vien Windows can phai biét nhitng tro gitip dbi voi netsh. Diéu nay
thuc sy dé dang — chi can st dung lénh /2, ban sé c6 dugc cac huéng dan vé

nhitng gi ban dang mudn thuc hién. Cho vi dy, dé hién thij tat ca ngir canh cua
netsh (cac hang muc ciia cac tly chon), chi can danh: netsh /?
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C:\Users\AdninistrgCor>netsh /7

Usage: netsh [~a AliasFilel [~-c¢ Contextl]l [-» RemoteMachinel [~u [Domain
rName]l [—p Password i 2]
[Command | —f ScriptFilel

The following commands are available:

Commands in this context:
? - Displays a list of commands.
add - Adds a configuration entry to a list of entries.
advfirewall - Changes to the ‘netsh advfirewall’ context.
— Changes to the ‘netsh bridge’ context.
-~ Deletes a configuration entry from a list of entries.
Changes to the netsh dhcp’ context.
- Changes to the ‘netsh dhepclient’ context.
Displays a configuration script.
- Runs a script file.
Changes to the ‘netsh firewall’ context.
- Displays a list of commands.
Changes to the http’ context.
Changes to the S interface’ context.
Changes the ipsec’ context.
Changes the lan’ context.
Changes the sh nap’ context.
Changes the netio’ context.
Changes to the sh ras’ context.
Changes the rpc’ context.
- Updates configuration settings.
Displays information.
~ Changes to the ‘netsh winhttp’ context.
— Changes to the ‘netsh winsock’ context.

The following sub-contexts are availabhle:
advfirewall bridge dhcp dhepelient firewall http interface ipsec lan n
ras rpc winhttp winsock

To view help for a command, type the command,. followed by a space, and
type 7.

C:\Users\Administrator

Hinh 1: Man hinh hién thi c4c tiy chon tro gilip cua lénh “/?”

Tir day, ban c6 thé chon mot ngit canh va duoc hudng dan théng qua viéc cau hinh
hoac viéc thé hién cac tly chon trong ngit canh d6. Cho vi du, danh vao netsh lan
/2, chling ta s& thay:



C:\Users\Administrdtor>netsh lan /?
The following commands are availlable:

context:

Displays a list of commands.

Adds a configuration entry to a table.
Deletes a configuration entry from a tabhle.
Displays a configuration script.

Saves LAN profiles to XML files.

Displays a list of commands.

Reconnects on an interface.

Configures settings on interfaces.

Displays information.

Commands in thi
2?

<
>

To view help for a command, type the command, followed by a
type 7.

C:\Users\Administrator

Hinh 2: Céc két qua cua lénh netsh lan /?
chiing ta c6 thé tiép tuc vai tro gilp bang
netsh lan show /?

chding ta sé& thay giao dién véi

netsh lan show interfaces

C6 thé tu huéng dan ban than ban théng qua nhiéu 1énh netsh bang cach st
dung /? 12 mot ki ning rat c6 gia tri.

#9 —Cung cap cAc tén va c&c chieng chi cia may tinh diéu khién xa

Néu chay netsh /? ban s& thay rang minh c6 thé cung cép tén va dia chi IP ctia may
tinh tr xa va cac ching chi cho nd. Tuy chon “-r”” cho may, “-u” cho username va
“-p” cho password. Pay la mot vi du:

netsh -r WinXP-1 -u winxp-1\administrator -p My!Passl interface ip show config

Nhu nhitng gi ban c6 thé thiy, ching t6i ¢4 cung cAp tén cho mot may tir xa,
username va password tir xa da cho phép t61 thuc hién Iénh nay trén mang. Ban co
thé thyc hién bat ctr Iénh nao duoc hién thi & day trén mang cua minh mién 1a may
tinh tir xa hd tro lénh d6 (cac hé diéu hanh khac nhau sé& stir dung cac bién khac
nhau trong cac Iénh).

#8 —Chay Netshtrong ché dd twong tac hoic véi mét kich ban



Netsh c6 thé duoc chay trong ché d6 twong tac (danh cac 1énh mot cach thu cong)
hoac khi str dung kich ban. Néu muén thuc hién mot sb lénh ndy trén may tinh noi
bo ctia minh hodc may tinh diéu khién xa. Khi d6 ban c6thé bat dau bang cach
danh netsh tai dong lénh va ban sé& thay:

netsh>

O day ban c6 thé nhap vao tat ca cac Iénh netsh mong muén, hoac tham chi lénh
cho netsh két n6i voi mot may tinh didu khién xa véi may thiét lap.

No6i cach khéc, ban cé thé sir dung netsh —f <scriptfile> va chi dinh kich ban ma
netsh s€ str dung.

#7 —Mé cong trén twong lira

Vi netsh, ban c6 thé nhanh chéng va d& dang ma mot cong trén tuong hra néu biét
dtng lénh. Pay la mot vi du vé mé cong 445-

netsh firewall set portopening tcp 445 smb enable
Néu Iénh ndy thuc hién thanh cong, ban s& c6 bat gap mot dap tra “Ok”.
#6 —Export cAu hinh mang hién hanh vao mét file va import

Véi netsh, viéc export va import cau hinh dia chi IP ctia ban hoan toan dé dang —
khéng gidng nhu trong giao dién GUL Dé export cau hinh ciia minh, ban chi can
danh:

netsh —c interface dump > test.txt



C:\Users\Administratcr>netsh —c interface dump > test.txt

pushd interface

reset all

popd
## End of interface configuration

pushd interface ipv4

reset

set global icmpredirects=enabled dhcpmediasense=disabled

add route prefix=0.68.8.8/8 interface="Local Area Connection" next}
add address name="Local Area Connection 2" address=192.168.48.1
add address name="Local Area Connection" address=192.168.1.180
add address name="Local Area Connection 3" address=192.168.227.1

popd
E

#

Hinh 3: Export cdu hinh dia chi IP va xem file

nd of IPv4 configuration

Trén mot may khéc, ban c6 thé import cau hinh nay véinetsh —f test.txt
#5 —Kiém tra nhitng kha ning caa tién ich Netsh méi

Nhu da dé cap o trén, cd rat nhidu cac tinh ning méi trong Windows Server 2008
khi di kém vai netsh.

Pay 13 mot s6 hang muc méi ma chding tdi thay trong hé thdng Windows Server
2008 cua minh:

. dhcp

« dhcpclient
. http

. ipsec

« lan

.« nap



« netio
. rpC
« winhttp

Cho vi dy, ban khéng chi c6 thé cau hinh DHCP client ma conca DHCP server. Co
thé cAu hinh mi hoa IPSec, NAP client va,...!

Vi ¢6 thé bo sung thém céc role va cac tinh ning vao may chu cta ban, nén ban sé
c6 thém cac ngit canh. Cho vi du, néu thém mot may chu chinh sdch mang vao
Windows Server 2008 thi ban sé c6 “nps” vai tu cach 1a mot ngir canh net netsh va
ngir canh ndy c6 thé duoc cau hinh.

#4 —Khic phuc sw cé TCP/IP va thiét 1ap lai giao dién

CO mdt s thir ban c6 thé thuc hién véi netsh dé khac phuc su ¢ va thiét 1ap lai
giao dién mang TCP/IP. Pay la mot s vi du:

. Thiét 1ap lai tit ca cac cu hinh ngin xép giao thtc IP trén giao dién cua ban
va gui dau ra dén mot file ban ghi - netsh int ipv4 reset resetlog.txt

« Cai datgiao thac TCP/IP - netsh int ipv4 install
« Huy bé cai dat giao thiec TCP/IP - netsh int ipv4 uninstall
#3 —Cau hinh twong lira Windows

Trong bai viét trudc, Cau hinh twong lira nang cao trong Windows 2008 bang
NETSH CLI, ching toi da gioi thiéu cho cac ban cach cau hinh tuong hra
Windows bing céch sir dung cac thiét lap ngit canh két néi mang baéi netsh trong
Windows Server 2008 va Windows Vista. R6 rang ban ciing c6 thé cau hinh tuong
lira Windows truyén thong. Day 1a mot sé vi du:

. Hién tat ca cac rule cua tuong hra - netsh advfirewall firewall show rule
name=all

. Xoa rule tudong lra giri ¢én cho cong 21 - netsh advfirewall firewall delete
name rule name=all protocol=tcp localport=21



. Export céc thiét lap ctia Windows Advanced Firewall - netsh advfirewall
export “c\advfirewall wfw”

C6 & Iénh thuong duoc sir dung nhiéu nhat ma ban c6 thé st dung Ia Iénh kich
hoat hoac vé hiéu hoa Windows firewall, giéng nhu sau:

netsh firewall set opmode disable

hoac

netsh firewall set opmode enable

Mac divay, dé co thém thong tin chi tiét va cac vi du, ban hdy xem cuy thé trong
bai viét trén.

#2 — Cau hinh céc thiét 1ap khéng day

Trong mot bai viét da duoc gisi thiéu trude day, Cau hinh két ni khéng day
Windows Vista tir CLI bang netsh wlan, ching t6i d3 giéi thiéu cho céc ban vé
cach cau hinh cac thiét [ap mang khong day bang netsh trong Windows Server
2008 va Windows Vista. Day 1a mot sé vi du:

. Két ndi voi mot mang khong day xac dinh trudc - netsh wlan connect
ssid="mySSID " name="WLAN-Profill ”

. Hién céc thiét lap khong day hién hanh - netsh wlan show settings

. Bb sung thém mot profile mang khong day da dugc export - netsh wlan add
profile filename="Wireless Network Connection-BOW.xm|"

Tuy vay, dé c6 thém thong tin cu thé, ban hdy xem trong bai viét & trén.
#1 — Cau hinh céc thiét 1ap giao dién mang va dia chi IP

Netsh [a mot “network shell”, liéu conco cach ndo tét hon trong viéc sir dung nd
dé cau hinh cac thiét lap mang co ban? Pay [a mot sé vi du:

« Hién dia chi IP - netsh interface ip show config

. Thiét Iap giao dién dé sir dung DHCP cho c4u hinh dia chi IP ctia n6 - netsh
interface ip set addressname="Local Area Connection" source=dhcp



. Thiét lap giao dién dé st dung dia chi IP tinh cho cau hinh dia chi IP ctia nd
- netsh interface ip set address "Local Area connection" static 10.0.0.9
255.0.0.010.0.0.11

. Bb sung thém muc DNS Server — netsh interface ip add dnsserver "Local
Area Connection™ 10.0.0.1

Két luan

Tién ichdong Iénh netsh ludn ludn 1a mot cdng cu rat manh cho céc quan tri vién
Windows. Vi cac tinh ning méi dugc bd sung trong Windows Server 2008 va
Windows Vista, netsh trg thanh mot tién ich manh hon rat nhiéu. Trong bai viét
nay, ban da thdy mic manh d6 da dugc minh chimg nhu thé nao va ching toi da
cung cap 10 Iénh hitu dung cua netsh.



