7 cong cu khdi phuc mat khau Windows mién phi

Chtic ning chinh ctia cong cu khdi phuc mat khau 1a phyc hdi lai cac mat khau ma
nguol dung hay quan tri vién st dung khi dang nhap vao Windows. Cac cong cu
ndy thuong dugc biét dén nhu 13 cong cu “an trom mat khau” boi doikhi ching
duoc céc hacker str dung dé “crack” mat khau ngudi dung. Vé mat phap Iy thi viec
ldy lai mat khau cua chinh minh Ia viéc [am hop ly va thiét thuc.

Mot s6 cong cu khdi phuc mat khau c6 gia 1én d¢én hang traim d6 la. Nhung dudi
day ching t6i dua ra mot s6 cong cu mign phi gilp ban nhanh chdng lay lai mat
khau Windows da mat.

1. Ophcrack

Ophcrack Windows [a phan mém khdi phuc mat khau Windows mién phi tét nhat
hién nay. D4i véi nguoi duoc trang bi nhiing hiéu biét coban vé hé diéu hanh ma
lan dau tién muén khdi phuc mat khau thi Ophcrack qua 1a mot cong cu rat nhanh
va dé dang str dung.



Dé sir dung Ophcrach, ban khéng can phai truy cap vao Windows dé phuc hdi mat
khau da mat. Hay truy cap vao trang web, tai file 1SO mién phiva ghi ra mot dia
CD r6i khoi chay dia CD d6. Khi chuong trinh Ophcrack d chay, ban xac dinh vi
tri tai khoan nguoi ding Windows va thuc hién qué trinh khdi phuc mat khau. T4t
ca cac budc thuc hién hoan toan la tu dong.

Ophcrack hé tro Windows 8, Windows 7, Windows Vista, and Windows XP.
2. Cain & Abel
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Cain & Abel ciing 13 mot cdng cu khdi phuc mat khau nhanh chéng va hiéu qua lai
hoan toan mién phi.

Nhung khong giéng nhu Ophcrack, Cain & Abel 1a ing dung phan mém truyén
thong hon va né yéu cau phai truy cap vao tai khoan nguoi ding Windows. Chinh
vi thé ma Cain & Abel 1a mot tai nguyén c6 gia tri kndi phuc mat khau céc tai
khoan hon nhitng phan mém khac, bao gém ca tai khoan quan trj vién.

Cain & Abel chi nén duoc dung bai nhitng nguoi dung co kinh nghiém bai I€ viéc
cai dat nd rat phac tap dong thoi mot sé dac tinh ciing rat kho sir dung.
Cain & Abel thé khoi phuc mat khau 10 ky tu trong Windows XP véi tai khoan

quan trj trong 10 gidy. N6 hd tro Windows XP, 2000, NT, Windows Vista and
Windows 7.



3.LCP

File View Import Session Help
[eee[0ee »nun | vere H e |
~ Dictionary attack I~ Hybrid attack l  Brute force attack
Last combination: [& 00000 %done 0 di0 h[0 m0D sremaining Kepate: [0 ks
Starting combination: |4 Ending combination:
User Name LM Password | NT Password | <8 | >14 | LM Hash NT Hash
Import from local computer... 0 of 0 passwords were found {0,000%) #+=** e = == e =g

LCP 13 mot phan mém mién phi khac- mot cong cu phan mém khdi phuc hiéu qua

mat khau cho Windows.

Gibng nhu Cain & Abel, LCP 13 mot chuong trinh Windows chuan ma ban c6 thé

tai vé tai trang web cua LCPSoftva cai dit trén Windows.

LCP c6thé 1a mot thir thach nho nho véi cac cong cu khdi phuc mat khau vi vay

can c6 mot vai kién thie trude khi st dung sé rat ¢ ich dé tranh nhitng van dé Ion

hon xay dén voi may tinh.

LCP c6 thé tim lai mat khau quan trj vién gdm 7 ki tu trong khoang thoi gian dudi

10 phdt. N6 hd trg Windows XP va phién ban mai nhat caa Windows.



4. John The Ripper

7

C:A\Windows\system32\cmd.exe =&

Copyright <{c)> 1996-2011 by Solar Designer
Homepage: http://wuww.openvall.com/john/

fm| »

Usage: john [OPTIONS] [PASSWORD-FILES]

--gsingle “"single crack" mode

—~wordlist=FILE —--stdin wordlist mode, read words from FILE or stdin

--pules enable word mangling rules for wordlist mode

-=incremental [=MODE] “incremental' mode [using section MODE]

—-external=MODE external mode or word filter

~=gstdout [=LENGTH ] just output candidate passwords [cut at LENGTIH]

~-pestore [=NAME] restore an interrupted session [called NAME]

—session=NAME give a new session the NAME

~=status [*NAME] print status of a session [called NAME]

~~make-charset =FILE make a charset, FILE will be overwritten

——show show cracked passwords

-~test[=TIME] run tests and benchmarks for TIME seconds each

——users=[—ILOGINIUIDIL[,..] [do not] load this {(these) userd(s) only

-—groups=[-1GID[,..] load users [not] of this (these) group(s) only

-=-shells=[-1SHELLL, ..] load useys withlout] this (these) shell(s) only

—salts=[-1COUNT load salts withlout] at least COUNT passwords only

-=gave-menory=LEVEL enable memory saving,. at LEUVEL 1..3

-=format *NAME gorce hash type NAME: des/bsdi/mdS/bf7afs/Im/tyrip/
umny

C:\Users\Tim\Desktop\john179w2\johnl79\run> M,

John The Ripper Ia céng cu mién phi pho bién c6 kha ning tim lai dwoc cac mat
khau tai khoan Windows.

Tuy phan mém khéi phuc mat khau la mién phi, nhung ban phai tra tién cho danh
séch ky ty ma John The Ripper dung dé phat hién mat khau va danh sach nay ciing
yéu cau phan mém thich hop. Ciing c6 cac danh sach thay thé mién phi khac nhung
t6i chua kiém tra chung.

John the Ripper hoat dong dya trén dong Iénh khién nd trg thanh céng cu phuc hdi
mat khau danh cho ngudi ding cap cao.

Nhitng céng cu khdi phuc mat khau trén sé rat hitu ichkhi ban can dén ching,
nhung ¢6 mot phwong phap don gian hon dé truy cap vao tai khoan khi ban quén
mat khau d6 13 tao ra mot diaxac 1ap lai mat khau!

Pay 1a mot diadic biét ma ban c6 thé dua vao méy tinh trong sudt qua trinh truy
cap va cho phép xac Iap lai mat khau. Pia nay can duoc tao truéc khi ban quén mat
mat khau dé dang nhap tai khoan cta minh.




John the Ripper hd tro tat ca c4c phién ban ciia Windows nhu Windows 10, 8, 7,
Vista.

5. Offline NT Password & Registry Editor

DI DD DD DT DD DD DD DT DD DD DD DD DT D D D DD D DD D D0 D DD
Hindows NT/2k/XPsVUista Change Password 7/ Registry Editor ~/ Boot CD
(c) 1998-28688 Petter Nordahl-Hagen. Distributed under GNU GPL o2

DISCLAIMER: THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTIES?

THE AUTHOR CAN NOT BE HELD RESPONSIBLE FOR ANY DAMAGE
CAUSED BY THE (MIS)USE OF THIS SOFTHWARE

More info at: http://home.eunet.no/"pnordahl/ntpasswd/
Email : pnordahl@eunet.no
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CD build date: Sun Jun 27 22:85:15 CEST 28186

LA R B B 8 2 2 2 2 2 R 2 2 R 2 2 R R 2 B 2 2 R R 2 R R 2 2 R S 2 2 2 R R 2 R R R R R R R 2 2 R R R R R R R R R R R R R R R R 2 2 R 2 R 2 2 2 2 2 2.3

Press enter to boot, or give linux kernel boot options first if needed.
Some that I have to use once in a while:

boot nousb - to turn off USB if not used and it causes problems
boot irqpoll - if some drivers hang with irq problem mMessages
boot vga=ask - if you have problems with the videomode

boot nodrivers - skip automatic disk driver loading

boot:

Offline NT Password & Registry Editor (ONTP & RE) khac véi hau hét céc
chuong trinh khoi phuc mat khau khac, no x6a mat khau Windows thay vi khdi
phuc nd. Ban c6 thé coind nhu cong cu reset mat khau.

Ciing gidng nhu Ophcrack, ngudi ding c6 thé khoi dong tir mot dia ghi hoic 6 dia
flash duoc tao bang file 1SO cuia Offline NT Password & Registry Editor. Sau khi
chay chuong trinh, nguoi dung dang nhap vao tai khoan Windows ma khong can
nhap mat khau, va sau d6 tao mot mat khau mai.

Néu thich tinh ning x6a mat khau nay, thi Offline NT Password & Registry Editor
la lua chonthich hgp. Offline NT Password & Registry Editor hoat dong trén
cac phién ban 64-bit va 32-bit cia Windows 10, Windows 8, Windows 7,



Windows Vista va Windows XP va dit lai mat khau ngay lap tac ma khéng gap
van dé gi. Ngoai ra, nd ciing hoat dong trén hé diéu hanh Windows 2000 va
Windows NT.

6. Kon-Boot

by Piotr Bania
WM. kryptoslogic. com

Kon-Boot ver. 1.8 - ready! hd4xBRin uH?

This software is freeware for not commercial usage!?
Checking SMAP BIOS entries ...

BIOS seems to be OR.

Booting upt - EOT

Kon-Boot Ia mot chuong trinh reset mat khau mién phi khac, gibng nhue ONTP &
RE chi can ghi chuong trinh vao dia hoic 6 USB va khoi dong tir ¢6. Kon-Boot
hoat ¢ong khac vai cac cdng cu reset mat khau & trén, vi vay néu gap van dé khi sir
dung chling, hdy thir Kon-Boot. Phan mém nay rat dé st dung va c6 1§ né la cong
cu reset va khoi phuc mat khau nhanh nhit.

Tuy nhién, Kon-Boot 1.0 khdng hoat dong véi cac phién ban Windows 64-bit,
ciing nhu bat ky phién ban nao cua Windows 7, Windows 8 hoic Windows 10. N6
hoat dong trén Windows Vista va Windows XP. Va phién ban thuong mai cua
Kon-Boot lam viéc vai cac phién ban 32-bit va 64-bit cua Windows 7 va Windows
8.



7. Trinity Rescue Kit
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Trinity Rescue Kit khoi dong tir dia hoic 6 USB, n6 c6 nhiéu cdng cu khéc nhau,
trong d6 c¢6 cong cy khdi phuc mat khau. Ban c6 thé st dung Trinity Rescue Kit dé
x0a mat khau hoan toan hozc thiét 1ap mot tdy chinh mat khau.

Nhiéu ngudi cam thay phan mém nay kho str dung béi vi n khong cé giao dién d6
hoa. Tuy nhién tham chi ban khong quen véi viéc stir dung giao dién dong lénh, thi
chuong trinh ciing cung c4p cac phim can thiét véi cac con sb dé chon céc tiy chon
khéc nhau khi reset mat khau. Trinity Rescue Kit hoat dong véi Windows 10, 8, 7,
Vista va XP.

Luu : Cong cy reset mat khau trong Trinity Rescue Kit, duoc goi la winpass, thuc
su chi [a mot script tu dong cho cdng cu chntpw. Néu ban da thir cong cu mat khau
nay va no khéng hoat dong, thi Trinity Rescue Kit cling s& khéng hoat dong.



