Hudéng din bao mat tai khoan Google véi Google Authenticator

Google Authenticator bao vé tai khoan Google cua ban khai cac keylogger va trom
cap mat khau. Véi xac thuc hai yéu td, ban s& can mat khau va ma xéc thuc dé
dang nhap. Ung dung Google Authenticator chay trén thiét bi Android, iPhone,
iPod, iPad va BlackBerry.

Chung ta da biét xac thuc hai yéu t6 ldy ma xac thuc bang tin nhan vin ban hoac
tin nhan thoai, nhung Google Authenticator thuc hién viéc nay con thuan tién hon.
NG hién thi ma thay d6i sau 30 gidy va duoc tao trén thiét bi vi vay ban cd thé st
dung @ng dung ngay ca khi thiét bi ngoai tuyén.

Kich hoat xac thuc hai bwéc

Truy cap trang cai dat tai khoan va dang nhap vao tai khoan Google cua ban.
Trong Sign-in & security, click vao lién két "Signing in to Google".
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Trong phan Password & sign-in method, click vao “2-Step Verification”.



Tired of typing passwords? Try using your phone to sign in.
Get started 3 \

P

Password & sign-in method

Your password protects your account. You can also add a second layer
of protection with 2-Step Verification, which sends a single-use code to
your phone for you to enter when you sign in. So even if somebody
manages to steal your password, it is not enough to get into your
account.

Note: To change these settings, you will need to confirm your

password.
Password Last changed: March 11,2014 b
2-Step Verification @ Off b

Man hinh giéi thiéu hién thi cho ban biét vé xac thuc hai budc, click “Get
Started” dé tiép tuc.



Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification code.
Learn more
Add an extra layer of security

Enter your password and a unique verification code that's sent
to your phone.

Keep the bad guys out

w
. Even if someone else gets your password, it won't be enough

to sign in to your account.

]

Nhap mat khau cho tai khoan Google caa ban va nhan Enter hoic click vao “Sign
in”.




Google

Please re-enter your password

Lori Kaufman
lori@howtogeek.com
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Need help?

Sign in with a different account

Google thiét 1ap x4c minh dua trén dién thoai, ban c6 thé nhap sé dién thoai & budc
nay dé tro thanh sé du phong sir dung sau. Nhu da dé cap ¢ trén ban c6 thé nhan
ma théng qua tin nhin vin ban hoic goi dién thoai. Click vao “Try it” dé gui ma
dén dién thoai.



Let's set up your phone

What phone number do you want to use?
= O w

Google will only use this nu imt security
Don't use a Google Voice numbe

Message and data rates may apply

How do you want to get codes?

@ Text message Ph-::lne call @

Step 1 of 3 :ll"j

Néu thiét 1ap hién thi thdng béo tin nhan trén dién thoai, ban s& thay thdng béo xuét
hién véi ma xac minh.



\J MESSAGES

220-00
Your Google verification code is 951856

Calendar Camera

W Settings Store .
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Navigation Weather Reminders

o) 000

Néu khong bat théng béo tin nhian van ban, ban c6 thé truy cap vao tng dung tin
nhan va xem ma xac minh & do.

[ Oroo90UT TS your Ouugie
verification code.

G-326273 is your Google
verification code.

Your Google verification code is
951856

(O SO A @

Sau khi da ¢6 ma xac minh, nhap n6 vao man hinh Confirm that it works va click
vao Next.




Confirm that it works

Google just sent a text message with a verification code to

Enter the code
951856 (1)

Didn't get it? Resend

Q@

BACK Step 2 of 3 N%T

Ban s& thdy man hinh cho biét ma xac minh hoat dong, click vao Turn On dé két
thdc qué trinh kich hoat xac thuc hai budc.



It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google Account
lori@howtogeek.com?

Step 3of 3

TUR&ON

Tin nhan van ban va thoai mac dinh 13 budc thir hai nhung ban cd thé thay doi diéu
nay trong phan tiép theo.




2-Step Verification
2-Step Verification is ON since Sep 19, 2016 TURN OFF

Your second step

After entering your password, you'll be asked for a second verification step. Learmn more

n Voice or text message (Default)

I /

Verification codes are sent by text message.

Set up alternative second step

Set up at least one backup option so that you can still sign in if you don't have your phone with you.

- Barlyiin rndee

Bay gio, hiy dang xuat khoi tai khoan Google cia ban rdi dang nhap lai. Ban sé
duoc yéu cau nhap mat khau caa minh.

Va sau d6 ban s& nhan dugc mot tin nhan van ban véi mé 6 chir s, nhap mi do
trén man hinh 2-Step Verification.



2-Step Verification

To help keep your email, photos, and other content safer,
complete the task below.

Enter a verification code

Get a verification code from the Google
Authenticator app

226572

@ Remember this computer for 30 days

Try another way to sign in

Kich hoat Google Authenticator

Bay gid sau khi bat xac minh 2 budc va két ndi dién thoai véi tai khoan Google,
ching ta sé& thiét 1ap Google Authenticator. Trén trang 2-Step Verification trong
trinh duyét, click vao Setup trong Authenticator app.



2-Step Verification

when you're traveling.

SETUP

D Google prompt

Get a Google prompt on your phone and just tap Yes to sign in.

ADD PHONE

’ Authenticator app

Use the Authenticator app to get free verification codes, even when your phone is offline.
Available for Android and iPhone.

5" < —
| @8 Backun nhone

Trong hop thoai hién ra, chon loai dién thoai ban st dung va click va Next.




Get codes from the Authenticator app

Instead of waiting for text messages, get verification codes for free from
i

the Authenticator app. it works even if your phone is offline.
What kind of phone do you have?

O Android
@ iPhone

@

CANCEL N%T

Man hinh Set up Authenticator hién thi véi ma QR hoic ma vach. Ban can quét

no véi tng dung Google Authenticator.



Set up Authenticator

o  Getthe Authenticator App from the App Store
* inthe App select Set up account.
e Choose Scan barcode

CAN'T SCAN IT?

CANCEL

NEXT

Bay gio hay cai dat tng dung Google Authenticator trén dién thoai cta ban va sau

d6 mo ng dung.
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Trén man hinh Authenticator chinh, cham vao dau cong & trén cing.

sese. orizon = 11:41 AM 3£ 100% ..

=  Authenticator + 7

Google

754 213

Sau d6, nhan “Scan barcode” trén cira s6 bat 1én & cudi man hinh.



B  Scanbarcode

2 Manual entry

May anh cta ban duoc Kich hoat va ban s& thay mot hop mau xanh luc. Huéng hop
mau xanh ndy vé ma QR trén man hinh dién thoai dé doc né.



seeel Varizon 2:48 PM

& Scan barcode

e,
g Tt

EXEE-

Ban sé& thay tai khoan Google méi dugc thém vao trong tng dung Authenticator.
Luu y, hay ghi lai m& cho tai khoan ban vira thém.



eesel Varizon = 2:53 PM

= Authenticator

Google

792 868

loriellenkaufman@gmail.com

Google

085 862

lori@howtogeek.com ¢

Sau khi thém tai khoan vao Google Authenticator, ban s€ phai nhap ma duoc tao.
Néu ma sip hét han, hdy cho no thay doi dé ban co du thoi gian dé nhap ma. Bay
gio, quay lai may tinh cta ban va click vao "Next” trén hop thoai Set up
Authenticator.



Set up Authenticator

o  Getthe Authenticator App from the App Store
* inthe App select Set up account.
e Choose Scan barcode

CAN'T SCAN IT?

CANCEL NEXT

Nhap mé tir tng dung Authenticator trén hop thoai Set up Authenticator va nhan

vao Verify.




Set up Authenticator

Enter the 6-digit code you see in the app.

Enter code

132645 @

@

CANCEL VE@;Y

Hop thoai Done xuét hién, click vao Done dé dong né.




Done!

You're all set. From now on, you'll use Authenticator to sign in to your
Google Account.

D%E
Ung dung Authenticator duoc thém vao danh sach buéc xac minh tha hai va tro
thanh mac dinh.




2-Step Verification

2-Step Verification is ON since Sep 19, 2016 TURN OFF

Your second step

After entering your password, you'll be asked for a second verification step. Learn more

Authenticator app (Default)

Authenticator on iPhone h
Added: Just now

n Voice or text message

A

S6 dién thoai ban di nhap trudc do sé& tré thanh sé dién thoai du phong cua ban.
Ban c¢6 thé st dung s6 nay dé nhan ma xéac thuc néu mat quyén truy cap vao tng
dung Google Authenticator hoac format lai thiét bj caa minh.

Pang nhap

Lan tiép theo dang nhap, ban s& phai cung cap ma hién tai tir tng dung Google
Authenticator giéng nhu cach ban di cung ciAp ma nhan dugc trong tin nhan vian
ban trude d6 trong bai viét nay.



2-Step Verification

To help keep your email, photos, and other content safer,
complete the task below.

Enter a verification code

Get a verification code from the Google
Authenticator app

226572

@ Remember this computer for 30 days

Try another way to sign in

Tao va in méa dg phong

Google cung cdp ma dy phong va ban c6 thé in ra dé dang nhap, ngay ca khi mat
quyén truy cap vao ca tng dung di dong va sb dién thoai ciia minh. Dé thiét lap cac
mi ndy, hiy click vao “Setup” trong phan Backup codestrong phan Set up
alternative second step.



2-Step Verification

ADD PHONE

Set up alternative second step

Set up at least one backup option so that you can still sign in if you don't have your phone with you.

x Backup codes

These printable one-time passcodes allow you to sign in when away from your phone, like
when you're traveling.

D Google prompt

Cot o Gennlo nrorond oo seoeer nbhvong gnd fnct tom Wae o cinn in

Hop thoai Save your backup codes xuat hién voi danh séch 10 ma dy phong. In
chlng ra va giit ¢ noi an toan. Ban s& bj khoa tai khoan Google néu mat tat ca ba
phuong thirc xac thyc (mat khau, md xac thuc trén dién thoai va ma dy phong).
MJ3i ma du phong chi dugc sir dung mét lan.



Save your backup codes X

Keep these backup codes somewhere safe but accessible.

[1 0000 0000 [1 0000 0000
[1 0000 0000 [1 0000 0000
[1 0000 0000 [1 0000 0000
[1 0000 0000 [1 0000 0000 %
[1 0000 0000 [1 0000 0000

Google
(lori@howtogeek.com)

= You can only use each backup code cnce.
= These codes were generated on: Sep 19, 2016.

GET NEW CODES DOWNLOAD W

Néu ma dy phong cua ban bi an cap, click vao Get New Code dé tao mot danh
sach ma méi. Bay gio ban s& thiy ma du phong trong danh sach Your second
step trén man hinh2-Step Verification.




Your second step

After entering your password, you'll be asked for a second verification step. Learn more

e Authenticator app (Default)

Authenticator on iPhone V4

Added: 11 minutes ago

n Voice or text message

Verification codes are sent by text message

ADD PHONE

x Backup codes

10 single-use codes are active at this time, but you can generate more as needed

SHOW CODES

Y

Tao mat khau danh riéng cho wng dung

X&c thuc hai budc s& pha vé mat khau cua cac tng dung email, chuong trinh tro
chuyeén va bat ky thar gi khac st dung mat khau cua tai khoan Google cua ban. Ban
s& phai tao mat khau danh riéng cho tung ang dung khong hd tro xéac thuc hai
budc.

Quay lai man hinh Sign-in & security, click vao App passwords trong phuong
thirc Password & sign-in.



Sign-in & security

Signing in to Google

Control your password and account access,
along with backup options if you get locked out

of your account.

Make sure you choose a strong password

A strong password contains a mix of numbers, letters
and symbols. It is hard to guess, does not resemble a
real word, and is only used for this account

Password & sign-in method

Your password protects your account. ¥
of protection with 2-Step Verification, wh
your phone for you to enter when you sig
manages to steal your password, it is no
account.

Note: To change these settings, you will

password.

Password La
2-Step Verification On
App passwords @ Nd

Trén man hinh App passwords, click vao danh séch tha xubng "Select app”.



App passwords

App passwords allow 2-Step Verification users to access their Google Accounts through apps such as

Mail on an iPhone or Mac, or Outlook. We'll generate the app passwords for you, and you won't need to
remember them. Learn more

You have no app passwords.

Selectapp ~ on my Select device ~

Chon mét tiy chon tir danh sach tha xudng Select app. Néu ing dung ban sir dung
khong c6 trong danh sach, ban cd thé chon Other dé tiy chinh tén caa mat khau
ung dung.



App passwords

App passwords allow 2-Step Verification users to access their Google Accounts through apps such as
Mail on an iPhone or Mac, or Outlook. We'll generate the app passwords for you, and you won't need to
remember them. Learn more

You have no app passwords.

Mail RN GENERATE |
Calendar
Contacts

YouTube

Other (Custom name) @

Néu chon Mail, Calendar, Contacts hoic YouTube, chon thiét bi tir danh sach
tha xubng “Select device”.



App passwords

App passwords allow 2-Step Verification users to access their Google Accounts through apps such as
Mail on an iPhone or Mac, or Qutlook. We'll generate the app passwords for you, and you won't need to
remember them. Learn more

You have no app passwords.

Mail ~ onmy  iPhone
iPad
BlackBerry
Mac
Windows Phone

Windows Computer

Other (Custom name)

Néu chon Other tir danh sach tha xubng Select app, ban s& bo qua budc chon thiét
bi. Nhap tén cho ng dung mudn tao mat khau va sau d6 click vao Generate.



App passwords

App passwords allow 2-Step Verification users to access their Google Accounts through apps such as
Mail on an iPhone or Mac, or Outlook. We'll generate the app passwords for you, and you won't need to
remember them. Learn more

You have no app passwords.

Outlook on Laptop| @

| e

Hop thoai Generated app password sé& hién ra voi mat khau tng dung ban c6 thé
st dung dé thiét 1ap cho tng dung va chuong trinh Google nhu email, lich va lién
lac. Nhap mat khau duoc cung cap vao ung dung thay vi mat khau chuan caa ban
tao cho tai khoan Google nay. Khi hoan tat viéc nhap mat khau, click vao Done dé
dong hop thoai. Ban khéng can nhé mat khau nay vi ban c6 thé tao mat khau méi
sau do.



Generated app password

Email

securesally@gmail.com

Password

Your app password for your device

mmtj rcbl sybs rpmy

How to use it

Go to the settings for your Google Account in
the application or device you are trying to set
up. Replace your password with the 16-
character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember it,
so don't write it down or share it with anyone.

DONE

Tat ca tén cta mat khau ¢ng dung ban da tao duoc liét ké trén man hinh App
passwords. Néu mat khau ung dung bi an cap, ban c6 thé thu hdi né trén trang nay
bang céch click vao Revoke canh tén &ng dung trong danh sach.




App passwords

App passwords allow 2-Step Verification users to access their Google Accounts through apps such as
Mail on an iPhone or Mac, or Outlook. We'll generate the app passwords for you, and you won't need to
remember them. Learn more

Name Created Last used Access

Outlook on Laptop 12:09 PM - | REVOKE

s

Selectapp + onmy Select device ~

Trén trang Sign-in & security, trong Password & sign-in method, ban s& thay s6
mat khau tng dung ban vira tao. Ban c6 thé click vao App passwords mét lan nira
dé tao mat khau méi hozc khdi phuc mat khau ci.



Password & sign-in method

Your password protects your account. You can also add a second layer
of protection with 2-Step Verification, which sends a single-use code to
your phone for you to enter when you sign in. So even if somebody
manages to steal your password, it is not enough to get into your
account.

Mote: To change these settings, you will need to confirm your

password.
Password Last changed: October 21, 2013 -
2-Step Verification On since: 33 minutes ago 3

1 password 3

Y

App passwords

Aoyt e et e e

Nhitng mat khau nay cip quyén truy cap vao toan bo tai khoan Google va bo qua
xé&c thyc hai yéu td.

Ung dung Google Authenticator 1a m& nguén mé va duya trén tiéu chuan mo. Cac
du an phan mém khac nhu LastPass di bat dau sir dung Google Authenticator dé
thuc hién xac thuc hai yéu té.

Chuc céac ban thuc hién thanh cong!



