Céch bao vé may tinh truéc 16 hong bao mat Foreshadow

Foreshadow la gi?

Foreshadow, hay con dugc goi 12 L1 Terminal Fault, la mot 16i bao mat anh huong
tGi mot trong c&c phan tir bao mat cua chip Intel - Software Guard Extensions (hay
SGX).. N6 cho phép phan mém doc hai xam nhap vao cac khu vuc an toan ma
ngay ca nhitng 156 hong bao mat trudc day cua Spectre va Meltdown ciing khéng
thé pha va.

Cu thé, Foreshadow tan cong tinh ning tién ich bao vé phan mém (SGX) cua Intel.
Tinh niang nay dugc tich hop vao cac chip Intel nham cho phép cac chuong trinh
tao "cac vung" an toan ma ngay ca cac chuong trinh khac trén may tinh cling
khong thé truy cap dugc. Ngoai ra, theo ly thuyét, ngay ca khi phan mém doc hai
Xam nhap vao mady tinh, n6 ciing khong thé truy cap vao nhitng ving an toan nay.
Khi cac 16i bao mat Spectre va Meltdown duoc cong bd, cac nha nghién ctu bao
mat phat hién ra rang bo nhé duoc bao vé boi SGX hau nhu khong bi tin cong bai
Spectre va Meltdown.

FORESHADOW

Foreshadow c6 2 phién ban: kiéu tan cong ban dau la lay dir liéu tir viing an toan
ciia SGX va thtr hai 1a Foreshadow NG (Next Generation) dung dé lay thong tin



nam trong bo nhé dém L1. NG anh huong téi ca may 40, bé nhd nhan OS, b nhé
quan ly hé théng, c6 kha nang de doa toan bo kién trdc nén tang dam may.

Cach bao vé PC cua ban trudc Foreshadow

Settings - G X
 Home Windows Update
{ Find a setting o | You're up to date
‘ Last checked: Today, 1:43 PM
Update & Security
Check for updates

l <> Windows Update ’

@ Windows Security

T Backup

Luu y rang chi nhitng may tinh sir dung chip Intel méi dé bi Foreshadow tan cong.
Cac chip AMD rat hiém khi mac phai 15i bao mat nay.

Theo 16i khuyén bao mat chinh thic tir Microsoft, hau hét cac PC
chay Windows chi can dugc cap nhat hé diéu hanh 13 cé thé tu bao vé minh khoi
Foreshadow. Chi can chay Windows Update dé cai dat cac ban v moi nhat.
Microsoft cling cho biét ho khong nhan thay bat ky anh hudéng nao lién quan dén
hiéu suat cia may sau khi cai dit cac ban va nay.

Mot s6 PC ciing ¢ thé s& phai can dén cac vi md mai tir Intel dé tu bao vé minh.
Intel cho biét day 1a nhitng ban cap nhat cac vi ma gidng nhau da duoc phat hanh
dau nam nay. Ban hoan toan c6 thé c6 dugc ban cap nhat firmware méi, bang cach
cai dat ban cap nhat UEFI hodc BIOS méi nhat tir hoac nha san xuat PC hoic bo
mach chu ctia ban. Ngoai ra, ciing ¢ thé cai dit ban cap nhat cac vi ma truc tiép tur
Microsoft.

Nhitng luu ¥ d6i véi cac nha quan tri hé thong



Péi véi cac PC dang chay phan mém hypervisor cho cac may ao (vi du, Hyper-V)
phan mém hypervisor d6 ciing s& can phai dugc cap nhat phién ban méi nhat. Vi
du, ngoai ban cap nhat ma Microsoft danh cho Hyper-V, VMWare ciing da phat
hanh ban cap nhat cho phan mém may 4o nay cua ho.

Cac hé thdng str dung Hyper-V hoic cac nén tang bao mat dya trén ao hda khac
cling s& can nhitng thay d6i manh m& hon. Bao gdm viéc vd hiéu céc siéu phan
ludng, diéu ndy s& 1am may tinh cham di, va tat nhién hau hét moi ngudi s& khéng
can phai thuc hién thao tac ndy, nhung déi véi cac quan tri vién Windows
Server dang chay Hyper-V trén CPU cua Intel, ho s& can phai can nhic mot cach
nghiém tuc vé viéc vo hiéu hoa siéu phan ludng trong BIOS cua hé théng nham gii
cho may ao cua ho dugc an toan.

Cac nha cung cap tién ich dam may nhu Microsoft Azure vd Amazon Web
Services cling dang tich cuc chay cac ban va cho hé théng ciia minh dé tranh viéc
cac may 4o trén cac hé théng chia sé dit lidu nay bi tan cong.

C4c hé diéu hanh khac ciing can phai dugc cap nhat nhitng ban va bao mat méi. Vi
du, Ubuntu di phat hanh ban cap nhat moi dé bao vé cac may Linux trudc cac cudce
tan céng nay. Trong khi Apple van chua dua ra bat ctr dong thai chinh thirc nao.

Sau khi x4c dinh va phan tich cac sé liéu CVE cé&c nha bao mat dd xac dinh duoc
cac 16i nhu sau: CVE-2018-3615 dé tin cong vao Intel SGX, CVE-2018-3620 tan
cong vao hé diéu hanh va ché do quan ly hé thong va CVE-2018-3646 dé tan cong
vao viéc quan ly cac may ao.

Trong mot bai dang trén blog, Intel cho biét ho dang tich cuc 1am viéc dé dua ra
cac giai phéap t6t hon ciing nhu cai thién hiéu suat dong thoi day manh viéc chan
cac anh huong dén tir L1TF. Céc giai phap nay sé chi duoc &p dung khi can thiét.
Intel cho biét cac vi ma cho CPU dugc hang phat hanh trudc d6 di cung cap tinh
nang nay cho mot s6 déi tac va hiéu qua cua né van dang dugc danh gia.

Cubi cung, Intel Ivu y rang cac van dé vé L1TF ciing s& dugc hdng giai quyét bang
nhitng thay doi duoc thuc hién ddi véi phan cang. Noi cach khéc, cac CPU cua
Intel trong tuong lai s& mang trong minh céc cai tién vé phan ctmg dé nang cao
hiéu qua trong viéc chéng lai Spectre, Meltdown, Foreshadow va cac cudc tan
cong tuong tu khac ciing nhu giam thiéu cac thiét hai dén muc téi thiéu.



