Phan biét HTTPS, SLL, thanh
Address

P4 bao gio ban tw héi tai sao trén thanh dia chi website ciia ban dwong din hién thi
lGic thi mau xanh 14 cay 14c thi cac biéu tweng khac nhau?. Mot sé trang Web, chir
mau xanh |4 cay véi tén ciia cong ty s& hiru. Va néu ban dé y ban sé thay c6 sw phan

biét r6 rang gitra chung.
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Nhin vao hinh trén vai cac Tab trén thanh dia chi website khac nhau, bon diém truy cap
khéc nhau, céi thi mau xanh 14 cay, cai thi don sac khong cé gi. Vay y nghia cia no 1a gi?
Tat nhién nguoi ta khong vo ¢é 1am nhu vay, tat ca déu co 1y do. Mot su phan biét rd
rang giita noi dung an toan va khdng an toan. Ching ta can phai nim rd mot s6 khai niém

dé giai dap thic mac vé cac biéu tuong véi mau sic khac nhau do.

Viy thé nao la ni dung an toan va khdng an toan?

Pé hiéu dau 12 ndi dung an toan dau 1 ndi dung khong an toan ta xem xét HTTPS va
SSL, do6 1a 2 giao thirc bdo mat quan trong.

HTTP la viét tat cia Hypertext Transfer Protocol (Giao thirc truyén tai siéu van ban), day

l& mot cach thirc truyén tai dir liéu trén mang Internet. Chiing ta thuong gip giao thirc



HTTP nay khi str dung cac trinh duyét web (nhu Firefox, chrome, IE...), khi ching ta
load website thong thuong, chung ta ding giao thirc HTTP dé giri va nhan dir lidu.

Ngoai viéc thay ¢ trinh duyét, mot sé tng dung hién tai cling dang str dung co ché HTTP

dé truyén tai di liéu, vi du dién hinh nhat 1a Yahoo.

HTTP

username: abc L username: abc
password: 123 password: 123

L triv Wek

HTTPS la viét tat ciia Hypertext Transfer Protocol Secure (Giao thirc truyén tai siéu van
ban c6 bao mat). Chung ta c6 thé doan duoc 14 HTTPS khac HTTP & diém nao. D6 chinh
la HTTPS hd tro thém bao mat, n giai quyét van dé thong tin giri nhan 1én Internet cua
ching ta bi r0 ri.

HTTPS thuong dugce st dung trong nhitng truong hop dang nhap, dang ky, thanh toan

tién, thanh toan thé,... Chlng la nhitng théng tin nhay cam can dugc bao vé.

HTTPS
(el - g s username: abc
Lad !1&!.. password: 123
username: abc LSername: 1B #% i username: [@#%
password: 123 passward: J*RAA password: J(*&"
Lwru trir Web

SSL la tir viét tat ctia Secure Socket Layer, 12 cong nghé nén tang sir dung giao thirc
HTTPS dam bao ndi dung HTTP dugc mé hoa an toan. Pon gian, HTTPS la HTTP qua
SSL. N6 1a mot su két hop giita giao thirc HTTP va giao thirc bao mat SSL hay TLS cho
phép trao doi thong tin mot cach bao mat trén Internet. HTTP khong duge mé hda thdng

qua HTML gitra phia client va server.



Do 1a ly do vi sao céac trang Web nhu Ngan hang, giao dich thuong mai,... chon giao thirc
HTTPS. Vi HTTPS la su lya chon can thiét dé bao vé an toan cho cac tai khoan nhay
cam. Tuy nhién, toc do tai trang s& bi cham lai, khong nhanh nhu HTTP. Vi thé nén cac
trang Web dién tir thuong chon giao thirc HTTP thay vi chon HTTPS.

D6 1a 1y do tai sao khi ban truy cép trang web Tudi Tré Online (TTO), ban khong thdy bat
ky van ban mau xanh 14 cay hoac HTTPS trong thanh dia chi. T4t ca nhiing gi ban nhin
thy trong hinh dudi 14 mot biéu tugng tai liéu trang. Ching to rang trang web nay khong
su dung SSL, dit liéu khong dugc mé hoa.

Vi vay, néu ban gd bat ky thong tin vao biéu miu trén trang web, dit liéu d6 s& khong
dugc ma hoa trén Internet va tir d6 c6 kha nang c6 thé bi bat goi tin va duge doc boi bén
thr ba. Trong Google Chrome, néu ban bam vao biéu tugng tai liéu, ban s& nhan duoc

mot s thong tin chi tiét nhu dudi day:
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Co hai tab hién thi: Permissions (Gidy phép) va Connection (Két ndi):



Tab Connection (Két ndi): Theo hinh trén thi danh tinh cua trang web khong duoc xéac
nhan. Piéu ndy chimg t6 TTO chua mua chimg chi bao mat cho trang web va vi thé TTO
c6 thé dugc s hitu bai bat ky ai. D6 12 1y do tai sao ching ta khong nén gé bat ky thong
tin nhay cam trén trang web khong dugc mé hoa, no sé cong khai thong tin ctia ban cho
bat ky to chirc nao.

Bay gio ban da hiéu 1y do tai sao khong c6 vin ban mau xanh 14 cdy trong thanh dia chi?

Néu ban thudng xuyén duyét Gmail, trén thanh dia chi cta ban trong nhu thé ndy véi mot

biéu twong 6 khoa mau xanh 14 cay kha dep va vin ban HTTPS mau xanh 14 cay.
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Tuy nhién, sau mot lac biéu tugng chuyén sang mau xam véi mot hinh tam giac mau
vang:

= C' & https://mail.google.com/mail/u/0

Biéu tuong ndy c6 nghia trang web dang st dung SSL ma hda, nhung mét s6 ndi dung

trén trang nay khéng an toan (khéng mé hoa). Nhu vay trang web nay khéng an toan?.

Vi dy, trong Gmail, hinh anh hién thi trong email khong chac chan 14 an toan va do d6
khong duoc ma hda. Do 1a 1y do tai sao ban ludn ludn phai nhip vao lién két "Ludn ludn
hién thi hinh dnh tir...". Khi ban nhap vao lién két, ban s& nhan thiy sy thay d6i biéu
tugng 6 khoa mau xanh 14 cay thanh hinh tam gidc mau xam. Do d6, Gmail 1 van an

toan, nhung mot s6 noi dung trong email d6 khong an toan.
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Tuy nhién, néu ban gip biéu tuong 6 khoa mau xam vai dau gach chéo “X”” mau do o vi
tri trung tim va duong gach ngang vin ban HTTPS mau d6, biéu tugng ndy thuc sy

khong an toan, khong dang tin cay.

D6 co thé 1a do ching chi bao mat cua trang web dang hét han sir dung hodc céc ndi dung
lién quan dén Javascript khong an toan. Piéu ndy that sy c¢6 nguy co cao. Hinh anh khong
dugc danh gia nguy co cao vi thuong khong tuong tac voi nguoi st dung. Tuy nhién, néu
Javascript khéng an toan, nguoi dung khdng nén nhap vao biéu mau vi dir liéu truyén di
khdng an toan.

Vay 1am thé nao biét noi dung trén trang d6 khong an toan?

Ban c6 thé kiém tra xem trong Google Chrome. Click vao biéu tuong Settings ¢ phia trén
bén phai, sau d6 nhan vao Tools - Developer Tools (Hoic nhan t6 hop phim tat Ctrl +
Shift + 1).
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Khi d6, hdy nhap vao Tab Console va ban s& nhan dugc danh sach tat ca cac canh bao

hozc 16i nhu hinh duéi day.
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Nhu ban nhin thay tir hinh trén, email tir Steve c6 mot loat cac hinh anh ma toi da quyét
dinh hién thi va nhimg hinh nay duoc cho 1a khdng an toan. Trong giao dién diéu khién,
ban c6 thé nhin thdy nhitng hinh anh cu thé thyc té dang gay ra cac trang khong an toan.
Trén trang web ma ban nhin thy véi van ban mau xanh 14 cay va tén cta cong ty ciing

mau xanh 14 cay. Khong c6 su khac biét trong mic d6 ma hoa, an ninh, n6 chi c6 mot sb

hinh anh tin cay.
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Mhan dang Apple Inc. tai Cupertine, California
US d3 duoc xdc minh bai VeriSign Class 3
Extended Validation 55L 5GC CA,

Théng tin ching chi

K&t ndi cﬁl_a ban dén appleid.apple.com dugc
mi héa bang ma 128-hit.

K&t ndi sir dung TLS 1.0,

K&t ndi duoc ma hoa hfmg RC4 128, wai MD5
dé xac thue thuva RS54 13 co che trao d4i
chinh,

K&t ndi khang s dung nén S5L.

May chd khéng hé tro tign ich md réng dam
phan lai TLS.

ﬂ Théng tin vé trang web
Ban chua bao gid truy cdp trang web nay trudc
do.

Nhu ban c6 thé thay, Apple Inc d& duoc xac minh boi VeriSign Class 3 gidy chimg nhan
m& rong SSL Validation. Ban ciing c¢6 thé thay sb luong ma hda (128 bit) va thong tin
khac. Cac ngan hang thuong c6 ma hoa 256 bit.

Ban c6 thé tim thém thong tin vé cac canh bao bao mat ciia Chrome va cac biéu tuong &
day.

Hy vong bai viét ndy mang dén cho ban mot chit thong tin vé giao thirc HTTPS, cach

lam viéc SSL va lam thé nao dé trinh duyét hién thi thong tin d6 vao thanh dia chi. N6

hién thi hoi khac nhau trén mdi trinh duyét, nhung nhin chung n6 ciing twong ty.






